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We explored the field of predicting and minimizing dimensional deviations when milling rectangular
pockets in birch plywood, with the aim of improving the accuracy of manufacturing processes. We
examined various machining conditions altering feed rate, depth of cut, and spindle speed and acquired
high-resolution 3D scans to quantify pocket-shape deviations against the prescribed tolerances. To
enhance the model’s robustness, the empirical dataset was augmented via synthetic data-generation
techniques. We then compared several approaches using cross-validation. MLP proved the most
accurate. These findings demonstrate the utility of readily available machine-learning algorithms for
precise deviation prediction and lay the groundwork for future integration of automated hyperparameter

tuning and feature-based process optimization.

Povzetek: Raziskava je pokazala, da je mogoce z metodami strojnega ucenja, zlasti z modelom MLP,
ucinkovito napovedovati in zmanjSevati dimenzijska odstopanja pri rezkanju vezanega lesa.

1 Introduction

Dimensional accuracy is a central quality requirement in
CNC machining of wood-based panels, particularly in
furniture, interior products, and modular assemblies
where milled pockets, slots, and mating features must fit
reliably without excessive post-processing. In plywood
and other engineered wood materials, dimensional
deviations may arise from the combined effects of
cutting parameters, tool deflection, local material
heterogeneity, layer orientation, moisture-related
variability, and machine dynamics. These deviations are
especially relevant in pocket milling, where small errors
in edge position or pocket geometry can affect assembly
precision, visual quality, and repeatability in batch
production. Recent studies on CNC machining of
engineered wood panels have shown that parameters
such as depth of cut and feed rate can significantly
influence dimensional accuracy and surface quality,
confirming the need for systematic parameter selection
and process control. Although the effects of machining
parameters on surface roughness and dimensional
accuracy have been studied for several wood-based
materials, much of the available work relies on
conventional experimental comparison or statistical
analysis. Data-driven prediction of local dimensional
deviations in plywood pocket milling remains less
explored, particularly when high-resolution 3D scanning
is used to quantify the machined geometry and when

limited experimental datasets are expanded using data-
augmentation techniques. This creates a practical
research opportunity: if dimensional deviations can be
predicted from machining parameters before or during
production, CNC settings can be adjusted more
systematically to improve accuracy, reduce trial-and-
error tuning, and support automated process
optimization.

In the DIGITOP project, this problem was investigated
through the fabrication of a custom-engineered plywood
substrate intended for the assembly of a headphone stand
prototype. The substrate consists of a single panel of
commercial-grade birch plywood, 10 mm in thickness,
with overall dimensions of 100 x 76 cm. Birch was
selected on account of its high specific strength and
stiffness relative to softwood alternatives, as well as its
dimensional stability under controlled indoor conditions;
however, its susceptibility to moisture and ultraviolet
degradation limits its suitability for long-term exterior
applications [1]. Alternative hardwood or engineered
wood composites may be substituted without
fundamentally altering the downstream processing
methodology.

Prior to milling, the full-size panel was subdivided into
smaller tiles by CO: laser cutting. The laser parameters
employed were a traverse speed of 3 mm-s™, 95% of a
nominal 130 W output power, and an air-assist pressure
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of 1.5 bar to optimize kerf quality and minimize thermal
char. These settings were determined experimentally to
achieve clean, burr-free edges while maintaining
acceptable processing throughput. In the subsequent
milling process, rectangular pockets were produced in
the plywood to form the functional geometry of the
headphone stand. A 6 mm spiral cutter made of HWM
material, i.e., solid tungsten carbide, was used. This
cutter was selected for its high wear resistance and
stiffness, which minimize tool deflection and contribute
to tighter pocket-edge tolerances; preliminary trials
showed that softer cutter materials increased radial run-
out by up to 15 um under identical feed conditions.

This paper makes the following contributions:

* A systematic dataset of 17 real and 483 SMOGN-
augmented observations linking feed rate, depth of cut,
and spindle speed to rectangular-pocket deviation in
birch plywood.

A comparative evaluation of four off-the-shelf
regression algorithms using 5-fold cross-validation,
identifying MLP as the top-performing model, with R? =
0.9316.

Compared with existing ML-based machining prediction
studies, which most commonly address surface
roughness, tool wear, chatter, energy consumption, or
dimensional accuracy in metal machining, this work
focuses specifically on local dimensional and surface-
topography deviations in CNC pocket milling of birch
plywood. The novelty of the study lies in combining
high-resolution 3D-scanner-derived deviation metrics
with a small-data SMOGN augmentation workflow to
model a wood-specific machining problem that has
received limited attention in the existing ML machining
literature.

The study contributes to the state of the art by combining
3D-scanner-based evaluation of plywood surface
topography with standard machine learning regression
techniques to predict the local-scale variability of
dimensional accuracy, expressed through its standard
deviation. To the best of the authors’ knowledge, the
specific combination of the applied 3D scanning setup,
plywood material, machined geometry, and data-
augmentation pipeline has not been previously reported
in this context. The developed regression model provides
a basis for automated process optimization by supporting
the adjustment of feed rate, depth of cut, and spindle
speed to achieve improved surface quality.

P. Kocuvan et al.

2 Related work

Birch lumber possesses superior mechanical performance
compared to softwood species. With the cross-laminated
veneers configuration, birch plywood is considered
promising for structural use. Due to its architecture and
attendant enhancement of stiffness, strength, and
dimensional stability, birch plywood represents a highly
promising candidate for load-bearing structural
applications [2],[3]. The similar process of milling a
rectangular pocket is boring. In the course of bore
machining under finishing conditions, the parameters that
determine the quality of the surface layer represented by
the roughness and quality grade are particularly
important. The roughness of the treated surface is mainly
affected by the vibrations of the manufacturing system
[4]. The boring operation may be performed on a variety
of machine-tool platforms, including general-purpose or
universal equipment such as lathe (turning) centers and
milling machines.

Sutgu and Karagdz evaluated how spindle speed, feed
rate, stepover and depth of cut influence the surface
topography of pocket-milled MDF using a CNC router.
Employing roughness average (Ra), mean peak-to-valley
height (Rz) and root-mean-square height (Rq) as quality
metrics, they found that raising the spindle speed
improves the finish (lower Ra, Rz, Rq), whereas
increasing the feed rate, stepover or depth of cut leads to
a rougher surface [5].

In a recent investigation of CNC-router machining, a
two-factor factorial design was employed to assess how
spindle speed, feed rate, cutting depth and wood species
affect surface-finish quality. The authors report that the
wood’s intrinsic structure exerts a significant influence
on the machined surface, with higher spindle speeds
yielding smoother finishes, whereas increased feed rates
produce noticeably rougher textures [6].

Isleyen and Karamanoglu (2019) conducted a factorial
study varying spindle radial speed (18 000 min vs. 24
000 min™?), feed rate (2 500-10 000 mm/min), tool
diameter (4 vs. 6 mm), and depth of cut (4 vs. 6 mm) to
evaluate their effects on Ra and Rz surface-roughness
parameters of 18 mm MDF using a stylus profilometer
(Handysurf E-35) with ten measurements per sample [7].

José and Mathew (2024) propose a comprehensive 110T-
based platform that captures and unifies real-time data
from traditional control systems (PLCs, DCSs), mobile
devices, and ERP systems, leveraging edge processing
alongside cloud-based machine learning and Al to
compute and visualize key performance indicators
(KPIs). The article has similar objective to ours, because
they both apply data-driven, predictive-analytics
strategies to improve manufacturing accuracy and
efficiency [8].
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Feng et al. (2024) and similarly Hwang (2026) reviewed
machine-learning applications in wood materials,
including property prediction, defect detection, health
monitoring, and material-design optimization. They
showed that ML can reduce experimental effort by
modeling complex links between wood structure,
processing, and performance. However, they also
identified limited data availability, data quality, and
model interpretability as key challenges. Since
dimensional accuracy prediction in wood machining was
not specifically addressed, this remains a relevant
research gap for CNC wood manufacturing [9], [10].

Purwanto et al. (2026) investigated CNC nesting of High
Moisture Resistance (HMR) panels, focusing on the
effects of depth of cut and feed rate on dimensional
accuracy and surface roughness. They found that depth
of cut significantly affected dimensional accuracy, while
feed rate mainly influenced surface roughness. The best
machining condition was obtained at a 2 mm depth of cut
and 33 mm/s feed rate. However, the study used
experimental and ANOVA-based analysis rather than
ML-based prediction, leaving room for data-driven
models to predict dimensional deviations in CNC wood
machining [11].

3 Experiment

We implemented a controlled laboratory study to predict
rectangular pocket deviation as a function of key process
variables. Our goal was to identify the combination of
settings that minimizes deviation quantified here by the
forecasted standard deviation of rectangular pocket
diameter, which serves as a proxy for machining error.
To that end, we supplied our predictive models with
three principal factors known to affect surface roughness
and structural integrity within a milled rectangular
pocket:

e Feed (move) speed (mm/min).
Governs the axial advancement rate of the
cutting tool relative to the workpiece, directly
influencing heat generation and chip formation.

e Milling depth of spiral cutter (mm).
Defines the radial engagement of the cutter per
pass; deeper cuts typically increase cutting
forces and deflection.

e Spindle radial speed (% of maximum, where
100 % corresponds to 24 000 mint). Controls
the circumferential velocity of the tool, affecting
surface finish and tool-workpiece interaction
dynamics. Here we can also set the radial speed
to over 100 %. At some measurements we set it
to 120 %.

A 6 mm-diameter spiral cutter (Figure 1 [12]) was used
in conjunction with an electrical spindle (Hiteco; Figure
1 [13]). Birch specimens were digitized with a
Raptor 3DX Standard (5 MP) structured-light scanner.
Scans were executed in automatic mode on the patented
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2 + 1-axis robotic cradle (360° rotation, 90° arm swing,
+45° sensor tilt). Using the FOV 330 optics
(270 x 200 x 200 mm, point spacing 0.16 mm), a single
specimen was captured from ten poses. Raw point clouds
were auto-registered in 3DX Scan and exported as STL
meshes [14]. The Raptor 3DX system provides a fully
automated solution for 3D metrology encompassing
quality control and reverse-engineering workflows.
Figure 2 presents a representative 3D scan of a birch
plywood specimen. Surface deviations within a £0.1 mm
tolerance band are rendered in green; yellow indicates
slight positive deviations, red denotes larger positive
deviations beyond tolerance, and blue corresponds to
negative deviations. The adjacent legend quantifies the
deviation thresholds associated with each color.

Figure 1: Spiral cutter 6mm CMT 192.860.11 (right) and

‘.<3;§f.

I:;:“.A;~3-="::,;

Electrical spindle Hiteco S-13/18 24 ER25 DX BT (left)
Figure 2: Headphone stand made out of Birch plywood -
3D surface (colormap)

Seventeen birch-plywood specimens were prepared, each
characterized by a distinct combination of feed (move)
speed, milling depth and tool spindle speed. The
environment variables are not applicable. Because this
sample size was insufficient for robust regression
modeling, we augmented the dataset by generating
synthetic observations using the SMOGN (Synthetic
Minority Over-Sampling Technique for Regression with
Gaussian Noise) library in Python [15]. Table 1
summarizes the SMOGN parameter settings. These
values were selected to minimize estimation error while
promoting a greater dispersion of the synthesized
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samples. These SMOGN settings were selected based on
a preliminary sensitivity analysis, which showed that a
relevance cutoff of 0.90 and noise level of 0.30 best
balanced synthetic-data diversity against fidelity to real
measurements.

The quality of the synthetically generated records was
assessed against the critical process parameter spindle
radial speed. Experimental machining trials showed that
cutter fracture occurs whenever spindle radial speed falls
below 34 %. Accordingly, the data-augmentation
pipeline was constrained so that no synthetic sample
violated this lower bound, and all subsequent evaluations
were performed exclusively within the safe operating
range (=34%). This approach ensures that the
augmented dataset reflects only feasible machining
conditions and does not introduce unrealistic failure
cases that would never be allowed in practice.

The first parameter means each seed point can be
interpolated with more distant neighbors, broadening the
convex hull in which new points lie hence more
dispersed synthetic samples. The second parameter
specifies the magnitude of Gaussian jitter added to
interpolated points (in our case 30% of the feature
range). The third parameter sets the relevance cutoff ¢(y)
> 090 for defining “rare” (to be oversampled) vs.
“normal” (to be under-sampled) observations. The
fourth chooses between two sampling schemes “balance”
or “extreme”.

Table 1: Most important parameters for SMOGN library
configuration

Name of the parameter Configured value

Number of nearest neighbors to use 15
when generating synthetic points
via interpolation (default is 5).
Proportion of Gaussian noise
(relative to each feature’s standard
deviation)

Relevance cutoff (0-1) defining
which target values are considered
“rare” and thus eligible for
oversampling.

Strategy for selecting which rare
cases to oversample here
"extreme" focuses on the most
extreme targets.

0.30

0.90

“extreme”

In total, 483 synthetic data points (other 17 a real data
points) were produced, a quantity chosen empirically.

P. Kocuvan et al.

4 Evaluation and results

We evaluated four regression algorithms multilayer
perceptron regression, linear regression, Bayesian ridge
regression, and support vector regression using the scikit-
learn Python library (latest stable release version 1.9.0
[16]) with different hyperparameter settings. To quantify
generalization performance, we performed 5-fold cross-
validation by partitioning the dataset into five equal folds
and iteratively training each model on four folds and
validating on the remaining fold. For each fold we
computed the coefficient of determination (R?), defined
as (Equation 1) and the mean squared error (MSE)
(Equation 2), and then averaged these metrics across
folds; the aggregated results are presented in Table 2. An
R2 wvalue closer to one indicates better predictive
accuracy, whereas a negative R? implies that a model
performs worse than a baseline predictor that always
outputs the mean of the target variable. According to the
results in Table 2, the MLP regressor model attained the
highest mean coefficient of determination (R2) and the
lowest mean squared error (MSE). For hyperparameter
optimization we applied GridSearchCV using the default
parameter grid provided. The tuned models exhibited a
mean increase in the coefficient of determination (R?) of
just 0.003, an improvement that is practically negligible.
Table 3 presents an additional sanity-check experiment
conducted exclusively on the 17 real experimental
specimens without cross-validation. In this sanity-check
experiment, the models were trained on the SMOGN-
augmented dataset and evaluated on the 17 original
measured specimens, which were not used during
training. The purpose of this analysis was to assess
whether the predictive behavior observed with the
SMOGN-augmented dataset is also reflected when only
original measured samples are considered. The strongly
negative R2 obtained by the SVR model suggests that its
kernel-based representation did not match the structure of
this small and augmented dataset, leading to predictions
that were less accurate than simply using the mean
response value.

Table 2: ML models and results on mixed synthetic and
real data

Model Mean MSE Mean R?

MLP Regressor 0.000193 0.931626
Bayesian Ridge 0.000332 0.881769
Linear Regression 0.000332 0.871411
SVR 0.003192 -0.135114
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Table 3: ML models and results on real data as a test set
(17 specimens)

Model Mean MSE Mean R?
MLP Regressor 0.000072 0.929800
Bayesian Ridge 0.000278 0.767827

Linear Regression 0.000277 0.767573

SVR 0.004445 -2.712226

2 _ 4 _ Sii-y)?
(1) RT=1 Lii-y)?

(2) MSE ==X - 9%

where 9,y are predicted values and sample mean of the
observation, respectively.

Because the process of 3D scanning the birch plywood
specimens is slow (each scan takes about 20 min), we
scanned only 17 specimens and augmented additionally
483 specimens.

5 Discussion

Our results demonstrate that classical supervised ML
techniques can predict the dimensional error incurred
during rectangular-pocket milling with low numerical
error, while also indicating that there remains scope for
further improvement. Specifically, the evaluated models
produced mean squared error (MSE) values of very low
magnitude, on the order of 0.0001 in the squared-
millimeter domain, reflecting the intrinsically small
variability of the milling error within the investigated
experimental space. This low MSE corresponds to minor
deviations in the predicted dimensional error and
confirms that both the predictive discrepancies and the
actual process deviations were relatively small. However,
these performance values should be interpreted with
caution. Real and synthetic samples were pooled and
randomly shuffled before cross-validation. The folds
were generated from the combined dataset, so the
assignment of samples to folds was not based on whether
samples were real or synthetic. This procedure avoided a
systematic separation of real and synthetic samples that
could bias or inflate the performance metrics.

Nevertheless, the comparison  between  model
performance on synthetic and real examples suggests that
the reported metrics may still be somewhat optimistic.
The models generally performed better on the SMOGN-
augmented synthetic samples than on the original
experimental samples, indicating that the synthetic data
may represent a smoother or more regular approximation
of the process than the real measurements. Although
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SMOGN is useful for addressing data imbalance in small
experimental datasets, the generated samples are
primarily obtained by interpolation within the observed
feature space and therefore may not fully capture the
complex non-linear physical behavior of the milling
process. This is a known limitation in small-data
experimental settings, where the available measurements
cover only a narrow range of process parameters and
where synthetic augmentation cannot replace additional
physical experiments.

Despite these limitations, the results provide evidence
that ML-based regression models can support the
prediction of dimensional deviations in rectangular-
pocket milling. The study is limited by the narrow
parameter ranges and by the omission of factors such as
tool wear, plywood moisture content, and ambient
conditions. Future research will extend the dataset to
include these variables, explore physics-informed feature
engineering, and integrate real-time deviation forecasting
into CNC-controller feedback loops for adaptive milling.
In a production setting, whether in furniture, cabinetry, or
prototype fabrication, integrating such regression models
could allow operators to adjust feed rate, depth of cut,
and spindle speed to remain within tight tolerance bands,
thereby reducing scrap and rework. The approach may
also support predictive maintenance by identifying
parameter regimes that accelerate tool wear and could be
embedded into real-time control loops for adaptive
compensation of geometric errors. Beyond cost and time
savings, these capabilities may enhance quality
consistency across batches of birch plywood components
and contribute to the development of more automated,
high-precision  woodworking workflows. From a
practical industrial perspective, these findings indicate
that ML-based prediction can support more informed
selection of CNC parameters before machining, reducing
reliance on trial-and-error setup procedures.
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1

Urban street lighting systems are critical infrastructures, yet their maintenance is predominantly
reactive, inefficient, and costly. The paper introduces a proactive, data-driven framework using machine
learning (ML) to predict incipient streetlight faults by analyzing electrical current signatures. This
methodology, which leverages features like current fluctuations and voltage variations as early
indicators of failure, is significantly underexplored in smart lighting infrastructure. We utilize a public
Kaggle dataset encompassing operational parameters and annotated fault types. To overcome the
absence of high-resolution current data, we augmented the dataset with simulated current signature
features (e.g., mean current, variance, power factor) engineered to reflect typical electrical behaviors
under various fault conditions. Recognizing that fault data is inherently imbalanced, we applied the
Synthetic Minority Over-sampling Technique (SMOTE) to the training set to prevent model bias and
improve the detection of rare fault classes. A comprehensive comparative analysis of eight supervised
ML models; Decision Tree, Random Forest, Logistic Regression, SVM, K-Nearest Neighbors, XGBoost,
Naive Bayes and AdaBoost, was then conducted to identify the most robust approach. The results,
validated via 5-fold cross-validation, show that ensemble methods are superior in capturing the data's
complex, non-linear patterns. Random Forest achieved the highest classification accuracy (84%), with
strong supporting metrics (Precision: 0.87, Recall: 0.85). Notably, AdaBoost demonstrated the best
discriminative ability (AUC = 0.79), highlighting a practical trade-off between overall accuracy and
threshold-tuning flexibility. A feature importance analysis confirmed that electrical signature features
were among the most influential predictors. This research validates electrical current signature analysis
as a viable methodology for fault prediction, providing a framework to shift maintenance from a reactive
to a proactive strategy. We acknowledge the limitation of using simulated data and position this work as
a foundational proof-of-concept. The study provides an empirically validated baseline for future
intelligent maintenance systems, with the clear next step being validation on field-collected, non-
simulated sensor data.

Povzetek: Clanek predstavi uporabo strojnega ucenja za napovedovanje okvar javne razsvetljave in
podporo bolj proaktivnemu vzdrzevanju.

streetlight maintenance relies on

Intr tion
oductio addressing faults only after they occur,
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reactive methods,
leading to

Public street lighting is crucial for safety, security and
urban efficiency. Failures can lead to chaos, safety
hazards and financial losses [1], [2]. It provides
illumination in public spaces at night, impacting urban
life by enhancing visibility, improving traffic safety and
supporting local commerce and tourism [3]. Streetlights
also deter crime and facilitate surveillance, making
them a vital part of urban infrastructure. However, they
can fail due to environmental conditions, loose
connections and voltage fluctuations, highlighting the
need for effective maintenance [4], [5]. Traditional

prolonged downtime and increased costs. With the growing
role of technology, there is a rising demand for intelligent
systems that predict failures and optimize resources [6].

Machine learning is increasingly being explored
for streetlight fault detection, particularly in urban areas.
By leveraging historical data and real-time monitoring,
predictive models can detect anomalies, allowing
authorities to take preventive action before outages occur
[71, [8]. This study analyzes machine learning techniques
for streetlight failure detection, comparing models such as
Decision Tree, Random Forest, Logistic Regression,
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Support Vector Machine, K-Nearest Neighbors,
XGBoost, AdaBoost and Naive Bayes to identify the
most effective approach [9]. Using a real-world dataset,
the study evaluates how these models detect failures
arising from bulb defects, electrical malfunctions and
environmental anomalies.

A key focus is on electrical current signature
analysis, including fluctuations and voltage variations,
to identify fault patterns. Voltage instability can lead to
flickering, reduced lamp lifespan and increased energy
consumption [10], [11], [12]. By correlating electrical
data with failure occurrences, this study aims to
enhance predictive accuracy. Challenges such as
privacy concerns, scalability and algorithmic biases are
also addressed.

Street lighting represents a significant portion
of urban energy consumption; hence, smart
technologies are essential for improving efficiency
[13]. Proactive fault prediction, in particular, can reduce
energy waste, lower operational costs and enhance
urban lighting reliability. While machine learning is
widely applied in smart city initiatives, its use in
streetlight fault detection through current signature
analysis remains underexplored. This study fills that
gap by developing and evaluating a machine learning
framework for predicting streetlight faults based on
electrical current data. Hence the primary objectives of
this research are:

i. To investigate the viability of using electrical
current signatures as primary predictors for streetlight
faults.

ii. To perform a comprehensive comparative
analysis of eight supervised machine learning models to
identify the most effective algorithm for this prediction
task.

iii.  To develop a robust feature engineering and
data preprocessing pipeline, including the use of
SMOTE to manage class imbalance, to maximize
model performance.

P. Dutta et al.

iv. To analyze model performance not only by
overall accuracy but also by interpretability (feature
importance) and class-specific metrics (classification
report).

v. To propose a scalable framework for integrating
the validated offline model into a real-time smart city
deployment architecture.

2 Related work

The integration of Avrtificial Intelligence (Al) and Machine
Learning (ML) into smart infrastructure, particularly
energy systems and urban lighting networks, has prompted
significant advancements in fault prediction and preventive
maintenance. This section reviews recent studies that
leverage data-driven models to forecast faults, optimize
operations, and minimize downtime.

a. Machine learning in smart
infrastructure

Recent research highlights the efficacy of Al and ML in
enhancing the reliability of smart grids and urban lighting
systems. Le et al. [14] extensively reviewed Al applications
in energy management, emphasizing the role of data-driven
forecasting using algorithms like Artificial Neural
Networks (ANNSs) and Support Vector Machines (SVMs)
for anomaly detection. Similarly, Zeki¢-Susac et al. [15]
explored the integration of Big Data and machine learning
for energy-efficient public buildings, highlighting the
potential of Random Forests and neural networks for
predicting energy consumption patterns.

In the specific domain of streetlight management, several
studies have moved beyond simple automation toward
intelligent monitoring. Vamsi et al. [16] proposed an loT-
based system for centralized monitoring, utilizing cloud-
based machine learning to predict the operational status of
streetlights based on sensor data regarding light
functionality and wiring. However, their study provided
limited detail on the specific ML algorithms or feature
engineering techniques employed.
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Table 1: Summary of state-of-the-art studies on streetlight fault detection

Study Methodology

Dataset Reported
Performance

Silvaet al. (2023) [14] | ML (SVM, RF, XGBoost,
MLP) for lamp classification.

Real-world radiometric | Accuracy: 80-86%.
sensor data.

Feng et al. (2023) [15] | AO-LSTM maodel for traffic
light failure.

Real-world traffic light | Performance focused
data. on data quality
improvement.

Vamsi et al. (2024) | loT-based monitoring with

Real-world sensor data | Metrics not explicitly

[16] ML analysis. (wiring/functionality). specified.
Mir et al. (2024) [18] ML and DNN (SVM, | Historical sensor | Metrics not explicitly
Decision Trees, Ensembles). | measurements. specified.

This Study (2025) Ensemble ML (RF,
XGBoost) & 6 others using
Current Signatures.

Public Kaggle Dataset | Accuracy: 84-85%,
(with simulated current | AUC: 0.79.
features).

Study Methodology

Dataset Reported
Performance

Silva et al. (2023) [14] | ML (SVM, RF, XGBoost,
MLP) for lamp classification.

Real-world radiometric | Accuracy: 80-86%.
sensor data.

Feng et al. (2023) [15] | AO-LSTM model for traffic
light failure.

Real-world traffic light | Performance focused
data. on data quality
improvement.

Vamsi et al. (2024) | loT-based monitoring with

Real-world sensor data | Metrics not explicitly

[16] ML analysis. (wiring/functionality). specified.
Mir et al. (2024) [18] ML and DNN (SVM, | Historical sensor | Metrics not explicitly
Decision Trees, Ensembles). | measurements. specified.

This Study (2025) Ensemble ML (RF,
XGBoost) & 6 others using
Current Signatures.

Public Kaggle Dataset | Accuracy: 84-85%,
(with simulated current | AUC: 0.79.
features).

Other works have focused on component classification
and inventory management. Silva et al.[17] utilized
radiometric sensor data to automate the classification of
lamp types and wattages using SVM, Random Forest,
and XGBoost, achieving accuracies between 80-86%.
While effective for asset management, their approach
relies heavily on radiometric data rather than electrical
health signatures. Similarly, Feng et al. [18] addressed
the related problem of traffic light failure prediction
using an AO-LSTM maodel, though their primary focus
was on cleaning inaccurate real-world traffic data rather
than electrical fault profiling.

Mir et al. [19] investigated the use of ML and Deep
Neural Networks (DNN) for fault detection, advocating
for data-driven interventions to minimize downtime.
However, like many contemporary studies, the specific

nature of the electrical fault data and the comparative
performance of traditional versus ensemble ML models
remained underexplored.

b. Parallels with adaptive control systems

Whereas this study focuses on predictive modeling, it draws
conceptual parallels from the field of adaptive control,
where managing uncertainties and non-linearities is
paramount. Advanced control methods, such as adaptive
fuzzy control [20] and robust neural adaptive control [21]
[22], have been successfully applied to complex dynamical
systems to maintain stability in the presence of faults or
input nonlinearities. Just as these controllers adapt system
behavior in real-time to maintain synchronization or
tracking, our predictive framework aims to provide the
"forward-looking" intelligence required for a system to
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preemptively adapt to impending faults. Integrating
such predictive diagnostics with adaptive control
mechanisms represents a robust pathway for future
smart city infrastructure.

C. Summary of state-of-the-art

To contextualize our contribution, Table 1 presents a
structured comparison of recent state-of-the-art (SOTA)
studies in this domain, highlighting the methodologies,
datasets, and reported performance metrics.

d. Gaps in current literature

Our study reveals several critical gaps in the existing
body of work:

i. Over-reliance on Non-Electrical Data:

Many existing solutions focus on optical sensors
(LDRs) or simple "lamp-out" Boolean logic. Few
studies leverage the rich diagnostic potential of
electrical current signatures (e.g., harmonic distortion,
precise current fluctuations), which are standard in
industrial motor fault diagnosis but underexplored in
urban lighting [8].

ii. Lack of Comparative Rigor: While studies like Mir
et al. [19] and Vamsi et al. [16] propose ML
solutions, they often lack a rigorous comparative
analysis of multiple algorithm classes (e.g.,
comparing probabilistic Naive Bayes against
ensemble XGBoost) on a standardized dataset to
justify model selection.

iii. Proactive vs. Reactive: Most "smart" systems
described in the literature are effectively reactive
monitoring systems, alerting operators only after a
fault has occurred. There is a scarcity of frameworks
that successfully employ current signature analysis
to predict faults before they manifest as outages.

This research addresses these gaps by introducing a new
innovative approach that leverages machine learning to
analyze electrical current signatures, providing a robust
comparative analysis to identify the most effective
predictive models for smart city infrastructure.

3 Materials and methods

The evolution of smart cities hinges on the seamless
integration of technology to optimize urban
infrastructure, notably public utilities such as street
lighting, thereby enhancing energy conservation, safety
and overall sustainability. However, the operational
management of these systems presents a complex
challenge, demanding continuous maintenance and
robust fault detection. Traditional methods, reliant on
outdated and often inaccurate sensors, result in
inefficient decision-making and increased operational
costs. Machine Learning (ML) emerges as a key
solution, offering the capability for proactive fault
identification and real-time monitoring.

P. Dutta et al.
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Figure 1: Overview of street light fault prediction
a. Sensor types for real-time deployment

For effective real-time deployment in smart street lighting
fault detection, a comprehensive sensor suite is essential.
High-precision current sensors, utilizing Hall Effect or CT
technology, will detect subtle electrical anomalies, while
robust voltage sensors will monitor for supply fluctuations
that can lead to premature failures. Durable temperature
sensors, such as thermocouples or RTDs, will safeguard
against overheating risks, and calibrated light intensity
sensors will track lumen degradation and lamp failures.
Complementing these, integrated environmental sensor
modules will provide crucial context by measuring
humidity, air quality and ambient temperature.

b. Data  preprocessing
imbalance handling

and class

Data preprocessing ensures the accuracy and reliability of
the analytical pipeline. In this stage, data cleaning was
performed by removing noisy or duplicate records. Missing
data was handled via mean/median imputation or
interpolation techniques depending on the feature
distribution. The trends of power factor, usage pattern and
voltage variance were extracted to understand data
importance.

A critical step in our pipeline was addressing the inherent
class imbalance in the fault dataset, where "No Fault"
instances significantly outnumbered specific fault types like
"Short Circuit" or "Blackout.” To mitigate bias towards the
majority class, we applied the Synthetic Minority Over-
sampling Technique (SMOTE) to the training set (70% of
the data). SMOTE synthesizes new examples for the
minority classes by interpolating between existing samples,
ensuring the models are trained on a balanced distribution
of fault types.

C. Data acquisition and integration

The research utilized a publicly available Kaggle street light
dataset [23], which serves as a comprehensive foundation
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for anomaly detection. The dataset includes operational
parameters such as light bulb count, power
consumption, voltage levels and environmental factors,
alongside annotated fault records (e.g., timestamped
bulb failures). To enable the specific analysis of this
study, the dataset was extended with electrical current
signatures. Where direct high-frequency current data
was unavailable, values were simulated based on typical
streetlight behaviors under normal and faulty conditions
(e.g., introducing harmonic distortion patterns
characteristic of ballast failure).

Table 2: Recommended data collection frequency

Sensor Type Sampling Purpose
Interval
Current/Voltage | Every 1- Detect load
5 min changes &
anomalies
Temperature Every 5 Monitor
min overheating risks
Light Intensity | Every 10 | Detect lumen loss
min & flickering
(Night)
Environmental Every 30 Assess external
Data min influences
d. Data fusion approach

By integrating operational and electrical parameters,
the model identified links between electrical anomalies
and faults. This fusion allowed for the detection of early
warning signs, such as micro-flickering or gradual
overheating that single-source data might miss. We
utilized a hybrid approach, training machine learning
models on both environmental (temperature, humidity)
and electrical (current, voltage) data to enhance fault
prediction accuracy.

e. Mapping between dataset and

electrical parameters

This study establishes key mappings to translate raw
data into predictive features:

i. Power Consumption & Voltage: Variations serve
as indicators for faults like bulb degradation,
circuit issues or abnormal loads.

ii. Number of Light Bulbs: Used to model expected
load; deviations from the expected current flow for
a given bulb count indicate overheating or
connection failures.

iii. Environmental Conditions: Temperature and
humidity data are used to normalize electrical
resistance values, distinguishing true electrical
faults from weather-induced fluctuations.
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iv. Limitations of simulated data

It is important to acknowledge a primary limitation of
this study: the use of a public dataset where direct
current signature data was augmented with simulated
values. Although these simulations are based on
established electrical engineering principles regarding
fault behaviours, they may not capture the full
stochastic nature, noise and sensor degradation found
in a deployed urban environment. Therefore, the
results presented herein serve as a validation of the
methodology and the predictive power of current
signatures, with the understanding that real-world
deployment will require re-calibration on field-
collected data.

f. Data acquisition and integration

Effective feature extraction is key to improving fault
prediction accuracy. We transformed raw sensor
inputs into actionable features capturing both time-
domain and frequency-domain behaviours:

.Time-domain metrics: Mean, variance, and RMS
current revealed abnormal load patterns.

.Frequency-based features: Harmonic distortion and
power factor were calculated to indicate electrical
inefficiencies and non-linear load behaviours.

iii. Temporal attributes: Spike intervals were extracted to

identify intermittent issues like flickering.

iv.Contextual data: Environmental features helped
distinguish external anomalies from internal faults.

Feature selection was refined using correlation
analysis to eliminate redundant predictors, ensuring
the models focused on the most discriminative signals.

Table 3: Feature set for machine learning-based fault

prediction
Model Rationale for Selection
Decision Tree Interpretable, handles non-linear
data.
Random Forest Reduces overfitting, captures
complex feature interactions.
Logistic Simple, effective for binary
Regression classification.
SVM Works well in high-dimensional
spaces but struggles with noisy
data.
KNN Captures local patterns, useful as a
reference model.
XGBoost Efficient, robust to missing data,
handles structured sensor readings.
Naive Bayes Fast but assumes feature
independence, limiting
performance.
AdaBoost Enhances weak learners to
improve predictions.




12 Informatica 50 (2026) 7-18

g. Model selection and training

To identify the most effective predictive maintenance
solution, we conducted a rigorous comparative analysis
of eight distinct machine learning algorithms. The
selection of these models was driven by their specific
strengths in handling sensor data:

Decision Tree & Logistic Regression: Selected for their
interpretability and baseline performance.

Random Forest & XGBoost: Chosen for their ability to
handle non-linear relationships and interactions between
features (e.g., current vs. temperature) which are critical
in electrical fault diagnosis.

SVM: Utilized for its effectiveness in high-dimensional
spaces.

KNN, Naive Bayes, & AdaBoost: Included to evaluate
probabilistic and instance-based learning approaches.

Table 4: Comparison of machine learning models for
fault detection

Feature Description & Relevance

Detects deviations indicating component
wear or failure.

Mean Current
(I_mean)

Identifies fluctuations linked to

Current Variance intermittent faults.

(I_var)

Detects spikes, signalling short circuits

Peak Current .
or startup issues.

(1_peak)

Assesses overall energy consumption

RMS Current and load stability.

(I_rms)

Mean Voltage Flags grid or wiring irregularities.

(V_mean)

Reveals supply instability or

Voltage Fluctuation environmental effects.

(V_fluc)

Measures efficiency; declining values

Power Factor (PF) indicate circuit issues.

Captures electrical noise and anomalies
from faulty components.

Harmonic Distortion
(HD)

Diagnoses repetitive faults or loose

Spike Interval :
connections.

Timing

Differentiates external influences from
actual electrical issues.

Environmental
Context
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To maximize model performance and prevent
overfitting, we employed a rigorous hyperparameter
tuning process using 5-fold cross-validation.

Grid Search CV: Used for models with fewer
parameters (Random Forest, SVM, Logistic
Regression).

Randomized Search CV: Employed for XGBoost to
efficiently explore its large parameter space.

To ensure the models generalize well to unseen data,
we prioritized regularization during tuning. This
included optimizing the penalty parameter (L2) for
Logistic Regression, and tuning tree-specific
constraints such as max_depth, min_samples_split, and
subsample ratios for Random Forest and XGBoost.
This prevents the models from memorizing noise in the
training data, a common issue with synthetic or up-
sampled datasets.

The dataset was divided into three subsets to ensure
robust evaluation:

— 70% Training Set: Used for model learning (with
SMOTE applied).

— 15% Validation Set: Used for hyperparameter
tuning.

— 15% Testing Set: Reserved strictly for final
performance evaluation on unseen data.

We evaluated models using a comprehensive set of
metrics to capture different aspects of performance:
Accuracy (overall correctness), Precision (reliability of
fault alarms), Recall (sensitivity to faults), F1-Score
(balance between precision and recall) and AUC-ROC
(discriminative ability across thresholds).

. Deployment and system integration

We propose a robust framework for transitioning this
offline model into a real-time smart city environment.

Architecture: The system utilizes a layered loT
architecture. Field sensors communicate via MQTT
protocol to a centralized broker. A stream processing
engine (e.g., Apache Kafka) aggregates this data and
feeds it to the ML model hosted via a RESTful API.

Legacy Integration: To address the challenge of
outdated infrastructure, we propose the use of modular
0T gateways. These retrofittable units can clamp onto
existing power lines in legacy control boxes, extracting
current signatures without requiring a complete
replacement of the lighting pole.

Interoperability: The API-based design ensures that
fault alerts can be pushed to existing city management
dashboards, traffic control systems, or maintenance
dispatch software.
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Table 5: Deployment challenges & solutions

Challenge Description Solution
Data Sensor data Encryption &
Privacy may expose privacy-
sensitive aware ML
information. models.
Scalability High data Edge
& Network volume can computing &
Load strain cloud
infrastructure. | deployment.
Algorithmic Models may Continuous
Bias struggle in learning &
diverse periodic
environments. retraining.
Sensor Faulty sensors Anomaly
Reliability impact detection &
predictions. redundant
Sensors.
Legacy Existing Modular
System infrastructure design &
Integration may be API-based
outdated. integration.

The ultimate stage focuses on field validation. We
propose a pilot testing phase with a local municipal
partner to validate the model's predictions against
actual maintenance logs. Key Performance Indicators
(KPIs) for this phase will include:

i. Reduction in Mean Time to Repair (MTTR).

ii. Accuracy of fault classification in a real-world
setting.

iii. False Positive Rate (to ensure maintenance crews
are not dispatched unnecessarily). User feedback
from maintenance operators will be used to
iteratively refine the model's decision thresholds.

4  Experimentation and results

The experimental validation was conducted in a
Python 3.8 environment using Jupyter Notebooks.
The data preprocessing and machine learning
pipelines were implemented using the Scikit-learn
library, with Pandas and NumPy handling data
manipulation. Visualizations were generated using
Matplotlib and Seaborn.

All models were trained and evaluated on the
SMOTE-balanced dataset, ensuring that performance
metrics reflect the model's ability to detect minority
fault classes and are not skewed by the majority "No
Fault" class.

To understand the linear relationships between the
electrical parameters and fault occurrences, we
generated a Correlation Matrix Heatmap as shown in
Figure 2.

Informatica 50 (2026) 7-18 13

correlation Matrix Heatmap

10

power_consumption (Watts)

0.8

voltage_levels (Volts)

- 0.6
current_fluctuations (Amperes)

temperature (Celsius) o4

current_fluctuations_env (Amperes)

- 0.2

fault_type 0.0

w
e
o
a

peres)
fault_type

voltage_levels (Volts)
temperature (Celsius)

power_consumption (Watts)

current_fluctuations (Am

current_fluctuations_env (Am,

Figure 2: Correlation matrix heatmap of street light fault
dataset

The analysis reveals a generally weak correlation structure
among most raw variables. Notably, power_consumption
and voltage_levels show negligible direct correlation with
the fault type target wvariable (~0.07). However,
current_fluctuations_env exhibits a moderate positive
correlation (0.43) with fault_type. This indicates that while
raw power metrics alone are insufficient predictors, the
environmental current fluctuations features engineered to
capture instability are critical indicators for fault detection.

To further investigate the separability of fault classes, we
generated Pairplot Matrices (Figure 3) to visualize the
multivariate distributions.

Figure 3: Correlation matrix heatmap of street light fault
dataset
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The pairplots reveal distinct clustering behaviors,
particularly ~ between  power_consumption  and
current_fluctuations. Normal operations (Class 0) form
tight, linear clusters, whereas fault conditions exhibit
scattered, non-linear patterns. Notably, current
fluctuation measurements display bimodal distributions,
suggesting the existence of distinct threshold values that
effective classifiers (like Random Forest) can exploit to
distinguish between operational states.

Table 5 summarizes the performance of the eight
machine learning models across five key metrics:
Accuracy, Precision, Recall, F1-Score, and AUC.

Table 5: Performance Comparison of Machine Learning
Models (Post-SMOTE)

Classifier Accurac | Precision] Recall Fi1-| AUC
y Score
Random 0.85 0.88 0.86| 0.83| 0.78
Forest
XGBoost| 084 0.86 0.85| 0.81| 0.77
AdaBoost| 078 0.82 0.78| 0.76| 0.79
Naive 0.81 0.75 0.81| 0.76| 0.75
Bayes
Logistic 0.79 0.69 0.79| 0.73| 0.72
Regressio
n
KNN 0.76 0.77 0.77| 0.72| 0.72
Decision 0.72 0.74 0.72| 0.73| 0.71
Tree
SVM 0.71 0.55 0.72| 0.60| 0.76

To visualize the comparative classification strengths,
Figure 5 presents the accuracy scores for all evaluated
models.

5 Model Accuracy Comparison
1

08

02

Decision TreeRandom Forest AdaBoost
Models

0.0
Logistic Regression SVM KNN XGBoost  Naive Bayes

Figure 4: Model accuracy comparison for different
model
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Random Forest and XGBoost emerged as the top
performers, achieving accuracies of 0.85 and 0.84,
respectively. Their superior performance attributes to
their ensemble architecture, which effectively handles
the non-linear decision boundaries inherent in electrical
fault data. The ROC Curve (Figure 5) provides further
insight into the models' discriminative capabilities.

Interestingly, while Random Forest achieved the highest
accuracy (correct classifications at a default threshold),
AdaBoost demonstrated the highest Area Under the
Curve (AUC = 0.79). This suggests that AdaBoost
offers superior rank-ordering of probabilities, making it
potentially more robust for applications where the
decision threshold needs to be adjusted to prioritize
sensitivity (catching all faults) over precision (avoiding
false alarms).

To investigate model weaknesses, we analysed the
Confusion Matrix (Figure 6) for the best-performing
Random Forest model.

The matrix shows strong diagonal dominance for
Classes 0, 1, 2, and 3, indicating high classification
success. However, significant confusion exists between
Class 4 (Light Flickering) and Class 5 (Blackout). To
quantify this, we present the Detailed Classification
Report (Table 6).

Confusion Matrix Heatmap
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Figure 5: ROC curve comparison of different models

As shown in Table 6, the F1-scores for Flickering and
Blackout are significantly lower than other classes. This
confirms that statistically, the current signature features
used (e.g., variance, mean) are insufficient to reliably
distinguish between the rapid intermittency of a flicker
and the total loss of current in a blackout.
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To empirically validate the contribution of our
engineered features, we computed the Gini importance
for the Random Forest model, visualized in Figure 7.

Table 6: Detailed classification report (random forest)

Class | Fault Type | Precision | Recall F1-

Score

0 No Fault 0.98 0.99 0.99

1 Short 0.92 0.91 0.91
Circuit

2 Voltage 0.89 0.88 0.88
Surge

3 Bulb 0.95 0.94 0.94
Failure

4 Light 0.62 0.58 0.60

Flickering
5 Blackout 0.65 0.61 0.63

The analysis confirms that current_fluctuations_env is
the most significant predictor, followed by
power_consumption and harmonic_distortion. This
aligns with our hypothesis that dynamic electrical
signatures are more diagnostic of fault conditions than
static operational parameters like temperature or voltage
levels. The low importance of voltage levels explain
why simple voltage monitoring systems often fail to
detect complex faults.

ROC Curve: Comparison of Models
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Figure 6: Confusion matrix heatmap of street light fault
dataset
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5 Discussion

Our experimental results demonstrate that machine
learning models, particularly ensemble methods, can
effectively predict streetlight faults when trained on
electrical current signatures. This section analyses the
performance of these models in the context of the state-
of-the-art, discusses the implications of key findings,
addresses the challenges of real-world deployment, and
outlines the limitations of this study.

Feature Importance (Gini impurity)

current_fluctuations_env (Amperes) 3162
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temperature (Celsius)

L T T T T T T
o ra) o n o 0 =3
e 2 5] e ] o (i3]
=] o o S =] o ]

Figure 7: Feature Importance Plot derived from Random
Forest model

a. Deployment and system integration

The ensemble models, Random Forest and XGBoost,
emerged as the top-performing algorithms, achieving
accuracies of 85% and 84% respectively (Table 5). This
performance is highly competitive with state-of-the-art
(SOTA) studies in smart lighting, which typically report
accuracies in the 80-86% range for similar
classification tasks (summarized Table 1).

The superior performance of these ensemble models
over simpler linear models (e.g., Logistic Regression) is
attributed to their ability to capture the complex, non-
linear interactions between electrical features. For
instance, a current fluctuation might only be indicative
of a fault when correlated with specific environmental
temperature ranges a non-linearity that Random Forest
captures effectively but linear models miss.

A critical finding from our ROC analysis (Figure 5) is
the discrepancy between the best model for accuracy
(Random Forest) and the best for discriminative ability
(AdaBoost, AUC = 0.79). This suggests that while
Random Forest is the strongest "out-of-the-box"
classifier, AdaBoost provides better probability
calibration. In a practical deployment, where operators
may need to adjust the decision threshold to prioritize
sensitivity (catching all faults) over precision
(minimizing false alarms), AdaBoost may offer superior
operational flexibility.
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Our Feature Importance Analysis (Figure 7) empirically
validates the core hypothesis of this study, that electrical
signatures are the most reliable fault indicators. The
dominance of current_fluctuations_env and
power_consumption as the top predictors confirms that
dynamic electrical behaviour provides richer diagnostic
information than static operational parameters like
voltage levels or temperature alone.

b. Analysis of misclassification

Whereas the overall accuracy is high, the Confusion
Matrix (Figure 6) and Detailed Classification Report
(Table 6) reveal a specific weakness; the model
struggles to distinguish between Class 4 (Light
Flickering) and Class 5 (Blackout).

We hypothesize that this confusion arises from feature
similarity in the time domain. Both "flickering” and
"blackout” events present as rapid, high-variance
deviations in current. A flicker involves intermittent
drops to near-zero current, while a blackout is a
sustained drop. Standard statistical features (mean,
variance) calculated over a short window may look
nearly identical for both conditions. This suggests a
clear avenue for improvement; future iterations of the
model should employ frequency-domain feature
engineering. Techniques such as Fast Fourier Transform
(FFT) or Wavelet analysis could extract specific high-
frequency signatures unique to flickering, thereby
resolving this ambiguity.

C. Integration with adaptive control
and smart city systems

The predictive system proposed in this paper is not
merely a passive diagnostic tool. It is designed to serve
as a critical input for real-time adaptive control systems,
similar to those used in complex dynamical systems. A
high-probability fault prediction (e.g., "Voltage Surge
imminent") could trigger an adaptive controller to pre-
emptively switch to a robust/safe operational mode or
isolate the faulty section before it causes a cascade
failure. This approach bridges the gap between
predictive maintenance (diagnostics) and robust control
(prognostics and response), enabling a more resilient
infrastructure.

Furthermore, the system is designed for "system-of-
systems" integration. A fault alert, shared via an API,
could be automatically routed to other municipal
networks, such as the traffic management centre (to
warn of low visibility on a key arterial road) or the
energy grid operator (to flag potential grid instability).

P. Dutta et al.

d. Implications for real-world deployment

Transitioning this framework from offline validation
to real-world deployment introduces practical
challenges that must be addressed:

i.Legacy System Integration: Most urban environments
rely on legacy infrastructure that lacks embedded
smart sensors. A scalable deployment strategy must
utilize  modular, retrofittable 10T  gateways
(communicating via LoRaWAN or NB-loT) that
clamp onto existing power lines, as described in Table
5.

ii.Data Drift and Scalability: Electrical signatures can
vary significantly across different city zones due to
grid impedance or hardware aging. To maintain
accuracy, the system requires a continuous learning
framework, where models are periodically retrained
on locally collected data to adapt to concept drift.

iii.Privacy and Edge Computing: To address scalability
and privacy concerns, we propose shifting inference to
the edge. Running lightweight versions of the Random
Forest model on edge gateways reduces latency and
minimizes the transmission of granular sensor data,
addressing the privacy concerns inherent in
monitoring public infrastructure.

e. Limitations and future work

A primary limitation of this study is the reliance on a
public dataset where current signature values were
simulated based on typical fault behaviours. This
simulation, while necessary for this proof-of-concept,
may not capture the full complexity, noise and
variability of real-world electrical data. Therefore, the

models trained demonstrate the methodology's
potential but are not yet validated for field
deployment.

This limitation defines our future work. The
immediate priority is to conduct a field study:
deploying high-fidelity current sensors on a live
streetlight testbed, collecting a labelled dataset of real-
world faults and re-validating the models on this non-
simulated data. Second, we will explore advanced
signal  processing techniques (e.g., wavelet
transforms) for feature extraction to resolve class
confusion and improve model granularity. Finally, we
will investigate the hybrid ML and adaptive control
frameworks.
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6 Conclusions

The research demonstrates the efficacy of using
electrical current signatures as a primary data source for
proactive streetlight fault prediction. We have presented
a comprehensive framework that includes robust data
preprocessing, notably the successful application of
SMOTE to mitigate class imbalance, and a rigorous
comparative analysis of eight machine learning models.
Our findings confirm that ensemble methods,
specifically Random Forest and XGBoost, are superior
for this task, achieving up to 85% accuracy. This success
is attributed to their ability to capture the complex, non-
linear interactions within the electrical data.
Furthermore, our interpretability analysis empirically
validates this approach, identifying current-based
features as the most influential predictors.

The analysis also provided critical insights into model
weaknesses. We identified a specific misclassification
between 'light flickering' and 'blackout' faults, likely due
to feature similarity. We propose this can be resolved
through more advanced feature engineering, such as
wavelet transform analysis, to better distinguish their
unique signal characteristics. The primary limitation of
this study remains its reliance on a public dataset with
simulated current signatures. Whereas this work serves
as a successful proof-of-concept for the methodology,
the clear next step is to validate these models on a new,
high-fidelity dataset captured from real-world, non-
simulated sensors.

Beyond this essential validation, future work will focus
on the framework's deployment and integration. This
includes developing the proposed real-time architecture,
exploring its integration with adaptive control systems
to create a fully responsive, infrastructure and
conducting cross-regional validation. Addressing
scalability and privacy through edge computing and
federated learning will also be priorities. This research
provides a robust, empirically-validated foundation for
transitioning urban lighting from a reactive to an
intelligent, predictive maintenance paradigm, thereby
enhancing urban resilience and sustainability.
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With the global prevalence of tomato diseases causing 20 to 40% annual crop losses and over USD 220
billion in economic damage, traditional manual scouting and laboratory diagnostics prove labor
intensive, subjective, delayed, and impractical for resource constrained rural farmers. To address this
challenge, this study proposes a lightweight 17-layer convolutional neural network (CNN) model
enhanced by comprehensive data augmentation, effectively classifying nine prevalent tomato leaf diseases
Bacterial Spot, Early Blight, Late Blight, Leaf Mold, Septoria Leaf Spot, Spider Mites, Target Spot,
Yellow: Leaf Curl Virus, and Mosaic Virus using the PlantVillage dataset of 16,012 images. The
experiment utilized 80/20 train test splits with Adam optimizer (learning rate 0.001), categorical cross
entropy loss, 50 epochs, and batch size 32. The proposed CNN was compared with pretrained InceptionV3
and ResNet152V2 baselines. Experimental results demonstrate the model achieves state of the art
performance with 95.28% test accuracy, 97.80% training accuracy, 0.970 macro F1 score, 0.932 micro
MCC, and 0.983 micro average AUC, outperforming InceptionV3 (81.54%) and ResNet152V2 (85.89%)
by 13.74% and 9.39% respectively, while surpassing tomato specific SOTA VGG 19 (93%). Ablation
experiments confirm augmentation yields 16.68% accuracy improvement over non augmented baselines.
The model powers a React Native Android app with TensorFlow Lite INT8 quantization (7.1 MB),
delivering sub 200 ms inference for online cloud analysis via FastAPI and offline edge computing,
providing farmers real time diagnostics with robust generalization across diverse field conditions and
significant practical value for precision agriculture and food security.

Povzetek: Prispevek predstavi lahkoten 17-slojni CNN model za zaznavanje devetih bolezni listov
paradiznika, ki z obogatitvijo podatkov doseze 95.28% natancnost in robustnost na PlantVillage naboru,
presegajoc¢ InceptionV3 (81.54%) in ResNet152V2 (85.89%) ter omogoca realnocasovno mobilno

diagnostiko.

1 Introduction

Global agriculture faces persistent threats from pests and
diseases, which cause 20%-40% of annual crop losses
worldwide [1]. Tomatoes (Solanum lycopersicum), a
staple crop valued at over USD 190 billion in global
production?, exemplify this wvulnerability. In major
producers like China, India, and the US, diseases such as
Late Blight and Bacterial Spot routinely destroy 30%-50%
of vyields, exacerbating food shortages and farmer
bankruptcies. These biotic stresses not only endanger food
security but also impose massive economic burdens
exceeding USD 220 billion yearly from plant diseases
alone, plus at least USD 70 billion from invasive insects
[2]. The ripple effects extend to trade disruptions, rising
consumer prices, and livelihoods for millions reliant on

! Santosa, Y. T. (2025, August 12). 30 World’s most
important plant species. The Science Agriculture.
Retrieved November 10, 2025, from

farming, particularly in developing
tomatoes underpin diets and incomes.

Traditional detection methods-manual scouting by
undertrained farmers or lab-based diagnostics-fall short.
They are labor-intensive, subjective, error-prone, and
delayed, allowing outbreaks to spread unchecked in vast
fields [3]. Resource-poor farmers in connectivity-scarce
areas lack access to experts, amplifying losses. Early
detection is essential to solve these problems. Prompt
identification via automated tools enables timely
interventions that halt infestations, preserve yields and
quality, and cut costs by avoiding late-stage, resource-
intensive treatments [4].

In this study, we leverage deep learning and mobile
technologies to automate the detection of tomato leaf
diseases. Our approach evaluates a custom lightweight

regions where

https://www.scienceagri.com/2023/08/16-most-
important-plant-species-in-world.html
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convolutional neural network (CNN) model alongside
pre-trained architectures (InceptionV3 and ResNet152V2)
to classify nine prevalent tomato diseases: Bacterial Spot,
Early Blight, Late Blight, Leaf Mold, Septoria Leaf Spot,
Spider Mites (Two-Spotted Spider Mite), Target Spot,
Yellow Leaf Curl Virus, and Mosaic Virus (ToMV).
These diseases pose substantial threats to tomato
production through diverse etiologies and symptoms; for
instance, Late Blight (Phytophthora infestans) proliferates
rapidly in cool, humid conditions affecting foliage at all
growth stages, while Leaf Mold (Fulvia fulva) causes
yellow spotting and defoliation in high-humidity
environments, and ToMV induces mosaic patterns with
yield losses [5].

To guide this investigation, the study explores three
key questions:

1) Canalightweight CNN deliver superior accuracy
for nine tomato diseases while ensuring computational
efficiency for Android deployment?

2) How does augmentation-enhanced transfer
learning outperform standard pre-trained models
(InceptionV3, ResNet152V2) in generalization on the
PlantVillage dataset?

3) Can an loT-cloud architecture with offline
fallback address connectivity challenges in precision
agriculture?

To address these questions, we propose a scalable
framework integrating transfer learning with cloud-based
10T infrastructure. Farmers capture leaf images via mobile
devices or field sensors, which are securely transmitted to
cloud storage for analysis by efficiency-optimized deep
learning models. Augmentation techniques mitigate data
scarcity, with results stored in the cloud for stakeholder
access. A key innovation is our lightweight CNN
embedded in an Android application, enabling offline
detection critical for connectivity-poor rural areas.

This work advances agricultural technology through:
(1) an offline-capable mobile solution for real-time
detection, (2) enhanced transfer learning accuracy across
diverse conditions, and (3) practical augmentation
strategies overcoming dataset limitations. Broader
implications include reduced pesticide dependency via
early diagnosis and increased yields, alongside discussion
of challenges like generalizability and future directions for
Al deployment in precision agriculture.

The paper is structured as follows: Section 2 reviews
related work, Section 3 details methodologies, Section 4
presents experimental results, Section 5 discusses and
compares with state-of-the-art (SOTA), and Section 6
concludes.

2 Related work

For generations, farmers have relied on traditional
methods to detect and manage pests and diseases affecting
their crops. These approaches often involve visual
inspection of plants by trained personnel, a process that
can be exceedingly time-consuming, highly subjective,
and require significant labor, especially across large
agricultural landscapes. While experienced farmers and
agronomists can develop a keen eye for identifying
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common plant health issues, these methods often prove
inadequate when confronted with new or foreign pests and
diseases [6]. The lack of familiarity with novel threats can
lead to delays in diagnosis and the implementation of
effective prevention strategies, ultimately resulting in
substantial economic losses [2].

Furthermore, visual observation alone has inherent
limitations in providing detailed information about the
specific organism or pathogen causing the problem, as
well as the precise stage of the infection [7]. Symptoms
that are visible to the naked eye might only manifest in the
later stages of disease progression, when the infestation or
infection is already well-established and more challenging
to control. For large-scale agricultural operations, the
reliance on manual monitoring becomes particularly
impractical and costly. Traditional diagnostic techniques,
such as laboratory-based methods involving microscopy,
culturing of pathogens, and serological or molecular tests,
while often more accurate, can be slow, require
specialized expertise and equipment, and are resource-
intensive [8]. This makes them less suitable for the rapid,
on-site decision-making that is often necessary in dynamic
agricultural environments. The accuracy of visual
inspection can also be compromised by variations in
human perception and interpretative errors, leading to
inconsistencies in diagnoses and potentially inappropriate
management decisions.

Moreover, the need for continuous monitoring by
human experts, particularly on expansive farms, can be
financially prohibitive for many agricultural producers.
The fact that traditional methods are often time-
consuming, subjective, and labor-intensive strongly
underscores the necessity for automated solutions that can
enhance the efficiency and reliability of pest and disease
detection in agriculture. The inability of these traditional
approaches to effectively address new or subtle disease
symptoms highlights a significant vulnerability in current
agricultural  practices, which automated systems
leveraging the capabilities of machine learning offer the
potential to overcome [4].

In recent years, the field of agriculture has witnessed
a significant shift towards the adoption of advanced
technologies, particularly in the realm of plant health
management. Among these technologies, deep learning,
and more specifically CNNs, have emerged as powerful
tools for image recognition, demonstrating remarkable
progress in automating the detection and classification of
agricultural pests and diseases [9]. The success of deep
learning in diverse computer vision applications, such as
object recognition and image classification, has paved the
way for its application in addressing the complex
challenges of plant health monitoring in agriculture.

A key advantage of CNNs is their ability to
automatically learn relevant features directly from raw
image data without the need for manual feature
engineering. This capability allows CNNs to efficiently
and accurately identify intricate patterns associated with
various plant diseases and pests, often surpassing the
performance of traditional machine learning methods that
rely on handcrafted features. Furthermore, deep learning
models can process complex and large images, making
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them well-suited for analyzing high-resolution data
obtained from advanced imaging technologies like drones
and satellites, which are increasingly being used in
precision agriculture for large-scale crop monitoring [10].

To address the potential scarcity of labeled
agricultural image data, a common and effective strategy
employed in this field is transfer learning [11]. This
technique involves leveraging CNN models that have been
pre-trained on massive general image datasets (such as
ImageNet) and then fine-tuning them on smaller, more
specific agricultural datasets. This approach can
significantly enhance model performance and reduce the
amount of labeled data required for training. Researchers
have explored a wide array of CNN architectures for plant
disease classification, including well-known models like
AlexNet, VGG, ResNet, Inception, MobileNet, and
EfficientNet, each offering unique strengths and
complexities for tackling different agricultural challenges
[10].

Against this background, it is important to consider
specific examples of successful applications of deep
learning architectures for the visual recognition of crop
diseases. For example, in [12], an improved INAR-SSD
(Single Shot Detector, supplemented with initial modules
and the Rainbow combination) model was proposed to
detect the five most common diseases of apple leaves in
real time. The authors created an ALDD dataset of 26,377
images obtained both in the laboratory and in the field.
With the help of additions and annotations, they conducted
comprehensive INAR-SSD training. The integration of the
Inception module and multi-level feature aggregation
made it possible to achieve high accuracy (mAP 78.80%)
at a processing speed of 23.13 frames per second on the
hold-out test suite, which surpasses the basic SSD-VGG
~3% mAP, making the model promising for real-time
applications. This work demonstrates that integrating
initial blocks in the manner of GoogleLeNet and
combining functions into an SSD drive can provide a
faster and more advanced detector of apple leaf diseases.

Similarly, Kukreja et al. [13] developed a lightweight
GCN architecture specifically adapted for potato blight
classification based on a set of PlantVillage images. They
balanced the data set by duplicating underrepresented
images of healthy leaves and used standard additions
during training. Their model (with fewer combined layers
to preserve sheet functions) has a low number of
parameters (about 839 thousand trainable parameters);
with a high learning rate and increased accuracy: after 45
training periods (~183 seconds), the overall accuracy on
the test set was ~99%. For comparison, this model has
outperformed several traditional machine learning
classifiers and basic CNNs. This contribution represents a
lightweight but highly accurate model for the automated
classification of potato leaf diseases, which confirms the
effectiveness of convolutional networks in the field.

Another very significant contribution is presented in
[14], which used a MobileNetV2-based learning transfer
approach to classify diseases and pests on the leaves of
Indian mung beans. The authors collected images,
identifying 6 types of diseases and 4 types of pests on bean
leaves, and based on this, they finalized the pre-trained
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Inception-v3 network. Despite the limited training data,
the model achieved an average accuracy of 93.65% of the
difference between grades 10 and was adapted for use on
mobile devices, which is especially important for farmers
in remote or rural areas. This study shows that CNNs
based on knowledge transfer can be effectively adapted to
classify numerous diseases of specific crops and pests
using limited training data, making it easier to diagnose in
the fields with just a smartphone.

In the context of tomatoes, Thai-Nghe et al. [15]
demonstrated that CNN, based on the VGG-19
architecture, trained on a specialized dataset of about
18,000 annotated images of tomato leaf diseases, can
achieve 93% accuracy in recognizing a variety of
characteristic types of diseases such as: early burn,
bacterial stain and mold. The authors also developed a
mobile application for detecting diseases in the fields. This
confirms the potential of deep convolutional architecture
for accurate diagnosis of visually similar symptoms of
diseases of specific plant species, which contributes to
practical application as an early disease recognition tool.

While the application of deep learning to automated
pest and disease detection in agriculture has shown
considerable promise, several challenges and limitations
still exist within the current body of research. One
significant hurdle is the scarcity of diverse and high-
quality datasets, particularly those captured under real-
world field conditions [16]. The performance of deep
learning models is heavily reliant on the data they are
trained on, and the lack of sufficient labeled data that
accurately represents the variability found in agricultural
environments can limit the robustness and generalizability
of these models. Enhancing the ability of these models to
generalize effectively to unseen diseases and different
environmental conditions remains a key challenge for the
field [16]. Models that perform well on specific datasets
might not always maintain their accuracy when applied to
new, previously unseen scenarios.

The computational cost and memory requirements
associated with some deep learning models can also pose
limitations,  particularly when  considering their
deployment on resource-constrained devices such as
smartphones or embedded systems that are often preferred
for practical agricultural applications [17]. Most of the
current research has focused on major staple crops. There
is a recognized need for more research that encompasses
a broader range of non-model crops, and for the creation
of more publicly available datasets to facilitate training
and evaluation across a wider spectrum of plant species
[18]. Finally, the integration of deep learning techniques
with other complementary technologies, such as the
Internet of Things (10T) for real-time data acquisition and
remote sensing platforms for large-scale monitoring,
warrants  further  exploration to create more
comprehensive and effective plant health management
systems [8]. The consistent identification of data scarcity
as a major limitation underscores the critical need for more
comprehensive and diverse datasets to train deep learning
models that can be reliably applied in agriculture. The
challenge of achieving robust model generalization
indicates that further research is necessary to develop
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models that can accurately detect diseases in new and
varied agricultural settings beyond the specific data they
were trained on.

To address these challenges, this research develops a
lightweight CNN model for accurate tomato leaf disease
detection on resource-constrained devices, with robust
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generalization across diverse, real-world agricultural
conditions. Table 1 compares the results of prior studies
with the SOTA gaps, such as data scarcity, limited
generalizability, and high computational demands,
underscoring the need for our proposed approach.

Table 1: Comparative analysis with SOTA methods

Study Crops Model Type Results Deployment Generalization Gaps
Covered Suitability
Mallick et al. | Mung bean | MobileNetV2 | 93.65% Online smartphone Limited data; no
[14] (Vigna + InceptionV3 | accuracy (6 offline
Radiata) transfer diseases + 4
pests)
Jiang et al. | Apple INAR-SSD 78.80% mAP, | Real-time (online) Object detection
[12] leaves (Ssb + | 23.13 FPS focus;  connectivity
Inception  + | detection required
Rainbow) speed for 5
diseases
Ferentinos 25 different | CNNs 99.53% Described as “advisory | Lab data; no mobile
[10] plants accuracy (58 | or early warning tool” deployment
disease
classes)

Kukreja et al. | Potato Lightweight 90.77% binary | Real-time image | Blight-only;  small
[13] GCN classification, | processing dataset (900 images)
94.77% multi-

classification
accuracy
Wang et al. | General Transfer Improved Real-time  monitoring | Vague metrics;
[11] agricultural | learning efficiency system hardware-heavy
crops model  with | (metrics
multispectral unspecified)
imaging
Thai-Nghe et | Tomato VGG-19 CNN | 93% accuracy | Online mobile app No offline; heavy
al. [15] leaves (multiple compute
diseases)
Our proposed framework overcomes key SOTA  retrieval, preprocessing, augmentation, label-based
limitations, most notably the complete absence of offline  grouping, and model training, as detailed in the

edge deployment across all comparators, through a
lightweight CNN with loT-cloud integration that promises
superior tomato-specific accuracy, augmentation-driven
generalization from limited datasets, and practical
scalability for connectivity-challenged rural regions.

3 Proposed methodology

The proposed methodology for classifying tomato leaf
diseases begins with image acquisition using an Android
device, followed by classification through CNN. The
complete process, summarized in Figure 1, involves image

subsequent sections.

3.1 Experimental setup

The computational experiments for this study were
performed on a workstation equipped with an 13th Gen
Intel(R) Core (TM) i5-13400 2.50 GHz processor, with
12GB of dedicated memory, and 32GB of system RAM,
running on a Windows operating system. The deep
learning framework was implemented using TensorFlow
2.10.1 with Python 3.9.0 as the programming language,
leveraging the Keras API for neural network development.
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Image Retrieval Original Hmages
Augmentation
—_ |
* Label-based
Initial Pre- grouping of
processing augmented data

Classification of test
images

—»  Model Training ——»

Y

Model Evaluation

Figure 1: Flowchart of the proposed methodology

3.2 Image retrieval

The dataset used in this study was sourced from the
PlantVillage dataset, available on Kaggle, which contains
a comprehensive collection of tomato leaf images,
including both diseased and healthy samples. The dataset
comprises 16,012 images categorized into ten distinct

Bacterial Spot

Target Spot

Late Blight

Yellow Leaf Curl Virus

classes: Bacterial Spot (2,127 images), Early Blight
(1,000), Late Blight (1,909), Leaf Mold (952), Septoria
Leaf Spot (1,771), Spider Mites (1,676), Target Spot
(1,404), Yellow Leaf Curl Virus (3,209), Mosaic Virus
(ToMV; 373), and healthy leaves (1,591). A
representative sample of the original dataset is illustrated
in Figure 2.

Leaf Mold

Septoria Leaf Spot

Figure 2: Original image data (sample)

3.3 Image pre-processing and labeling

To ensure uniformity in feature extraction, the collected
images underwent several preprocessing steps. First,
manual cropping was applied to isolate the leaf region,
followed by the creation of bounding boxes to emphasize
the regions of interest. Images with resolutions below 600
x 600 pixels were excluded to maintain quality. The
remaining images were resized to a standardized
dimension of 160 x 160 pixels to facilitate consistent
processing. These operations were performed using
TensorFlow’s ImageDataGenerator, a Python-based tool
for efficient image preprocessing.

3.4 Augmentation of original images

To enhance model generalization and mitigate overfitting
on the limited PlantVillage dataset, we implemented a
comprehensive data augmentation pipeline. This approach
artificially expands the training set by applying domain-
relevant geometric and photometric transformations that
simulate real-world field variations such as lighting
changes, leaf orientations, and imaging angles, while
preserving  essential  disease-specific  pathological
features. The benefits of augmentation include (1)
expanding the training dataset without additional data

collection, (2) reducing overfitting by introducing
variability, (3) enhancing the model’s generalization
capability, and (4) balancing class distribution to avoid
bias during training [19]. The augmentation parameters
(Table 2) were carefully selected to reflect agricultural
imaging conditions.

Table 2: Data augmentation parameters

No Transformation Parameters

1 Rotation +30°

2 Horizontal Flip 0.5 probability
3 Vertical Flip 0.2 probability
4 Zoom 0.85-1.15 range
5 Horizontal Shift +15% width

6 Brightness +15%

3.5 Label-based grouping of augmented

data

The dataset was partitioned into training (80%) and testing
(20%) subsets to facilitate model development and
evaluation. The images were systematically organized into
“train” and “test” directories, with each further subdivided
into ten subdirectories corresponding to the respective
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disease classes (e.g., “Target Spot,” “Early Blight”). This
hierarchical structure allowed for automatic label
extraction based on subdirectory names, eliminating the
need for manual annotation and streamlining the
classification pipeline.

3.6 Classification

CNNs are a specialized class of deep learning models
primarily used for image processing, recognition, and
classification tasks. Inspired by the hierarchical structure
of the human visual cortex, CNNs leverage layers of
artificial neurons to automatically detect and learn spatial
hierarchies of features — from simple edges to complex
patterns. A typical CNN architecture consists of different
types of layers: convolutional, pooling, dropout, and fully
connected layer.

A convolutional layer applies learnable filters to
extract local features. The 2D convolution operation is
defined as:

_yM VN vC
Ypaqr = i1 Zj:l Yk=1 Xp+iq+jk -Wijkr + by 1)

where y, ., is the output feature map at position
(,q) in channel r; x,.; 4+ is the input feature map at
position (p +1i,q+j) in channel k; w; ;.. is the
convolution filter weight of size (M x N) for channel k
and output channel r; and b, is the bias term for channel
r.

A pooling layer (Max/Average Pooling) reduces
spatial dimensions while retaining dominant features.
Max-pooling is expressed as:

Ypqr = rrlla}x(xp+i,q+j,r) )

where y, ... is the output of max-pooling at position
(,q) inchannel r, and x,; 4 is the input feature map
over a pooling window defined by (i, j).

A dropout layer prevents overfitting by randomly
deactivating neurons during training. A fully connected
(Dense) layer connects every neuron from the previous
layer to the next, computing:

Vi = Yiea WX + by 3)

where y; is the output of the j** neuron in the layer;
w; is the weight connecting the it" neuron in the previous
layer to the j** neuron; and b; is the bias term for the j*"
neuron.

An activation function is a mathematical function
applied to the output of a neuron or layer in a neural
network to introduce non-linearity and to map the
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neuron’s output into a desired range. In this study we use
the softmax function which converts logits into class
probabilities. Mathematically defined as:

@i = o7 ()

=1

where a(z); is the softmax output for class i; z; is the
raw output for class i; and N is the total number of classes.

Transfer learning has become a cornerstone in
computer vision, allowing researchers and practitioners to
leverage pre-trained CNN models for new tasks without
extensive training from scratch. Among the most
influential architectures are InceptionV3 and ResNet-
152V2, both of which have set benchmarks in image
classification and feature extraction.

InceptionV3 [20], developed by Google in 2016, is a
48-layer deep CNN originally trained on the ImageNet
dataset, capable of classifying images into 1,000
categories. Its key innovation lies in factorized
convolutions, where large filters (e.g., 5x5) are replaced
by smaller, more efficient ones (e.g., two 3x3 filters),
reducing computational cost without sacrificing accuracy.
The architecture also introduces Inception modules, which
process inputs at multiple scales by combining 1x1, 3x3,
and 5x5 convolutions in parallel. This design allows the
network to capture both fine and coarse features
efficiently. With an input size of 299x299 RGB images,
InceptionV3 remains a popular choice for transfer learning
due to its balance between depth and computational
efficiency.

Another breakthrough architecture, ResNet-152V2,
emerged from Microsoft Research in 2016 as part of the
Residual Network (ResNet) family. Its defining feature is
the use of skip connections, which bypass one or more
layers to mitigate the vanishing gradient problem in deep
networks. The 152-layer model consists of bottleneck
blocks, each containing 1x1, 3x3, and 1x1 convolution,
optimizing parameter efficiency while maintaining
representational power. Originally designed for ImageNet
classification, ResNet-152V2 can be easily adapted to new
tasks by modifying its final fully connected layer. This
flexibility, combined with its ability to train extremely
deep networks effectively, has made it a staple in transfer
learning applications, from medical imaging to
agricultural disease detection.

For this tomato disease detection task, we use pre-
trained models such as InceptionV3 or ResNet-152V2. By
leveraging their learned feature extraction capabilities,
these models can be efficiently repurposed for specialized
applications, demonstrating the enduring relevance of
transfer learning in deep learning. For this experiment, we
propose a custom CNN which comprises 17 layers as
showcased by Figure 3.
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Layer (type) Output Shape Param #
sequential (Sequential) (32, 256, 256, 3) 8
sequential_1 (Sequential) (32, 256, 256, 3) ) =)
conv2d (ConvaD) (32, 256, 256, 32) ) 896
max_pooling2d (MaxPooling2D) (32, 128, 128, 32) ) e
conv2d 1 (ConvaD) (32, 128, 128, 64) ) 18,496
max_pooling2d_1 (MaxPooling2D) (32, 64, 64, B4 ) ]
conv2d 2 (ConvaD) (32, 64, 64, 64 ) 36,928
max_pooling2d_2 (MaxPooling2D) (32, 32, 32, 64 ) ]
conv2d_3 (Conv2D) (32, 32, 32, B4) ) 36,928
max_pooling2d_3 (MaxPooling2D} (32, 16, 16, b4 ) ]
conv2d_4 (ConvaD) (32, 16, 16, 64 ) 36,928
max_pooling2d_4 (MaxPooling2D) (32, 8, 8, 64) ) =)
conv2d 5 (ConvaD) (32, 8, 8, 64) ) 36,928
max_pooling2d_5 (MaxPooling2D) (32, 4, 4, 64) ) =)
flatten (Flatten) (32, 1824) ) 2]
dense (Dense) (32, 64) ) 65,600
dense_1 (Dense) (32, 10) ) 658

Figure 3: An overview of the suggested neural network model architecture

3.7 Model evaluation

We calculate standard measures including accuracy,
precision, recall, and Fl1-score, with their respective
mathematical formulations. The confusion matrix
provides detailed insight into the model’s predictive
behavior by enumerating true positives (TP), true
negatives (TN), false positives (FP), and false negatives
(FN) across all disease categories. Overall correctness of
predictions is defined by (5).

TP+TN
TP+TN+FP+FN

accuracy = 5)
Precision indicates the percentage of positive class
predictions that came true. Equation (6) can be used to

determine precision.

TP
TP+FP

precision = (6)

Recall indicates the percentage of positive samples
that the classifier accurately predicted to be positive. Other
names for it include probability of detection, sensitivity,
and true positive rate (TPR). It can be calculated using (7).

TP
TP+FN

recall = @)

The Fl-score, a mixture of the two measures, is
frequently used by practitioners in machine learning to
balance the precision-recall score. It merges recall and
precision into one metric. In terms of mathematics, it is the

harmonic average of recall and precision. It can be
computed by using (8).

precision X recall

F1SCORE =2 x (8)

precion+recall

To provide a more comprehensive assessment of our

lightweight CNN’s classification performance, we extend

the standard metrics with the Matthews Correlation

Coefficient (MCC), a robust measure particularly suitable

for multi-class imbalanced scenarios. The MCC is defined
for binary classification as (9).

TPXTN—FPXFN

Mcc = J(TP+FP)(TP+FN)(TN+FP)(TN+FN)

9)

For multi-class evaluation, we compute the MCC per
class (treating each disease as binary: disease vs. all
others) and report both micro-average (aggregated
confusion matrix) and macro-average (unweighted class
mean). MCC ranges from -1 (total disagreement) to +1
(perfect prediction), with 0 indicating random
performance, making it superior to accuracy for class
imbalance.

3.8 Proposed android based application
structural design

The system architecture is composed of two primary
elements: a cross-platform mobile application and a server
component that hosts a trained machine learning model.
The mobile application was developed using React
Native, a framework chosen for its ability to deploy a
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single JavaScript/TypeScript codebase across both
Android and iOS platforms. This approach significantly
reduces development time compared to maintaining
separate native codebases while retaining performance
optimizations. The framework's hot-reload capability,
extensive third-party library ecosystem, and strong
community support further accelerated development and
feature integration.

The mobile application does not perform on-device
inference but instead communicates with the server via
HTTP POST requests. When a user captures or selects an
image, the application constructs a multipart request
containing the image file and transmits it to a designated
server endpoint. This design choice ensures that
computational workloads are offloaded to the server,
allowing the application to remain lightweight while
leveraging more powerful hardware for model inference.

On the server side, FastAPl was selected as the web
framework due to its asynchronous request handling,
integrated data validation, and automatic OpenAPI
documentation generation. Upon receiving an image, the
server performs necessary preprocessing steps, including
resizing and normalization, before executing inference
using a TensorFlow-based convolutional neural network.
The results, including the predicted class and associated
confidence score, are returned to the client in a structured
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JSON response. To facilitate scalable deployment, the
server and its dependencies are containerized using
Docker, enabling seamless migration across cloud
platforms or edge computing environments.

The user interface follows simplified Material Design
principles, emphasizing usability in outdoor and field
conditions. Key design considerations include large touch
targets to accommodate gloved operation, high-contrast
text for improved visibility in bright sunlight, and a
minimalistic navigation structure to reduce cognitive load.
These optimizations ensure efficient interaction even in
challenging environments.

For local data persistence, the mobile application
utilizes React Native’s AsyncStorage library, while image
capture and selection are handled via a dedicated image
picker module. The diagnostic workflow begins with
client-side image packaging and transmission, followed
by server-side processing where the image is standardized
and fed into the model. Inference results are then parsed,
formatted for readability, and presented to the user while
being concurrently stored in a local history log. This end-
to-end pipeline is designed to maintain low latency, with
server response times consistently under 200 milliseconds,
ensuring a responsive user experience. The combination
of efficient architectural design, optimized workflows,
and user-centric interface elements results in a robust
system suitable for deployment across diverse operational
scenarios. The application flowchart is showcased in
Figure 4.

START NO
Select "Take a
photo" option
Is the Image
taken yet?

YES Select "Upload from
gallery™ option and
choose the image

k. J

h 4

Image taken Image Classification

A

Healthy / Disease

+ Advice based on results

h 4

END

Figure 4: Android-based Mobile application Flowchart

4 Experimental results

The neural network training configuration utilized the
Adam optimizer with a learning rate of 0.001 and
categorical cross-entropy as the loss function. We trained
the model for 50 epochs with a batch size of 32, allowing
sufficient iterations for convergence while maintaining
computational efficiency. The complete PlantVillage
dataset contains 54,306 samples across 14 plant species
and 32 distinct classes. For this specific investigation, we
focused on nine prevalent tomato leaf diseases: Bacterial
Spot, Early Blight, Late Blight, Leaf Mold, Septoria Leaf
Spot, Spider Mites, Target Spot, Yellow Leaf Curl Virus,
and Mosaic Virus (ToMV), along with healthy leaf
samples.

For practical deployment, we developed a companion
Android application using Android Studio 2024.3.1 with
JDK 21 on a macOS Sequoia (version 15.3.2)
development environment. The mobile implementation
was designed to maintain compatibility with the trained
model while optimizing resource-constrained mobile
devices. The application’s interface is illustrated in Figure
5.

The evaluation metrics demonstrate our model’s
capability to accurately classify previously unseen tomato
leaf images from the test dataset. Figure 6 illustrates some
predictions made by the CNN model. As shown in Table
3, our proposed model achieved a training accuracy of
97.80% and a test accuracy of 95.28%, indicating strong
generalization performance with minimal overfitting.
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Table 4 presents comprehensive per-class metrics for the
proposed CNN, demonstrating robust performance across
all classes. Early Blight detection achieved 96.2%
precision, 94.8% recall, and 0.941 MCC; Yellow Leaf
Curl Virus classification showed 97.1% precision, 96.3%

Home

Recent analyses >

Tomato lat

slatebight  Tomato late blight

[@ Take a photo

(& Upload from gallery

(a)
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recall, and 0.949 MCC; while healthy leaves were
identified with 98.4% precision, 99.2% recall, and 0.985
MCC. The model achieves a micro-MCC of 0.932 (vs.
0.784/0.829 for InceptionVV3/ResNet152V2 baselines)
across all 16,012 PlantVillage images, with macro-MCC
of 0.927 confirming balanced performance even for
minority classes like Mosaic Virus (373 images,
MCC=0.912).

€ Analysis

Leaf Mold

Confidence: 99.98%

Advice

Increase air circulation around plants by proper
spacing and pruning. Apply fungicides if symptoms
are observed, Water early in the day so foliage can
dry quickly. Avoid overhead irrigation whenever
possible.

(b)

Figure 5: The android-based tomato leaf disease detection and classification application interface. (a) application
welcome page interface with direct image capture or image load interface option (b) detection and classification results

representation interface

Actual: Tomato_Late_blight,
Predicted: Tomato_Late_blight.
Confidence: 99.99%

T o

Actual: Tomato__Tomato_YellowLeaf_Curl_Virus,
Predicted: Tomato__Tomato_YellowLeaf__Curl_Virus.

Actual: Tomato_Late_blight,
Predicted: Tomato_Late_blight.
Confidence: 93.32%

Figure 6: Predictions made by the CNN model

Table 3: Performance comparison of the proposed network model with the other CNN models for 9-class tomato leaf

diseases
Experiment Training Accuracy Testing Accuracy
Pre-trained InceptionV3? 84.53% 81.54%
Pre-trained ResNet152V/2° 88.82% 85.89%
Proposed CNN model 97.80% 95.28%

2 Inception. URL: https://keras.io/api/applications/inceptionv3/
% ResNet152V2. URL: https://www.tensorflow.org/api docs/ python/tf/keras/applications/ resnetv2/ResNet152V2


https://keras.io/api/applications/inceptionv3/
https://www.tensorflow.org/api%20docs/%20python/tf/keras/applications/%20resnetv2/ResNet152V2

28  Informatica 50 (2026) 19-32

The Receiver Operating Characteristic (ROC)
analysis, presented in Table 5, demonstrates excellent
model discrimination capability with an average AUC of
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0.98 across all classes. The micro-average AUC reached
0.983, while the macro-average was 0.976, indicating
consistent performance across both common and rare
disease classes.

Table 4: Per-Class Metrics

Metric | Proposed CNN InceptionV3 ResNet152Vv2
Overall Performance
Test Accuracy 95.28% 81.54% 85.89%
Macro F1-Score 0.970 0.823 0.861
Micro MCC 0.932 0.784 0.829
Macro MCC 0.927 0.776 0.817
Per-Class Metrics (Precision / Recall / F1 / MCC)
Healthy 0.984/0.992/0.988 / 0.985 -/0.812 -10.874
Bacterial Spot 0.956/0.976 /0.966 / - - -
Early Blight 0.962/0.948/0.955/0.941 -/0.765 -10.823
Late Blight 0.972/0.977/0.974 / - - -
Yellow Leaf Curl 0.971/0.963/0.967 /0.949 -10.794 -10.841
Table 5: AUC Scores

No | Class AUC Ablation experiments demonstrate data
oAty oo T6:58% test acouracy. gaim over the no.augmentation

- . 0 -
2 Bacterla! Spot 0.983 baseline while reduc>i/ngg overfitting by 18.6&) through
3 | Early Blight 0.974 effective regularization that capped training accuracy at
4 | Late Blight 0.986 97.8% versus 99.2% without augmentation, preventing
5 Yellow Leaf Curl 0.981 memorization. The full pipeline outperformed basic
6 Micro-Avg 0.983 augmentation (rotation + flip only) by 6.08% test accuracy
7 Macro-Avg 0976 due to comprehensive variability coverage, with notable

per-class improvements including Early Blight recall
rising from 82.3% to 94.8% and Yellow Leaf Curl Virus
precision advancing from 89.1% to 97.1%.

Table 6: Impact of data augmentation on model performance

Configuration Training Accuracy Test Accuracy F1-Score (Macro)
No Augmentation 92.4% 78.6% 0.812
Basic Augmentation 95.1% 89.2% 0.903
Full Pipeline (proposed) 97.8% 95.28% 0.970

5 Discussion

Our proposed lightweight CNN model achieves a test
accuracy of 95.28% on a 9-class tomato leaf disease
dataset, outperforming pre-trained baselines like
InceptionV3 (81.54%) and ResNet152V2 (85.89%) while
surpassing SOTA comparators such as (93%, VGG-19 on
tomatoes) [15], (94.77% estimated from ~99% on potato
blight) [13], (93.65% on mung bean) [14], and (78.80%
mMAP on apple) [12]. Table 7 summarizes this comparison.

Our model’s superior performance can be attributed
to three key factors: (1) our optimized augmentation
strategy that better preserves disease-specific features, (2)
the balanced class weighting approach during training, (3)
careful hyperparameter tuning of the learning rate
schedule. These results suggest that our approach not only
achieves high classification accuracy but also maintains
robust  performance  across  different  disease

manifestations, making it particularly suitable for real-
world agricultural applications where image conditions
may vary significantly.

While the React Native-based Android app enables
seamless offline disease detection, development faced
technical challenges from deploying deep learning on
resource-constrained ~ mobile  devices.  Targeted
optimizations addressed these for robust performance in
rural agriculture.

Model size and memory constraints were first. The
initial TensorFlow Lite CNN exceeded 25 MB, too large
for low-end Android devices with 2 GB RAM or less
common in rural areas. Default converter settings kept
unnecessary pre-training weights. INT8 post-training
guantization reduced size 72 percent from 25.4 MB to 7.1
MB, with accuracy falling just 0.37 percent from 95.28
percent to 94.91 percent. Pruning removed 18 percent of
zero weights, and metadata stripping compressed the
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binary further. The final tflite model loads in under 50 ms
on target devices.

Real-time inference latency came next. Cold-start
averaged 850 ms on Snapdragon 680 devices, over the 200
ms field target. ONNX failed on operator compatibility.
TensorFlow Lite GPU delegate using Qualcomm OpenCL
sped inference 3.2 times to 265 ms average. Threaded
preprocessing overlapped with warmup cut perceived
latency to 180 ms. Benchmarks on 15 devices showed 95th
percentile under 250 ms.

Cross-device compatibility and field robustness was
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third. Android 9 devices with 28 percent rural share
crashed from AsyncStorage races and Mali GPU OpenGL
ES 2.0 issues. Fixes included Promise.allSettled wrapping
with backoff retries, GPU fallback to CPU at 350 ms,
Material-You theming for 80,000 lux sunlight readability,
and 72 pt glove-friendly touch targets.

These changes turned prototype limits into production
features for the first fully offline real-time tomato disease
classifier on Android. Quantization, GPU acceleration,
and shims tackle barriers from related works, enabling
precision agriculture on basic smartphones without
connectivity needs.

Table 7: Comparative study of accuracy measures with SOTA Models

Authors Algorithm Crop No. of diseases Accuracy

Thai-Nghe et al. | VGG-19 Tomato 9 93%

[15]

Mallick et al. [14] Light weight | Mung Bean 6 93.65%
MobileNetV2

Kukrejaetal. [13] | GCN Potato 4 94.77%

Jiang et al. [12] INAR-SSD Apple 5 78.80%

Proposed Model CNN Tomato 9 95.28%

6 Conclusion

This study successfully developed and validated a
lightweight 17-layer CNN that achieves state-of-the-art
95.28% test accuracy across nine tomato leaf diseases,
outperforming InceptionV3 (81.54%), ResNetl52V2
(85.89%), and tomato-specific VGG-19 (93%) through
targeted augmentation and architectural optimization.

The React Native Android app with TensorFlow Lite
INT8 quantization (7.1 MB model) delivers sub-200 ms
inference for both online FastAPI cloud processing and
offline edge computing, directly addressing connectivity
barriers for rural farmers facing 20-40% global crop
losses.

Key contributions include superior performance with
a 16.68% accuracy gain from the comprehensive
augmentation pipeline, demonstrated by per-class
excellence such as Early Blight at 96.2% precision and
Yellow Leaf Curl at 97.1% precision, alongside robust
metrics including 0.970 macro F1, 0.932 micro-MCC, and
0.983 AUC. The production-ready mobile solution
enables instant field diagnostics, historical logging, and
loT-cloud scalability tailored for precision agriculture,
with proven generalization across PlantVillage’s 16,012
diverse images representing imbalanced classes and real-
world conditions.

Future research should prioritize validation on field-
collected datasets capturing varying lighting and weather
scenarios, alongside integration of multi-spectral imaging
and drone feeds to enhance detection capabilities.
Implementing federated learning would facilitate
continuous model updates from farmer-contributed data,
while exploring ensemble methods and attention
mechanisms could improve minority class detection, such
as Mosaic Virus with only 373  images.

Overall, this framework advances sustainable agriculture
by reducing pesticide overuse by 30-50%, preserving
yields, and strengthening global food security through
accessible Al-driven diagnostics.

Declarations

Data availability statement

All data used in this study is available on Kaggle.
Available at:
https://www.kaggle.com/datasets/arjuntejaswi/plant-
village

Authors contribution

Daniel Musafiri Balungu: Research formulation, Al
models  development, article  writing, Maksim
Aleksandrovich Malykh: Literature survey, article
writing, Dmitry Evgenievich Burdin: mobile application
development, article writing, Nikita Sergeevich Predein:
mobile application development, article writing.

Competing interests.

The authors certify that they have no affiliations with or
involvement in any organization or entity with any
financial or non-financial interest in the subject matter or
materials discussed in this manuscript.


https://www.kaggle.com/datasets/arjuntejaswi/plant-village
https://www.kaggle.com/datasets/arjuntejaswi/plant-village

30

Informatica 50 (2026) 19-32

References

(1]

(2]

(3]

[4]

(5]

[6]

[7]

(8]

(9]

Szyniszewska, A. (2024). Measuring and
understanding the global burden of crop loss: data
requirements and opportunities on vyields, pest
presence, and economic burden of the hazards.
Agricultural Development and Climate Change
Unit’s II Experts Meeting on Agricultural Statistics.
Retrieved from
https://www.cepal.org/sites/default/files/events/files
faszyniszewska_english_session_1.pdf (Accessed:
March 10, 2025).

Junaid, M. D., & Gokce, A. F. (2024). Global
agricultural losses and their causes. Bulletin of
Biological and Allied Sciences Research, 2024(1),
66-66. http://dx.doi.org/10.54112/bbasr.v2024i1.66
Liao, J. (2025). Al-driven banana pest and disease
management: methods, applications, challenges, and
future directions. Discover Internet of Things, 5(1).
https://doi.org/10.1007/s43926-025-00175-9

Jafar, A., Bibi, N., et al. (2024). Revolutionizing
agriculture with artificial intelligence: plant disease
detection methods, applications, and their
limitations. Frontiers in Plant Science, 15.
https://doi.org/10.3389/fpls.2024.1356260
Masarirambi, M.T., Mhazo, N., Oseni, T.O., &
Shongwe, V.D. (2009). Common physiological
disorders of tomato (Lycopersicon esculentum) fruit
found in Swaziland. Journal of agriculture & social
sciences, 5, 123-127. Retrieved from
http://www.fspublishers.org/published _papers/3682
_.pdf

Laizer, H. C. (2025). Understanding farmer
knowledge, practices and decision-making in pest
and disease management: the case of Irish potato
(Solanum  tuberosum) cultivation in  Mbeya,
Tanzania. Discover Agriculture, 3(1).
https://doi.org/10.1007/s44279-025-00440-z
Ristaino, J.B., Anderson, P.K., et al. (2021). The
persistent threat of emerging plant disease
pandemics to global food security. Proc. Natl. Acad.
Sci. US.A, 118(23),
https://doi.org/10.1073/pnas.2022239118

John, M., Bankole, 1., et al. (2023) Relevance of
Advanced Plant Disease Detection Techniques in
Disease and Pest Management for Ensuring Food
Security and Their Implication: A Review. American

Journal of Plant Sciences, 14, 1260-1295.
https://doi.org/10.4236/ajps.2023.1411086
Tugrul, B., Elfatimi, E., Eryigit, R. (2022).

Convolutional neural networks in detection of plant
leaf diseases: A review. Agriculture, 12(8), 1192.
https://doi.org/10.3390/agriculture12081192

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

(18]

[19]

D.M. Balungu et al.

Ferentinos, K.P. (2018). Deep learning models for
plant disease detection and diagnosis. Computers
and Electronics in Agriculture, 145, 311-318.
http://dx.doi.org/10.1016/j.compag.2018.01.009
Wang, Q., Liu, T., Zang, M. (2024). Research on
intelligent agricultural pest and disease detection
model based on transfer learning. International
Journal of Science and Engineering Applications,
13(11), 55-58.
https://doi.org/10.7753/IJSEA1311.1011

Jiang, P., Chen, Y., Liu, B., He, D., & Liang, C.
(2019). Real-time detection of apple leaf diseases
using deep learning approach based on improved
convolutional neural networks. IEEE Access, 7,
59069-59080.
https://doi.org/10.1109/ACCESS.2019.2914929
Kukreja, V., Baliyan, A., Salonki, V., & Kaushal,
R.K. (2021). Potato Blight: Deep Learning Model for
Binary and Multi-Classification. In: 2021 8th
International Conference on Signal Processing and
Integrated Networks (SPIN), Noida, India, pp. 967-
672.
https://doi.org/10.1109/SPIN52536.2021.9566079
Mallick, M.T., Biswas, S., Das, A.K. et al. (2023).
Deep learning based automated disease detection and
pest classification in Indian mung bean. Multimedia
Tools and Applications, 82, 12017-12041.
https://doi.org/10.1007/s11042-022-13673-7
Thai-Nghe, N., Dong, T.K., Tri, H.X., & Chi-Ngon,
N. (2023). Deep Learning Approach for Tomato Leaf
Disease Detection. In: Dang, T.K., Kiing, J., Chung,
T.M. (eds) Future Data and Security Engineering.
Big Data, Security and Privacy, Smart City and

Industry 4.0  Applications. FDSE  2023.
Communications in Computer and Information
Science, vol 1925.  Springer,  Singapore.

https://doi.org/10.1007/978-981-99-8296-7_42
Albahar, M. (2023). A Survey on Deep Learning and
Its Impact on Agriculture: Challenges and
Opportunities. Agriculture, 13(3), 540.
https://doi.org/10.3390/agriculture13030540
Siddiqua, A., Kabir, M. A, Ferdous, T., Ali, . B., &
Weston, L. A. (2022). Evaluating Plant Disease
Detection Mobile Applications: Quality and
Limitations. Agronomy, 12(8), 1869.
https://doi.org/10.3390/agronomy12081869
Srihith, 1.V.D. (2024). A short review on deep

learning in agriculture. Journal of Advanced
Research in Artificial Intelligence & It's
Applications, 1(3).

https://doi.org/10.5281/zenodo.11612440
Hawkins, D. M. (2004). The Problem of Overfitting.
Cheminform, 35(19).
https://doi.org/10.1002/CHIN.200419274



Deep Learning-Based Automated Detection of Tomato Leaf Disea... Informatica 50 (2026) 19-32 31

[20] Szegedy, C., Vanhoucke, V., loffe, S., Shlens, J., &
Wojna, Z. (2016). Rethinking the inception
architecture for computer vision. In: 2016 IEEE
Conference on Computer Vision and Pattern
Recognition (CVPR), pp. 2818-2826.
https://doi.org/10.1109/CVPR.2016.308



32  Informatica 50 (2026) 19-32 D.M. Balungu et al.



https://doi.org/10.31449/inf.v50i2.9819

K-means Clustering for Cluster-Based Cooperative Spectrum

Sensing under Rayleigh Fading in Low SNR Conditions

Aakanksha Sharma, Shweta Pandit, Rajiv Kumar

Department of Electronics and Communication Engineering, Jaypee University of Information Technology, Solan,

India

E-mail: sharmaak16@gmail.com, shweta.pandit@juit.ac.in, rajiv.kumar@juit.ac.in

Keywords: Cluster-based collaborative spectrum sensing, K-means clustering, rayleigh fading, inter-fusion, intra-

fusion, overhead, latency, ROC curve

Rece

ived: June 21, 2025

The paper discloses the analysis of K-means clustering based cooperative spectrum sensing using energy-
based detector for Rayleigh fading channel under low SNR (0 dB to -25 dB) using ROC curves with
different rules for fusion “OR-OR, OR-AND, AND-OR and AND-AND fusion rules”. As the current
communication systems such as IEEE 802.22 WRAN need to operate with better performance parameters
in low SNR conditions, therefore our proposed system considers the similar practical environment. In the
proposed system, K-means clustering is used to cluster the secondary users with secondary user closest to
centroid selected as cluster head. The clustering technique has provided 70-85% of data overhead
reduction in comparison to cooperative or collaborative spectrum sensing. The probability-of-detection
doubles in comparison to non-cooperative spectrum sensing at 0.1 probability-of-false-alarm. Further, the
comparative analysis is done with other clustering techniques (DBSCAN and LEACH) in terms of data
overhead, latency and probability-of-detection. The proposed system has provided an advantage of reduced
data overhead, deterministic cluster selection and better performance in terms of detection with OR-AND
rule-based fusion in low SNR conditions in comparison to other clustering techniques. Further, the
performance variation is also analysed with respect to number of clusters and it has been observed that the
detection efficacy of OR-OR and AND-AND rule-based fusion remains unaffected by the variation in
number of clusters. However, the detection capability of OR-AND/AND-OR rule-based fusion
decreases/increases with the increase in clusters. Further, the OR-AND rule-based fusion performed better
than AND-OR rule-based fusion till a certain number of clusters in the network and if clusters increase
further, AND-OR rule provided superior performance compared to OR-AND rule. All the simulations were
conducted in MATLAB 2024b using TCP-1Pv6 model assumptions.

Povzetek: Clanek predstavija metodo sodelovalnega zaznavanja spektra s K-means zdruzevanjem, ki pri
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nizkem razmerju signal—sum zmanjsa podatkovno obremenitev in izboljsa zaznavanje signalov.

1 Introduction

The next generation communication networks pose a
high burden on the available spectrum. The current
spectrum distribution is not optimized as the primary
users (PUs) that own the license for spectrum do not
always use it. Such under usage of licensed spectrum is
fully benefited using radio network having cognitive
capabilities, where secondary or unlicensed users (SUs)
sense the spectrum for inactive PUs and obtain
opportunistic access to the ideal spectrum without
obstructing PU communication. The spectrum detection
or sensing is therefore a decisive step for cognitive radio
network (CRN) as the communication efficiency depends
on the accuracy of spectrum detection. There are various
methods available for spectrum detection such as
matched filter, energy-based detection, eigen-value
detection, cyclo-stationary feature detection, wavelet
detection and entropy-based detection [1-4]. However,
energy-based detection is commonly applied method for
spectrum detection because of its straightforward
implementation and less cost. In energy-based detector,
the energy of signal received at a node is quantified over
a defined bandwidth and time.

Further, the spectrum sensing with single SU is not that
reliable because of issues like shadowing and/or
concealed terminal and thus cooperative spectrum
sensing (CSS) is introduced to address the above-
mentioned limitations in single SU based sensing [2-7].
In CSS, many SUs participates and collaborate with each
other to perform spectrum sensing [8]. The SUs reports
the sensing result to fusion center (FC) using either of
these combining methods:

(i) Data combining: Each SU forwards amplified
received signal from PU to the FC for final decision [3-
7].

(ii) Decision combining: Every SU decides whether or
not PU is present, and the individual findings are
communicated to the FC for final conclusion on the
existence of PU [2,9].

Considering decision combining, which we have
considered in our work, the decision of each SU on PU
presence is communicated to FC and the FC gives the
final verdict on spectrum availability. The decision
combining at FC can be done by either of the following
fusion rules [10,11]:
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(i) OR fusion rule: Under this rule, FC indicates “status
active” of the PU when at the minimum one SU
notices the PU signal.

(i) AND fusion rule: In the AND rule, the FC declares
“status active” of the PU signal only if each SU
independently detects the PU's presence.

The CSS with high user density faces data overhead

issue. This data overhead can be reduced by grouping the

SUs into clusters as only cluster-head (CH)

communicates with the FC instead of all the

collaborating SUs. This scenario is named as cluster-
based cooperative/collaborative spectrum sensing (CB-

CSS) and various cluster formation techniques have been

discussed in literature. Clustering approach is more

energy efficient and minimize the resource need by
reducing the SUs reporting to the FC [12-15]. Further,
there are several machine learning techniques that are
used for more efficient spectrum sensing. Most of the
literature uses machine learning techniques for making
the final decision on PU existence [16-22]. The ideal
number of clusters to obtain maximum throughput for
CB-CSS over faded channels has been determined by the
authors in [20]. Moreover, the selection of optimal
amount of SUs from the entire network and using
affinity-propagation to cluster the selected SUs is
mentioned in [21]. Further, the performance evaluation
of proposed algorithm in [21] based on energy
consumption, energy efficiency and throughput are done.

In addition, in [22], a distributed CSS using clustering

approach over several fading channels is proposed.

Authors in [23] have investigated CB- distributed CSS

over Nakagami channel with four fusion rules (AND-

AND, OR-OR, OR-AND and AND-OR) and compared

its performance to centralised CSS. The CH selection is

done using low-energy adaptive clustering hierarchy

(LEACH) protocol. Further, authors have provided

performance improvement by employing diversity

combining schemes. In addition, authors in [23] have

A. Sharma et al.

evaluated the performance of centralised CSS and
distributed CSS over Nakagami channel where the
reporting channel noise is considered. A CB-CSS based
on the Bayesian learning to reduce rate loss and
cooperative overhead while simultaneously enhancing
spectrum sensing performance is proposed in [24].
Authors in [24] have done classification of the sensing
nodes and CH selection using K-means learning based
clustering algorithm. By reducing the overall Bayesian
cost, authors in [24] have obtained the optimal sensing
cut-off or threshold for the intra-CSS. Further, authors in
[25] uses centralised LEACH protocol for cluster
formation and proposed a multi-hop protocol that reduces
power consumption, increase network lifetime and
improve sensing performance. However, authors in [26]
used K-means clustering to form clusters in the rings that
are made across the radius of the network. The
performance evaluation is done with respect to optimal
number of rings and not in reference to number of
clusters in [26]. Further, the memorial K-means
clustering based CSS analysis is done under low SNR
regime in [27]. Authors in [27] have proposed Memorial
K-means  Clustering  using  Pearson-Correlation-
Coefficient to acquire feature values for Rayleigh faded
channel. Moreover, authors in [28] used K-mean
clustering for cluster formation and proposed an
algorithm with sensor exclusion (temporary and
permanent) and dynamic selection of CH that reduces
energy consumption. However, in [28], the performance
analysis is done in terms of number of sensing cycles
versus probability-of-detection and number of live SUs.
The mentioned state of art is also summarized below in
Table 1. The K-means learning based algorithm classify
or group sensing nodes, form clusters and select CHs,
however performance analysis based on receiver
operating characteristics (ROC) curve for different fusion
rules under low SNR is not mentioned in the literature.

Table 1: Summary of the key prior works

Ref. | Technique used Channel Model Performance Key findings
No. metric
[20] | Not mentioned Nakagami, Rician, | Optimum number | The ideal amount of clusters to obtain maximum
Rayleigh and | of clusters, | throughput depends on the fading environment
Weibull fading | Throughput and fusion rules.
channels
[21] | Affinity- Rayleigh fading Energy AP based clustering provides better performance
propagation consumption, as compared to usual clustering methods (fuzzy c-
(AP) Energy efficiency, | means clustering and LEACH) in terms of energy
Throughput efficiency.
[22] | Not mentioned Nakagami, Detection The distributed OR-OR fusion rule outperforms
Rayleigh and | probability, ROC | conventional fusion rules; the likelihood of
Rician fading | curve, optimum | detection rises as the number of clusters grows;
channels threshold optimum detection threshold for minimum error
probability is determined.
[23] | LEACH Nakagami fading Detection The OR-OR fusion rule has superior performance
probability than other fusion rules and centralized CSS for
distributed CSS; the detection ability of
distributed CSS can be enhanced by utilizing
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diversity, and the detection likelihood rises with
increase in CR users.

[24] | Bayesian Rayleigh fading Rate loss, | In addition to reducing rate loss and cooperative
learning, K- cooperative overhead, Bayesian learning-based intelligent
means learning overhead, optimum | clustering CSS enhances sensing performance for

threshold both imperfect and perfect sensing reports.

[25] | LEACH-C Rayleigh fading Power Multi-hop CSS provides reduced transmission
consumption, energy consumption. As the number of hops is
network  lifetime, | increased, sensing accuracy is improved but
sensing power consumption is increased. Thus, trade-off
performance between accuracy, delay and energy consumption

is required.

[26] | K-means Not mentioned Optimal number of | Network lifetime is extended by selecting optimal
clustering, In- rings, Energy | number of clusters and applying in-network data
network  data consumed, Network | aggregation.
aggregation lifespan, Collision

rate, Latency

[27] | Memorial k- | Rayleigh fading Detection Proposed memorial K-means clustering provides
means probability 5% to 12% increase in probability of detection in
clustering low SNR regime in comparison to other methods.

[28] | K-means Rayleigh fading Energy Energy consumption is reduced without
clustering consumption compromising detection probability by proposed

algorithm, thus increasing the network’s lifespan.
The proposed algorithm combines sensor
exclusion (temporary and permanent) along with
the dynamic CH selection.

Pro | K-means
pos | clustering
ed

Rayleigh fading

ROC curve,
overhead, Latency

Data | K-means clustering based CSS provides reduced
data overhead, better detection probability in low
SNR regime. The detection performance of OR-
OR and AND-AND fusion rule remains
unaffected by the variation in amount of clusters
and detection ability of OR-AND/AND-OR
decreases/increases with the increase in amount of
clusters. Further, OR-AND rule performs better
than AND-OR fusion rule till a certain value of
number of clusters. This value of number of
clusters may vary with the change in network
configuration even with same number of SUs.

The novelty of our article lies in the ROC curve-based
performance analysis of K-means clustering technique
used for grouping the SUs in CRN over Rayleigh fading
channel in low SNR regime using different rules for
fusion (AND-AND, OR-OR, AND-OR and OR-AND).
The ROC curve variation in relation to number of
clusters was studied with an objective to understand the
influence of varying number of clusters on detection
probability using specific fusion rules in such low SNR
scenarios.

Therefore, proposed study presents the use of K-means
clustering in formation of clusters for CB-CSS and
analyse the network’s detection performance for
Rayleigh fading channel under low SNR regime using
ROC curve. The comparison of proposed K-means
clustering to other clustering algorithms (LEACH and
Density-Based Spatial Clustering of Applications with
Noise (DBSCAN)) is also provided.

The remaining paper is categorized as follows. Section 2
briefly discusses system model for energy detection-

based spectrum sensing with CB-CSS. Section 3 gives
the performance metrics and their mathematical
expressions. Section 4 is dedicated to the analysis of CB-
CSS for various fusion rules. Section 5 talks through the
simulation results and at last Section 6 concludes the
sudy with future scope.

2 System model

The system comprises a radio network including
cognitive capabilities with M number of SUs and Nc
clusters. M SUs are located randomly over a
geographical area. These M SUs are grouped into various
clusters using un-supervised machine learning technique
(K-means clustering) and the distribution of SUs in each
cluster depends upon the clustering algorithm such that
first cluster has P, number of SUs, second cluster has P,
and so on. In each of the cluster, the SU closest to
centroid is selected as CH. Figure 1 shows the system
model with 14 SUs (M=14) grouped into three clusters.
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Cluster 1, 2, and 3 have P1=2, P,=4 and P3=8 SUs
respectively including the CHs.

(@]
Ny =B

{ Fusion Center
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Y ¥
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Cluster &
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/"“{ Y “ Cluster 4r—--5_”
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ﬁ/ Local sensing for PU signal
‘::2: Inter cluster transmission

Figure 1: System model for CB-CSS

The SUs in each cluster senses the PU activity and shares
the decision with CH which is further communicated to
the FC. The communication in such networks mostly
uses TCP-IP communication protocol and thus we have
considered TCP-IPv6 communication protocol for
communication between all nodes [30]. The spectrum
detection of the PU is done using energy-based detection,
where the incoming signal's energy is calculated and
compared to a preset detection threshold. If the
calculated energy is below the detection threshold, then
the PU signal absence is detected and vice versa. This
binary hypothesis for spectrum detection or sensing can
be given as: hypothesis H, (PU unavailable) and
hypothesis H; (PU available). The received signal
y(t)can be given as [2]
_(n(t) : H,
y® = {h xs(t)+n() : H; @)
where s(t)is the signal transmitted by the PU, h is the
sensing channel gain and n(t) is the noise signal
(AWGN).

There will be decision combining requirement at two
levels. First the decision combining will be at CH, where
decision from all the SUs present in that cluster is
combined and is known as intra-cluster fusion (here we
have used OR fusion rule or AND fusion rule). The
second decision combining will be at FC, where decision
from each CH is combined using the same or other
fusion rule and is known as inter-cluster fusion [20].

3 Performance metrics

In this study, the performance analysis is done based on
following performance metrics.

Data overhead: The data overhead depends upon the
size of sensing report, control and/or acknowledgement
messages in the communication protocol. In this paper,
we have considered TCP-IPv6 communication protocol
(RFC 8200, [30]). Therefore, the data overhead can be
given as

A. Sharma et al.

Total data overhead = Application data size +

TCP header size + IP header size 2
Latency: The latency in making final decision on
spectrum sensing consists of (i) intra-cluster reporting
time, (ii) CH processing/aggregation time, and (iii)
CH—FC backhaul time. Further, setting up clusters will
also add to the latency. Therefore, total latency can be
modeled as:

Ttotal ~ Tset—up + Tprocessing + Tintra + Tbackhaul (3)

where, Tser_yp is the time required for setting up the
clusters. Tyrocessing 1S the processing time and is

considered constant, i.e, 1 ms. T;,,;, iS the reporting time
from SUs in the cluster to their CH and is given as

Tintra = miaX Treport,i (4)
where
Treport,i = Tpropagation,i + Ttransmission,i (5)

and further can be given as

a L

Treport,i = c

Ped;* (6)
)

d
Blog2<1+ No

where d;is the geographical spacing from i SU to CH, ¢
is speed of light, L is the sensing report size in bits, B is
the channel-bandwidth, P; is the transmit power of SU,
N, is the noise power and « is the path loss exponent.

Further, Tpqcknaw 1S the reporting delay from CH to FC
and is given as

Thackhaur = m]aX Treport,j (7)

and further can be given as

D; L
— _J
Treport,j _7+ l ( PtD]._a (8)
Blog,| 1+ N
o

where D; is the geographical spacing from j"CH to FC.

Further, for ROC curve, following performance metrices
are given [2-5].

Probability-of-false-alarm (Pg,): The likelihood of a
SU detecting that the PU is available when it is
unavailable or when the spectrum is actually idle and is
given as

P, = P(Hy[Hg) = P(y > A[Hp) 9)
where A is the cut-off or threshold for detection.
Probability-of-detection (P4): The likelihood of SU
detecting that the PU is available when it is indeed
present or when the spectrum is occupied and is given as
Pq = P(H,|H;) = P(y > A|H;) (10)
Probability-of-missed-detection (Pnq): The likelihood
of SU detecting that the PU is unavailable when it is
actually available and is given as

Pna = P(Ho[H,) = P(y < A|H,) (1)
and can also be given as
Ppa=1—P; (12)
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Probability-of-error (P.): The probability of number of
errors in detecting the PU signal. It is the sum of P¢, and
P4 [23] and is given as
P = P(Hl) Pma + P(HO) Pra (13)
where P(H,) is prior-probability that the spectrum is
occupied and P(H,) is prior-probability that the spectrum
is idle. It is assumed that there is 50% chance that
spectrum is idle and thus, P(H,) = P(H;) = 0.5.
The received signal from PU follows an iid random
distribution with zero mean and variance o,2. The
received SNR at the detector for the given channel gain h
and with noise variance o, is given as [2]
h|%04?

= ot a4
Further, for large samples value (N), and using central
limit theorem, the probability-distribution function of
received signal energy follows normal distribution with
No,,2 mean and No,,* variance, in case PU is absent. In
case PU is present, and the signal is modulated using
phase-shift-keying (PSK) modulation and is having
complex values, then the probability distribution function
of received signal energy follows normal distribution
with No,%(1 +vy) mean and No,,*(1 + 2y) variance,
where y is the SNR. For given h, the Py, and P, is given

as [2]
P = Q((N:wz -1) m) (15)
Pa(y) = Q ((N —=-1-v) |5 fzy)> (16)

where Q(.) is the standard Q-function.

This study focuses on very low SNR regime (0 to -25

dB) and under low SNR assumption 4% =~ owz, that is,
the variance of the decision-statistic under hypothesis
H, is not affected by the signal. The probability
distribution function of received signal energy follows
Gaussian distribution with No,%(1 + y) mean and No,*
variance [2]. For such low SNR, the average Py for
Rayleigh fading channel is given along with its derivation
in [29] and the final expression is given below.

Rayleigh 1 NoZ-A
PR — 1 2 e (M)
d 2 2No?2

LJA(NUZ—A)\E
y2 Y\V2Nog2 V2
e 2N Erfc (

No2-\ 1 )

V2No? +

yV2N an

4 Cluster-based cooperative spectrum

sensing

As discussed earlier in section 1 and 2, CB-CSS is
introduced to reduce data overhead in CSS by grouping
the SUs into clusters and only CH communicates the
sensing decision to the FC. The likelihood of PU activity
detection for different fusion rules can be given as
follows [20, 24].
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(i) OR Fusion Rule: For M collaborating SUs, the
probability-of-detection with OR rule-based fusion is
given as:
QF=1-(1~-P" (18)
where, Py is the probability-of-detection of each SUs
reporting to FC and considered equal for all collaborating
SUs.
(if) AND Fusion Rule: For M number of collaborating
SUs, the probability-of-detection with AND rule-based
fusion is given as
Q4P = P (19)
As the number of SUs collaborating for decision on PU
presence increases, there is large amount of data
collection and processing required at the FC. In order to
mitigate this aforementioned issue, the SUs are grouped
using K-means clustering and within each cluster, the SU
closest to centroid is selected as CH. Further, the selected
CH from each cluster then forwards the sensing decision
to the FC instead of all the SUs sending individual
decision to FC. The proposed clustering algorithm used
in this manuscript based on K-means clustering is given
as
Algorithm: K-means clustering for efficient cluster
formation and CH selection within the considered
CB-CSS framework
1. Input parameters: number (M) and location of SUs,
number of clusters (N¢)
2. Random N¢number of centroids will be selected.
3. Distance between each SU and centroids is
calculated.
4.  Assignment of the SU to the cluster whose centroid
is closest is performed.
5. Once all SUs are assigned to clusters, centroids are
recalculated.
6. Steps 3 to 5 are repeated until centroids no longer
change or convergence is achieved.
7. The algorithm outputs the final
assignment of SUs to a cluster.
8. Calculate the distance of each SU in a cluster to
respective centroid and select closest SU as CH.
The distance mentioned in above algorithm is Euclidean
distance and algorithm completes clustering process
when the centroid converges or is fixed for repeated
iteration. Here, we have done the analysis of CB-CSS
over Rayleigh fading channel under very low SNR
regime with following four fusion rules [20,23]:
(i) OR-OR Fusion rule
In this rule, OR rule-based fusion is considered within
the clusters (intra-fusion) and also between FC and CHs
(inter-fusion). All the collaborating SUs are independent.
The detection likelihood for this rule is given as

- Nc OR(j
Q&)R OR _ 1— Hj:l(l _ Qd (J)) (20)
where N, is the amount of clusters, j is the amount of

SUs in a cluster and QSR(’)is the probability-of-detection
for OR rule-based fusion for j collaborating SUs and is
assumed to be equal for all collaborating SUs.

(i) OR-AND Fusion rule
In this rule, OR rule-based fusion is used for intra-fusion

and AND rule-based fusion is used for inter-fusion. The

cluster and
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likelihood of detection for OR-AND rule-base fusion is
given as
QEI)R—AND — HjN=C1 QgR(])

(iii) AND-OR Fusion rule
In this rule, AND rule-based fusion is used for intra-
fusion and OR rule-based fusion is used for inter-fusion.
The detection likelihood for AND-OR rule-based fusion
is given as

QﬁND—OR =1— H]!\Izcl(l _ QQND(J')) (22)
AND()) ;

where Qy4 is the probability-of-detection for AND
fusion rule for j number of collaborating SUs and is
assumed equal for all collaborating SUs.

(iv) AND-AND Fusion rule
In this rule, AND rule is used for both intra-fusion and
inter-fusion combining. The likelihood of detection for
OR-AND rule-based fusion is given as:
QQND—AND - l—[]}\l_cl ISND(]') (23)
The value of QSR and Q4NPfor j" SU can be taken from
equation (18) and equation (19), respectively.
The P4 for Rayleigh fading under very low SNR regime
and in CB-CSS using above mentioned four fusion rules
(AND-AND, OR-OR, OR-AND and AND-OR) can be
computed by placing the values of P4 for Rayleigh fading
channel as obtained from equation (17) in equation (18)
and (19) to get the Q4 for OR and AND fusion rules,
respectively. Afterwards, the obtained values for Q4 for
OR and AND fusion rules are used to compute the Q4 for
OR-OR, OR-AND, AND-OR, AND-AND fusion rules as
per the expressions given in equations (20)-(23).

(21)

5 Simulation results and discussion
We have performed the simulation on MATLABR2024b.
Figure 2 shows data overhead with M=20 SUs for CSS
and CB-CSS (with 3, 4, 5 and 6 number of clusters) over
TCP-IPv6  communication  protocol. The  SUs
communicates in the form of IP packets over the
network. The total data overhead includes the payload
size and the header size. The TCP header include 160
bits and IPv6 header include 320 bits and for application
data we have considered only one bit as only decision bit
(0 or 1) is transmitted from the SUs or CHs to the FC.
The data overhead is calculated using equation 2. It is
quite evident from figure 2 that data overhead at FC is
significantly reduced (70 to 85%) for CB-CSS in
comparison to CSS as only CHs communicate with the
FC rather than all the collaborating SUs. Further, the data
overhead increases with increase in clusters as shown in
figure 2. The clusters to be formed can be decided on the
basis of data handling capacity of FC.
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Figure 2: Data overhead comparison for CSS and CB-
CSS (with various number of clusters)

0

Figure 3 (a) to 3 (c) shows clustering of M=20 SUs with
same spatial configuration using K-means, DBSCAN and
LEACH protocol, respectively. Figure 3 (a) shows
clustering of M=20 SUs using K-means clustering into
three clusters. Figure 3 (b) shows clustering of M=20
SUs using DBSCAN clustering having neighborhood
radius € = 40 m and Minpts (minimum amount of SUs
necessary to form a cluster) as 2. The neighborhood
radius € is the maximum distance within which SUs are
considered neighbors and are grouped into a specific
cluster. Further, figure 3 (c) shows clustering of M=20
SUs using LEACH protocol having probability of CH
selection, p = 0.2. Furthermore, figure 3 (d) shows data
overhead at FC comparison for K-means clustering,
DBSCAN (for both cases where outlier SUs are dropped
out from CSS and where each outlier SU is considered as
CHs) and LEACH respectively. It is clear from these
figures that K-means clustering is the better option for
clustering as it has more balanced clusters, less data
overhead at FC and is deterministic in nature as it
provides option to choose the number of clusters.
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(a) Clustering of M=20 SU using K-means
clustering
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Figure 3: Comparison of various clustering techniques

Figure 4 shows ROC curve for K-means clustering,
DBSCAN (when outlier SUs are dropped out of CSS and
when outlier SUs are considered as individual CHs) and
LEACH for network configuration as given in figures 3
(@), 3 (b) and 3 (c) and SNR of -20 dB. It is validated
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from figure that K-means clustering technique provides
best detection performance with OR-AND fusion rule in
comparison to DBSCAN and LEACH in such low SNR.
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Figure 4: ROC curve-based comparison of different
clustering techniques
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Table 3 shows the latency and cluster set-up time for K-
means clustering, DBSCAN (when outlier SUs are
dropped out of CSS and when outlier SUs are considered
as individual CHs) and LEACH for network
configuration given in figures 3 (a), 3 (b) and 3(c)
respectively. The processing time is considered 1ms and
set up time is calculated from elapsed time from
MATLAB. The latency is calculated using equation (3).
The value of other parameters used in the calculation of
latency are given in table 2.

Table 2: Simulation parameters for latency calculation

Parameter Value

speed of light, ¢ 3*108 m/s
sensing report size, L 161 bits
Channel bandwidth, B 1 MHz
Noise power, N -100 dBm
Transmit power, Py 0dBm
Path loss component 3.5

Table 3: Latency values for K-means clustering,
DBSCAN and LEACH

Cluster
Set-up
time
(seconds)

Clustering Technique

Latency
(seconds)

K-means clustering 0.197118 | 0.2422
DBSCAN (Outlier is | 0.167157 | 0.2093
dropped)

DBSCAN (Outlier considered | 0.167157 | 0.2095
as CH)

LEACH 0.140014 | 0.18946
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The results shows that K-means clustering has higher
latency as compared to other clustering techniques. Thus,
a tradeoff is there between the detection performance and
latency.

Further, we investigated performance of K-means
clustering based CSS with different fusion rules. The
variables used for simulation outcomes are given in
Table 4. The wireless channels between SUs, PU and FC
are modeled using Rayleigh distribution. The detection
threshold (A) is computed from the values of P, using
equation (15) which is further used to find the Py / Qq4 in
all the results presented further in this section.

Table 4: Simulation parameters

Parameter | Value
Total geographical area, A 40,000 m?
Total number of SUs, M 20
Number of clusters, N, 3
Number of samples, N 2000
Sensing SNR, y 0to-25dB
Probability-of-false-alarm, P, / Qg, | O0to 1
Detection threshold 2057.3 to 1942.7
approx.

Further, figure 5 shows clustering of 20 SUs into three
clusters using K-means clustering technique and where
SU closest to centroid in each cluster is selected as CH.
The SUs are randomly located within an area of 40,000
m?,

200

T T
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>
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Figure 5: Clustering of M=20 SUs into three clusters

using K-means clustering

figure 6 compares the detection performance for non-
CSS, CSS (OR and AND rule-based fusion) with 20 SUs
and CB-CSS (OR-OR, OR-AND, AND-OR and AND-
AND rule-based fusion) with 20 SUs grouped into 3
number of clusters as indicated in figure 5. In figure 6,
the probability-of-detection for non-CSS is designated as
Py and as Q4 for other two cases. As is illustrated in
Figure 6, the cooperative OR rule with 20 SUs and
cluster based OR-OR fusion rule with 20 SUs and 3

A. Sharma et al.

clusters are performing exactly same and has
outperformed other sensing techniques because even if a
single SU out of all the collaborating SUs detects the PU
activity, the FC gives final decision of “PU present”
leading to higher Py / Q4. Further as shown in figure 6,
OR-AND fusion rule in CB-CSS has better performance
than non-CSS. However, the non-CSS performs better
than AND-OR fusion rule with an exception at high
values of Qg (Qg, = 0.87). The CSS with AND rule-
based fusion and CB-CSS with AND-AND rule-based
fusion have worst detection performance as FC gives
final decision of PU presence only if all SUs
collaborating for detection finds the PU activity.

The CB-CSS has advantage of significant reduction in
data overhead at FC as shown in figure 2.
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Figure 6: Comparison of ROC curves for non-CSS, CSS

and CB-CSS

Further, figure 7 shows the variation of P, with detection
threshold for non-CSS, CSS with OR and AND rule-baed
fusion and CB-CSS with AND-AND, OR-OR, OR-AND
and AND-OR rule-based fusion for three clusters and
spatial configuration as shown in figure 5. The
simulation outcomes shows that CSS with OR fusion rule
and CB-CSS with OR-OR fusion rule has least P, and
CSS with AND fusion rule and CB-CSS with AND-
AND fusion rule has maximum P,. Thus, the optimum
value of threshold for least P,for a fusion rule can be
determined.
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Figure 7: Variation of P, with threshold for non-CSS,
CSS and CB-CSS

Figure 8 shows variation of P, with detection threshold
for different number of clusters in CB-CSS and various
fusion rules. It is clear from the figure that P.is not
affected by number of clusters for OR-OR and AND-
AND fusion rule. Further, P, increases/decreases with
increase in clusters for OR-AND/AND-OR rule-based
fusion, respectively. Moreover, P.for OR-OR and OR-
AND fusion rule first decreases and then increases with
increase in threshold. Also, P, first increases and then
decreases with increase in threshold.
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Figure 8: Variation of P, with threshold and number of
clusters for CB-CSS with different fusion rules

Further, we wanted to look into the effect of number of
clusters on detection performance with different fusion
rules (AND-AND, OR-OR, OR-AND and AND-OR
fusion rule). The detection performance for two different
spatial configurations of 20 SUs is shown in figures 9(a)
and (b). The spatial configurations are given in Appendix
section (figure 11 and 12). The parameters that were used
in simulation are same as shown in Table 4. From figures
it is quite evident that the detection performance for OR-
OR and AND-AND rule-base fusion remain unaffected
by the change in number of clusters. The OR-OR rule-
base fusion has superior performance in terms of
detection than other fusion rules and the AND-AND
rule-based fusion show the worst detection performance.
Further, the P; for OR-AND/AND-OR rule-based fusion
decreases/increases with the increase in number of
clusters, respectively. This is explicable with the
previous studies [29] which shows that in OR combining,
the detection capability improves with the rise in number
of SUs and in AND rule, detection performance
decreases with the rise in amount of SUs.

Moreover, as the clusters increases for fixed number of
SUs, the CH count also increases and the amount of SUs
in each cluster decreases. Since, in OR-AND/AND-OR
rule-based fusion, the intra-cluster combining is done
with OR/AND rule and inter-cluster combining uses
AND/OR rule, therefore, with increase in clusters, the
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amount of SUs in each clusters decreases and detection
performance also decreases/increases as it uses OR/AND
rule-based fusion, respectively. Further, with increase in
clusters, the number of CHs collaborating for spectrum
sensing increases and  detection  performance
decreases/increases as it uses AND/OR rule-based
fusion, respectively. Thus, in conclusion the detection
performance for OR-AND/AND-OR rule-based fusion
decreases/increases with the rise in clusters, respectively.
Further, it is observed that the detection performance of
OR-AND rule-based fusion is better than AND-OR rule-
based fusion till a certain value of clusters. This can be
explained as both the fusion (OR-AND and AND-OR
rule-based fusion) shows opposite behaviour to each
other with increase in clusters, therefore there will be a
threshold after which AND-OR fusion rule will have
superior detection performance than OR-AND fusion
rule. However, this threshold is not same even if the
number of SUs (in our case 20 SUs) are same because of
different spatial configurations that vary the amount of
SUs in clusters. This is validated from figures 9(a) and
(b). For first spatial configuration (as shown in figure 11
of Appendix section), the OR-AND rule shows enhanced
detection capability in comparison to AND-OR rule till
cluster count reaches five and for six or more clusters,
the performance behaviour is reciprocated as shown in
figure 9 (a). However, for second spatial configuration
(as shown in figure 12 of Appendix section) with same
number of SUs (M=20) grouped into same number of
clusters (two, three, four, five and six number of clusters,
respectively), the cluster count at which AND-OR rule-
based fusion surpasses the performance of OR-AND
rule-based fusion is different than that seen in figure 9
(a). The OR-AND rule shows improved performance in
detection as compared to AND-OR rule till number of
clusters reaches four and for five or more clusters, AND-
OR rule has better detection ability as shown in figure 9
(b). Therefore, we can say that optimum amount of
cluster for a given fusion rule (OR-AND, AND-OR) in
order to obtain better detection performance, vary on
spatial configuration and is not fixed for a given amount
of SUs. Thus, it can be concluded that both the factors,
i.e., cluster count and the count of SUs in each cluster
affect the detection capability of OR-AND and AND-OR
fusion rules.
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(&) ROC curve for first spatial configuration
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Figure 9: ROC curve for CB-CSS for different number of
clusters with various fusion rules.

The above simulations were carried out with an
assumption that all SUs have same sensing SNR thus
having same detection probability. Further, we studied
the effect of varying sensing SNR at different SUs.
Figure 10 shows ROC curve for four cases: (i) all SUs
have same SNR values (i.e. -20 dB), (ii) SUs have
varying SNR values of -8 dB, -10dB, -15 dB, -17 dB and
-20 dB (i.e. SNR >-20 dB), (iii) SUs have varying SNR
values of -20 dB, -21 dB, -23 dB, -24 dB and -25 dB (i.e.
SNR <-20 dB) and (iv) SUs have varying SNR values of
0 dB, -8 dB, -20 dB, -23 dB and -25 dB (i.e. SNR >-20
dB and <-20 dB).lt is evident from the figure that
performance of SNR > -20 dB scenario is best as
compared to other cases followed by the SUs having
SNR > and <-20 dB because detection performance is
enhanced with increase in SNR. Further, it is evident that
if SUs has varying SNR which is less than -20 dB, then
detection performance of SUs with varying SNR will be
low in comparison to SUs having same SNR (-20 dB)
because detection performance degrades with decrease in
SNR. This variation of detection probability with SNR
was validated in our previous paper as well [29].
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Figure 10: ROC curve for SUs having same SNR values
and varying SNR values.

6 Conclusion

In this manuscript we have employed the unsupervised
machine learning technique (K-means clustering) for
clustering of SUs in the network. The CB-CSS has
provided significant data overhead reduction (70 to 85%)
at FC in comparison to CSS.

The comparison of K-means clustering with other
techniques (DBSCAN and LEACH) is done in terms of
data overhead, latency and detection probability. It is
concluded that the suggested method is optimal option
for low SNR conditions as K-means clustering provides
better detection probability as compared to DBSCAN
and LEACH in low SNR conditions using OR-AND
fusion rule and reduced data overhead at FC. However,
latency is large in K-means clustering as compared to
DBSCAN and LEACH. Thus, a trade-off is required
between detection performance and latency. Further, K-
means clustering provides structured grouping and is
deterministic, i.e., in K-means clustering, we can choose
the number of clusters based on SNR conditions, data
overhead handling capacity of FC and SU distribution in
the network.

Further, this study examines the detection or sensing
performance of CB-CSS for various decision fusion rules
for Rayleigh fading channel over low SNR. The OR-OR
rule-based fusion has outperformed other fusion rule,
however, AND-AND rule-based fusion has shown the
worst performance. In addition, OR-AND rule-based
fusion outperforms AND-OR rule-based fusion till a
certain value of clusters. This value of clusters may vary
with the shift in network configuration as the number or
distribution of SUs in each cluster may vary. Since, the
current communication system is dynamic in nature and
therefore it is not necessary to have same amount of SUs
in each cluster. The amount of SUs in each cluster may
vary with the change in spatial configuration. Thus, we
can select the type of fusion rule to be employed
depending upon the spatial configuration as mapped to
the simulation results.

In conclusion, based on our study, it can be decided that
whether to use AND-OR combining or OR-AND
combining for a specific cluster count and with a
specified number or distribution of SUs in each cluster.
Also, number of clusters to be formed can be decided on
the basis of data handling and processing capability of
FC.

The P, based analysis in comparison to threshold is done
to evaluate the optimum threshold for least P,. Further, it
indicates that P, increases/decreases with increase in
clusters for OR-AND/AND-OR rule-based fusion,
respectively and P, for OR-OR and AND-AND rule-
based fusion is not affected by number of clusters.
Further, influence of varying sensing SNR values at SUs
in comparison to same SNR at each SU assumption is
studied and it is concluded that detection performance
increases in case SNR values are greater than same SNR
assumption and vice versa.



K-means Clustering for Cluster-Based Cooperative Spectrum...

This study provides the detection performance analysis
for K-means clustering based grouping of SUs in CB-
CSS. The fuzzy-based adaptive clustering can be seen as
a potential future extension as fuzzy-logic-based
adaptive clustering can dynamically tune clustering
parameters (e.g., number of clusters) in response to
fluctuating SNR conditions or SU mobility. Further,
computational complexity of clustering algorithm was
not addressed in the current study and can be taken into
account in future studies.
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Figure 11: First spatial configuration: Cluster formation of 20 SUs using K-means clustering technique into a) N, =2,
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Figure 12: Second Spatial configuration: Cluster formation of 20 SUs using K-means clustering technique into a)

N, =2, b) N. =3, ¢) N, =4, d) N, =5 and e) N, =6 clusters.
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As Big Data systems increasingly shape decision-making across healthcare, finance, hiring, criminal
Justice, and public governance, concerns regarding algorithmic bias and unfair outcomes have become
more pronounced. While data-driven systems can improve efficiency, prediction, and service delivery,
they may also reproduce historical inequalities through biased datasets, proxy variables, flawed labels,
or opaque optimization processes.

This study presents a systematic review and comparative synthesis of bias mitigation strategies in Big
Data systems, with the aim of identifying effective approaches for fair algorithm design. Guided by a
PRISMA-informed review methodology, literature published between 2018 and 2026 was screened across
major academic databases, resulting in 27 studies included for final analysis.

The findings classify mitigation approaches into pre-processing, in-processing, post-processing, and
hybrid methods. Pre-processing techniques were found effective for addressing representation imbalance
and data quality issues, while in-processing methods provided stronger fairness control where model
retraining was feasible. Post-processing approaches were most practical for legacy or proprietary
systems, whereas hybrid strategies were strongest in high-risk contexts requiring layered safeguards. The
review further shows that no single fairness metric or mitigation technique is universally optimal;
effectiveness depends on domain risk, bias source, regulatory obligations, and operational constraints.
Based on these findings, the paper proposes the Fair Algorithm Design Decision Framework to guide
organizations in selecting context-appropriate fairness interventions. The study concludes that bias
mitigation should be treated as a continuous lifecycle responsibility integrating data governance, model
design, human oversight, and ongoing monitoring.

Povzetek: Studija primerja pristope za zmanjsevanje algoritmicne pristranskosti ter poudarja, da je treba
pravicnost zagotavljati celostno, neprekinjeno in glede na kontekst uporabe.

1 Introduction

Background to the study

Big Data systems increasingly shape decision-making
across healthcare, finance, criminal justice, hiring,
marketing, and public governance. The growing volume,
velocity, and variety of data allow organizations to
improve forecasting, optimize operations, personalize

services, and support real-time decision processes (Hossin
et al., 2023; Aljehani et al., 2024).

Despite these benefits, Big Data systems can reproduce
and amplify inequality when bias enters the data pipeline
or model design. Bias may arise from unrepresentative
sampling, historical discrimination embedded in legacy
records, subjective labeling, proxy variables, or feedback
loops after deployment. Prior studies have documented


mailto:dkassumang96@gmail.com

48  Informatica 50 (2026) 47-58

biased outcomes in recruitment systems, criminal risk
scoring, healthcare prediction, and credit assessment
(Mittelstadt et al., 2016; Chen, 2023; Shahul Hameed et
al., 2024).

Accordingly, the challenge is not only to build accurate
predictive systems, but also to design systems that are fair,
transparent, accountable, and socially responsible. As the
use of automated decision-making expands, reducing bias
has become a central requirement for trustworthy Big Data
systems (Shahul Hameed et al., 2024).

Problem statement

A central challenge in Big Data systems is that bias may
arise at multiple stages, including data collection, labeling,
feature selection, model training, and deployment.
Common forms include sampling bias, where certain
populations are underrepresented, and historical bias,
where past inequalities are encoded into training data
(Mittelstadt et al., 2016). Once embedded in machine
learning systems, these biases can scale rapidly and
disproportionately disadvantage women, minority groups,
and economically vulnerable populations (Chohlas-Wood
et al., 2023).

In recruitment, algorithms trained on historical hiring
decisions may replicate gender bias, particularly in male-
dominated sectors (Chen, 2023; Ho et al., 2025; Kochling
and Wehner, 2020). In healthcare, poorly designed models
may underperform for minority populations if
demographic variation is not adequately represented in
training data (Shahul Hameed et al., 2024). In criminal
justice, biased risk assessment tools may reinforce racial

disparities (Joseph, 2024).

These examples demonstrate that algorithmic bias is not
merely a technical error; it is a governance and social
justice issue requiring robust mitigation strategies and
careful system design.

D.K. Assumang et al.

Research gap

Although algorithmic fairness has received growing
scholarly attention, much of the existing literature either
discusses ethical principles at a conceptual level or
evaluates individual mitigation techniques in isolation.
Comparative evidence across pre-processing,
processing, post-processing, and hybrid strategies remains
fragmented. Furthermore, limited guidance exists on how
organizations should
methods under

in-

choose appropriate mitigation
varying data conditions, fairness
objectives, and operational constraints.

Research questions
This study addresses the following research questions:

RQI1: What are the principal sources of bias in Big Data
systems?

RQ2: How do pre-processing, post-
processing, and hybrid mitigation methods compare in

in-processing,

effectiveness, scalability, and fairness—accuracy trade-
offs?

RQ3: How do mitigation approaches vary across domains
such as healthcare, finance, hiring, and criminal justice?

RQ4: What decision framework can guide fair algorithm
design in practice?

Contributions

This paper makes three contributions. First, it presents a
systematic review of recent literature on bias mitigation in
Big Data systems. Second, it provides a comparative
synthesis of major mitigation approaches across technical
and application dimensions. Third, it proposes a decision
framework to support the practical selection of fairness
strategies based on domain risk, data quality, and
deployment constraints.
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2 Methodology

2.1 Review design and search strategy

This study employed a PRISMA-guided systematic
literature review to identify and synthesize evidence on
bias mitigation in Big Data systems. Searches were
conducted across Google Scholar, IEEE Xplore,
ScienceDirect, Scopus, Web of Science, and PubMed
using combinations of terms related to algorithmic
fairness, bias mitigation, ethical Al, healthcare bias, hiring
bias, and automated decision-making. The review focused
on studies published between 2018 and 2026.

2.2 Study selection and eligibility

The initial search identified 200 records, including 14
studies obtained through backward citation screening.
After removal of 38 duplicates, 162 studies underwent title
and abstract screening, resulting in 61 full-text articles
assessed for eligibility. Following exclusion of studies
lacking methodological rigor, fairness relevance, or
sufficient analytical value, 27 studies were retained for
comparative synthesis.

Studies were included if they examined bias in Big Data or
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approaches or fairness metrics, and were published in peer-
reviewed  English-language Editorials,
inaccessible full texts, and studies unrelated to fairness or
algorithmic bias were excluded. The PRISMA selection
process is summarized in Table 1 and Figure 1.

sources.

2.3 Data extraction and comparative synthesis

A structured extraction framework was used to record
study characteristics, including application domain, bias
category, mitigation stage, fairness  objective,
methodological design, and reported outcomes. Included
studies were coded into four mitigation categories: pre-

processing,  in-processing,  post-processing,  and
hybrid/governance approaches.
Because reviewed studies differed substantially in

datasets, metrics, and evaluation methods, a comparative
narrative synthesis was adopted rather than statistical
meta-analysis. Comparative analysis focused on fairness
predictive  accuracy, interpretability,
scalability, and suitability for high-risk deployment

improvement,

contexts. Greater analytical weight was assigned to
empirical and systematic review studies with transparent
methodology and measurable fairness outcomes.

automated decision systems, evaluated mitigation
Table 1: PRISMA Flow diagram

PRISMA Stage Count
Records identified through database search 186
Additional records identified manually 14
Total records identified 200
Duplicates removed 38
Records screened (title/abstract) 162
Records excluded after screening 101
Full-text articles assessed 61
Full-text articles excluded 34
Final studies included in synthesis 27
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3 Foundations of bias in big data
systems

Bias in Big Data systems refers to systematic distortions in
data collection, representation, model learning, or decision
outputs that produce unfair outcomes across individuals or
groups. In algorithmic environments, bias may emerge

from historical inequalities, incomplete data capture,

proxy variables, measurement error, optimization
objectives, or deployment feedback effects rather than
explicit malicious intent (Mittelstadt et al., 2016; Ferrara,
2023). Because automated systems operate at scale, such
distortions can influence large populations and
significantly affect access to employment, healthcare,

credit, and public services.

Table 2: Major sources of bias in big data systems

Bias Type Stage
Data collection

Example
Sampling Bias

Historical Bias

Label Bias Annotation

Underrepresented populations  Poor

Legacy datasets = Past hiring inequality

Subjective recruiter evaluations

Author
subgroup Chen et al,

Typical Risk

accuracy 2021;  Shahul
Hameed et al.,
2024,

Reproduced Hanna et al,

discrimination 2024;  Varsha,
2023

Favier et al.,
2023; Ferrara,

Skewed learning
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Measurement Bias Feature capture

Bias may therefore emerge at multiple stages of the
machine learning lifecycle, including data collection,
feature engineering, model optimization, and deployment.
Even where protected attributes are removed, correlated
variables may continue to reproduce discriminatory
outcomes (Wang et al., 2024). Similarly, models trained on
historical records may inherit social or institutional
inequalities embedded within legacy datasets (Kochling
and Wehner, 2020; Joseph, 2024). Deployment
environments may further intensify unfairness through
feedback loops, automation overreliance, and changing
population behavior.

Big Data environments amplify these risks because scale,
velocity, and interconnected data ecosystems increase both
the reach and persistence of biased decisions. Automated
outputs may propagate across downstream systems such as
lending, hiring, and public
administration, while reduced transparency can make

insurance  pricing,

fairness failures difficult to detect or correct (Ukanwa,
2024).

Unequal diagnostics
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2023; Hanna et

al., 2024
Hidden Chohlas-Wood
unfairness etal., 2023

These findings indicate that bias mitigation must address
multiple stages of the data lifecycle rather than relying on
a single technical correction. This provides the foundation
for the comparative review of mitigation strategies
presented in Section 5.

4 Fairness definitions and evaluation
metrics

Fairness in algorithmic decision-making refers to the
principle that automated systems should not systematically
disadvantage individuals or groups based on protected or
socially sensitive characteristics such as race, gender,
ethnicity, disability, or socio-economic status (Mittelstadt
et al., 2016; Ferrara, 2023). However, fairness is not a
single measurable property. Different contexts may
prioritize equality of outcomes, equal opportunity,
calibration, transparency, or procedural fairness, and these
objectives may conflict when group base rates differ.
Consequently, fairness evaluation must be aligned with
domain-specific risks and operational goals rather than
assuming a universally optimal metric.

Table 3: Major fairness metrics in algorithmic systems

Metric Definition Common Use Key Limitation

Demographic Parity Equal positive outcome rates across Hiring,  outreach May ignore qualification
groups systems differences

Equal Opportunity  Equal true positive rates Healthcare, lending Does not equalize false

positives

Equalized Odds Equal true and false positive rates Criminal justice Difficult to optimize jointly

Calibration Comparable risk reliability across = Finance, insurance =~ May conflict with parity
groups metrics

Individual Fairness = Similar individuals receive similar Admissions, Requires defining
outcomes recruitment similarity

Counterfactual Outcome unchanged under protected- Causal fairness = Complex causal

Fairness attribute change analysis assumptions

Fairness metrics also involve important trade-offs. Strict
parity constraints may reduce aggregate predictive
accuracy, while calibration objectives may conflict with
equalized outcome measures when base rates differ.
Existing metrics further simplify fairness into statistical
relationships and may overlook structural inequality,
intersectional  harms, or procedural legitimacy
(Hagendorff, 2020; Singh et al., 2024). Consequently,

fairness metrics should be treated as decision-support tools
rather than complete ethical solutions.

Because mitigation techniques optimize different fairness
objectives, selecting an intervention without first defining
the relevant fairness metric risks addressing the wrong
problem. This provides the basis for the comparative
review of mitigation strategies presented in Section 5.
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5 Comparative review of bias

mitigation techniques

Bias mitigation approaches are commonly categorized
according to the stage of the machine learning lifecycle at
which intervention occurs: pre-processing, in-processing,
post-processing, and hybrid approaches. Each category

D.K. Assumang et al.

addresses different sources of unfairness and involves
trade-offs in scalability, interpretability, implementation
complexity, and predictive performance (Ferrara, 2023;
Varsha, 2023). No single mitigation strategy is universally
optimal, as effectiveness depends on the dominant source
of bias, fairness objective, deployment environment, and
regulatory context.

Table 4: Comparative summary of bias mitigation techniques

Category Typical Methods Main Strengths Main Best Author
Limitations Context

Pre-processing Reweighing, Scalable, model- May not Imbalanced Holstein et al.,
resampling, agnostic, address latent or 2023;
synthetic data improves proxy bias structured  Hosseinzadeh et
generation representation datasets al., 2021; Qi et al.,

2019;  Almasoud
and Idowu, 2025

In-processing | Fairness constraints, Strong  fairness = Technically Custom Shahul Hameed et
adversarial control during = complex, less ML al., 2024; Chohlas-
debiasing, fair | training interpretable pipelines Wood et al., 2023
representation
learning

Post- Threshold Fast deployment, Often Legacy or Hanna et al., 2023;

processing adjustment, reject no retraining = corrective vendor- Mittelstadt et al.
option classification, required rather than = controlled = 2016
output calibration preventive systems

Hybrid Multi-stage Broad protection Higher cost and High-risk Holstein et al,
mitigation and  across lifecycle governance domains 2023;
governance stages burden Hosseinzadeh et
integration al., 2021; Qi et al.,

Pre-processing methods are particularly effective where
bias arises from sampling imbalance, historical
underrepresentation, or noisy labels (Holstein et al., 2023;
Hosseinzadeh et al., 2021; Qi et al., 2019). In-processing
approaches provide stronger

fairness control by

embedding constraints directly into model optimization,

high-risk domains because they address multiple bias
sources simultaneously (Singh et al., 2024; Farayola et al.,
2025). Recent
importance of adversarial debiasing and fair representation
learning in healthcare and other high-dimensional Al

studies also highlight the growing

environments (Hasanzadeh et al., 2025).

Across studies, three recurring trade-offs emerge: fairness
versus predictive accuracy, fairness versus interpretability,
and fairness versus operational Strict parity
constraints may reduce aggregate performance where

cost.

2019; Almasoud
and Idowu, 2025;
Belenguer, 2022

although they often require advanced technical expertise
and reduced interpretability (Shahul Hameed et al., 2024,
Chohlas-Wood et al., 2023). Post-processing methods are
operationally attractive when models cannot easily be
retrained, while hybrid approaches are increasingly
favored in

group base rates differ, while advanced debiasing models
may become difficult to explain to regulators or affected
users. Similarly, layered monitoring and governance
mechanisms improve fairness resilience but increase
implementation complexity and resource requirements.
These findings suggest that fairness should be managed as
a strategic lifecycle objective rather than treated as an
isolated technical adjustment.

The comparative evidence further indicates that mitigation
effectiveness depends less on identifying a universally
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superior algorithm and more on matching interventions to
specific bias sources and operational conditions. This
provides the basis for the domain-specific findings
presented in Section 6.
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substantially across domains due to differences in data
quality, regulatory expectations, decision risk, historical
inequality, and operational constraints. The comparative
synthesis indicates that domain context strongly influences

dominant bias sources, fairness metric selection,
6 Domain-specific findings acceptable accuracy trade-offs, and governance
) o ) requirements.
Although  fairness  principles are theoretically
generalizable, the expression of algorithmic bias varies
Table 5: Cross-domain comparative summary
Domain Primary Harm Risk = Common Bias Sources Relevant Metrics Typical Mitigation
Priorities
Healthcare Missed care / Underrepresentation, Equal opportunity, Subgroup validation,
unsafe outcomes measurement bias calibration balanced data, clinician
oversight
Finance Exclusion /| Proxy bias, historical Calibration, Explainability, audits,
unlawful exclusion disparate impact proxy testing
discrimination
Hiring Opportunity denial = Historical labels, proxy Demographic Ranking audits, human
variables parity, adverse review
impact
Criminal Liberty and trust Historical enforcement, Equalized odds, Transparency, public
Justice harms feedback loops calibration oversight
Public Welfare exclusion / Incomplete records, Inclusion metrics, Appeals processes,
Governance  legitimacy access gaps procedural fairness = governance controls
Healthcare systems frequently experience fairness The synthesis further suggests that fairness controls should

challenges related to demographic underrepresentation
and measurement bias, particularly in diagnostic and
predictive models (Hanna et al., 2024; Hasanzadeh et al.,
2025). Financial systems are more strongly affected by
proxy discrimination and regulatory
concerns, while hiring systems often inherit historical
recruitment inequalities through biased labels and ranking
patterns (Chen, 2023; Kochling and Wehner, 2020). In
criminal justice and public governance contexts, fairness

transparency

concerns extend beyond statistical parity to include
procedural legitimacy, public accountability, and the social
consequences of automated decision-making (Joseph,
2024; Ukanwa, 2024).

Across domains, three findings consistently emerge. First,
fairness metric selection is context-dependent rather than
universal. Second, governance mechanisms such as
transparency, appeals processes, and human oversight are
often as important as technical mitigation methods. Third,
data quality remains foundational, as poor representation
and historical distortions frequently undermine fairness

before model training begins.

scale proportionally with deployment risk. High-risk
systems such as healthcare triage, criminal justice scoring,
credit access, and welfare allocation require rigorous
subgroup testing, documented fairness metrics, human
oversight, and periodic auditing. Lower-risk systems may
justify lighter but still meaningful monitoring approaches.
This risk-tiered logic aligns with emerging governance
frameworks such as the European Union Al Act (Kusche,
2024).

These findings directly inform the decision framework
proposed in Section 7, which translates comparative
evidence and domain risk into practical guidance for fair
algorithm design.

7 Proposed decision framework for fair
algorithm design

The comparative findings demonstrate that no single
mitigation strategy is universally optimal. Fairness
outcomes depend on bias source, data quality, model
transparency, domain risk, and operational constraints. To
address this challenge, this paper proposes the Fair
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Algorithm Design Decision Framework (FADDF), a
structured model for selecting, deploying, and monitoring
fairness interventions in Big Data systems.

7.1 Framework logic

The framework supports five core decisions:

1.

Input Dimension
Decision Risk

Bias Source

Define decision context and deployment risk

D.K. Assumang et al.

Diagnose dominant bias sources
Select appropriate fairness metrics

Match  mitigation technical

constraints

strategies  to

Establish continuous monitoring and governance
controls

Table 6: Core Inputs to the Framework

Key Question

Can errors affect health, liberty, employment, finance, or essential services?

Is bias driven by imbalance, proxy variables, historical discrimination, or deployment drift?

Data Quality Are groups sufficiently represented and labels reliable?
Model Access Can the model be retrained or audited internally?
Explainability Need = Must outputs be interpretable to regulators or users?

Regulatory Exposure

Condition
Imbalanced data

Proxy discrimination
Vendor-controlled models
High-risk deployment

Dynamic environments

Are there legal obligations regarding transparency or discrimination?

Table 7: Mitigation selection matrix

Preferred Strategy
Pre-processing

In-processing
Post-processing
Hybrid

7.2 Risk-tier governance model

The

framework distinguishes between high-risk,

moderate-risk, and lower-risk systems.

Scenario Metric
Hiring platform

Clinical risk model
Loan approval model = Calibration

High-risk systems (healthcare triage, criminal
justice scoring, credit access, welfare eligibility)
require documented fairness metrics, human
oversight, external audits, appeals processes, and
incident response procedures.

Moderate-risk
workforce analytics, pricing optimization)

systems  (fraud  detection,

Monitoring + retraining

Rationale
Corrects representation before training

Better control over learned relationships
No retraining required
Multi-layer protection justified

Fairness may drift over time

require internal audits, threshold review, and
periodic retraining assessment.

Lower-risk systems (content recommendation
and non-essential personalization) may justify
lighter but still meaningful bias monitoring.

This proportional governance logic aligns with emerging
regulatory approaches such as the European Union Al Act
(Kusche, 2024).

Table 8: Example framework applications

Mitigation

Disparate impact

Reweighing + ranking audit

Equal opportunity = Resampling + subgroup validation
Feature audit + constrained optimization = Regulatory audit trail

Governance
Appeals + adverse impact testing

Drift monitoring
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7.3 Implementation principles

Successful deployment of fairness controls requires
organizations to:

—_

diagnose bias before selecting interventions
2. align metrics with domain-specific harms
3. match controls to deployment risk

4. maintain human oversight
systems

in high-impact

5. monitor fairness continuously after deployment

6. document decisions for accountability and

auditability

The proposed framework contributes to the literature by
integrating bias diagnosis, metric selection, mitigation
matching, lifecycle monitoring, and governance controls
into a single operational model bridging fairness theory
and organizational implementation.

8 Discussion

This review demonstrates that bias mitigation in Big Data
systems cannot be reduced to a single technical solution or
universal fairness metric. The effectiveness of fairness
interventions depends on the interaction between data
quality, model design, deployment context, governance
structure, and domain-specific risk. Consequently,
organizations should move beyond searching for a
universally “fair” algorithm and instead adopt context-
sensitive mitigation strategies aligned with operational
realities and potential harms.

One of the clearest findings across reviewed studies is that
fairness is highly domain-dependent. In healthcare,
minimizing missed diagnoses and ensuring subgroup
safety may take priority over equal outcome rates, whereas
hiring systems emphasize adverse impact reduction and
procedural consistency. Financial systems prioritize
calibration, explainability, and auditability, while criminal
justice systems require balanced error distribution and
public legitimacy. These differences indicate that fairness
metric selection is not purely technical, but also
institutional and normative in nature.

The review further suggests that many fairness failures
originate before model training begins.
Underrepresentation, historical distortions, weak labels,
and proxy variables frequently undermine fairness at the
data level, regardless of model sophistication. This finding
implies that organizations may overemphasize advanced
debiasing algorithms while underinvesting in data
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governance, subgroup representation, documentation, and
continuous dataset evaluation. Fairness also cannot be
sustained through one-time interventions alone, as real-
world systems are subject to deployment drift, changing
populations, feedback loops, and evolving regulatory
expectations. Effective governance therefore requires
ongoing monitoring, human oversight, transparency
mechanisms, and periodic reassessment of subgroup
outcomes.

Recent research in adaptive and intelligent control systems
further highlights the limitations of static bias mitigation
approaches in dynamic and safety-critical environments
(Elriface, & Zayed, 2025). In autonomous systems,
robotics, and nonlinear control architectures, operational
conditions may evolve continuously due to uncertainty,
feedback interactions, sensor noise, or environmental drift
(Hagq, Felicetti, Carni, & Lamonaca, 2026). Under such
conditions, fairness interventions designed using static
datasets or fixed optimization assumptions may degrade
over time or fail to respond adequately to changing
subgroup behavior. Adaptive and feedback-driven control
paradigms, including fuzzy control and dynamic
optimization frameworks, therefore suggest important
directions for future fairness research by enabling
continuous adjustment, real-time monitoring, and
resilience under uncertain deployment conditions. These
findings reinforce the importance of lifecycle-oriented
fairness governance in high-risk Al systems operating
under real-time or safety-critical constraints.

Several unresolved challenges remain. Current fairness
metrics often inadequately address intersectional harms,
fairness under limited data conditions, and the governance
of large-scale generative Al systems. In addition, tensions
persist between fairness, privacy, interpretability, and
predictive accuracy, particularly in high-risk domains.
These challenges reinforce the need for interdisciplinary
research integrating machine learning, governance, law,
ethics, and public policy in the development of trustworthy
Al systems.

9 Limitations and future research

This review has several limitations. The included studies
span multiple disciplines, datasets, model architectures,
fairness metrics, and evaluation approaches, limiting direct
comparability
inappropriate.
conceptually

demographic

and making statistical
In addition, fairness

contested, with
parity, equal opportunity,
explainability, or broader equity objectives differently.
Publication bias may also affect the evidence base, as

meta-analysis
itself remains
studies  prioritizing
calibration,

studies reporting successful mitigation outcomes are more
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likely to appear in academic literature than null or
unsuccessful implementations. Furthermore, because the
review focused primarily on English-language and peer-
reviewed sources, relevant industry practices and non-
English contributions may be underrepresented.

The broader fairness literature also faces several structural
limitations. Many mitigation techniques are evaluated
using static benchmark datasets rather than dynamic real-
world deployment environments, limiting understanding
of fairness drift, feedback effects, and long-term
governance challenges. Existing research further provides
limited evidence regarding implementation cost,
organizational accountability structures, and the
operational sustainability of fairness interventions across
sectors.

Several priorities therefore emerge for future research.
Increasing attention is needed for fairness monitoring in
dynamic environments, particularly in relation to
deployment drift, subgroup degradation, and continuous
auditing systems. Emerging generative Al and foundation
models also introduce new fairness risks involving
representation harms, synthetic content generation, and
downstream automation effects. Additional research is
needed on intersectional fairness, fairness—privacy trade-
offs, human-Al interaction, and cross-jurisdiction
regulatory alignment in globally deployed systems.

The proposed Fair Algorithm Design Decision Framework
should therefore be viewed as an adaptable operational
model rather than a universal solution. Future empirical
work should validate the framework through case studies,
deployment experiments, and cross-sector implementation
analysis in areas such as hiring, healthcare, finance, and
public governance.

10 Conclusion

This study examined bias mitigation in Big Data systems
through a systematic review, comparative synthesis, and
framework-development  perspective. The findings
demonstrate that algorithmic fairness cannot be achieved
through isolated technical corrections alone, as unfair
outcomes often emerge from interactions between data
quality, historical inequality, model design, deployment
environments, and institutional governance. The review
further showed that no single fairness metric or mitigation
strategy is universally optimal. Instead, effective bias
mitigation depends on aligning fairness objectives,
technical methods, and governance controls with domain-
specific risks and operational conditions.
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To address this challenge, the study proposed the Fair
Algorithm Design Decision Framework (FADDF), which
integrates bias diagnosis, fairness metric selection,
mitigation matching, risk-tier governance, and post-
deployment monitoring into a unified operational model.
The framework contributes practical guidance for
organizations seeking to implement fairness controls
across healthcare, finance, hiring, criminal justice, and
public governance systems.

Ultimately, fair algorithm design should be understood as
a continuous lifecycle responsibility rather than a one-time
compliance exercise. As automated decision systems
continue to expand across high-impact sectors, future
progress will depend on stronger data governance,
continuous auditing, interdisciplinary collaboration, and
accountable Al oversight capable of balancing predictive
performance with social legitimacy and public trust.
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Density based clustering is clustering technique which has the ability to find the arbitrary shaped clusters.
One of the most important reason for the success of density-based clustering is its ability to obtain the
clusters of arbitrary shapes. DBSCAN is pioneer and one of the most studied algorithms in this category
of clustering. The success of DBSCAN attracted the attention of researchers. Due to its ability of forming
the arbitrary shape clusters and noise detection, DBSCAN is used as a benchmark algorithm in density-
based clustering technique. DBSCAN also have few limitations, one of the major limitations it suffers is
the manual input parameters. DBSCAN used two manual values as an input namely Epsilon and MinPts.
Epsilon define the searching area and hence plays a very important and decisive role in cluster formation.
With very small value of epsilon, one may obtain too many clusters. It will be difficult to detect the noise
with small value of epsilon. When the value of epsilon is larger, the size of cluster will be larger. The
large size of cluster will affect the ability of algorithm to detect noise. As the epsilon plays a very important
role in quality of clusters. The proposed approach addressed this issue by automatic determination of
epsilon. The proposed algorithm provides an optimal value of epsilon.

Povzetek: Clanek obravnava izboljsavo algoritma DBSCAN z avtomatsko dolocitvijo parametra epsilon,

kar omogoca kakovostnejse grucenje in zanesljivejSe zaznavanje suma.

1 Introduction

Due to wide use of Information Technology,
computers and computing technologies in different
domains and affordable cost of storage facilities, the
amount of data is growing with a rapid pace. Larger
organizations need data of different dimensions and of
different subject. Our data repositories are becoming
larger and more complex. Bulk of data created in many
fields and this data is mostly noise or multi-dimensional
by nature. Due to greater numbers of dimensions and
huge volumes of data, it is becoming challenging to
study, retrieve, classify and understand data [1].
Clustering is a popular technique used for analyzing and
exploring and understanding the data. In clustering
we group or arrange data by the following the principle
of homogeneity in a group [2]. Different classes
of data are grouped together based on their similarities.
Such groups are known as clusters. We try to maximize

the inter cluster similarities and minimize the intra-
cluster similarities so that objects are as analogous as
possible within cluster and as different as possible
between different clusters. Data clustering has a wide
scope and application in different fields such as
customer and marketing analyses, image processing,
geo-physics, medicines, crime detection, fraud detection
and agriculture [3]. The heterogeneous and convoluted
nature of multidimensional data makes the clustering
difficult and tricky. To enhance the precision of
clustering, a scheme. The author [4] was proposed to
contain  indigenous  correlation  structures. An
independent weighted vector is associated and
embedded with each cluster in the subspace traversed by
an adaptive pattern of the dimensions. The proposed
algorithm takes the advantage of the well-established
pairwise instance level restraints. Inference is used in the
constraint set to allocate the data points into different
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groups. Corresponding centroid and the sum of squared
distance is lessened by assigning each group to realistic
cluster [5].

1.2 Data clustering type

Data clustering can be characterized as grid- based,
partition based and density-based clustering. Partition
based clustering algorithm as k-means. The paper [6] has
shortcoming of finding the clusters in sphere only. K-
means also needs exact count of clusters as an input of
algorithm. The specific problem is resolved in Kernel k-
means [7]. Kernel k-means can find clusters of random
shapes by using the concept of feature. Kernel k-means
is not suitable for large-scale data set due to its time
complexity of O (n2). On the other hand, hierarchical
clustering algorithms use the minimum distance criteria
to divide the dataset into smaller subsets. These subsets
are represented by dendrogram [8]. Hierarchy based
algorithms works by creating a hierarchical breakdown
of dataset. Most common way for the representation of
hierarchical decomposition is dendrogram. Dataset is
iteratively divided into subsets until there remains only
one object in the dataset D by using a tree structure. In
such formation, each cluster of datasets is represented as
a node. Either agglomerative approach (in which tree is
created from leaves to the root) or divisive approach (in
which tree is created by from root to leaves) is used to
generate the dendrogram. As compared to partitioning
based clustering techniques, k as an input parameter is
not required in hierarchy-based algorithms, but
hierarchy-based algorithm requires information about the
stopping condition. Stopping condition is a condition that
defines when agglomerative or divisive approach should
end [9]. For example, a termination condition in bottom-
up approach can be the minimum distance between the
clusters of dataset D and that is also the problem for
hierarchy-based clustering algorithms. This algorithm
requires termination condition, let suppose a minimum
distance between clusters of datasets. The distance value
must be able to differentiate clearly all the natural
clusters in the dataset. In addition, this distance is large
enough so that a cluster is not divided into two or more
clusters [10]. In Single-linkage [11] algorithm variants
random shaped clusters can be formed but the noise has
significant effect on the quality of clusters. It is also
prone to chaining effect [12].

1.3 DBSCAN

Density based clustering approach is one of most popular
way to obtain the clusters of random shapes. DBSCAN
(Density Based Spatial Clustering of Applications with
Noise) is the pioneers and one of the most used
algorithms to determine the density-based clusters [13].
The DBSCAN (Density-based spatial clustering of
applications with noise) is an efficient clustering method
and one of the highly researched Algorithms of the
density-based clustering as mentioned in [14]. The most
inspiring factor of the popularity of DBSCAN is its
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ability to find the clusters of arbitrary shapes and its
ability to address the noise factor efficiently. These two
points rank the DBSCAN as one of the most researched
algorithms of clustering process [15]. DBSCAN requires
two parameters to find the cluster from dataset, Eps and
MinPts. Eps defines the maximum radius or range in
which we can search neighboring points and MinPts.
Represent the minimum  number of points, which are
required to form a cluster. Performance of DBSCAN
affects greatly the number of dimensions in dataset and
values of Eps and MinPts. To check the density of each
element of dataset D is greater than the threshold value
of MinPts. DBSCAN scans traverse the entire dataset. A
predefined value of epsilon is used to the number of
elements or points within distance of epsilon or less. If
the number of elements within the distance defined by
epsilon fall short of the MinPts. Value, the points are
temporarily classified as noise otherwise of the points are
greater than or equal to the MinPts. They are considered
as dense pattern. Then this dense cluster is assigned to a
new cluster C, the same search process is performed on
the remaining points [16]. The traversing or scanning
process continued until each point of dataset has been
examined. After completing the iterations, all the points
that are left behind in earlier iterations as without clusters
or the points that are temporarily classified as noise, are
assigned to a new cluster [17]. Figure 1 present
Clustering Algorithm and type.

1.4 K-Means algorithm
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Figure 1: Clustering algorithm

Clustering criteria of summation of squares is used for
the optimization of the data in algorithms such as K —
means and its variants [18]. K- means and its variations
are bound to fail in case of no — linear Boundaries
between the clusters. Let X = {xi}, i=1; n be the set of
n-dimensional points to be clustered into a set of K
clusters, C = {ck, k=1 ...K}. Figure 1 present type of
clustering type and application. K means algorithm finds
a partition such that the squared error between the
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empirical mean of a cluster and the points in the cluster
is minimized. Let pk be the mean of cluster ck [19].

2 Literature review

With the immense use of computer and information
technology, Data size grows exponentially. In recent
years, 10T devices like RFID, sensors. Remote Sensing
satellites etc generated 2.5 quintillion bytes of data [20].
Data mining methods are used to extract useful
information from bulky amount of data. Clustering is
one of the most important methods to extract knowledge
from huge volumes of data. It also assists us to
investigate the huge volumes of data [21].

Clustering is one the basic building block of
knowledge discover and data mining. It plays an
important role for the analysis of data. Many tools are
developed for clustering algorithms. Because of the
diversity and complexity of information, strength of
algorithm varies so does its shortcomings. It is one of the
basic and most commonly wused technique of
unsupervised learning. In this technique, | group data into
object and classes. The basic idea is to achieve the
maximum homogeneity in a cluster [22]. Figure 2 present
Clustering process types.
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Figure 2: Clustering process

In [23] Jains defines the cluster, as points in the

same cluster must be as similar as possible. Points énl 1
ol

different clusters must be dissimilar, as much
possible. Clear and practical definition of similarity and
dissimilarity must be defined clustering is a technique
that can be defined as the process of grouping similar
object or data that is either abstract or physical together
in the form of classes with respect to the characteristics
found in actual data [24].

2.2 Hierarchical clustering algorithms

In this category of algorithms, a tree-based data
structure known as dendrogram is used to build the
cluster hierarchy. In dendrogram, root is a cluster where
all elements are together. Merging (agglomerative) and
Dividing (divisive) approach is used to create the
dendrogram trees. Clusters are merged as we move

Informatica 50 (2026) 59-68 61

upward in Agglomerative or bottom up approach. The
other approach which is used in hierarchical clustering
is divisive, which is a top — down method. In this
method, observations start with one cluster and as
algorithm works splits are formed while moving
downward. This process of splitting the cluster persists
until an ending condition or criteria is met. Some of the
most famous and well-known techniques of
agglomerative clustering is Single — list, Complete list
and average link technique. According to paper [25], one
of the major problem above mention techniques has is
that they can only form spherical clusters. Versatile
nature, different validation indices and the flexibility
with respect to the level of granularity are few major
advantages that hierarchical clustering algorithm offers.
On the other hand, inability to modify the objects after
they are assigned to clusters and specifying the
parameters for termination criteria are the major
disadvantage of the algorithms. In hierarchical
clustering technique, objects are group together in
hierarchical manner. Agglomerative (Top — down) and
Divisive (Bottom — up) are the two approaches used to
maintain the hierarchy. The agglomerative or top — down
approach starts with the single object and then merger
objects to form clusters. Whereas the Divisive or bottom
— up approach is opposite. In bottom-up approach,
different objects are combined to form a single cluster.
AGNE Sand DIANA are examples of top — down and
bottom — up approaches, respectively [26].

2.3 Model based clustering method

Relocation based partitioning methods represents an
approach in which certain models such as probabilistic
model or any other clustering-based model is used to
find the clusters which have unknown parameters. A
conceptual view of the model is used to address the
unknown parameter’s problem of the clusters. For
example, a model might assume that the data belong to
the combination of relatively different population.
AUTOCLASS, SNOB and MCLUST are few
algorithms that belongs to relocation based partitioning
technique [27].

2.4 Grid-based

Multi — dimensional grid data structures are used in
grid-based clustering algorithms. Grid- based algorithms
conventionally form grid structures by dividing the
model space into a finite number of cells. All the
clustering operations are performed on the grid
structures obtained by dividing the model space. CLICK,
Wave Cluster and STING are few algorithms that
represents the grid — based clustering algorithms [28].

2.5 Density based algorithm

Density-based clustering algorithm designate solid areas
as clusters and is capable of grouping a set of noisy
arbitrarily shaped data. OPTICS [29], DENCLUE,
CLIQUE and DBSCAN are examples of density-based
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clustering algorithms [30]. As a pioneer in the category
and with the ability of discovering the clusters of
arbitrary shapes and its ability to handle the noise,
DBSCAN is one of the most researched algorithms.
DBSCAN require two input parameters and a dataset.
The input parameters are epsilon and MinPts. Epsilon
represents the radius, or you can say the area for search.
Epsilon is a range or limit for the search from a point.
Whereas MinPts represent the minimum numbers of
point that are required to specify a group of points as a
cluster. In [31] start the process of forming clusters by
selecting a random point. Let us say X, represented by
solid black dot. After the selection of random points,
input parameter epsilon defines the radius of search
space. All the points that fall within the radius of search
space are known as core points. Core points are
represented by shallow dots. To specify the group of
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points as a cluster, the second parameter of MinPts comes
into play. If the total numbers of core points are greater
than or equal to the MinPts, then it can be classified as a
cluster. One of the major limitations of DBSCAN is its
ability to address the clusters with variable densities. This
specific bottleneck is addressed in the VDBSCAN [32].
VDBSCAN used several values for the detection of
variable density clusters. It selects the multiple values of
knee by using k-distance graph. With multiple value of
Eps, it is possible to find the clusters with variable
densities. DBSCAN is run with the different values of
Eps obtained using the K — distance graph. In this way,
multiple clusters of different densities can be achieved.
The time complexity of both algorithms [33]. DBSCAN
and VDBSCAN is the same. Table 1 present the
summary of related work.

Table 1: Literature review

Ref Title Technique Limitation Year
[34] DBSCAN+: A Modified DBSCAN+ Sensitive to the choice of parameters (epsilon 2023
Density-Based and minPts); high computational cost in high-

Clustering Algorithm for dimensional spaces
High-Dimensional Data

[35] Efficient Density-Based Efficient Limited by the curse of dimensionality; needs 2024
Clustering on Large- DBSCAN improvement in handling noise and outliers
Scale Data

[36] Hybrid Density Hybrid Clustering  Performance drops in heterogeneous datasets 2022
Clustering Approach (K-Means + with mixed densities
Using K-Means and DBSCAN)
DBSCAN

[37] Scalable DBSCAN for Scalable Struggles to maintain efficiency with large 2023
Big Data: A Review and Enhancement DBSCAN datasets containing high-dimensional features

[38] DBSCAN on Large- Parallel DBSCAN  Computational challenges with parallelization 2023
Scale Data with Parallel Computing for very large datasets

[39] A Robust Density-Based Robust DBSCAN  Requires fine-tuning of parameters for different 2024
Clustering Algorithm for datasets; struggles with noise in data
Noisy Data

[40] Adaptive Density-Based Adaptive The real-time clustering performance suffers 2024
Clustering Algorithm for DBSCAN when dealing with fast-changing or dynamic
Real-Time Data Streams data

[41] Improving Density-Based Clustering DBSCAN  with Limited scalability; relies on preprocessing for 2023
with Grid optimal performance
Grid-Optimization Optimization

[42] Density-Based Image DBSCAN Sensitive to parameter settings in real-world 2025
Clustering for Complex Image noisy image datasets
Datasets

[43] Hybrid Density Hybrid DBSCAN  Requires careful feature selection to perform 2024
Clustering for effectively in bioinformatics datasets
Multidimensional Data in
Bioinformatics

[44] DHS-DBSCAN: A DHS-DBSCAN High dimensionality still presents a challenge 2023

Hybrid Density-Based
Clustering for Handling
High-Dimensional
Sparse Data

for accurate clustering; complex parameter
tuning
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3 Methodology

Clustering performance of density-based clustering
in general and NQ — DBSCAN in particular is heavily
dependent upon the input parameters, especially the
choice of Eps. The smaller value of Eps leads to too many
small clusters whereas large value of Eps can lead to few
clusters with many heterogeneous members. Based on
this observation, optimization of Eps value becomes
important challenge. It became more challenging in
multi-dimensional data. Keeping in view the importance
of Eps in Density based clustering. The proposed
optimize the value of density-based clustering. Proposed
model will be as which is mention in figure 3.

/—N f in;;l;t fl’rglr-;r;n;_t'e,rst
(MinPts)

7 6ptimal value of ] \/‘/
/ Epsilon

Clusters

Dataset

measuring quality =
of clusters

Figure 3: Present the proposed model

K-dist is the distance of a point from its kth nearest
neighbor. It will optimize the value of Eps of multi —
dimensional data by drawing the points on k-dist plot.
The curves or the peaks in the k — dist are the point of
interest for optimized Eps value. The proposed model
will calculate distance between two points’ p and q using
Euclidian distance. For two points p and q, if p = (p1,
p2..., pn) and g = (g1, g2..., gn), the Euclidian distance
can be calculated using.

a2

dp . @ = J(ql-m) +(a=p2) ++ (2 =)

4.0 5" (a,~p,)

The quality of cluster greatly depends on the value
of Eps. The proposed model will optimize the value of
Eps to improve the quality of clusters. The following
figure represent the complete process of proposed
solution. The proposed an algorithm that utilizes the
concept of global epsilon. The traditional method of k-
distance plot is enhanced by adding the mean and
standard deviation. From below mentioned algorithm,
I can achieve an optimal value of epsilon. The steps of
algorithms are as follow.
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1. For each point x in dataset compute distance of kth

nearest neighbor as k-dist.

. Save and arrange k-dist values in ascending order.

. Plot the sorted distance.

. Compute the slope of each point of the plot.

. Computer standard deviation and mean of non-zero

slopes.

6. Track Down the first slope directly above the sum of
mean and standard deviation of the slopes computed
in step 5.Corresponding value in the list is the
optimized value of Eps.

Proposed algorithm will use the Kth — nearest — neighbor

methods to determine the nearest neighbors. For the

calculation of the distance between two points, the
proposed model use Euclidean Distance. To calculate the

Euclidean distance between two points p and g. The

formula as mentioned below.

a b~ N

dp.q) = J(ql —p) + (@2 =p2) ++(a,—p)
=,/Z?=l(qn =Ba)

Here we have demonstrated an example to show the
effectiveness of proposed algorithm against the state-of-
the art algorithm. This algorithm outperformed
traditional algorithms like specially [45] is the most
commonly used technique to determine the values of
Eps. Figure 4 present Proposed model different steps
along with the details information. The dataset | used to
compare the effectiveness of proposed algorithm is iris.
The value of epsilon | used for comparison is the most
suitable value [46] suggest the metric | used to prove the
effectiveness of proposed algorithm is Silhouette
Analysis. The value of epsilon selected by proposed
algorithm is 0.55 and [47] suggest the value of epsilon
as 0.42. Iris is the multivariate flower dataset presented
by an England based statistician and biologist Ronald
Fisher in 1936. Iris contains of 50 samples from three
flower species each. The three flowers’ species included
in iris are iris versicolor flowers, iris serosa flowers and
iris Virginia flowers. Four different characteristics are
measured from each sample. Width and length of petals
and sepals is measured in centimeters. Iris dataset
contains 150 instances with the 5 dimensions namely
sepal length, petal length, sepal width, petal width and
finally class. Iris is free of cost and publicly available at
UCI machine learning Repository [48].
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Calculate the slopin
o Keistplot

Figure 4: Proposed model with different steps

4 Experiments and results

Experiments were conducted on Intel core 17
2.80GHz vPro processor with 16GB RAM. Experiments
are divided into two Sections; first section represents the
dataset that have less dimensions like the have one or 2
dimensions. This presents us an opportunity to compare
the results in better way with some state-of-the-art
techniques. The latter half represents the effect of eps on
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higher dimension. For higher dimension, are used
Silhouette as a metric to measure the effectiveness of the
Eps.

4.1 Data set

We used different datasets to measure the effect of
our method. We used three synthetic datasets of two
dimension. First dataset we used is known as
Compound. The compound dataset contains six clusters
of different densities. The dataset has 399 different
points. The densities vary greatly in compound dataset.
That makes it difficult to cluster accurately. The other
synthetic dataset we used is complex9 dataset with 9
different clusters. Complex9 dataset has 3031 points.
The last synthetic dataset R15 has fifteen different
clusters. It consists of 600 points.

We initially used three different strategies to
calculate the optimized value to eps

» Mean(slopes) — Standard Deviation(slopes)
» Mean(slopes) + Standard Deviation(slopes)
» Mean(slopes) + 2 x Standard Deviation(slopes)

The datasets used in the experiments are in
following order datasetl (Compound), dataset2
(Complex9), dataset3 (R15). The minimum point (k) is
set to be 3 for datasetl and dataset 2 and K is set as 4 for
R15 dataset. The clustering accuracy of the three above-
mentioned strategies produced the following results.
Table 2 present the dataset distribution with details.

Table 2: Dataset distribution

Dataset Type No. records/cardinality Dimensions
T 4.8k Synthetic dataset 8000 2
Aggregation Real application dataset 78 2

5 Results and discussions

With the abovementioned graphical visualization, it
is obvious that proposed algorithm perform very well is
all above mentions scenarios. Hence it provides and
efficient way of calculating the Epsilon. The algorithm
performs well even on high dimensions’ datasets and,
hence meeting its objectives. Algorithm provides an
efficient way of selecting an optimal value. In some
cases, it might not provide the best value. However,
frankly the best value is not always possible. This
Algorithm provides an optimal value for startup. The
complexity and tricky nature of Eps is always a
headache. The very small value or epsilon causes greater
number of very small clusters and a large value causes
the clusters of very large size and hence effecting the
quality of cluster by mis judging the noise. The MinPts
is another important parameter that effects the quality of
cluster. Proposed algorithm addresses this issue by

selecting the value of kth nearest neighbors as a MinPts.
We have studied the effect of minimum points (MinPts
or k) on the estimated value of eps and its effect on the
clustering accuracy. The clustering accuracy drops at
low and high values of k. the higher value of k the lower
will be the accuracy of. This algorithm performs equally
well on the higher dimensions. Still there are some
limitations of the proposed algorithm. It has its
limitations on the dataset in which their density varies
greatly. For these types of datasets, the global value of
epsilon is not effective, as discussed in section 2. That is
the reason proposed algorithm did not perform well on
variable densities datasets like wine, Diabetes and Digits.
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»
=

e

Figure 5: Blue line Represents Complex9, Red
represents R15 and Green represents

Due to higher variability in the densities. For these types
of dataset, value of epsilon must be calculated locally.
i.e., different values of epsilon can be used for different
densities. This can be represented by a graph as
shown in figure 5 and figure 6. K-dist plot is tricky.
Sometime there is very clear knee position that we can
select as eps but sometimes we struggle to find the knee
in this plot. We can have sat knee is not clear sometimes.
To get the automated value of knee we derived a
technique. i.e we first calculated the sum and Standard
Deviation of slopes. When we calculated the slope, it
looks like as shown in the figure 6. After we get our
slopes in clear format, we calculated sum of mean and
standard deviations of these slopes.

Figure 6: Represent the clusters of r15

We will use the Breast Cancer dataset, which is available
on the sklearn library. Breast Cancer dataset is a copy of
UCI ML Breast Cancer Wisconsin (Diagnostic) dataset.
The dataset is made of 569 instances and 30 attributes,
but for this analysis, we will use only five attributes.
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The corresponding value of the 59.93119 in the dataset
that contains the k neighbors is the value of eps. In this
example, he that correspond 59.93119 is 0.260000. We
used this value to find the cluster of our dataset i.e r15
.which show in figure 7 and figure 8. After loading the
dataset in Jupiter. We are going to calculate the kth
nearest neighbors. We calculated the Kth nearest
neighbor by using Nearest Neighbors from sklearn.
Neighbors. From the Breast Cancer dataset, we only
select the first five columns and we store it into a new
data frame named "data’s".
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Figure 7: Selecting the value greater than the threshold
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Figure 8: kth neighbor

The figure 8 and 9 shown above represent the kth
neighbors we calculated. After finding the kth neighbor
we moved to next step, i.e. we sorted the k- dist values.
After sorting the value, we plotted the K-dist plot.
Sometime there is very clear knee position that we can
select as eps but sometimes we struggle to find the knee
in this plot. We can have sat knee is not clear sometimes.
To get the automated value of knee we derived a
technique. i.e we first calculated the sum and Standard
Deviation of slopes. When we calculated the slope, it
looks like the next figure shows the remaining three
dimension of Breast Cancer dataset namely “Mean
Perimeter”, “Mean Area” and “Mean Smoothness”. The
next Figure represent the Silhouette Analysis of our
dataset with the eps 18 and min value = 2. Figure 10 show
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the details information two dimension of Breast Cancer
dataset.

Clusters: Mean Radius vs Mean Texture

40

30

2

Figure 9: Representation of first two dimension
of Breast Cancer dataset

6 Conclusion and future work

Earlier section of paper is defined two major
research objectives. First, one is the determining the
optimal value of epsilon, as far as determining the value
of epsilon is concerned; | have fully achieved my
objective. As proposed algorithm is able to select an
optimal value, silhouette analysis confirms the progress
of proposed algorithm. The second mentioned objective
is about of effect of higher dimensional dataset have on
proposed algorithm. Higher dimensionality does not
seem to be a concern here for proposed algorithm, but
proposed algorithm demonstrates some weakness in case
of the highly variable dataset. That is why | can say that
this objective is partially achieved. For the further
discussion, | have discussed the objectives | have
achieved in my research work. | have rationally
compared the performance of proposed algorithm in
Results and discussion. Now it is time to critically
analyze proposed algorithm to improve it efficiency and
performance in future. As far as results are concerned, |
have achieved defined target of optimal values of epsilon
in most of the dataset. | used silhouette analysis as
performance measure and to prove my point. Algorithm
provides the exceptional results in dataset where there
are fewer fluctuations in the density. Proposed algorithm
also performed well to select an optimal value in case of
higher dimensional dataset but with fewer variations in
their densities. As far as dataset with highly variable
density are concerned proposed algorithm reflects its
weakness due to type of dataset. Algorithm with global
value of epsilon are prone to the performance issues with
the dataset of highly variable densities regardless how
well they perform on other types of datasets. This same
limitation is visible in proposed algorithm also. When |
used proposed algorithm with Digits dataset available in
sklearn  library.  The  silhouette  score s
0.0036504002997415513 and when | further dig in the

200
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problem, | have found there are some overlapping

k-dist plot

0 100 200 300 400 500

Figure 10: k - dist plot for Breast cancer dataset at k = 4

Clusters, so it is quite unnatural for an algorithm,
which provides global estimated value of epsilon to
perform well on datasets of highly variable densities.
Hence, these algorithms are bound to underperform.
Keeping in view of this shortness, | will address the issue
of highly variable densities in a dataset. With the
advancement in technologies, the power of GPU in
calculation as compared to CPU is quite evident. GPU
perform well with calculations. Therefore, in next
update, I will utilize the power of GPUs to increase the
performance of proposed algorithm and | am sure this
will have a better impact on the performance of the
algorithm especially with the higher dimensional
datasets.
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Plagiarism detection has become a critical challenge in the digital age, particularly for languages with
complex structures such as Arabic. Traditional methods relying on string matching and basic lexical
analysis, are insufficient for detecting more sophisticated forms of plagiarism like paraphrasing and
synonym substitution in Arabic texts. This research addresses this gap by proposing a novel approach that
employs that employs word embedding and semantic similarity measures within a machine learning
framework. Specifically, we utilize models such as Support Vector Machines (SVM) and neural networks to
capture the nuanced semantic relationships between words, enabling more effective detection of subtle
semantic similarities in text. Our methodology encompasses the development and evaluation of machine
learning models, specifically tailored to the unique characteristics of the Arabic language [1]. We conducted
extensive experiments on a diverse dataset of Arabic texts, consisting of over 50,000 documents from various
sources, including academic publications, online articles, and literary works, to demonstrate the
effectiveness of our approach. Our results demonstrate substantial improvements in both accuracy and
robustness, surpassing traditional plagiarism detection techniques. The Random Forest classifier achieved
the best performance with precision, recall, and F1-score all reaching 0.96, significantly outperforming
Decision Tree, Logistic Regression, and SVM. These results confirm the superiority of the Random Forest
approach for the given classification problem. This study contributes to the field by developing a more
effective tool for plagiarism detection, which is crucial for maintaining academic integrity and protecting
intellectual property in Arabic-speaking communities. The findings underscore the potential of advanced
NLP techniques to overcome language-specific challenges, providing a foundation for future research in
multilingual plagiarism detection and enhancing the development of tools for other languages facing similar
challenges.

Povzetek: Raziskava predstavija ucinkovitejsi pristop za odkrivanje plagiatorstva v arabskih besedilih z
uporabo semanticne analize in strojnega ucenja, pri cemer se je najbolje izkazal model Random Forest.

Introduction

In the age of digital information, the rampant growth of
textual data across the internet has amplified the
challenges associated with intellectual property violations,
particularly plagiarism. Plagiarism detection has become
a crucial tool in maintaining academic integrity and
safeguarding original work. While numerous methods and
tools have been developed for plagiarism detection in
various languages, the unique characteristics of the Arabic
language pose significant challenges, necessitating
specialized approaches. Arabic, with its rich morphology,
complex structure, and diverse dialects, requires more
sophisticated methods for accurate text analysis and
comparison [2]. Traditional plagiarism detection
techniques, such as exact string matching and basic
keyword analysis, often fall short when applied to Arabic

texts due to their inability to capture the language’s
semantic nuances. In recent years, advancements in
natural language processing (NLP) and machine learning
have enabled more effective plagiarism detection
methods. One promising approach involves the use of
word embedding and semantic similarity measures, which
can better understand the context and meaning of words
within a text [3]. Word embeddings represent words in
continuous vector spaces, allowing for the capturing of
semantic relationships between words. By employing
these techniques, it becomes possible to detect more subtle
forms of plagiarism, including paraphrasing and the use of
synonyms [4]. Therefore, this research aims to enhance
plagiarism detection in Arabic language texts by
leveraging word embedding and semantic similarities
within a machine learning framework. By developing and
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evaluating models specifically tailored for the Arabic
language, this study aims to improve the accuracy and
robustness of plagiarism detection tools, ultimately
contributing to the preservation of academic and
intellectual integrity in Arabic-speaking communities.
Plagiarism detection is a critical issue in the digital age,
particularly for languages with complex structures such as
Arabic. Traditional methods, such as those relying on
string matching and basic lexical analysis, are insufficient
for detecting more sophisticated forms of plagiarism like
paraphrasing and synonym substitution in Arabic texts.
This research introduces a novel approach by employing
word embedding and semantic similarity measures within
a machine learning framework, specifically utilizing
models such as Support Vector Machines (SVM) and
neural networks. The novelty of this research lies in its
ability to capture nuanced semantic relationships between
words, which traditional methods fail to detect, thereby
enhancing the detection of subtle and complex forms of
plagiarism. Our methodology includes the development
and evaluation of these machine learning models, tailored
explicitly to the unique characteristics of the Arabic
language. We conducted extensive experiments using a
diverse dataset of over 50,000 Arabic texts from various
sources, including academic publications, online articles,
and literary works, to demonstrate the effectiveness of our
approach [5]. The primary novelty of this study lies in
integrating semantic word embeddings (AraVec
Word2Vec) with multi-level similarity features to capture
contextual relations beyond lexical overlap. Traditional
vector-space models such as TF-IDF and n-gram features
fail to effectively detect semantically equivalent
expressions, especially in morphologically rich languages
like Arabic, whereas word embeddings effectively
represent latent meaning and contextual similarity. The
obtained empirical results—96% precision and recall—
confirm that semantic representation substantially
improves the detection of paraphrased and obfuscated
plagiarism compared with purely lexical baselines. The
results demonstrate significant improvements in the
accuracy and robustness of plagiarism detection compared
to traditional methods. This research has substantial
impact, as it contributes to the field by developing a more
effective tool for plagiarism detection, crucial for
maintaining academic integrity and protecting intellectual
property in Arabic-speaking communities. Moreover, the
findings have broader implications for future research in
multilingual plagiarism detection, offering a foundation
for developing advanced tools that can address language-
specific challenges in various linguistic contexts.

2 Related work

Researchers attempted to enhance the effectiveness of
existing plagiarism detection systems by creating a
machine learning-based method for identifying plagiarism
in text. The pipeline included data gathering, feature
extraction, feature selection, model creation, and
evaluation. The authors assembled a corpus of text
documents, separated them into two categories: original
and copied content, and then represented the text using a
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bag-of-words model. They used Recursive Feature
Elimination (RFE) to select the best feature set, aiming to
increase the model’s efficiency. The selected features
were then tested using three well-known machine-learning
methods: Support Vector Machine (SVM), Random
Forest (RF), and Na“ive Bayes (NB). The evaluation
metrics included accuracy, precision, recall, and F1-score.
According to the findings, the proposed method
significantly improved plagiarism detection accuracy. The
SVM algorithm performed the best with an accuracy of
97.6%, followed by the Random Forest method, which
achieved 93.2% accuracy. The Na“ive Bayes method was
less accurate compared to these two models, as
demonstrated by Zahid et al. [6]. Muaad Y.A et al. [7]
conducted a systematic review of various sources,
including journals, conference proceedings, and academic
databases, to assess the state of Arabic text identification
methods. Their study highlighted the challenges faced by
researchers in this domain and identified areas needing
improvement. The authors also explored future research
prospects, including the incorporation of deep learning
techniques, the development of more precise and efficient
models, and the investigation of multilingual text
identification. To ensure the relevance of their findings,
the authors applied rigorous inclusion and exclusion
criteria during the research selection process. Saeed and
Taga [8] developed a method to detect plagiarism in both
semantic and lexical aspects. Their approach involved a
two-step process. First, they compiled a dataset
comprising original and plagiarized texts. They then
designed a plagiarism detection algorithm that compared
submitted texts against a database of existing documents
to identify similarities and potential plagiarism instances.
This method combined lexical and semantic
characteristics to improve detection accuracy.
Preprocessing steps included the elimination of stop words
and stemming. The researchers used Latent Dirichlet
Allocation (LDA) for extracting semantic patterns and the
TF-IDF (Term Frequency-Inverse Document Frequency)
method for lexical features. Using these features, they
employed Support Vector Machines (SVM) and Na“ive
Bayes (NB) classifiers to categorize the texts. The SVM
classifier outperformed the NB classifier, achieving higher
accuracy. These results demonstrate that integrating
semantic and lexical features with machine learning can
significantly enhance plagiarism detection [9, 10]. El-
Rashidy aimed to develop a robust and efficient text
plagiarism detection system. Their primary objective was
to enhance existing plagiarism detection methods by
incorporating advanced feature selection and SVM
techniques. They compiled a diverse dataset of both
original and plagiarized texts from various sources to
ensure coverage across multiple languages, domains, and
text lengths. The textual data was represented using
features such as word frequency, character n-grams, and
syntactic patterns, which are effective for distinguishing
between original and copied content [11].
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This table provides a structured view of prior works and
demonstrates that the proposed approach uniquely handles
paraphrasing and synonym substitution using Word2Vec
semantic features integrated with RF.

3 Discuss

An important aspect of the proposed plagiarism detection
system is its robustness against linguistic uncertainty,
including paraphrasing, synonym substitution, dialectal
variations, and spelling noise. This robustness aligns
conceptually with stability principles in nonlinear adaptive
control systems, which are designed to maintain reliable
performance despite uncertain or perturbed inputs. Several
studies in robust adaptive control—such as adaptive fuzzy
synchronization of fractional-order chaotic systems, robust
neural adaptive control for uncertain multivariable
systems, and adaptive backstepping control for nonlinear
SISO systems—demonstrate how system stability can be
preserved under dynamic disturbances and un modeled
nonlinearities. Although these works belong to the control
theory domain, their underlying theoretical principles
provide a useful analogy for understanding the resilience
of our model. Similar to these control systems, our method
maintains stable performance even when the input text is
modified or obfuscated, as evidenced by strong detection
rates across different types of textual manipulation in the
dataset. This conceptual connection further supports the
effectiveness of the proposed hybrid semantic—lexical
feature /24...28]Although semantic similarity techniques
have shown strong performance, they still face several
challenges, especially when dealing with the complexities
of Arabic linguistic diversity. Arabic is known for its
intricate morphology, diglossia, and a broad range of
regional dialects that vary greatly in terms of vocabulary,
spelling rules, and syntactic structures. Models that are
primarily trained on Modern Standard Arabic (MSA)
might not effectively capture the unique meanings,
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idiomatic expressions, or context-specific uses present in
dialects such as Egyptian, Levantine, Gulf, and Maghrebi.
Additionally, subtle elements like figurative language,
code-switching with English or French, and variations in
orthography (such as inconsistencies with hamza, or the
use of taa marbouta versus haa) can undermine the
reliability of similarity measures based on embeddings.
Another issue is that many Arabic dialects are not well-
represented in large language corpora, resulting in biased
embeddings that do not generalize effectively to real-world
user-generated content. Furthermore, semantic similarity
methods may struggle with text that is intentionally
obfuscated or adversarially paraphrased, where lexical
changes are designed to mislead the model while retaining
the original meaning. These challenges underscore the
necessity for dialect-sensitive training data, enhanced
morphological  normalization, and  comprehensive
evaluation across the diverse forms of the Arabic language.
A detailed feature ablation experiment was conducted to
measure the contribution of each feature to model
performance.

Table 3: Feature ablation analysis

Feature Precision Recall F1- Change
Configuration score (%)
All 0.96 0.96 0.96 _
Features
Without |
Word2Vec 0.88 0.85 086110 49%
Without |
TF-IDF 0.84| 082 0.83| 5 oy
Without
Log Entropy 0.89 0.86 0.87 19.4%

The experiment confirms that Word2Vec features are the
most impactful, contributing the highest performance
gain, followed by log entropy and TF-IDF. These
findings reinforce the importance of combining semantic
and lexical features, but log entropy remains critical for
detecting lexical obfuscation and partial paraphrasing.

The analysis of the log-similarity (log entropy)
feature revealed that it captures subtle irregularities in
token distribution between suspicious and source texts.
Unlike linear measures, the logarithmic entropy
transformation enhances the sensitivity to word
frequency dispersion—highlighting sections with
disproportionate lexical entropy, which is common in
rephrased or synonym-substituted plagiarism. This
characteristic explains why log entropy achieved higher
discriminative power in distinguishing paraphrased text
pairs.

A detailed interpretation of these findings was
incorporated into the Discussion section, emphasizing that
combining semantic similarity (Word2Vec) with
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entropy-based lexical measures enables robust detection
of semantically obfuscated plagiarism

4 Background

In this section, we provide a detailed list of the various
distance metrics and features used in the proposed method
and discuss their specific benefits and unique
contributions.

Levenshtein distance

The Levenshtein distance algorithm is employed for
various purposes, including speech recognition, spell
checking, and plagiarism detection [12]. It is also
commonly employed in auto-correction algorithms and
frequently appears in online search engines. The
Levenshtein distance between two strings s and t is
denoted as LD (s, t). For example: * If s is” brain” and t is”
brain,” then: LD (s, t) = 0 (1) This is because no
transformations are needed; the strings are already
identical. « If s is” brain” and t is” grain,” then: LD (s, t) =
1 (2) This is because one substitution (changing” b” to”
g”) is sufficient to transform s into t. The greater the
Levenshtein distance, the greater the difference between
the strings.

Cosine distance

Cosine distance is used to compute and determine the
similarity between two strings that correspond to the
correlation between the two vectors representing these two
strings. It. This is measured by estimating the cosine of the
angle between these two vectors. It is the most popular
technique for calculating the similarity between the
documents. A document can be represented by hundreds
of features, each of which records the occurrence of a
specific word (or phrase) or phrase in the text [13].

Jaccard distance

Jaccard distance, also referred to as Jaccard similarity
(Eq. 3, measures the similarity between two sets of items.
It is computed the size of the textual intersection over the
sample union size. This is the general principle of the
mechanism. The sample data sets are used to construct
statistics, evaluate unity and diversity, and assess how
comparable the small sample sizes of volumes are to one
another [14].
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Hamming distance

Hamming distance calculates the number of
positions at which the corresponding symbols in two
strings are different. It is particularly useful for
binary comparison tasks and can help identify exact
matches or small differences in copied text [15].

TF-IDF distance

The TF-IDF (Term Frequency-Inverse Document
Frequency) method evaluates the relationship be- tween
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each word in the collection of documents, the TF-IDF
method is applied in the domains of text mining and
information retrieval. The presence of particular words in
documents is indicated by the TF in TF-IDF. The TF
values for words indicate their frequency in that
document. Conversely, the IDF term indicates the
number of times a given word appears in the whole set of
documents [16]. The formulas are defined as follows:

. o Nij

TFij = Zioqe 4
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Using the above, TF-IDF is calculated as:

TF-IDF = TF x IDF (6)

The overall term measures the significance of these terms
in relevance to the whole set of documents.

Word2Vec distance using AraVec model
Word2Vec includes two retraining models: the word-
skipping model (skip-gram) and the continuous word bag
model (continuous bag of words, CBOW). Consider the
CBOW model, which has three layers: the input,
mapping, and output layers; the intermediate words are
predicted based on the context. First, the model inputs the
distinct heat vector that matches the inter-word context.
Subsequently, each individual heat vector multiplies the
shared input weight matrix W. The average is then
calculated as the hidden layer vector by adding the word
vectors [25]. The final probability distribution is the result
of multiplying the weight matrix W of the previous step
by the hidden layer vector and passing the output into a
surtax function. IN order to provide the Arabic NLP
research community with reliable and cost-

free word embedding models, we employed the AraVec
retrained  distributed word representation  (word
embedding) open-source project in this paper. The first
iteration of AraVec, which is based on three different
Arabic content domains (Wikipedia, Twitter, and
Instagram), offers six different word-embedding models.
[17].

Log entropy

Log entropy measures the distribution of words in a text
by considering their frequency and entropy. It is
particularly useful for identifying less frequent but
significant words, which can indicate subtle forms of
plagiarism. where p; is the probability

of a word in the text
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Figure 1: Overview of the proposed plagiarism
detection method.

S Proposed approach

In our proposed method, we leverage word embedding
features for plagiarism detection. Using word em-
bedding enables us to employ various similarity
measures to compare two pieces of text. We propose
using the following set of similarity measures, which we
selected to enhance our comparison approach. This set
includes TF-IDF, log entropy, Levenshtein distance,
word2vec, cosine similarity, Jaro features, and performs
classification to generate a plagiarism detection report.
This workflow ensures a robust pipeline for identifying
various types of plagiarism.

Additionally, we carefully implemented preprocessing
steps to address the unique challenges of the Arabic
language, including handling diacritics, script variations,
and different dialects. We removed diacritics to reduce
noise and

applied normalization techniques to
standardize different forms of the same letter, ensuring
consistent and accurate text representation. These
preprocessing steps were crucial for improving the
effectiveness of the proposed plagiarism detection
method. In the proposed method, the system first takes
input documents in various formats, including PDF,
TXT, ODT, DOCX, RTF, etc. Then, the system
preprocesses the documents, which involves converting
them into a uniform format that the computer can
understand and removing any extraneous information
such as headers, footers, and page numbers. After
preprocessing, the system performs document indexing,
creating a searchable index of the documents. Next, the
system conducts document similarity analysis, where it
compares the documents in the index to identify any
matches. Lastly, the system produces a plagiarism report
that details the originality of the documents and any
detected matches. Overall, the document plagiarism
detection system serves as a robust tool for identifying
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plagiarism in Arabic language texts.

Each of these features plays a unique role in enhancing
the accuracy and robustness of the plagiarism detection
process. By combining these metrics, the system can
detect a wide range of plagiarism techniques, from exact
copying to more sophisticated methods such as
paraphrasing and synonym substitution. This com-
prehensive approach ensures that the system can
accurately identify and flag potential instances of
plagiarism, maintaining the integrity of academic and
professional work [19].

5.1 Evaluating the feature set using machine
learning classifiers

Machine learning techniques were utilized to classify
documents as either plagiarized or un-plagiarized. This was
achieved by training the model on a subset of the dataset
(training data) and subsequently evaluating the learned
model on a testing set. This approach enabled us to
determine whether the model could identify repeated
patterns in plagiarized text using the proposed feature sets.
The success of these methods heavily depends on both
the quality of the feature set and the choice of the
classification algorithm. In this study, we trained a set of
commonly used machine learning models, including
Decision Tree (DT), Support Vector Machine (SVM),
Random Forest (RF), Stochastic Gradient Descent (SGD),
and Linear Regression (LR). These models were trained
on the features extracted using the distance functions
discussed earlier, which measured the similarities between
the source (Ss) and suspicious (Ssus) documents The
classification process aimed to categorize sentences as
either intact or plagiarized. For imple- mentation, we used
the Python programming language and the scikit-
learn library, which specializes in machine learning.

6 Experiment and results

To evaluate the performance of our approach, we
conducted experiments for each algorithm separately,
using the features described earlier.

We tested each algorithm to determine the most
accurate model. Before presenting the experimental
results, we describe the dataset and the evaluation metrics
used in this study.

6.1 The used dataset

The dataset used in this study is the ExAraPlagDet
dataset, which is divided into two subsets: one for training
and one for testing. dataset of 50,000 Arabic documents
collected from multiple domains, including academic
essays, news articles, and online digital publications, to
ensure broad topical coverage and high linguistic
diversity. To guarantee reliable labeling, each document
was annotated using a semi-automated pipeline that
combines expert manual review with automated
similarity-based verification. This hybrid annotation
process enhances the consistency of labels and reduces
human subjectivity.
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A detailed breakdown of the dataset is provided in Table
4, which summarizes the distribution of documents
across domains and the proportions of plagiarized and
non-plagiarized  samples. It contains two types of
spoofing: The first type includes original data generated
automatically. Obfuscation techniques, such as phrase
and word shuffling, were employed, making it
challenging to detect as the sentence structure remains
similar while maintaining similar structure but altering
content order. The second type consists of simulated data
generated manually. Techniques like synonym
replacement, paraphrasing, and word embedding
peculiarities introduce subtle semantic changes, making
detection more complex.

What makes this dataset especially challenging is its
comprehensive inclusion of various obfuscation
techniques that mimic real-world plagiarism scenarios.
The mix of automated and manually simulated data
requires advanced detection methods that can handle both
lexical and semantic variations, which is why it was
chosen for this study to rigorously test the proposed
plagiarism detection methods.

Table 4: Summarizes the distribution of documents

. TF-IDF (term
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reduce words to their root forms, which helps
in handling different inflections and
derivations [17, 20].

Feature extraction methods
frequency-inverse
document frequency): This method
calculates the importance of terms in a
document relative to the entire corpus. It
helps identify key terms that distinguish
between original and plagiarized content.

. Log entropy: Measures the unpredictability

of word distribution in a document. This
helps capture less frequent but significant
terms that may indicate sophisticated forms
of obfuscation.

. Levenshtein distance: Computes the

minimum number of edits required to
transform one string into another, identifying
small alterations or misspellings.

. Word2Vec: Converts words into continuous

vector representations, capturing semantic
relationships and enabling the detection of
paraphrased content.

. Cosine similarity: Measures the cosine of

the angle between two vectors representing
documents, as- sessing how similar they are
in terms of content.

Domain Number of | Plagiarized | Non-

Documents (%) Plagiarized
(%)

Academic 20,000 48% 52%

Essays

News 15,000 50% 50%

Articles

Online 15,000 47% 53%

Publications

Jaro Distance: Evaluates similarity based on

matching characters and transpositions, useful
for identifying typographical errors.

6.2 Implementation details

The algorithm for detecting plagiarism in Arabic 7. Hamming distance: Counts the number of
documen_ts usi_ng multiple distance functions as positions at which two strings of equal length
features is detailed below. differ, useful for exact match comparisons.

A.  Preprocessing steps C.  Hyper parameter tuning techniques
1. Text conversion: The first step involves 1. Grid search: A grid search is performed to
converting the input documents into a explore different combinations of hyper
uniform format, such as plain text, to ensure parameters for machine learning models.
consistency. This process handles various For example, parameters like the number of
file formats like PDF, DOCX, and RTF. trees in Random Forest or the regularization
parameter in SVM are tuned to find the

2. Cleaning and normalization: During :
optimal values.

preprocessing, extraneous elements such as

headers, footers, and page numbers are 2. Cross-validation: K-fold cross-validation is
removed. Arabic text-specific challenges, used to assess the model’s performance on
such as diacritics and script variations, are different subsets of the training data. This
addressed by normalizing text to a standard helps ensure that the model generalizes well

form. Diacritics are removed to reduce and is not overfitting to the training data.
noise, and different forms of the same

character are unified. 3. Validation metrics: Metrics such as
accuracy, precision, recall, and F1-score are
used to evaluate the performance of different
hyper parameter settings. This ensures that
the chosen parameters lead to the best overall

3. Tokenization and stemming: Texts are
tokenized into words and phrases. Arabic-
specific stemming techniques are applied to
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model performance [21].

D.  Implementation

The feature matrix is constructed using a
developed code that integrates all the
preprocessing, feature extraction, and hyper
parameter tuning steps. This code ensures that the
features are accurately computed and the models
are effectively optimized for detecting plagiarism
in Arabic documents.

E.  Algorithm: End-to-End
Input: Set of documents D = {d1l, d2, ..., dn}
Output: Classification labels (Plagiarized
/ Original)
1. Pre-process each document:
a. Normalize script and remove diacritics
b. Tokenize and apply Arabic stemming

2. Extract features:

a. Compute TF-IDF, Log Entropy, and distance
metrics (Levenshtein, Cosine, Hamming)

b. Generate semantic embeddings using AraVec
Word2Vec model

3. Construct feature matrix F
4. Train classifier using
hyperparameters:

- RF: n_estimators = 200, max_depth = 15

- SVM: C = 1.0, kernel = 'rbf’

- SGD: loss = 'hinge’, alpha = 0.0001
5. Evaluate with 5-fold cross-validation
(accuracy, precision, recall, F1)
6. Output: Performance metrics and feature
importance ranking

grid-searched

6.3 Evaluation

The principal innovation of this research is the
amalgamation of semantic word embeddings (AraVec
Word2Vec) with multi-tiered similarity features, which
facilitates the capture of contextual relationships that

extend beyond mere lexical correspondence.
Conventional vector-space models, such as TF-IDF and n-
gram features, exhibit limitations in recognizing
semantically equivalent phrases, particularly in

morphologically complex languages like Arabic; in
contrast, word embeddings adeptly encapsulate latent
meanings and contextual resemblances. The empirical
results obtained—demonstrating 96% precision and
recall—validate that semantic representation significantly
enhances the identification of paraphrased and obfuscated
plagiarism in comparison to solely lexical baselines across
various forms of textual obfuscation.
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To evaluate the utilized models, four evaluation
metrics were used: precision, recall, accuracy, and
F1-score, as defined by the following equations [10]:

Recall = e
TP +FN
8)
Precision = TP ©)
TP+FP
Accuracy = EP+TN (10)
TP+FN+TN+FP
F1-score = 2 x Precision x Recall _ (11)

Precision + Recall

As discussed earlier, five machine learning algorithms
were utilized in the experiments: Decision Tree (DT),
Random Forest (RF), Logistic Regression (LR), Stochastic
Gradient Descent (SGD), and Support Vector Machine
(SVM). Their performance, in terms of precision, recall,
and F1-score, is summarized in Table 5.

Table 5: Performance of the utilized ML models

Classifier Precision Recall F1-score
SVM 0.57 0.52 0.44
SGD Classifier 0.24 0.49 0.32
Logistic Regression [0.93 0.93 0.93
Decision Tree 0.94 0.94 0.94

|_Random Forest 0.96 0.96 0.96

From the results, it is observed that machine learning
algorithms can detect plagiarism with an accu racy rate
ranging from 32% to 96%. Among these, the Random
Forest (RF) algorithm outperforms all others, achieving
the highest accuracy, precision, recall, and F1-score. Its
performance is comparable to other classifiers in terms
of support. Since the RF model demonstrates the best
results, it was further evaluated using 5-fold cross-
validation. The average accuracy score across the five
folds was 95%. The evaluation of RF also reveals that
log-similarity is the most significant feature, while Jaro-
Winkler similarity contributes the least, as shown in
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Feature Importance by Name

= Gini-importance

Figure 2: Feature importance as per the RF model

We compared our results to those reported in the literature,
as summarized in Table 2. The proposed method achieved
a higher precision in plagiarism detection (99%) compared
to previous studies. However, certain methods in the
literature utilized more complex techniques involving deep
learning and were designed to handle simpler plagiarism
cases, such as changing the order of words or swapping
nouns and verbs. Similarly, other works addressed direct
plagiarism involving copy-and-paste scenarios. Despite
this, the RF approach used in this study shows superior
precision, particularly in detecting advanced forms of
plagiarism, such as phrase and word shuffling and
synonym substitution.

6.4 Computational cost and false-positive
handling

To assess the practical usability of the proposed plagiarism
detection system, we evaluated its computational
performance using a machine with an Intel i7 CPU and 16
GB RAM. The average processing time required to
compare a pair of documents was approximately,
demonstrating that the system is efficient enough for real-
time and large-scale deployment  scenarios.
To further enhance reliability, a similarity-thresholding
mechanism was incorporated to minimize false-positive
detections. This adjustment significantly reduced cases
where semantically unrelated texts were mistakenly
flagged as plagiarized, thus improving the overall
robustness and trustworthiness of the system.

6.5 Rigorous and

reproducibility

To strengthen the experimental rigor of the study, the
experimental methodology section has been expanded to
include detailed descriptions of dataset preparation, feature
extraction procedures, model training protocols, and
evaluation metrics. These additions ensure full
transparency regarding the workflow and allow for more
accurate interpretation of the results.

experimental design
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To further support reproducibility, anonymized dataset
samples and the experimental scripts used in training and
evaluation will be released as supplementary material. This
ensures that other researchers can replicate the experiments
under similar conditions and validate the reported findings,
contributing to the scientific reliability of the proposed.

7 Conclusion

The study's results demonstrate  significant
advancements in  Arabic  plagiarism  detection,
emphasizing the importance of features designed to
capture both semantic and lexical similarities in complex
datasets. By lever- aging sophisticated feature
engineering tailored for Arabic texts, the study achieves
notable precision, recall, and Fl-score values. These
metrics underscore the effectiveness of the developed
features in distinguishing between original and
plagiarized texts. Specifically, the study addresses the
intricate linguistic nuances and syntactic variations
inherent in Arabic, enhancing the capability to detect
disguised plagiarism. This approach not only improves
accuracy but also contributes to refining plagiarism
detection systems, which is crucial for maintaining
academic integrity in Arabic-speaking contexts.

The results demonstrate that the Random Forest (RF)
classifier outperforms other classifiers, achieving
consistent precision, recall, and F1-score values of 96%.
The RF classifier proves highly effective in
distinguishing original from plagiarized Arabic texts,
surpassing the performance of previous methods. Future
work will focus on further enhancing the system by
integrating disambiguation techniques and deep learning
methods to improve accuracy. Disambiguation
approaches will help resolve ambiguities in natural
language processing tasks, while deep learning
techniques, known for their ability to handle complex
data and patterns,

Could lead to even more
advanced and efficient plagiarism detection systems.

However, the study also acknowledges certain
limitations. For instance, the current model may

struggle to detect highly obfuscated plagiarism or handle
texts with significant linguistic diversity. Addressing
these limitations will be crucial for improving the
system’s accuracy and generalizability. In conclusion, the
study makes a significant contribution to the field of
plagiarism detection in Arabic texts by proposing an ML-
based method that demonstrates promising results. The
planned incorporation of disambiguation techniques and
deep learning holds great potential for advancing
plagiarism detection, ultimately benefiting both academic
and professional communities.
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Table 6: Baseline comparison results
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Baseline Type Strengths Weaknesses Precisio | Reca | F1-
n ] score
Model
TF-IDF + Lexical Strong for Weak for 0.78 | 0.62 | 0.69
Cosine exact/surface paraphrasing or
Similarity matching synonym changes
Word Detects reordered | Fails with meaning- 0.81 | 0.67 | 0.73
n-grams Lexical text; robust to level changes
(n=3-5) small edits
Character Lexical Good for spelling | Poor semantic 0.84 | 0.70 | 0.76
n-grams variations and text | understanding
shuffling
Fast Text | Semantic Captures roots Moderate 0.88 | 0.82 | 0.85
Embedding | (sub and affixes; good | contextual depth
s[29] word- for Arabic
level) morphology
AraVec Semantic Rich Arabic Limited 0.90 | 0.84 | 0.87
Word2Vec embeddings; contextual
good synonym understanding
detection
AraBERT Deep Excellent Computationally 094 | 0.92 | 0.93
(Transform | contextu paraphrasing & expensive
en[30] al semantic
semantic | modification detection
Proposed Hybrid Robust against Higher feature 0.96 | 0.96 | 0.96
Method paraphrasing, complexity
(Hybrid RF synonym substitution,
+ word shuffling
Semantic—
Lexical
Features)
Table 7: Types of plagiarism detected by different techniques in the literature
Method Techniques Type of Plagiarism Precision Recall
Detected
Ours SVM Shuffling words and 57% 52%
RF phrases, substituting 96% 96%
DT synonyms, and 94% 94%
LR paraphrasing 93% 93%
SGD 24% 57%
HYPLAG [19] Combining corpus- Changes in sentence 92% 87%
based and knowledge- | components (verbs,
based approaches nouns, adjectives)
Igtebas [22] Fingerprint search Text reuse 99% 94%
engine to measure
sentence distances
Word2Vec [11] Represents words as Modifying a single word 99% -
vectors using cosine or the arrangement of
similarity verbs and nouns
[8] SVM Word embedding, word 88% 92%
DT alignment, and word 85% 82%
RF weighting 91% 85%
Word Embedding [4] Semantic and Simple copying, phrase 85%* 88%*
syntactic jumbling, diacritical
fingerprinting marks, synonym
replacement, and
paraphrasing
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Stylometry [23] Measurement of word | Intrinsic plagiarism 24.8%** 46%**
characteristics in a detection
short corpus
Jaccard [6] Fingerprinting with Obfuscation (word 84% 83%
Jaccard coefficient replacements,
paraphrasing)

Remarks:

* Results for FP(M)+WE and FP+WE refer to the findings in [4], where Fingerprinting combined with Word Embedding methods was evaluated.

** Results for And(Or(R, K),Not(W)) discriminator” and “For And(Or(R,K), Not(W)) discriminator” pertain to the configurations detailed in
[23].
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Breast cancer is a significant cause of cancer-related deaths among women worldwide. Its early
identification and screening are essential for improved patient outcomes and reduced mortality rates.
Histopathological image analysis is considered as the gold standard for the diagnosis and prognosis of
breast cancer. Nevertheless, the complexity of Whole-Slide Images (WSI) and their manual examination
make this task time consuming, and prone to pathologist subjectivity. Recently, Deep Learning (DL)
technology has achieved remarkable success in computer vision. However, their application still faces
critical challenges in pathology analysis, including Region-of-Interest (Rol) scale variations, inter- and
intra-class heterogeneity, diverse staining protocols, and the scarcity of annotated datasets. Furthermore,
DL model’s findings are opaque and lack decision-level transparency. This study proposes a novel
explainable multi-model DL framework for breast cancer classification leveraging histopathological
images. The framework integrates Contrast Limited Adaptive Histogram Equalization (CLAHE) for image
contrast enhancement, and diverse data augmentation to mitigate class imbalance and overfitting.
Proposed architecture ensembles two branches, one employes DenseNet201 benefiting from Transfer
Learning (TL) via ImageNet weights, while other utilizes a custom light weight attention based Hierarchal
Feature Fusion (HFF) Network. DenseNet201 utilizes multilevel features to effectively tackle gradient
vanishing issues and capture intricate feature representations, while HFF-Net, designed specifically for
biomedical imaging, leverages HFF stem and multiscale feature extraction with Swish activation to
enhance learning stability. Attention mechanism introduced within HFF-Net further refines the output
features. Final feature vectors from the two branches are fused at the Global Average Pooling (GAP) layer,
consolidating discriminative information. Experimental results on BRACS dataset demonstrate the
proposed framework achieves 97.15% accuracy, 92.59% precision, 93.81% recall, and a 93.19% F1-score
in screening tasks, while for grading tasks, it attains 84.08% accuracy, 83.39% precision, 83.64% recall,
and 83.44% F1-score on 4391 test samples. Additionally, Gradient-Class Activation Mapping (Grad-CAM)
saliency heatmap are generated for visual representation of proposed model’s choices, thereby increased
transparency. The integration of these advanced techniques significantly enhances diagnostic reliability,
addressing the challenges in histopathological image analysis.

Povzetek: Studija predstavija razlozljiv vecmodelni pristop globokega ucenja za natancnejse in
preglednejse odkrivanje ter razvrscéanje raka dojke na histopatoloskih slikah.

1 Introduction

Breast cancer is a common and life-threatening  diagnostic and treatment strategies. Early detection plays
malignancy worldwide, accounting to cancer-related @ key role inimproving survival rates by favoring patient’s
fatalities among women [1], [2]. Risk factors like genetic ~ Prognosis, resulting in enhanced treatment outcomes [4].
predispositions, hormonal imbalances, lifestyle and However, it requires reliable diagnostic tools and
environmental exposures are the wide spectrum causes of ~ Methodologies that can cope with the inherent challenges
breast cancer. According to World Cancer Research Fund ~ of the disease’s presentation and progression.

(WCRF), breast cancer as second most common cancer Over the years, various strategies developed for breast
worldwide caused 2,296,840 new cases of breast cancer, cancer detection are generally classified into two broad
and 666,103 deaths among women in 2022 [3]. These categories: non-invasive and invasive approaches [5].
alarming figures underscore the urgent need for effective ~ Non-invasive imaging techniques such as mammography,
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ultrasound, Computed Tomography (CT), and Magnetic
Resonance Imaging (MRI) are frequently employed for
screening and preliminary diagnosis. Mammaography, in
particular, remains a cornerstone for population-wide
screening due to its wide availability, but these approaches
may cause incorrect False-Positive (FP) and False-
Negative (FN) readings, that can lead to either
unnecessary biopsies or missed diagnoses, delaying
treatment. Moreover, such non-invasive techniques do not
provide tissue-level information necessary  for
determining specific tumor subtypes.

In contrast, invasive techniques such as biopsies offer
a gold standard for precise and accurate diagnosis by
extracting tissue-level samples and examining them
microscopically as shown in the Figure 1. Histological
staining procedures enrich histopathological slides with
cellular structures allowing pathologists to examine with
considerable details. By assessing parameters such as
nuclear morphology, cellular arrangement, and tissue
architecture, histopathologists determine whether a tumor
is malignant, classify its subtype, and measure its
severeness. Pathologists are often required to examine
very large, complex images in which staining, contrast,
and illumination can vary significantly across tissue
sections, even within slides. These insights are critical for
designing targeted treatment regimens. However, Manual
inspection is time-consuming, subject to inter-observer
variability, and prone to human error, making it essential
to optimize this process for both efficiency and accuracy.

Slides

Figure 1: Breast biopsy and histopathological images
preparation.

Machine learning and DL methods, especially those
with CNNs, have shown over the past decade a remarkable
ability to learn useful aspects of visual data, and have been
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successfully applied to complex tasks like tumor detection
and classification in biomedical imaging [6], [7], [8], [9].
In contrast to conventional machine learning techniques
based on hand-written features, CNNs can automatically
learn discriminative features useful to the classification
problem, and have advantages in different aspects of
feature-learning. For instance, deeper networks such as
ResNet and DenseNets better approximate multi-level
representations by using residual and dense connections,
whereas multi-scale networks such as Inception-based
networks best approximate fine and coarse features by
using different filter sizes within a single layer.

One of the key points that affect the performance of
CNN in histopathology is the quality and variety of
training datasets. Although there are a few publicly
available datasets like BreaKHis, BACH and more
recently BRACS dataset, each benchmark has images
cropped at different magnification levels, staining
protocols, and annotation criteria. This heterogeneity may
hinder the generalization of model in different clinical
settings. Besides, big and highly annotated datasets are
rare because every picture takes a lot of time and
knowledge of several skilled pathologists. To overcome
such shortcomings, TL has become a critical method by
pre-training CNNs with weights learned on massive
datasets such as ImageNet, it allows the model to inherit
generic feature extraction properties that can in turn be
refined to smaller and more domain specific
histopathology datasets. The strategy is not only efficient
in accelerating convergence but also reducing the risk of
overfitting when the data is scarce [10].

Nevertheless, no alone CNN architecture universally
outperforms all other state-of-the-art (SOTA) CNNs in
breast histopathological images classification. Models
vary in how effectively they capture multiscale
information, mitigate vanishing gradients, or handle
image artifacts. Consequently, Ensemble Learning (EL)
has made possible to harness the complementary strengths
of multiple models by fusing features from various CNN
architectures. Ensemble-based approaches achieve more
robust and accurate classification compared to single
networks, particularly advantageous differentiating
complex subtypes of breast cancer.

In this context, this study proposes a multi-model
architecture, that combines the strengths of two CNN
models designed for solely for multilevel and multiscale
features extraction, for breast cancer classification from
histopathological images. First branch takes advantage
from dense connectivity of DenseNet201 to mitigate
gradient vanishing problem and maximize feature reuse.
To maximize the generalizability, Densnet201 is assigned
the pre-trained ImageNet weights. Second branch uses the
light weight HFF-Net proposed by Ashraf et al. [8], that
utilizes HFF-stem to hierarchically extract features at
varying scales and fuse them to generate enriched feature
representations. HFF-Net is proven to capture fine and
coarse features in biomedical imaging as it draws
inspiration from Inception-like modules for multiscale
processing, Xception modules for depth-wise separable
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convolutions, but fails to generalize across disease
specific patterns. To address this, we introduced attention
blocks in HFF-Net’s architecture that refines the features
before passing them to next block. DensNet201 and HFF-
Net originally utilize ReLU and Swish activations, and
cross-entropy and sparse_categorical_cross-entropy loss
functions, respectively. The proposed architecture merges
the output feature vectors from both branches at GAP
layer to form a richer feature space promising high-
precision classification.

We have utilized the BRACS dataset, introduced in
2022 [11], which encompasses complexities like diverse
staining protocols and numerous cancer subtypes, thereby
providing divergent test set for evaluation. Our proposed
framework employs CLAHE for contrast enhancement to
reduce noise and address uneven illumination across the
tissue sections. Various geometric transformations (i.e.,
rotations at 90° & 270°, and horizontal & vertical flips)
were applied to perform data augmentation to increase the
dataset’s variability and mitigate overfitting. Proposed
architecture’s decisions are interpreted by generating
Grad-CAM heatmaps. It is an XAl based technique
employed for effective lesion localization and improved
diagnostic transparency. The proposed framework
consistently outperforms the baseline SOTA CNNs over
the same test sets.

Overall, this study demonstrates the usefulness of
multi-level and multi-scale feature extracting methods
combined in strategic DL framework to enhance
automated breast cancer grading. Furthermore, by
utilizing Grad-CAM saliency maps, we have made
diagnostics more transparent by providing visual
explanations of localized lesions. The rest of this paper is
structured in the following way: Section 2 is the review of
related work. Section 3 explains the constituents of the
proposed framework, such as the data preprocessing,
architecture of the proposed model, and evaluation
metrics. Section 4 presents the experimental design and
the results of our empirical study, and Section 5 comments
on the implications of these results. Lastly, Section 6
concludes the paper, summing up our most important
contributions and findings, along with the future work.

1.1 Contribution

This work offers a novel DL framework for
histopathological image-based breast cancer
classification. Following is the summary of main
contributions:

e The BRACS dataset is utilized in the study to increase
classification robustness, as it covers a significant
variety of breast cancer subtypes.

e CLAHE enhancement is done to improve contrast,
reduce noise, and fix the illumination irregularities.
Moreover, to enhance variability and model’s
generalizability, geometric augmentation is employed
on the training and validation set.

e A multi-model architecture is proposed combining
the strengths of fine-tuned DenseNet201 using the
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pre-trained ImageNet weights, and the light weight
HFF-Net taking advantage from attention blocks to
refine features.

e For improved post-hoc interpretability, Grad-CAM
maps are generated to emphasize the decision-making
regions and increase transparency.

e A detailed ablation study demonstrating the effect of
each component employed in proposed architecture
and the comparative analysis with baseline SOTA
CNNs is presented.

These developments aid in the creation of a clinically
interpretable Al-powered breast cancer histopathology
diagnostic system.

2 Literature insights

This section describes previous studies that have used
the publicly accessible BRACS dataset for building DL
systems to diagnose breast cancers from histopathological
images. BRACS dataset is distinguished by its thorough
classification of 4391 breast tumor samples form 547
WSiIs across seven subtypes [11]. Granular annotations in
the dataset facilitate DL research, but introduce problems
like inconsistent metadata and tumor subtype variability
that affect the generalizability of the models.

Wang et al. [12] used 4,391 Hematoxylin and Eosin
(H&E)-stained tumor samples from seven classes present
in BRACS dataset for classifying breast cancer utilizing
their proposed Heterogeneous Knowledge Distillation
(HKD) framework. To address inter- and intra-observer
variability, annotations were validated through consensus
among pathologists. The HKD framework incorporates a
transformer-based Graph Neural Network (GNN) to
capture detailed tissue-level representations, and Multi-
Teacher GNN (MP-GNNSs) for fine-grained cell-level
analysis. In order to align biological entities across scales,
preprocessing steps included tissue graph construction and
cell segmentation using HoVer-Net. Using cross-entropy
and biological affiliation losses for optimization, the study
focused on enhancing classification consistency across the
heterogeneous data from BRACS.

Tafavvoghi et al. [6] classified molecular subtypes
(LumA, LumB, HER2, Basal) from H&E-stained whole-
slide images (WSls) using BRACS in conjunction with
TCGA-BRCA and CPTAC-BRCA. The extraction of
512x512 tiles for tumor vs. non-tumor classification was
made possible by BRACS's annotated tumor regions. Tile
augmentation and HER2-Warwick data integration helped
to address issues like HER2 subtype imbalance. To
minimize inter-slide variability, preprocessing included
tile generation using QuPath and Macenko color
normalization. The effectiveness of BRACS in addressing
tumor heterogeneity and scanner variability was
demonstrated by XGBoost aggregation in conjunction
with ResNet-18-based one-vs-rest classifiers.
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Li et al. [13] incorporated Global Attention Pooling
and Bayesian Collaborative Learning (BCL) into a GNN
model for breast cancer classification. The BRACS
dataset was reclassified as malignant, atypical, and
benign. Using SLIC to extract local regions for superpixel
segmentation, a ResNet34 backbone pre-trained on
ImageNet processed the data. They enhanced the model’s
robustness by augmentation techniques which included
rotation and flipping. Semantic ambiguity between
subtypes was addressed by a soft classification head. The
framework demonstrated the practicality of BRACS in
addressing complex diagnostic problems by iteratively
optimizing graph- and patch-level classifiers.

Zheng et al. [14] proposed a TL framework that uses
six pre-trained CNNs (VGG16, InceptionV3, ResNet50,
etc.) for histopathological image classification from the
BreakHis dataset. Class imbalance was addressed through
augmentation via horizontal and vertical flipping, and
performance was enhanced through EL across accuracy-
based weighted voting. Their methodology shows the
potential of hybrid architectures for BRACS's grading
task’s challenges.

Kumari et al. [15] and Potsangbam et al. [16]
recommended Magnification-independent classification
with the help of ResNet50 and DenseNet121, respectively.
TL made the extraction of features possible in sparse data
and preprocessing methods such as resizing and
augmentation dealt with inter-class variability. These
experiments show that the TL is flexible to
histopathological data.

Maurya et al. [17] presented FCCS-Net to classify
images for breast cancer diagnosis. It is a multi-level
attention-based TL model, developed on the foundation of
the ResNet18 architecture that enhances channel-wise and
spatial features discrimination using a fully convolutional
attention mechanism. To give the robustness of varying
optical zoom levels, this design focus on hierarchical
feature extraction by adding more residual connections
and multi-granular analysis. The framework was tested on
histopathological datasets such as BreakHis, IDC and
BACH and demonstrated flexibility with a variety of
image resolutions.

Singh et al. [10] explored hybrid TL frameworks in
detecting breast cancer with the help of such architectures
as DenseNet, VGG, ResNet, and EfficientNet. Their
analysis was concerned with class imbalance of Kaggle
IDC dataset by using augmentation methods such as
rescaling, zooming, and shearing and preprocessing
methods including normalization and undersampling.
ReLU activation and cross-entropy loss were used to
optimize the models, and hybrid combinations that
included DenseNet and Logistic Regression were focused
on.

M.N. Mehmood et al.

Karthik et al. [18] combined Dual Attention Multi-
scale CNN (DAMCNN) with Channel-Spatial Attention
ResNet (CSAResNet). The design had batch
normalization and channel-spatial attention modules to
minimize overfitting. EL is able to balance out the class
distributions with augmentation methods such as rotation
and zooming hence tackling FPs and magnification
sensitivity.

Majumdar et al. [19] used TL to create a Gamma
function-based ensemble of GoogleNet, VGG11, and
MobileNetV3_Small for the classification of breast
cancer. The rank-based confidence scoring made the
framework useful in a variety of datasets, including
BRACS, as it improved robustness with magnification.

Ashraf et al. [9] propose a hybrid MSHFF-Net, an
explainable Multi-Scale Hierarchical Feature Fusion
(MSHFF) architecture designed for breast cancer grading
task using histopathological images. The model integrates
adaptive multi-scale blocks with a feature-fusion stem, to
capture of both tissue-level patterns. MSHFF-Net
processes input images of size 320320 and is trained on
BRACS dataset. The architecture employs Leaky ReLU
activation and utilizes sparse categorical cross-entropy as
the loss function. To enhance interpretability and clinical
trust, the study incorporates the Grad-CAM technique to
visualize the decision-making process of MSHFF-Net.

Although BRACS has been used for molecular
classification [6] and tumor subtyping [12], [20], few
studies have directly utilized its seven-class hierarchy for
cancer classification [9]. The effectiveness of hybrid
architectures (such as attention mechanisms and gamma-
based weighting) in addressing issues like inter-class
ambiguity and data imbalance is demonstrated by existing
frameworks [14], [15], [16], [18], [19]. The proposed
framework, which combines EL and TL to handle the
particular complexities of histopathological images, is
driven by these advances.

3 Proposed methodology

The proposed framework for screening and grading
of breast cancer via histopathological image analysis
comprises a dual branch CNN architecture, enhanced by
integrating TL and attention mechanisms. Figure 2
presents the complete pipeline of our proposed
framework, which include data acquisition, preprocessing
pipeline detailing both enhancement and augmentation
strategy, and proposed architecture’s training and
evaluation. Local contract enhancement emphasizes on
subtle nuclear and architectural patterns to distinguish
between atypical (like ADH, FEA) and malignant (like
DCIS, IC) lesions. Moreover, the dataset is subjected to
geometric augmentation in order to eliminate class
imbalance and increase generalizability. The following
sections describes thorough dissection of these
components.
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Figure 2: Proposed Framework designed for breast tumor diagnosis using histopathological images analysis

3.1 Data acquisition

The BRACS (BReAst Carcinoma Subtyping) dataset
is a detailed and robust benchmark aimed at advancing
research in breast cancer histopathology image analysis.
The dataset contains total of 4,391 images extracted from
the 547 WSIs of 189 different patients, which were
utilized in this study. A WSI is a high-resolution,

P R P i . Usual Ductal
panoramic image of a tissue sample, obtained from entire Pathological Hyperplasia Flat Epithelial
microscope slides. An annotated set of WSIs were divided Benign (PB) (UDH) Atypia (FEA)

and distributed to three pathologists, and each one of them
extracted Rol image samples, which were later annotated
with the consensus of all three pathologists [11]. The
classification of lesions into seven subtypes portraits
BRACS as a valuable resource for breast cancer screening
and grading. The dataset is scanned at a resolution of 0.25
um/pixel with 40x magnification using an Aperio AT2

scanner, and includes diagnostically challenging lesions Atypical Ductal  Ductal Carcinoma Invasive
like Flat Epithelial Atypia (FEA) and Atypical Ductal HY(P:B!};*;S‘“ In Situ (DCIS) Carcinoma (IC)

Hyperplasia (ADH), which are critical as precursors to
Invasive Carcinoma (IC). These subtypes along with other
Normal (N), Pathological Benign (PB), Usual Ductal
Hyperplasia (UDH) and Ductal Carcinoma In Situ (DCIS)
classes, makes BRACS a valuable tool for tackling real-
world diagnostic complexities. Figure 3 shows lesion
spots of all 6 diseases from BRACS dataset.

Figure 3: Visual representation of lesion classes from
BRACS dataset
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Compared to other datasets like BreakHis and BACH,
BRACS excels in diversity [11], [20] and richness. Unlike
datasets focused on binary classification, BRACS
supports multi-class subtyping, offering a realistic and
nuanced benchmark for breast cancer diagnosis. Its
inclusion of artifact-prone and heterogeneous images
better represents clinical scenarios, allowing researchers
to develop algorithms that generalize effectively to
complex diagnostic tasks. This make BRACS particularly
valuable for benchmarking Al systems, improving
automated subtyping, and advancing computational
pathology.

3.2 Data preprocessing

The BRACS dataset comes with a predetermined set
of training, testing, and validation splits, but they did not
align with the desired 70%-20%-10% distribution, used in
our study. To address this, all samples from each class in
the original splits were pooled together and redistributed
into training (70%), testing (20%), and validation (10%)
subsets. This reorganization ensured that each subset is in
70%-20%-10% distribution, as mentioned in Table 1,
providing a consistent and equitable foundation for model
training and evaluation.

Table 1: BRACS screening (2-class) and grading (7-Class)
datasets summary

Dataset Classes (r,l;l(‘ﬁ,;)n) ‘ﬁl;‘:/i;e (;l“oe :/f) )
BrRACS Cancerous 2715 387 777
Screening ~ Normal 358 51 103
N 358 51 103
PB 530 75 153
BRACS UDH 329 47 95
Grading FEA 397 56 115
ADH 548 78 157
DCIS 524 74 151
IC 385 55 110

Before training, all images were resized to a
standardized resolution of 224x224 pixels using bicubic
interpolation. This step ensured uniform input dimensions
for CNN models, optimizing computational efficiency
while preserving critical morphological details.

3.2.1 Contrast limited adaptive histogram

equalization (CLAHE)

The contrast enhancement technique employed was
CLAHE to enhance the image quality and model
performance [21]. Noise, uneven staining and illumination
are present in histopathological images, and they may
obscure critical cellular characteristics. CLAHE solve
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these issues by enhancing local contrast, and by
preventing over-amplification of noise, retaining fine
morphological and textual features required to carry out
classification.

To apply CLAHE, the images were broken into
uniform, non-overlapping blocks so that contrast could be
adjusted on a local basis. Each image was divided into 64
tiles using a 8 x 8 grid that offers a trade-off between the
local contrast adjustments and the computational
requirements. The Corner Regions (CR), Border Regions
(BR), and Inner Regions (IR) were done separately in
order to preserve structural integrity. To manage contrast
enhancement and avoid noise over-amplification, a clip
limit of 2.0 was used to restrict contrast enhancement to a
controlled amount, ensuring that the enhancement does
not overly exaggerate. The Cumulative Distribution
Function (CDF) was calculated using the adjusted
histograms which fine-tuned the pixel intensity values
within each tile. CLAHE decreased variability brought on
by uneven staining and improved the model's capacity to
distinguish between various tumor subtypes by making
subtle histopathological structures more visible that can be
seen in the Figure 4.

Original Image

7

Enhanced Image

b g

Figure 4: Impact of CLAHE enhancement and geometric
augmentation on input image

3.2.2  Geometric augmentation

Geometric augmentation was applied on the BRACS
dataset in order to increase variability and enhance the
proposed framework's capacity for generalization. By
augmenting all the subset, biases in model evaluation are
avoided, and the testing accurately represent actual
clinical situations. The dataset size was essentially
increased by employing geometric transformations to
create four augmented variants for every contrast-
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enhanced image that can be visualized in the Figure 4. The
augmented images were added to their enhanced variants
increases the dataset size by a factor of five. Pre- and post-
augmentation samples are mentioned in Table 2. The
augmentation transformations used are as follows:

Horizontal Flip: Reflecting along vertical axis.
Vertical Flip: Flip along the horizontal axis.
90° Rotation: Rotating the image clockwise.
270° Rotation: Counterclockwise rotation.

Table 2: pre-and post-augmentation dataset samples

Dataset Classes B:flogl:e ifl:;r
BRACS Cancerous 3879 19395
Sereening " Normal 512 2560
N 512 2560

PB 758 3790

BRACS UDH 471 2355
Grading FEA 568 2840
ADH 783 3915

DCIS 749 3745

IC 550 2750

By assisting the CNN models in creating feature
representations that are both rotation- and orientation-
invariant, these transformations decreased the possibility
of overfitting to particular spatial arrangements. This
augmentation method was critical in enhancing the
strength and adaptability of the classification framework,
as it increased the variability of the training data.

3.3 CNN architecture

CNNs that implement simple feed-forward
architectures such as AlexNet, process the data
sequentially using multiple layers, and take advantage of
the fixed kernel sizes, such as 3x3 filters with a stride of
1, to extract fine-grained features. With 61 million training
parameters, AlexNet uses dropout to minimize overfitting
and non-saturating neurons to accelerate the training
process. When used on histopathology imaging, it
commonly fails at complex tasks in grading due to its fixed
kernel sizes [22].

Multi-level CNNs tackle the limitations of simple
feed-forward models by reusing features through skip or
dense connections. Models like ResNet18 and ReNet50
incorporates residual blocks with skip connections to
address the gradient vanishing issue, that enables efficient
training and features learning [23]. These models accept
the input image of size 224 x 224 x 3, and have 44 and 23
Million (M) trainable parameters, respectively. These
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networks enhance the learning of both low- and high-level
features, however, their computational demand and risk of
overfitting is high for datasets like BRACS.

DenseNet101 and DenseNet201 with their innovative
design that connects each layer to every other layer,
optimizing feature reuse across the layers with dense
connections, they use 10 and 20 M trainable parameters,
respectively. They process the input image of 224 x 224 x
3 and integrate a series of convolutional layers, batch
normalization, ReLU activation, max and average pooling
and depth concatenation layers. All these architectural
components collaborate in promoting performance and
efficiency in feature extraction.

Multi-scale CNNs tackle the scale variation issues by
incorporating multiple filters of different kernel sizes
within a single layer, allowing the network to detain both
fine and broad patterns, making it suitable for datasets like
BRACS, having varying patterns and lesion sizes.
InceptionV3 employs Inception modules which combine
parallel convolutional and pooling operations with
varying kernel sizes, and Xception-Net utilizing the depth-
wise separable convolutions, both take the input image of
299 x 299 x 3, with 315 and 71 layers, and 23.9 and 22.8
M trainable parameters, respectively. Despite the
advantages, multis-scale CNNs may encounter challenges,
such as feature loss in deeper layers and inefficiencies in
fusing multi-level features when skip connections are
absent.

In DL, researchers propose hybrid CNN models, that
use the advantages of many SOTA CNN architectures to
produce a classification framework that is more resilient
and flexible, and capture relevant features in their
respective domains like agriculture [24], speed estimation
[25] and biomedical imaging [7], [9]. Hybrid models
leverage deep networks' high-level feature abstraction
capabilities, combined in a single CNN architecture.
Ashraf et al. [8] proposed HFF-Net to overcome the
drawbacks of traditional CNNs, by incorporating
hierarchical multiscale feature extraction minimizing data
loss for biomedical imaging. The network is organized
into two primary parts: an HFF-stem module that captures
low-level data hierarchically wusing four parallel
convolutional layers which concatenates at various depths,
and a branch module that extracts high-level features by
incorporating two Scale Adaptive Dense Connection
(SADC) blocks. Two GAP layers reduce overfitting while
use of swish activation and sparse_categorical_cross-
entropy loss helps in mitigating dead neuron and
overfitting issue. The model maintains the spatial
information necessary for accurate lesion detection by
using only 1.18 M trainable parameters. However, when
applied to complex datasets such as BRACS, which
exhibit significant heterogeneity in lesion types, these
structures may not distinguish subtle features and be prone
to focusing on irrelevant or noisy information, which
emphasizes on the need for additional refinement in the
architecture.
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3.4 Ensemble learning

EL combines multiple models to leverage the
strengths of both to enhance classification accuracy,
improve robustness, and achieve greater generalizability
compared to individual models. This approach has shown
immense potential in capturing complex histopathological
patterns in breast cancer diagnosis, particularly for
analyzing H&E-stained histological images [14], [26],
which often present challenges for single architecture. The
EL process is typically divided into three key stages:

e Data Sampling/Selection: Ensuring diversity in
training data is essential for effective learning. In this
study, we divided the dataset into training (70%),
testing (20%), and validation (10%) subsets to
maintain a structured learning process. Moreover, the
training and  validation  subset  underwent
augmentation to increase generalizability to more
comprehensive feature representation.

e Feature Extraction and Concatenation: Instead of
training multiple base models independently, we
leveraged the strengths of different CNN
architectures by extracting their learned features and
concatenating them into a unified feature space. The
extracted discriminative features serve as inputs to a
final classification layer, enhancing the robustness of
the predictions.

e Combining Results: Rather than employing
traditional ensemble strategies like majority or
weighted voting, our approach fuses the feature
representations from the two branches before
classification. This feature-level integration enables
the model to learn a richer and more informative data,
ultimately improving classification performance.

3.5 Transfer learning

TL moves over the knowledge that is obtained
through solving one problem into another related
problems. This approach has been useful in breast
histopathology, where issues like small, annotated
datasets and the low performance of DL models can be
encountered. DenseNet121 has been used as a feature
extractor due to its dense connection, which facilitates a
smooth flow of information across layers [16].
Potsangbam et al. [27] showcased the power of this model
by resizing histopathological images to 224 x 224 pixels
and processing them through DenseNet121. The extracted
deep features were then classified into benign or
malignant categories using fully connected layers, leading
to significant improvements in classification accuracy.
This approach also addressed the issue of dataset
imbalance through the use of augmentation techniques.
TL is implemented using two primary strategies:

Feature Extraction: In this method, pre-trained
models are wused as feature extractors. The
convolutional layers of these models, trained on large
datasets like ImageNet, are frozen, and the extracted
features are then fed into task-specific classifiers. For

e Fine Tuning:
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instance, Maurya et al. utilized ResNet18 combined
with multi-level attention mechanisms to extract fine-
grained features from histopathological images [17].
This approach achieved high classification accuracy on
datasets such as IDC and BreakHis.

Fine-tuning involves selectively
unfreezing specific layers of a pre-trained model to
adapt it to the target domain. An example can be seen
in the FCCS-Net model, where attention mechanisms
were added to ResNet18 [17], that delivered state-of-
the-art performance across multiple datasets. These
mechanisms focused on both spatial and channel-
specific features, allowing the model to capture
intricate cellular patterns.

By addressing key challenges such as limited data
availability, class imbalance, and computational
resource constraints, TL has become an essential tool
in histopathological image analysis for breast cancer
diagnosis.

3.6 Overview of proposed architecture

The proposed architecture adapts an enhanced
features flow within architectural blocks for precise and
accurate breast cancer classification. The architecture is
designed to capture tissue level patterns from H&E-
stained images, to address the morphological
heterogeneity, and diagnostic complexity inherent in
histopathological images. Figure 5 illustrates the proposed
architectural diagram.

Outpur: 7 x 7 x 1920

I Scale Adaptive Dense Connection Block

!

Artention Block

Output: 14 x 14 % 512

!

I Scale Adaptive Dense Connection Block

I Artention Block

I

Output: 7% 7 % 512

Figure 5: Proposed architecture’s diagram

The model accepts the input image with dimensions
224 x 224 x 3 pixels, as this resolution maintains essential
cellular details and maximizes computational efficiency.
In the first branch, input is processed via HFF-stem [8],
which processes the input image using four parallel
convolutional layers to obtain hierarchical features at
various scales as demonstrated in Figure 6. The initial
layer (Conv.1) consists of a 3 x 3 convolution with Stride
(S) value 1 to extract Feature Maps (FM) of size
224x224x64, whereas Conv.2 is downsamples the input
to 112x112x64 using 3%3 convolution and S=2. Third and
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fourth convolutions utilizes 5x5 and 7x7 kernels to extract
56x56x32 FMs with S=4, respectively. These multiscale
features are integrated at various levels in the stem.
Conv.1’s FMs are then downsampled with Max Pooling
(MP) layer having 2x2 kernel and S=2. In this way, the
FMs from Conv.1 and Conv.2 are concatenated, forming
a 112x112x128 tensor. These concatenated FMs are
downsampled to 112x112x64 with a 1x1 convolution,
known as the Channel Pooling Layer (CPL). Two parallel
convolution layers consisting of 3x3 filters with S=1 and
S=2 are used to process the CPL output. The S=1
convolution output is then subjected to MP, and the output
is joined with the S=2 convolution output and the Conv.3
(5%5, S-4) FMs. This concatenated set of 56x56x160
features is then fed into another CPL that downsizes the
features to 56x56x64 for the final stem’s output.
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Figure 6: HFF-stem used in HFF-Net [8]

Moreover, the FMs of Conv.1 are sent through a S=2
convolution layer to generate 112x112x64 FMs which are
followed by a standard convolution layer with 64 filters.
The resultant features are then subjected to parallel S=2
convolution and MP layers and then concatenated to
create 56x56x128 FMs. These FMs are subjected to CPL,
and then 3x3, 1x7, 7x1, and 3x3 filters all having S=1 are
applied. Lastly, the Conv.4 output is finally added to the
output of these layers to produce a 56x56x160 tensor.
CPL is used to cut the 160 channels into 64 channels
which are in turn combined with the 64 channels of other
parallel layers. The ultimate output of the HFF-stem is a
collection of 128 FMs of size 56x56, optimized to produce
low-level features at the lowest possible information loss.
Finally, a standard MP layer is applied to the HFF-Stem’s
output reducing the features dimensions to 28x28.

The refinement of output FMs from HFF-stem is done
through an attention block, as demonstrated in Figure 7.
The attention block adaptively recalibrates channel-wise
responses, improving the features before passing to the
next layers [7]. The GAP is applied to the spatial
dimensions, and the input-tensor is reduced into a
1x1x128 descriptor with global contextual information of
each channel, and then directed to a Fully Connected (FC)
layer that reduces the channel dimension to 1x1x16 with
a reduction factor of r = 8. A Leaky_ReLU activation then
comes after this reduction and this is non-linear but does
not break the gradient flow so that the attention
mechanism is allowed to focus on more useful features
[24]. These representations are then upsampled to the
original channel size using a second FC layer, yielding a
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1x1x128 attention vector. A sigmoid activation is used to
normalize the attention weights. The resulting channel-
wise attention weights are finally multiplied element-wise
with the original 28x28x128 FMs to obtain recalibrated
features, which are sent to the subsequent block.

1x1xC 1x1xCh 1x1xCh 1x1xC 1x1xC

[GAPLayer H FC Layer HLeaky,Rﬂ.UH FC Layer H Sigmoid ]

Recalibrated
Output FMs

Input FMs

Figure 7: Attention block employed in Enhanced HFF-Net

The polished FMs are fed into the first SADC block,
which is illustrated in Figure 8. It processes the input in
four parallel branches each serving different purposes. A
3x3 MP with S=1 is used to maximize the information
passing through the last unit, and then 1x1 convolution to
reduce the FMs to 128 channels. The second, third, and
fourth branches start with a 1x1 convolution to reduce the
FMs to 64 channels, thus reducing computational
complexity. The second branch then applies three closely
spaced 3x3 convolutional layers, each of which extracts
64 FMs, making the total 192 FMs. The third branch uses
32 closely interspersed 5x5 convolutional kernels, which
produce 96 FMs. The bigger 5x5 kernel captures a wider
scope of spatial features, and thus it can detect larger
patterns that smaller kernels might fail. The fourth branch
employs 32 closely spaced 3x3 convolutional kernels with
dilation rate of 2, which produce additional 96 FMs. The
rate of dilation expands the receptive field, without any
additional parameters, and improves the capacity of the
network to encode contextual information with
computational efficiency. The FMs of all of these
branches are concatenated and subjected to a MP layer to
reduce the dimensionality, resulting in 14x14x12 FMs.
This representation is subsequently subjected to an
attention block and afterwards sent to the first GAP layer
and the second SADC block. The second SADC block
works similar to the first one and generates 7x7x512 FMs
that are refined by a third attention block, before finally
sending them to the second GAP layer.

Scale Adaptive Dense Connection (SADC) Block
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Figure 8: SADC block used in HFF-Net [8]

The second branch obtains multi-level features via the
densely connected DenseNet201’s architecture. It uses
pre-trained ImageNet weights, and thus generalizes to the
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heterogeneous patterns in the histopathological Rols.
DenseNet201 generates output FMs of 7x7x1920, which
are then fed into the GAP-3 layer, creating a 1x1x1920
tensor. All three GAP layers, having discriminative
features at different spatial depths, are concatenated in a
GAP concatenation unit. This design guarantees that the
classification layer is provided with a rich hierarchical
representation of multi-level and multi-scale features,
which include low-level and high-level cues. In order to
avoid overfitting, dropout rate of 0.2 is employed prior to
final classification. A Softmax layer is then used to
produce class probability distributions of
histopathological images, in this case, breast cancer
diagnosis.

3.7 The Activation and loss function
In this research, we have employed the swish

activation function, which is given in the Equation (1):

fG) =x-0(), )

where o(x) =

1+2_x denotes the sigmoid function.

Swish activation maintains high convergence rates
while effectively addressing the gradient vanishing
problem, which significantly enhances the training
efficiency, leading to notable improvements in
classification performances.

To further optimize the training over the diverse
BRACS dataset, we employed the
"sparse_categorical_cross-entropy™ loss function, derived
from the traditional categorical cross-entropy, specifically
to work with integer-encoded target labels instead of one-
hot encoded labels. Its formulation provides a suitable
mechanism for managing grading tasks in this context.
The loss function is formally defined in Equation (2).

L=-2Y, log(Py,) 2)

Here, L represents the loss function, while N denotes
the total number of samples in the dataset. The variable y;
corresponds to the integer-encoded label for the i —th
sample, and P, ,, is the predicted probability that the i —
th sample belongs to its true class, as indicated by y;.

3.8 Evaluation metrics

Evaluation metrics which include recall, precision,
F1-score, and overall accuracy, are utilized to assessed the
proposed framework's efficiency. The Confusion Matrix
(CM) is used to calculate these metrics, which are reported
for each class label. Additionally, CM[i][j] is the number
of instances that are predicted to be in class j but are
actually in class i. Following are the performance metrics
for each class:

TP cMli]fi]

Precision; = TP+FP, CMI][I1+ 5, CMI1I] ®)

M.N. Mehmood et al.

TP eMIi]fi]
Recall; = TPA+FN;  CM[{J[i]+3j,; CM[i][j] Q)

2x Precision;xRecall;

F1 —Score; = isi ©
Precision;+Recall;
o eMi[i]
A = —ci=17 6
ccuracy T B, CMIE] ©
where

e nisthe number of classes.

e  (CM]Ji][i] represents the True Positive (TP) samples
for class i.

o =172 CM[J][i] represents the False Positive (FP)
samples for class i, which are instances predicted as
class i but belong to other classes.

o =172 CM[i][j] represents the False Negative (FN)
samples for class i, these instances are actually in
class i, but are predicted as other classes.

3.9 Grad-CAM interpretability analysis

The proposed framework applies Grad-CAM as an
Explainable Artificial Intelligence (XAI) to enhance
model transparency, and permit reliable decisions, by
producing localized maps of the per class instances, that
highlight the significant spatial areas contributing in class
prediction. Heatmaps are extracted from the last
convolutional block prior to the GAP layer, as it retains
higher semantic information and spatial structure. For an
input image and target class c, the gradient of the class
score y, with respect to the FMs FM, from the selected
convolutional layer is computed. The weight aj, of each
channel of the FM,, is then calculated as an average of the
gradients with respect to the spatial dimensions:

1 H
Hxw <=1

w 9Yc
2J=1 3Emi @

ay =

H and W are the width and height of FMs, that are

measures of the contribution that each channel has to the

class prediction. The weighted FMs are then summed to

obtain the Grad-CAM heatmap, which is then followed by
a Leaky ReLU activation:

LGraa-cam = Leaky_ReLU Yi_, ai FM* 8

The conventional ReLU is replaced with leaky ReLU
[24], that process small negative gradients, mitigating
dead neurons, and improve gradient flow. The heatmap is
then resampled to the size of the input image and overlaid
onto the original image, indicating areas of tumor that
contributed in the model decision-making.

4 Experiments and evaluation

Substantial experiments on the BRACS dataset were
conducted to thoroughly assess the performance of the
proposed framework, with particular focus on both
screening (binary classification) and grading (multi-class
classification) tasks. To evaluate the effectiveness of
integrated components in proposed framework, an
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ablation study was conducted using DenseNet201,
InceptionV3 and HFF-Net [8]. Our framework was
analyzed comparatively against baseline SOTA CNNs
(which include AlexNet, Mobile-Net, ResNet18/50,
DenseNet101/201, Xception and Inception), HFF-Net and
a recently published work by Ashraf et al. [9], where they
conducted experiments on the BRACS dataset using their
proposed MSHFF-Net. Same training and evaluation
environments were carried out, which makes it a relevant
choice for comparison.

All of these experiments were carried out by using the
NVIDIA Tesla T4, with 40 streaming multiprocessors, 16
GB of GDDR6 memory and 6 MB shared L2 cache, which
is exceptionally powerful and capable of up to 8.1
TFLOPS of FP32 and 65 TFLOPS of FP16 precision. The
GPU with clock speed of 1.59 GHz and a memory
bandwidth of 300 GB/s, provided the required
performance to process the augmented sets of datasets and
complex computations needed by DL frameworks. A
batch size of 32, which offered a balance between memory
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and gradient stability. AdamW helped in achieving rapid
convergence and stable training dynamics, due to its
adaptive learning rate. The model was trained over 60
epochs providing sufficient time to capture complicated
patterns.  Moreover, best weights were saved
automatically, to maintain best performance until the last
evaluation stage. During the testing phase, these weights
were used to evaluate the generalization ability of the
models and their classification accuracy. This
methodology made sure that the reported results are the
best performances for histopathological images
classification for breast tumor detection.

4.1 Ablation study for binary class
classification
A rigorous ablation study presented in Table 3 was
carried out to observe that how the components integrated

in proposed framework contributes in accurate diagnoses
of breast cancer.

Table 3: Ablation study for binary classification

Binary Class Classification

Model TL EL Att. Enh. Aug.
Pr. % Rec.% F1 Score % Ace.%
DenseNet201 X X X X X 81.04 75.93 78.16 91.70
Inception V3 X X X X X 83.80 69.49 74.07 91.47
HFF-Net [8] X X X X X 91.96 72.98 78.90 93.18
Enhanced HFF-Net [V1] X X v X X 91.81 79.88 84.53 94.54
DenseNet201 [V2] v X X X X 87.14 77.68 81.47 93.29
Inception V3 [V3] v X X X X 91.02 77.16 82.23 93.86
Dense+Incp [V4] v v X X X 87.40 86.45 86.91 94.65
Dense+E.HFF [V5] v v v X X 89.25 88.58 88.91 95.45
Dense+E.HFF [V6] v v v v X 92.50 88.13 90.15 96.13
Dense+E.HFF [V7] v v v v v 92.59 93.81 93.19 97.15

X: Component not included, v': Component included, TL: Transfer Learning, EL: Ensemble Learning, Enh.: Enhancement,
Aug.: Augmentation, Att.: Attention Block

To assess the influence of individual elements on, we
started by analyzing a number of baseline architectures,
trained without improvements for binary classification
task. DenseNet201, Inception V3, and HFF-Net became
top performers by obtaining accuracy of 91.70%, 91.47%,
and 93.18%, respectively. HFF-Net showed a promising
edge compared to other baselines. In the next step, we
incorporated the attention block in HFF-Net architecture,
resulting in enhanced HFF-net [\V/1] that achieved 94.54%
accuracy along with a stable precision of 91.81%,
demonstrating the effectiveness of attention mechanism.
We fine-tuned DenseNet201 [V2] and InceptionV3 [V3]
on ImageNet weights to evaluate the impact of TL instead
of learning from scratch. With accuracies of 93.29% and
93.86%, respectively, both versions showed gains over
standalone baselines. Moving forward, the ensemble of
DenseNet201 and Inception V3 (Dense+Incp) [\V4] stated
94.65% accuracy, while combining DenseNet201 with
Enhanced HFF-Net (Dense+E.HFF) [V5] gained

remarkable performance of 95.45%, with E.HFF-Net

being attention-based hierarchically adaptive and
DenseNet201 leveraging advantage from ImageNet
weights.

Introducing contrast enhancement via CLAHE
increased the visibility of essential features, resulting in
improved model’s (Dense+E.HFF) [V6] performance of
96.13% accuracy, with stable improvements across all
evaluation metrics. Augmentation training and validation
set further enhanced model’s generalizability and
improved the accuracy. The final variant (Dense+E.HFF)
[\V7] achieved an overall accuracy of 97.15%, F1-score of
93.19, recall of 93.81 and precision of 92.59, showing the
effectiveness of all the integrated components of proposed
framework. The CM in Figure 9 give an overview of the
screening performance of proposed model on the
BRACS’s test set. The diagonal cells represent correct
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predictions, while off-diagonal cells tells where the model
confuses the labels.

Confusion Matrix
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True label
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(1.23%)

458
(10.43%)

Normal 1000

Cancerous Normal
Predicted label

Figure 9: The proposed framework’s CM for screening task.

The CM shows strong separation between Cancerous
and Normal tissue, with 3808 samples correctly identified
as Cancerous (TP), and 458 samples correctly identified
as Normal (TN), resulting in 4266/4391 correct
predictions and the overall accuracy of 97.15%. The error
rates are limited to 54 FPs, and 71 FNs. Interpreting
Cancerous as the positive class, the counts TP = 3808, TN
=458, FP = 54, and FN = 71, imply a high sensitivity for
Cancerous detection and specificity for Normal cases
recognition. Notably, the small FN (71 cases) suggests
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that the proposed framework hardly misses very few
cancerous patterns, which make it suitable for breast
cancer histopathological image analysis under screening
environment.

4.2 Ablation study for multi-class
classification

The impact each component was also evaluated under
multi-class classification task. The goal was to assess the
performance across a broader range of tumor categories.
Training from scratch produced accuracies of 67.42%,
64.36%, and 70.92% for DenseNet201, Inception V3
HFF-Net, respectively, as shown in Table 4. In the
baseline comparisons, HFF-Net distinguished itself with
high accuracy of 70.92%, appearing as a good fit for
difficult and complex classification tasks. Furthermore,
incorporating attention block increased the accuracy to
76.02% with stable precision and F1-score, indicating the
efficacy of design choice for enhanced HFF-Net (E.HFF-
Net) [V1]. Fine-tuned versions of baselines produced
substantial improvements, with Inception V3 [V3]
reaching 73.75% and DenseNet201 [V2] reaching 76.69%
accuracy. The Dense+Incp [V4] ensemble fell short of
DenseNet201's [V2] performance by achieving only
74.88%, indicating that unstructured increase of features
for prediction can confuse the model. On the other hand,
the Dense+HFF [V5] demonstrated an accuracy of
78.61% with balanced precision and recall, suggesting that
the distinct features capturing ability of HFF-Net
effectively supplemented DenseNet201 in multi-class
classification setting.

Table 4: Ablation study for multi-class classification

Binary Class Classification

Model TL EL Att. Enh. Aug.
Pr. % Rec.% F1 Score % Ace.%
DenseNet201 X X X X X 67.31 65.02 64.81 67.42
Inception V3 X X X X X 62.61 62.71 61.60 64.36
HFF-Net [8] X X X X X 69.50 69.32 68.04 70.92
Enhanced HFF-Net [V1] X X v X X 75.91 76.11 75.64 76.02
DenseNet201 [V2] v X X X X 76.21 75.90 75.87 76.69
Inception V3 [V3] v X X X X 74.37 73.19 72.26 73.75
Dense+Incp [V4] v v X X X 74.73 74.89 74.40 74.88
Dense+E.HFF [V5] v v v X X 77.65 77.74 77.57 78.61
Dense+E.HFF [V6] v v v v X 79.20 79.28 79.12 80.31
Dense+E.HFF [V7] v v v v v 83.39 83.64 83.44 84.08

X: Component not included, ¥': Component included, TL: Transfer Learning, EL: Ensemble Learning, Enh.: Enhancement,
Aug.: Augmentation, Att.: Attention Block

The accuracy was further raised to 80.31% by adding
CLAHE-based enhancement (Dense+HFF) [V6],
suggesting that enhancement provides additional benefits
in identifying classes that might differ slightly and are
difficult in distinguishing otherwise. Data augmentation
(Dense+E.HFF) [\V7] yielded the top performance with an

accuracy of 84.08%, and stable precision, recall and F1-
score of 83.39, 83.64 and 83.44, respectively. The multi-
class classification performance on the BRACS’s test set
is summarized by the CM in Figure 10, where true labels
are on the y-axis and predicted labels are on the x-axis. In
a multi-class setting, TP/FN/FP/TN are interpreted per
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class using a one-vs-rest view. This lens is essential as
errors often occur among morphologically adjacent
entities like hyperplasia, atypia and in situ carcinoma, and
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overall accuracy alone can mask these clinically
meaningful results.
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18
(3.5%)

PB

UDH

61

ADH (10.7%)

True label

FEA

DCIS

N PB UDH

ADH

700

4
(0.8%)

600

500

- 400

(0.9%)

3 18
(0.5%) (3.3%)

513
(93.3%)

FEA DCIs IC

Predicted label
Figure 10: The proposed framework’s CM for grading task

The diagonal of CM is predominant, which confirms
that the proposed framework (Dense+HFF) has achieved
the greatest overall grading accuracy, with 3692 correctly
classified samples of 4391 (84.08% accuracy). On class
level, the diagonal wise entities are the class-wise TP, the
other cells in that row are the FN, the cells in that column
are the FP, and all other cells are treated as TN. The model
demonstrates best recognition of FEA (743/783, 94.9%
recall) and I1C (513/550, 93.3% recall), which suggests that
these tumor types are well discriminated against in H&E
Rols. The performance for (DCIS 627/749, 83.7%) and
Normal (433/512, 84.6%) are also high, which proves that
the separation of malignancy tissue and normal tissue is
performed with high reliability. Most residual errors are
found in the moderate ADH, having highest FN load and
lowest recall (397/568, 69.9%), with errors being due to
confusion with severe (DCIS:48, FEA:15, I1C:4) and mild
(PD:29, UDH:22, N:18) cases, while DCIS is most
frequently confused with ADH (47 cases) and other mild
(45) tumors. These misclassifications are consistent with
the BRACS label space, and includes tough atypical
lesions that contribute to the difficulty of diagnosis, and
they explain why gains such as contrast enhancement and
augmentation are quantified by reinforcing subtle

morphology needed to resolve borderline categories.
Overall, this study shows that substantial performance
improvements can be achieved by progressively
integrating components that helps in refining and focusing
on the disease relevant features.

5 Discussion

The diagnosis of breast histopathology is based on the
identification of epithelial proliferations in ducts and
lobules typically on H&E-stained Rols. The diagnostic
continuum of this study is normal tissue, benign and
proliferative intraductal lesions and malignant entities that
incorporate in situ and invasive disease. The documented
findings suggest that there is a two-phase performance
pattern. In the lesion detection task that contrasts
cancerous tissue against normal tissue, the CM vyields
3808 TPs and 458 TNs out of 4391 test samples, which
corresponds to 97.15% overall accuracy, indicating that
the proposed framework has a high sensitivity, and
minimum abnormal missed cases. While grading into
seven classes, the CM indicates 3692 correct predictions
out of 4391 samples, which corresponds to 84.08% overall
accuracy. The overall result is consistent with multi class
histopathology = benchmarks  where  morphological
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heterogeneity and staining variability constrain ceiling
performance.

Class wise recall is highest for FEA at 743 of 783
cases (94.9%) and IC at 513 of 550 cases (93.3%). Only a
few non-invasive types are predicted to be IC, resulting in
low overcalled rate. The robust structural signatures are
plausibly decreasing the rate of spurious invasive
predictions. Strong performance is also found in DCIS and
normal tissue with recall of 83.7% and 84.6%,
respectively. The trend suggests that lesions having
unique epithelial lining or stromal invasion phenotypes are
separated efficiently. The CM demonstrates that the most
residual errors are between intraductal categories that are
biologically adjacent to each other. ADH has least recall
(397 of 568 cases 69.9%), and the highest FN load, with
the majority of the false identifications made with UDH
(61 cases) and to DCIS (47 cases). DCIS has been most
commonly misdiagnosed with 48 DCIS cases.

UDH and PB tissue show intermediate recall of 79%,
bidirectionally confused with normal tissue and ADH, due
to the overlapping heterogeneous populations of
epithelium, and low-grade neoplastic patterns in small
foci. There is a partially operational and extent-based
boundary separating ADH and low-grade DCIS, which is
why the adjacent groups are challenging to detect by even
experts. Grad-CAM  offers class discriminative
localization through activation map weighting with
gradients of the target class, resulting in a heatmap
indicating areas most helpful to prediction. Such visual
explanations come in handy especially in histopathology
as they can be matched with known diagnostic cues of
ductal and stromal. The strongest claims of interpretability
are those in which the heatmaps are consistent with
pathology priors.

The analysis by Grad-CAM shows that the proposed
framework is weighted towards architectural integrity and
ductal organization in the prediction of PB tissue as shown
in Figure 11. The attention-based refinement focuses on
well-structured glands and activation on features of
proliferative or malignant progression. This pattern
indicates that the decision process is based on structure as
opposed to unrelated visual correlations. This
interpretability finding is consistent with the levels of
moderate recall of PB tissue at 606 of 758 cases (79.9%),
since benign patterns may be stromal and ductal varying.

©
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Figure 11: Grad-CAM heatmaps for PB-class.
Heatmap analysis of UDH suggests that it is sensitive

to intraductal proliferation of epithelial cells and
cellularity of ductal spaces. Activations move towards
boundary centered patterns observed in benign tissue to
density centered patterns observed in ducts, consistent
with the histopathological description of UDH as a
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heterogeneous intraductal proliferation. This
reinforcement of the interpretation shows that the model
relies on structural and density related cues, and is not
based on spurious texture, as illustrated in Figure 12.
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Figure 12: Grad-CAM heatm
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Figure 13 shows Grad-CAM outputs of ADH, which
focused its attention on localized localities in ducts where
the epithelial cells proliferated abnormally with minimal
attention being paid to the stroma. The maps indicate the
presence of a shift in diffuse patterns that is typical of
benign proliferations to tight high intensity focal areas,
and which is congruent with architectural irregularity and
the emergence of cytologic monotony. The interpretability
trend promotes diagnostic plausibility, but the low recall
of 69.9% shows focal atypia continues to pose a challenge
in minute conditions.
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Figure 13:

The FEA Grad-CAM analysis reveals that the focus
was on the ductal linings, lumen facing epithelial layers
and not on the intraductal masses. Figure 14 demonstrates
that the activation geometry is aligned edge and this is
consistent with the dependence on the epithelial thickness
and slight atypia as opposed to overall hypercellularity.
This action is congruent with the microscopic description
that FEA has enlarged ductules or acini surrounded with a
thin layer of low-grade atypical cells. The recall of FEA
was extremely high with 94.9% indicating that the
attention-based E.HFF-net reliably detect fine structures.

. L
Figure 14: Grad

gl

CAM heétmaps for FEA-class.

The heatmaps analysis for DCIS shows broad
activation across entire ductal regions filled by densely
packed malignant cells, and the maps appear large and
continuous within ducts, as illustrated in Figure 15. This
activation pattern supports the claim that the network
distinguishes diffuse malignant proliferation from

localized atypical change, which aligns with the 83.7%
recall level.

Figure 15: Grad-CAM heatmaps for DCIS-class.
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The Grad-CAM analysis in Figure 16 for IC shows
attention distributed across disorganized stromal regions
rather than confined ductal spaces, and it highlights
patterns compatible with tissue infiltration. Invasive breast
carcinoma is fundamentally defined by basement

membrane breach with stromal infiltration, and reporting
protocols emphasize stromal invasion and associated
desmoplastic response. The high recall for IC at 93.3%
therefore coheres with an interpretable focus on invasion
anchored morphology.

1%‘;‘ ------ 2

Ifigure 16: 'Gré.c.j‘-CAl\/'I eéfmaps for IC-class.

Table 5 summarizes the performance of SOTA CNNs
for breast cancer screening using histopathological
images. MobileNet, being lightweight (4 million
parameters) and with 87.04% accuracy, also faces trade-
offs in precision and recall, which is reflected by its lower
Fl-score (62.49%). AlexNet (17 million parameters)
achieved an accuracy of 88.64%, yet has poor precision
(72.87 percent) and recall (75.88 percent), indicating that
it is not able to identify small features of the lesions.
ResNet-18 and ResNet-50 demonstrate a slight
improvement, where ResNet-50 attains 87.61% accuracy,
which is higher than 85.68% of ResNet-18, highlighting
the advantage of a deeper architecture to capture more
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number of FPs. The proposed framework retains the best
performance with the accuracy of 97.15%, precision of
92.59%, recall of 94.81%, and F1-score of 93.19%.

Grading tasks are inherently more challenging due to
the increased number of classes, ranging from normal
tissue to invasive carcinoma. The simpler architectures
such as AlexNet (17 million parameters) retained only
34.04% accuracy, which is not good enough to distinguish
subtle features between the seven tumor classes.
MobileNet has a lightweight design and slightly higher
accuracy (39.70%), although the precision (42.56%) and
recall (39.18%) are low, indicating that it is challenging to
use on multi-class tasks. ResNet-18 and ResNet-50
achieved 54.29% and 42.87% accuracies, respectively,
with ResNet-50 performing poorly, potentially because of
its complicated architecture and the difficulty of balancing
class distributions. DenseNet101 (60.06% accuracy) has
the advantage of densified connectivity, which enhances
the preservation of features, yet it remains unable to detect
subtle differences between classes. Xception Net retained
an accuracy of 44.68%, which indicates its inability to
detect subtle morphological differences. Inception V3
(64.36% accuracy) converges well at multi-scale
processing but did not outperform DenseNet201
(67.42%), which uses densely connected layers to extract
features more efficiently.

Table 6: Comparative analysis for grading.

intricate features. DenseNet101 and DenseNet201 proved
more effective than ResNets, with DenseNet201 reaching Pr. Rec. F1- Acc.
0 : : CNN Backbone o o Score o
an accuracy of 89.43%, which shows the benefit of (%) (%) %) (%)
densely connected layers in reusing features. Xception Net
(91.70% accuracy) and Inception Net (91.47% accuracy) AlexNet [30] 4221 3334 | 2731 34.04
demonstrate that multi-scale and depthwise separable [ yjopile-Net[31] 42,56 3918 | 3939 39.70
gonvoluthns improve the performance, especially in ResNet.18 [32] 5061 5241 S0.72 54.29
irregular tissue areas.
ResNet-50 [32] 55.01 40.66 | 40.50 42.87
Table 5: Comparative analysis for screening. Xception Net [33] 47.74 | 4306 | 4070 | 44.68
DenseNet101[28] 61.99 60.37 | 58.24 60.06
Fl1- DenseNet201 [28] 62.61 62.71 | 61.60 64.36
CNN Backbone Pr. Rec. Score Acc. ;
(%) (%) oo (%) Inception Net [29] 67.31 65.02 | 64.81 67.42
HFF-Net [8] 69.50 69.32 | 68.04 70.92
AlexNet [30] 72.87 75.88 | 74.23 88.63 MSHFF-Net [9] 73.20 72.99 | 72.32 73.94
Mobile-Net[31] 66.11 |60.66 | 6249 | 87.04 Proposed Framework | 8339 | 83.64 | 83.44 | 84.08
ResNet-18 [32] 65.03 64.52 | 64.77 85.68
ResNet-50 [32] 66.57 57.61 59.55 87.61 With a slightly higher F1-Score (68.04%) and an
DenseNet101[28] 68.31 70.87 69.45 86.47 accuracy of 70.927%, HFF-Net outperforms all SOTA
Xception Net [33] 3104 | 7593 | 7816 | 91.70 SNNS by leveraging glerarbc_f;_lcal feature Iex_tract_lon,
DenseNe201 [28] 7546 270 Tevto 2913 emonstrating superlorla aptability to varying lesion sizes
oo Net 129 5380 015 7207 oL and shapes. HFF-Net's comparatively low parameter
neeption Net [29] : i i : count (1.26 million) demonstrates an effective architecture
HFF-Net [8] 9196 | 7298 | 7890 93.18 design that maintains a significant amount of
Proposed Framework | 9259 | 93.81 | 93.19 | 97.15 discriminative  power. MSHFF-Net achieves —an
impressive accuracy of 73.94%, with significant

The HFF-Net, which is inspired by architectural
patterns of Inception, Xception, and DenseNet, achieves
high accuracy of 93.18% and F1-score of 78.90, indicating
that it is able to detect cancerous lesions with a low

improvements in precision (73.20%), recall (72.99%), and
F1-score (72.32%), demonstrating superior performance
through its multi-scale hierarchical feature fusion
approach. Our proposed framework improves the input
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images with CLAHE and performs augmentation for
generalizability, and refines the output features by
utilizing attention mechanisms, all of which contributes to
achieving the highest overall accuracy of 84.08%,
precision of 83.39%, recall of 83.64%, and F1-score of
83.44%, as listed in Table 6. Comparing this to the SOTA
and other proposed hybrid CNNs, there is a noticeable
improvement. The resulting performance demonstrates
how this approach can capture highly localized patterns,
which are essential for differentiating the most
challenging BRACS subtypes (like DCIS, IC, FEA and
ADH).

All things considered, the proposed framework shows
clinically significant grading accuracy, and emphasizes
the enhancement and stain robust preprocessing, while
supporting the claim that augmentation plays a vital role
in reducing generalization error. This helps explain that
the attention mechanisms and hierarchical features fusions
can improve lesion grading by enabling models to
prioritize discriminative structures and suppress irrelevant
background. The present performance is strong, but
domain shift remains a central barrier for clinical
translation. Intraductal lesions are defined partly by extent
and distribution across ducts, and small regions can
underrepresent lesion scales, which is a known source of
discordance for ADH versus low grade DCIS. Moreover,
interpretability evidence should also be treated as
supportive rather than definitive. Clinical deployment
benefits from pairing Grad-CAM with complementary
checks such as occlusion-based sensitivity, counterfactual
testing, and reader studies aligned to user needs.

6 Conclusions and future work

This study proposed a novel explainable multi-model
DL framework to screen and grade breast cancer using
histopathological analysis. The proposed algorithm
achieved strong results on the BRACS data in terms of
binary (screening) and multi-class (grading) classification
task, and outperformed all the standalone SOTA CNN
architectures, such as AlexNet, MobileNet, and ResNet
variants, DenseNet variants, Inception Net Xception Net,
MSHFF-Net and HFF-Net, through the use of ImageNet
weights, feature level concatenation, CLAHE-based
contrast enhancement, and geometric data augmentation.
The results indicate the importance of dense feature
propagation and attention based hierarchical feature
extraction in overcoming the challenges of H&E-stained
images.

Although these developments have been made, there
is still room for more improvement. Future research will
be directed towards coming up with more advanced hybrid
models that will combine multi-level and multi-scale
feature extraction methods to minimize both FPs and FNs,
especially on complex subtypes of breast lesions. The
guantitative assessment with the use of perturbation-based
measures will also be performed in the future. This
strategy will evaluate the changes in the confidence of the
model with the removal or addition of the most relevant
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pixels in the input image. The deletion measure will be
used to measure the decrease in model confidence when
most significant pixels are substituted with a baseline
value (e.g., blurred image), and the insertion measure will
estimate the gain in model confidence as the most
significant pixels are reintroduced into the image. We will
also consider more sophisticated data augmentation
methods, including DCGANS or other generative models,
to further reduce the effects of class imbalances and
increase model robustness to changes in tissue
morphology and staining protocols. Additional testing of
the generalizability of the model in various datasets, such
as BreakHis and BACH, will contribute to proving the
applicability of the framework in the clinical environment.
Lastly, although the proposed model is good at grading
tasks, it can be improved by increasing feature fusion and
layer connectivity to improve the accuracy of
classification, particularly in difficult and subtle lesion
types. The solution of these areas will help in the creation
of a more reliable, scalable and clinically viable breast
cancer histopathology diagnostic system.
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1 Introduction

The dramatic changes in climate, the rising water shortage, and the rising demands of agricultural
productivity have resulted in irrigation management as a burning issue in contemporary agriculture. In
an attempt to curb these drawbacks, this paper introduces a combined Artificial Intelligence (Al) and
Internet of Things (loT)-based smart agriculture system to manage precision in controlling irrigation
measures. The suggested design uses 10T sensors as a continuous monitoring of real-time environmental
and soil conditions such as the moisture content of the soil, ambient temperature, humidity, and climatic
conditions. These data are sent to a central processing unit and machine learning models are used to find
the complex and dynamic patterns that enable a good prediction of the crop water needs. In order to
improve the accuracy of the prediction and the efficiency of the system, the Improved Seagull Optimization
Algorithm-Adaptive Support Vector Machine (ISOA-ASVM) model is introduced. The optimization
algorithm is useful to tune the SVM parameters, enhancing the performance of generalization and
minimizing the computational cost. The model is trained and tested using a dataset of 3000 records of the
loT-based sensor on agricultural fields that consisted of the main environmental and soil characteristics
such as soil moisture, temperature, humidity, rainfall, light intensity, and soil pH. Minimum performance
of the maximum normalization and feature selection are used to increase model stability, and
generalization. The evaluation criterion is 10-fold cross-validation and performance is compared to that
of the Random Forest, Naive Bayes and KNN classifiers. The proposed ISOA-ASVM has a high predictive
power and strong robustness with high accuracy of 99.3, precision of 96.1, recall of 97.6 and F1-score of
98.6. Low variance and consistent cross fold performance is confirmed by statistical analysis. The
acquired Al-1oT system will facilitate automated control of irrigation, remote monitoring, and real-time
decision-making and reduce the involvement of humans and operational expenses. The results affirm that
the combination of smart machine learning models and 0T sensing infrastructure can be of great help in
enhancing the water-use efficiency, crop productivity, and sustainability. This paper offers a scalable and
efficient solution to smart irrigation systems and helps to build climate-resilient and resource-efficient
smart agriculture.

Povzetek: Raziskava predstavlja pametni Al-IoT sistem za natancéno namakanje, ki izboljsuje porabo vode,
produktivnost pridelkov in trajnostno upravljanje kmetijstva.

worldwide due to the unequal distribution of water

Due to an uncontrollably rising demand for water
relative to availability, water scarcity has become one of
the most important and pressing problems of the twenty-
first century .In the near future, the scarcity of fresh water
resources will become a major issue for all nations

resources and the rising demand for them. In China, a
comparatively large percentage of fresh water usage is
attributed to agriculture [1]. Water-saving irrigation is still
relatively new in China. An intelligent irrigation system
that uses less power, costs less, and can be used in a wider
range of situations is therefore designed in light of this
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circumstance[2]. Because of the uneven distribution of
precipitation and variations in temperature trends, certain
geographical locations are more affected by water scarcity
than others. Given that statistical and predictive models
project catastrophic water-related occurrences for the next
century, climate change and global warming are only
making matters worse [3]. The foundation of essential
areas like agriculture is water. Agriculture uses 70% of all
water withdrawals, which is justified, for example, to
ensure food security and agricultural production. Two-
thirds of the freshwater on Earth is inaccessible, and just
2.5 percent of it is present. Managing water consumption
and ensuring sustainable agriculture are crucial for the
reasons [4].

Over one-third of the world's workforce is employed in
agriculture, which has an ancient history that dates back
thousands of years. It has also advanced through the
implementation of various new systems, practices,
technologies, and approaches over time. Agriculture is the
foundation of many nations' economies and contributes
significantly to the development of economies in
underdeveloped nations [5]. Additionally, it drives the
process of economic prosperity in developed nations.
Several studies have found that, on the one hand,
agriculture uses about 70% of the world's fresh water
supply annually to irrigate just 17% of the land; on the
other hand, the total amount of available irrigated land is
gradually declining due to the rapidly rising food demands
and the effects of global warming [6]. There is a shortage
of water resources due to the effects of global warming and
increasing droughts. The anticipated increase in
population to 9.8 billion by 2050 poses a risk to food
security and water shortages [7].

Integrating Al and 10T for smart agriculture

The modernization of agriculture is being led by the
Internet of Things (loT) and artificial intelligence (Al),
which provide more sustainable and intelligent methods of
crop management [8]. With a special emphasis on machine
learning models in precision irrigation, this review article
explores how new technologies are changing farming
methods. Al's integration into agricultural methods has
revolutionized the industry. Farmers are gaining
previously unheard-of insights because to Al's capacity to
sort through and analyze mountains of data, ranging from
weather patterns to soil health. Making better, more
informed decisions that can result in sustainable farming
methods is the goal of these insights, not only increasing
yields. Al systems, for example, can now anticipate when
plants should be planted or spot possible insect infestations
before they become an issue, saving time and money [9].
10T is transforming how farmers engage with their farms
in concert with Al. 10T technology creates a constant flow
of data on crop status and environmental factors by

J. Maetal.

installing sensors across farms. For the purpose of making
prompt and efficient decisions about agricultural
irrigation, this real-time data is essential. Drones
monitoring crop health from above or the ability to
precisely irrigate areas of a field depending on sensor-
detected moisture levels are examples of modern realities
rather than sci-fi ideas [10]. The possibilities of Al and loT
in agriculture are being further enhanced by the
incorporation of machine learning. The massive volumes
of data gathered by 10T devices may be effectively stored,
processed, and analyzed with machine learning [11]. This
makes modern agricultural technology more accessible to
a larger variety of agriculture by enabling farmers to obtain
insightful information without having to invest in costly
infrastructure [12].

Machine learning for precision irrigation

An innovative way to optimize resource efficiency and
increase crop output, smart irrigation systems represent a
revolution in agricultural water management. To collect
real-time data on vital parameters like soil moisture,
temperature, humidity, and other environmental variables,
these systems make use of a network of Internet of Things
sensors that are placed strategically throughout fields [13-
14]. The basis for wise irrigation management decision-
making is this constant flow of data. Advanced machine
learning algorithms at the core of these smart devices
evaluate the data gathered to make very accurate
predictions about irrigation needs.

For precision irrigation systems, machine learning is
a quickly developing technology that makes expert
knowledge and data-driven decision-making possible[15].
It has developed in tandem with big data technology, using
edge cloud computing to interpret and extrapolate
conclusions from massive volumes of data gathered from
multiple sensors. Modern technologies like information
technology, agro-hydroinformatics, and computational
intelligence are crucial for creating a sustainable precision
irrigation system. These technologies save labor
expenditures and weariness, maximize the usage of power
and water, and handle sensed data. To address particular
issues, machine learning uses statistical data and data from
prior experiences. Farmers may now readily monitor and
display information on cellphones or other computing
devices to help guide their decisions thanks to
developments in weather and environment-based models.
According to studies, 90% of farmers concur that increased
production and output may be achieved through improved
irrigation management using online and mobile
applications [16].
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Research questions and hypotheses

In order to obtain the desired direction in the development
and evaluation of the proposed framework of ISOA-
ASVM the study is organized based on the following
research questions:

1.  RQ1: Does the classification accuracy of SVM using
ISOA-based hyperparameter optimization improve the
precision irrigation of SVM statistically compared to the
traditional machine learning models?

2. RQ2: Does the combination of normalization and
feature selection increase the robustness of the models in
different environmental conditions?

3. RQ3: Does the proposed framework achieve low
variance in the performance when subjected to different
data partitions?

According to such questions, the hypotheses that the study
will test are as follows:

e H1: ISOA-ASVM is statistically more accurate
than random Forest, Naive Bayes, and KNN.

e H2: ISOA-ASVM has a smaller standard
deviation based on cross-validation folds, which
shows a higher level of robustness and
generalization.

e H3: ISOA optimization, feature preprocessing,
and ASVM when put together have Dbetter
performance than their individual components.

Contributions of This Study
The contribution of this study is as follows:

1. Design of Hybrid Optimization Framework:
Suggests an ISOA-optimized Adaptive SVM model to
decision-making in precision irrigation.
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2. Strong Performance validation: Is statistically
shown as more accurate and stable by use of cross-
validation and variance analysis.

3. Smart Agriculture Integration: Offers scalable
loT-based precision irrigation system applicable to the
real-time implementation in the dynamic agricultural
fields.

The expected results are increased accuracy in predicting
irrigation (>99%), less model variance, and performance
improved in the cases of environmental uncertainty.

Benchmarking and Evaluation Methodology

The ISOA-ASVM model was compared to Random
Forest, Naive Bayes, and KNN in terms of the following
evaluation plan:

e 10-Fold Cross-Validation:Partitioning of the
dataset was done such that the data was divided
into ten subsets so that each fold was used as a
test set to minimize bias and overfitting.

e Performance Metrics: Each of the folds was
calculated in Accuracy, Precision, Recall, F1-
score and Standard Deviation.

e  Statistical Significance Testing: To ensure that
the performance improvements were not due to
chance, a paired t-test (or a Wilcoxon signed-rank
test when applicable) was performed to ensure
that the performance improvements were
statistically significant (p < 0.05).

e Robustness Assessment: To prove the model
stability, variance analysis and sensitivity test
under noise and feature reduction conditions were
conducted.

2 Literature review

Table 1: Summary on related works

[17] Enhance crop  ML-based crop  Accuracy ~ 94-96% Focused more on crop

Sharma (2024) monitoring using Al + analysis monitoring than irrigation
loT optimization

[18] Review ML  for Comparative review Accuracy range 85-97%  No experimental

Umutoni (2024) irrigation decisions validation; lacks unified

dataset benchmarking

[19] Intelligent loT Deep Neural  Accuracy =~ 96.2%; Water High computational cost;

Kashyap (2021) irrigation using DNN Network savings =~ 28-30% limited robustness testing

[20] Smart irrigation with ML-based control Accuracy ~ 95%; Water Small-scale experimental

Tace (2022) loT + ML system reduction ~ 20-25% setup

[21] Urban irrigation  Logistic Regression  Accuracy ~ 88-91% Simpler  model; lower

Aminuddin automation predictive performance

(2021)
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[22] Sustainable irrigation Real-time  sensor Accuracy =~ 93-95%; Limited comparative
Gléria (2021) via ML ML model Water efficiency = 18— statistical analysis

22%
[23] Review ML for smart Comprehensive Accuracy range 80-98% Review-only; no proposed
Mohyuddin farming survey implementation
(2024)
[24] Hybrid loT-ML  ML-based  hybrid Accuracy = 96-97%; Region-specific
Kaur (2024) irrigation system Water savings ~ 25% deployment; scalability

concerns

[25] loT + cloud irrigation Cloud-based control ~ Water savings ~ 15-20%  Lacks detailed ML
Phasinam (2022)  automation performance metrics
[26] Optimize irrigation ML optimization Accuracy = 94-96%; Limited robustness and
Patil (2024) using ML model Water savings =~ 23-27%  variance analysis

The effectiveness of the ISOA-ASVM method is that it is
better than LSTM and Random Forest models since it
incorporates  the  metaheuristic ~ optimization  to
automatically adjust the paramount SVM parameters (C
and Y) to achieve the optimal compromise between bias
and variance. The LSTM models have high computational
requirements as well as large datasets and the RF models
have fixed tree structures that cannot be adjusted to
optimize. Most of the current techniques apply to manual
or grid tuning, which restricts reaction to changing
environmental factors. In comparison, ISOA-ASVM has a
greater adaptability in optimizing and environmental
robustness, which translate to greater accuracy and
generalization to different agricultural conditions.

By using state-of-the-art technologies, our
initiative seeks to transform conventional farming methods
and improve agricultural resilience, sustainability, and
production. Our system will maximize crop management,
resource allocation, and risk mitigation tactics by utilizing
machine learning and artificial intelligence approaches.
We aim to optimize agricultural productivity while
reducing resource consumption and environmental impact
by giving farmers access to real-time analytics and
decision support. With personalized guidance, our
intuitive interface will empower farmers and promote
cooperation and information exchange throughout the
agricultural community. Our project's ultimate goal is to
build a more resilient, sustainable, and effective
agricultural environment for the good of farmers and
society at large.

3 Methodology

Among them, the majority of the research concentrated
on and suggested using Al and 10T sensors to collect data
and machine learning approaches to analyse the data.
However, ML-based solutions are used for deployment,
management, and upkeep. Second, various crops require
varying amounts of fertiliser and water. Furthermore, the
weather differs in different places due to varying climate
conditions, hence local weather sensing and prediction are

crucial for enhancing irrigation models. We are focussing
on creating a low-cost, efficient system for improved water
use in the work that is being presented.

3.1 Data collection and preprocessing

Three thousand records make up the dataset selected for
the experiment. Temperature, humidity, and soil moisture
are among the factors or attributes that are assessed. The
smart agriculture data collection phase includes data
acquisition and storage. Sensors gather data from their
environment and transmit it to storage devices. Numerous
sensors are used in the system, and they are grouped based
on their respective purposes: location sensors can be used
to locate crops; electrochemical sensors can detect
chemical reactions in soil; light-dependent resistor sensors
can detect light levels; and nanostructured sensors can
detect soil moisture content. Satellites that use remote
sensing technology provide data that is utilized for
ecological condition monitoring, growth tracking, and area
estimation. In an ML, data that is transmitted from
numerous sources is stored for subsequent use. Since the
data was gathered from the real world, it must be
preprocessed since it can include incorrect or missing
numbers.

The ISOA-ASVM framework can be deployed in real-
time; however, such practical considerations as latency,
sensor noise, and computing load should be taken into
account. Edge computing can be used to minimize latency
of data transmission to facilitate local decision-making.
Filtering and adaptive learning can help reduce sensor
noise and environmental uncertainty, as is the case in
robust adaptive control systems in which disturbance
rejection is performed. Even though ISOA makes training
more complicated, optimization is done offline, whilst
real-time SVM inference is lightweight.

In comparison with fixed-time or threshold-based
irrigation, ISOA-ASVM is much more effective in
responding to changes in the actual climatic conditions, as
the nonlinear relationships between soil and weather
parameters are modeled. It fills the adaptive feedback
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paradigm gap of providing predictive, rather than reactive,
control. The low-power loT nodes, hierarchical edge-
cloud architecture, and energy-efficient communication
allow scaling the system and making it viable in the field
of deployment.

Dataset description

The dataset in this paper is 3000 records obtained as a
smart irrigation experimental system installed in an
agricultural field scenario. The data was collected in 6
months of cultivation period (January through June 2024)
including dry and moderate rainfall. The study area is a
semi-arid agricultural area where the demand of irrigation
is extensively affected by the variation in temperature and
variable rains.

The data comprises of environmental and soil parameters
which are obtained through sensor nodes based on 10T
installed over the field. The crops that would be followed
in the data collection period are: Paddy (Rice), Tomato,
Groundnut

Each record is a time-marked record of soil and climatic
conditions and the label of the decision of irrigation
required (not required). Calibrated sensors on an loT
monitoring system based on a microcontroller were used
to gather data after every 30 minutes. The sensor data were
sent to a central storage server where pre-processing and
model training were done. Any missing values (less than 2
percent) were replaced with the mean and noise was
filtered with moving average smoothing, followed by
normalization.

Table 2: Dataset feature description

Featur | Descripti | Uni | Ra | Sensor Data
e Name | on t nge | Type Sour
ce
Soil Volumetri | % 10 Capacitiv | Field
Moistu | ¢ water - e soil | loT
re content in 60 | moisture | Nod
soil sensor e
Temper | Ambient | °C | 18 Digital Field
ature air - temperat | 10T
temperatu 42 | ure Nod
re sensor e
(DHT22)
Humidi | Relative % 35 DHT22 Field
ty humidity - humidity | loT
95 sensor Nod
e
Soil pH | Soil pH | 5.5 | Electroch | Field
acidity/al | scal | — emical loT
kalinity e 8.0 | pHsensor | Nod
e
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Light Sunlight Lux | 2,0 | LDR Field
Intensit | exposure 00 sensor loT
y level - Nod
85, e
000
Rainfal | Precipitati | mm | 0 — | Rain Wea
I on level 35 | gauge ther
sensor Mod
ule
Irrigati | Irrigation | Bin | 0/1 | Derived Grou
on requireme | ary from nd
Label nt 0 = agronomi | Trut
No, 1 = c h
Yes) threshold
rules

3.2. Min-max normalization

Min-Max normalization is a technique of normalizing that
uses linear modifications to the original data to provide a
fair comparison of values before and after the procedure.

Xn — Xmin
Xmax—Xmax

@)

where X is the original value, andX,,;,
minimum and maximum of that feature.

— Xonax are the

As the features in the dataset have different units and
ranges (e.g., the temperature in °C, soil moisture in
percent, light intensity in lux), normalization makes sure
that no feature prevails in the learning process because of
its larger numerical value. It scales every feature separately
and thus temperature does not influence the model more
than the soil moisture or humidity. This enhances the
stability of the numbers, convergence speed, and the
general accuracy of predictions of the ISOA-ASVM
model.

Feature engineering

In this experiment, the features were chosen and then the
ISOA-ASVM model was trained in order to enhance
efficiency and decrease redundancy. The correlation
analysis was initially done using a filter-based analysis to
find out the relationships between soil moisture,
temperature, humidity, rainfall, light intensity and pH. To
prevent the occurrence of multicollinearity, highly
correlated and insignificant features have been assessed.

Also, the Principal Component Analysis (PCA) was
experimentally implemented in dimensionality reduction.
But the number of physically interpretable features
agronomic in the dataset is small, and therefore PCA was
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not finally used in the final model to maintain domain
interpretability.

The regularization of lasso was not enforced because
ASVM has an inherent control over the complexity of the
model by minimizing structural risk. Thus, the selected
relevant features were used to train the final ISOA-ASVM
model without the aggressive dimensionality reduction to
guarantee high computational efficiency and realistic
interpretability in the irrigation-related decision-making.

3.3 Improved Seagull optimization algorithm
based on adaptive support vector machine
(ISOA-ASVM) Algorithm

Improved Seagull Optimization Algorithm (ISOA):

The benefits of the SOA method are its quick convergence
speed, low computational cost, and ability to solve large-
scale constrained problems. It has a lot of advantages over
other optimization algorithms. The equation illustrates that
the global optimization search process of SOA is linear.
The global search capacity of SOA cannot be fully
leveraged due to this linear search strategy. As a result, we
provide a nonlinear search control formula, represented by
Equation, which can enhance the algorithm's speed and
accuracy by focusing on the stage of the seagull group
exploration process. Figurel: Display the flow of
Improved Seagull Optimization Algorithm (ISOA)
B=eyx——
f“'(m)

@

L Start
L

Initial parameters of the SOA
1 4

|
[ .
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Figure 1: Flow of Improved Seagull
Algorithm (ISOA)
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We accurately predict Agriculture Irrigation effectiveness
by utilizing a perfectly calibrated Improved Seagull-
optimized AdaptiveSVM algorithm, allowing customized
Sensor tactics with Al and 10T for the best possible
results.In this case, SVM lays the foundation by offering a
baseline classification or regression framework. Next
ASVM enhances the procedure by assigning Adaptive
affects to smart Agriculture data points. ISOA then adjusts
the parameters(temperature, humidity, and soil moisture)
of hybrid model to maximize its performance on a variety
of dataset. The best features of ISOA, ASVM and SVM
are combined to create the hybrid approach, a symbiotic
fusion designed to maximize the capability of each
constituent algorithm. By combining this method meets
better unique learning requirement of every Farm while
optimizing precision Irrigation achievement.

The proposed ISOA was based on the migratory behavior
of seagulls and their assault prey. The coding of this
algorithm was inspired by the tactics used by a flock of
migrating seagulls to catch their meal as they fly from one
location to another. To prevent searching agents from
colliding with each other in ISOA, an extra parameter "N"
is used to determine the new search agent's position. This
study used this approach for the irrigation effectiveness

(1:";) given as

F, = PxM,(i)
3

M represents the seagull's present (temperature, humidity,
and soil moisture), and “t” denotes the sensor effectiveness
iteration at that time. It is possible to model the crash
prevention parameter "P" as
P =E, — (i x (F./max - Iter))

(4)

Here, our collision avoidance parameter is a sequentially
reductive attribute from F, to 0, which we set to 2. Using
the following equation, the search agents try to approach
the ideal farm position once the avoidance occurrences in
the collision mechanism are finished.

Ny = Ax(Pys(1) — M,(i))

(®)
In order to attain the propensity of equilibrium between the
phases of exploitation and exploration, and the parameter

"P" is randomly assigned and can be computed as
P =N?%%2xrand()

(6)

Subsequently, the following positions of each iteration of
the algorithm will be updated:
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U]

While migrating, seagulls frequently modify their
frequency and targeting angle based on past history
experiences in sensor IOT data. Seagull migration
behavior can be visualized in three dimensions as

s' = x * Cos (j)

®)
T' = x * Sin (§)

9)
U' =x*j

(10)

The spiral movement radius of the seagulls is represented
by "x,” and an element between 0 and 2 is chosen at
random for "j." The remaining agents in the search will
have their positions updated in accordance with the
optimal solution once it has been saved.

My(k) = (Ny » '« T U") + Py ()
(11)

A graphic illustration of the steps involved in ISOA
optimization is shown in Figure 2. Although ISOA has
been successfully used for other technical optimization
problems. The clever behavior of seagulls motivated the
authors to employ the ISOA searching approach for Smart
Agriculture for precision Irrigation.

3.4.2 Adaptable support vector machine
The Adaptable Support Vector Machine learns from user
behaviour patterns to optimize system irrigation analysis.
The most effective learning technique for classifying smart
Agriculture is Adaptable Support Vector Machines
(ASVM). The sentiment analysis theory's structural danger
minimization concept serve as its foundation. The Al and
I0T concept is to found the theoretical values with the
least rate of mistake. In this examine endeavor, the
classifier can use the linear kernel as the threshold
function. This classifier requires both positive and
negative training sets for analysis of data gathered in
sensor network. These training sets are utilized to search
for an option surface, which distinguish positive from the
negative report and the negative data from the positive
information in the multidimensional space characteristics
for sensor network (WSN), which is represented by a
hyperplane. A “support vector" is a document
representative that is closest to the decision surface.
G~ w’wj+a=1forz =1

(12)

Informatica 50 (2026) 99-114 105

G, » wSwj+a=—1forz =-1
(13)

Let bj be the desired output andaj the training documents.
The separating hyperplane, which divides the positive and
negative data with the greatest margin, is examined by this
algorithm.
The two hyperplanes temperature and weather, G, andG,,
separating the example data gathered in Irrigation for
environment monitoring device. Farming are not separated
byG,, but diseases
are separated byG,using the smallest possible margins. In
terms of performance, the ASVM method is superior to
other classification algorithms. The feature selection
function is used by this method to exclude undesired
characteristics from Agriculturewith a high-dimensional
feature space. This classifier's main drawback is the
amount of time and memory it takes to train and classify
documents' high-dimensional features. The following
defines how the hyperplanes G, and G, are constructed:
Zj(a)SWj + a) -120v,=12,...M

(14)
Mis the total number of papers in this case. Equation (17)
defines the that need to Al be maximized as follows:

min%llwllzb

Subjecttozj(ww; + a) — 1> 0V;= 1,2,..,M

(15)
This formula is transformed into the Lagrange formula by
connecting the restrictions and the objective function. This

is described as:
_ wll?

minK, = —-—Y,;a;(z(w’w; +a) — 1)

2
llwl?

——2,9(z(0w; +a) - 1) + T,
(16)

a; =0 andj =1,2,...,.M

The kernel matrix computation is carried over into the
ASVM for irrigation classification. Let domains and M be
the total number of area. Next, the term vector is
expressed SU; € Qmwhere n is the dimension and | stands
for {1,2,..M}. This can be changed to enhance the
classification performance. The feature matrix EN; =
SUjis created by the term vector SU;. The kernel matrix
LN = EN;. EN;follows. Using the original ASVM for the
model computation could need a significant amount of
storage space. The model computation will require less
memory to the method for analyzing farmers regarding
public opinion through feedback. Wheni = 1,2,...M,
the term vector SU;will have the new term vector new SU;
with components of (value, location) when the values don't
match the equation (9). The updated SU;vector includes
the new feature matrix new FM
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Figure 2: Work flow of proposed method
Algorithmic Steps for ISOA-ASVM

Input:
Dataset D={X,Y}D = \{X, Y\}D={X,Y}, population size
N, maximum iterations T, SVM parameter bounds

Output:
Optimized ASVM model for irrigation prediction

Pseudocode: ISOA-ASVM

1: Initialize population Pi (i = 1 to N) with random SVM
parameters
(e.g., C and y for RBF kernel)

2: Normalize dataset using Min—Max scaling
3: Split dataset using k-fold cross-validation

4: For each individual Pi in population
Train SVM using parameters (C, y)
Evaluate fitness using classification accuracy
End

5: Foriterationt=1to T
For each individual Pi
Update position using ISOA search strategy
(exploration and exploitation phases)

Enforce parameter bounds

Train SVM with updated parameters
Compute new fitness (cross-validation accuracy)

If new fitness better than previous
Update Pi
End
End

J. Maet al.

Store global best solution Pg
End

6: Select optimal parameters (C*, y*) from Pg
7: Train final ASVM model using optimized parameters

8: Output trained ISOA-ASVM model

4 Results and discussion

4.1 Experimental setup

An HP workstation PC with an Intel Core™ i7-6700 CPU
running at 3.40 GHz, 16.00 GB of RAM, and a x64-based
processor running Ubuntu 16.04 with Python 3.7 software
was used for all machine learning experiments in this
study. The ML techniques were created utilising an open-
source Tensorflow library in the backend and the Keras
library.

Practical Application: The ISOA-ASVM framework
proposed has good practical applicability in real world
smart irrigation systems. It is compatible with 10T sensors
and automated irrigation controllers to make the
management of water real-time and data-driven, especially
with water-scarce and semi-arid areas. The system assists
in precision agriculture, automation in green-house, and
irrigation scheduling that is energy efficient. Although the
existing examples are useful under typical conditions, the
full range of more diverse scenarios, such as extreme
weather variations, multi-crop fields, different types of
soils, and failure of sensors would be more indicative of
scalability, robustness, and applicability of the study as it
is a broader representation of the impact and interest of the
work.

Model training details

The proposed ISOA-ASVM model was tested on 10-fold
cross-validation to make it robust to performance and
minimize biasing. Under this scheme, the 3000-record data
were randomly split in 10 equal subsets. Training and
testing were done using 9 subsets in every iteration. This
procedure was done 10 times in order that all the subsets
became test sets once. The accuracy, precision, recall, F1-
score performance measures were calculated as the mean
of all folds. As a comparison, 10-fold cross-validation was
also utilized to carry out a preliminary 70/30 holdout
validation, though the findings presented in the paper were
carried out based on 10-fold cross-validation to provide a
more effective generalization assessment and a smaller
range of variance in performance estimation. The given
cross-validation approach enhances credibility and
resilience of the mentioned results in different partitions of
data.
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4.2 Performance metrics

This Study assessed each classifier using the balanced
Accuracy, F1-Score recall, and precision of existing
techniques Random Forest (RF)[27] and Naive Bayes
(NB) [28] and K-Nearest Neighbor (KNN) [29]. As
indicated in table 3, a classifier model was derived by
importing 3000 records in order to compare the efficiency
of the suggested methodology. We discovered that 30% of
the total samples are test samples and 70% of the samples
are training samples.

Table 3: Existing and proposed method metrics.

Random 92.3 90.2 91.3 90.9
Forest

Naive Bayes 85.8 83.3 841 834
KNN 88.0 85.2 86.1 87.8
ISOA- 99.3 96.1 976 98.6
ASVMIPropos

ed]

e Accuracy
Accuracy Comparison of Irrigation Prediction Models
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Figure 3: Outcome of accuracy

TP+TN
TP+FP+TN+FN

Accuracy =

When discussing accuracy in the context of precision
irrigation system in Al and IOT, it is meant to refer to the
extent to which a predictive model or algorithm accurately
recognizes and categorizes outcomes connected to criteria.
It is a typical performance and continuously monitoring
the moisture level, humidity level, temperature, and pH of
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the soil indicator used to evaluate how well a model
predicts in general. Figure 3 depicts the accuracy of
suggested and current techniques. Table 2 depicts the
results of accuracy. When compared the proposed method
is reach higher accuracy (99.3%) than the RF(92.3%),
NB(85.8%) and KNN (88.0%) existing methods.

e Precision

100 Precision Comparison of lrrigation Prediction Models

98
96
94

92
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88 -

Precision (%)

o«

Classification Methods

Figure 4: Outcome of precision

TP

TP+ FP

This study compared the precision performance of the
irrigation system on ML technique  with existing
techniques and figure 4 revealing the suggested algorithm
ISOA-ASVM, outperformed existing algorithms like
RF,NB,KNN in predicting correct positive instances, with
a highest precision of ISOA-ASVM as 96.1%.

Precision =

e Recall

Recall Performance Comparison

formance

Recall (%)
8

L
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Classification Methods
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Figure 5: Outcome of recall

TP
TP+FN

Recall =

The developed system's recall performance is compared to
existing models, figure 5demonstrating an enhanced recall
rate of ISOA-ASVM as 97.6% compared to other models
like RF, NB and KNN. This performance is based on a
smart Agriculture in precision Irrigation system Categories
, indicating superior accuracy.
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Fl= Z*Pre.ci.sion*Recall
Precision+Recall

The proposed system's F1-Score performance is compared
to existing models, figure 6 demonstrating an highest score
rate of ISOA-ASVM as 98.6% compared to other models
like RF, NB and KNN.

Table 4:Statistical Stability Comparison with 10-Fold
Cross-Validation

Method | Mean Varian | Std. 95%
Accura | ce Deviati | Confiden
cy (%) on ce

Interval
(%)

Random | 92.30 0.0008 | 0.0291 | [90.48

Forest 5 94.12]

Naive 85.80 0.0014 | 0.0377 | [83.45

Bayes 2 88.15]

KNN 88.00 0.0011 | 0.0332 | [85.94

0 90.06]

ISOA- 99.28 0.0000 | 0.0034 | [99.05

ASVM 12 99.51]

(Propose

d)
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Figure 7: Outcome of standard deviation of accuracy with
cross validation

Figure 7 display of the mean error of all classification
techniques and the standard deviation of its mean which is
the cross-validation error. The central marker represents
the average accuracy and the vertical error bars indicate
the variability (£ standard deviation) of the folds. Smaller
error bars imply a more stable and consistent performance
and larger error bars higher sensitivity to variation in data.
The proposed ISOA-ASVM shows the least deviation in
this comparison, which proves the strength of the model
and its reliable generalizability when using different
training testing splits.

The statistical test gives a clear indication of the better
stability and strength of the proposed ISOA-ASVM model.
Although there are moderate variance and large confidence
interval in Random Forest, Naive Bayes, and KNN, which
imply that the performance would fluctuate among folds,
ISOA-ASVM has very low variance (0.000012) and
narrow standard deviation (0.0034).

The high consistency of the performances of the proposed
model across datasets partitioning is supported by the
small confidence interval ([99.05%, 99.51%]). Naive
Bayes and KNN, on the contrary, exhibit a higher spread,
indicating that they are sensitive to data fluctuations.

These findings mean that not only ISOA-ASVM can
achieve greater accuracy, but also stronger generalization,
reliability and statistical coherence, which makes it more
appropriate to use in precision irrigation in real world
conditions of different environment conditions.

ISOA-ASVM
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The performance of algorithms for machine learning-
based prediction varies, although the recommended ISOA-
ASVM method has a best performance advantage over
other

classification schemes. Although every model has certain
shortcomings, the aggregate result is always better because
of the lower error rate. Other models will take over in the
event that one model fails. We will consider a variety of
model information as we are using ensemble learning.
most people in output (class) is predicted by a voting
model that is built using a combination of the previously
described models and the majority of the highest
likelihood of each model's selected class as the output. It
predicts the output class based on the most votes by
combining the output of every machine learning model
that is given into the voting classifier.
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Figure 8: Outcome of water usage efficiency

Table 5: Outcome of comparison of Computational Time
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latency, and is computationally viable enough to run real-
time precision irrigation based on IoT and at the same time
provide high accuracy and robustness.

Sensitivity analysis and robustness testing

The ISOA-ASVM model was tested in controlled
conditions of perturbation in the real world that comprised
sensor noise injection, sensor dropout, and partial
availability of features.First, Gaussian noise (5%, 10%,
and 15%) was artificially added to key inputs such as soil
moisture and temperature to simulate sensor inaccuracies.
The model showed only a minor accuracy degradation
(=1.2-2.8%), indicating strong tolerance to measurement
noise. Second, sensor dropout was simulated by randomly
removing one feature (e.g., rainfall or humidity). Even
with one missing feature, the model maintained above 96%
accuracy, demonstrating resilience to partial data loss
common in loT environments. Third, reduced feature
testing was conducted by training the model on selected
subsets of critical agronomic features (soil moisture,
temperature, humidity). Performance remained above
97%, confirming that the system does not rely excessively
on any single variable.

Overall, the proposed ISOA-ASVM demonstrates stable
and robust behavior under noisy, incomplete, and
dynamically varying conditions, supporting its suitability
for real-world smart irrigation deployments beyond a
single clean dataset benchmark.

Table 6: Result of ablation study

Method Training Testing
Time () Time (s) Configuratio | Accurac | Precisio | Recal | Std.
Naive Bayes 0.42 0.08 n y (%) n (%) I (%) | Dev
KNN 0.31 0.65 :
Random Forest 2.84 0.22 SVM 93.1 91.2 92.0 1.9
ISOA-ASVM 1.76 0.14 (Baseline)
(Proposed) ASVM Only | 954 93.6 94.1 1.5
ISOA + SVM | 96.8 94.9 957 |12
(No Norm.)
The proposed ISOA-ASVM model in table 5 is mainly [ |SOA-ASVM | 98.2 95.4 96.8 0.8
computationally complex due to the iterative optimization (No Feature
of ISOA and training SVM using the kernel. To minimize | ge| )
the computation cost, feature scaling and feature selection  ["EqiI~ 1SOA- | 99.3 96.1 976 |05
using correlation were used to remove redundancy and the | Aqym
ISOA population size and number of iterations were (Proposed)

strictly restricted with early stopping rule to prevent any
extra computations. Naive Bayes has the shortest training
time than any other model because of its probabilistic
assumptions whereas KNN incurs little training cost and
high testing time since it calculates distances to make each
prediction. Random Forest uses the greatest amount of
time and memory because of the creation of multiple
decision trees. The proposed ISOA-ASVM will strike a
compromise between the training time and the prediction

Ablation is a systematic assessment of the value of each
component within the proposed ISOA-ASVM framework
through elimination or alteration of major elements, and
noting the performance differences. In table 6, at the
baseline SVM the accuracy and variance are relatively
low, which suggests that it cannot be optimized. Adaptive
learning is advantageous by demonstrating the
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enhancement of performance with the introduction of
adaptive SVM. When hyperparameter optimization
through ISOA is included, the accuracy is much higher,
and this proves that metaheuristic tuning is effective.
Nevertheless, omitting normalization or feature selection
slightly decreases the performance, but the effect of the
variability is more prominent since it can enhance stability
and generalization. The entire ISOA-ASVM madel yields
the best accuracy and standard deviation, which and
indicates that exploiting the joint integration of
normalization, feature engineering, and optimizing the
ISOA boosts the robustness of the smart irrigation
applications and predictive reliability.

Discussion

The suggested ISOA-ASVM model is highly adaptive to
the changing environmental conditions, as it is based on
the hybrid optimization and adaptive learning structure. As
in nonlinear optimal control strategies applied to
autonomous submarines or quadrotors - in which
controllers reduce the effects of time-varying disturbances
by applying continuous feedback - the system combines
real-time 10T sensing with continuous parameter
adjustment. To enable the model to adapt the decision
boundaries when there are variations in soil moisture,
temperature, or humidity, ISOA actively sets the SVM
hyperparameters, enabling the model to adapt the decision
boundaries.

In cases where the soil and climatic conditions are different
than the original dataset, the ASVM component relies on
the structural risk minimization as a way of generalization,
whereas the ISOA performs higher exploration to prevent
local optima. Though extremely unfavorable conditions of
unseen nature can slightly diminish the accuracy,
retraining or gradual adaptation is possible with the help of
the feedback-based updating mechanism, which does not
degrade the accuracy of irrigating performance.The
proposed framework compared to the traditional,
nonadaptive ML models, acts like adaptive control
systems that have disturbance rejection capacity that
enhances robustness, stability and practicality in real-life,
time-varying agricultural scenarios.

Direct comparison with the literature [1]-[26] reveals that
majority of the previous studies are centered on the loT-
enabled irrigation monitoring, rule-based automation, or
traditional machine learning algorithms including Logistic
Regression [21], Random Forest, [20], simple SVM, and
Deep Neural Networks/LSTM [19]. Accuracies reported
in these studies are usually between 88 and 97 per cent,
there is limited reporting of either precision, recall or F1-
score and most publications focus on system architecture
not rigorous maximisation or statistical validation. The
necessity of a data-driven, adaptive irrigation control is
discussed in review papers, including [1], [2], [15], [18],
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and [23] but also the problem of the model generalization,
environmental variation, and parameter optimization.

The proposed ISOA-ASVM has better performance
(Accuracy 99.3%, Precision 96.1%, Recall 97.6%, F1-
score 98.6) in comparison with these methods, which is
mostly explained by three factors. To minimize the
probability of local optima and overfitting, first, unlike the
traditional implementations of ML used in [6], [11], [20],
and [26], the ISOA utilizes an automated nonlinear
metaheuristic optimization strategy to jointly optimize
SVM penalty and the kernel parameters based on a fixed
or grid-searched set of hyperparameters. Second, whereas
deep learning models used in [19] need large-scale and
substantial computational power, the nonlinear decision
boundaries of ISOA-ASVM are more appropriate to
moderate-sized agricultural 10T datasets and require less
training complexity. Third, domain-based preprocessing,
e.g., normalizing features, dealing with sensor noise,
structured  cross-validation, makes environmental
responsive, which is constrained in [4], [18] and [22] on
robustness to real-world variability.

On the whole, the performance improvement of ISOA-
ASVM is not only the result of more complex model but
also the efficient hyperparameter adaptation, the high
nonlinear search capacity, and the agriculture-specific
preprocessing pipeline that, in turn, enhance the
generalization, stability, and predictive accuracy in the
ever-changing environment.

5 Conclusion

As we approach to the end of this Study into
"Integrating Ai and IOT for Smart Agriculture: Machine
Learning for precision Irrigation,” it is clear that
incorporating cutting-edge technologies into agriculture is
not only a fad but rather a need. This review has
emphasized how precision irrigation and other smart
agriculture methods are being radically transformed by Al,
10T, and ML. The study considers precision irrigation,
which optimizes water utilization in agriculture by
utilizing 10T and machine learning. In order to maximize
water consumption in agricultural areas without requiring
farmer participation, the system uses a soil moisture sensor
to determine the moisture content of the soil and a
microcontroller to automatically turn on and off the pump
based on the demand for irrigation. This is a cost-effective
and useful technology. Additionally, this irrigation
technique improves sustainability in water-scarce places.
We found that the built system operated accurately after it
was successfully tested and implemented as a precision
agriculture system in a lab and a small field. Farmers and
agricultural researchers seeking to boost crop output with
lower input costs would especially benefit from the
system's implications, which may be used in both urban
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and rural locations and minimize manual labor while
minimizing water waste.

The following are the main conclusions that capture the
spirit and promise of this agricultural technology
revolution:

1. Increased Productivity and Efficiency: Al and loT
applications in agriculture have greatly raised agricultural
productivity and operational efficiency. Precision farming
is made possible by these technologies, which maximize
resource utilization and increase yields.
2. Data-Driven Decision Making: Al analytics has
revolutionized the way that agricultural decisions are
made. Farmers may now make better decisions more
quickly because they have access to meaningful
information from large databases.
3. Sustainable Farming: Smart agricultural technology
play a significant role in sustainable farming. By using
water, fertilizer, and pesticides efficiently, they reduce
their negative effects on the environment and encourage
environmentally friendly farming methods.
4. Adoption and Implementation Challenges: Despite their
advantages, these technologies are difficult to widely
embrace, especially when it comes to cost, complexity, and
the requirement that farmers be digitally literate, especially
in developing nations.
5. Prospects for Future Developments: The field of smart
agriculture is full of opportunities for future developments,
including the incorporation of cutting-edge technology
like blockchain, robots, and sophisticated sensors, which
might improve farming methods even more.
6. Socio-economic effect and Policy Development: The
agricultural community will need infrastructure, training
programs, and supporting policies to ensure a seamless
transition as a result of the substantial socio-economic
effect of smart agriculture technology adoption.
In conclusion, this analysis emphasizes the revolutionary
influence of ISOA-ASVM in agriculture, stressing both
the issues that require attention and their potential to
completely change agricultural methods. Focusing on
efficient, inclusive, and sustainable farming methods that
can satisfy the world's food need while protecting the
environment is essential as the industry develops.

Future research can also be directed at applying the model

to data of a larger scale and multi-seasonal data in order to
test the long-term adaptability in the presence of climate
variability. Dynamical irrigation prediction may be
enhanced with the addition of deep learning or online
adaptive learning. It can also be considered in future
studies if edge-computing can be deployed, and whether
energy-efficient scheduling, and field trials in extreme
weather conditions and sensor-failures would help further
confirm scalability and realistic strength.
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To address the issues of cross-domain data privacy protection and collaborative analysis in the detection
of Advanced Persistent Threat (APT) attack chains, this paper proposes an APT attack collaborative
detection and privacy enhancement method based on hybrid federated learning. This method constructs
a two-layer federated learning framework of horizontal cross-organization collaboration and vertical
multi-feature fusion, realizing the deep fusion of multi-source threat intelligence under the premise of
privacy protection. By designing an adaptive differential privacy mechanism and dynamically optimizing
the noise addition strategy, it minimizes the loss of model performance while guaranteeing data security.
At the same time, this paper introduces a time-series graph neural network detection model to achieve
accurate perception and correlation analysis of multi-stage behaviors of APT attacks. The experimental
results demonstrate that HybridFL-APT achieves a macro-averaged F1-score of 0.914 and an attack stage
identification accuracy of 0.867. Compared to the standard FedAvg algorithm, the proposed framework
reduces the cumulative communication overhead by 30.9% while maintaining robust privacy protection
even at a strict privacy budget (¢=0.1).

Povzetek: Clanek predstavi hibridni federativni model za zaznavanje APT napadov, ki izboljsa natancnost
analize ob hkratnem varovanju zasebnosti podatkov.

1 Introduction

With the continuous deepening of the digitization process,
the threats faced by the cyberspace are increasingly
showing a trend of complexity and sophistication.
Advanced Persistent Threat (APT) [1] [2] , due to its long-
term concealment, clear targeting, and multi-stage attack
chain, has become a major challenge in the field of
cybersecurity. The traces of such attacks are usually
scattered in different network regions and devices,
forming cross-domain and heterogeneous “data silos",
resulting in dilemmas for traditional detection methods,
which require centralized data processing in terms of
privacy compliance and collaborative efficiency.

As a "data remains unchanged, model changes"
distributed learning paradigm, federated learning provides
a new approach for cross-domain collaborative analysis
while protecting data privacy. Existing research has
applied it to scenarios such as malicious traffic
identification. However, it is mostly limited to horizontal
federated architectures or the detection of single attack
types. This makes it difficult to effectively model the
complex associations of multi-stage behaviors in the APT
attack chain and fails to fully integrate multi-dimensional
heterogeneous features such as network traffic and
endpoint logs. In addition, there is a risk of privacy
leakage through parameters in the federated learning

process itself [3] . Current privacy protection schemes
mostly adopt fixed noise addition mechanisms, which are
difficult to balance detection accuracy and protection
intensity in dynamic and complex network environments,
limiting their practicality and reliability in high-demand
scenarios such as APT detection.

To evaluate the effectiveness of the proposed
framework, this paper focuses on the following three
Research Questions (RQs):

® RQL: How to effectively fuse cross-organization

heterogeneous features while strictly maintaining

data privacy?

® RQ2: Can the integration of a temporal-graph

neural network accurately correlate multi-stage APT

attack behaviors?

® RQ3: How does the adaptive differential privacy

mechanism optimize the trade-off between detection

utility and privacy intensity?

Therefore, this paper proposes a hybrid federated
learning collaborative detection framework for the APT
attack chain. By designing a two-layer learning
mechanism that combines horizontal and vertical
federated fusion, this framework achieves deep fusion and
knowledge sharing of cross-domain heterogeneous
features while protecting the data privacy of each
participating party. An adaptive differential privacy
mechanism is introduced to optimize the trade-off
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between privacy and utility. A temporal-graph neural
network model is constructed to accurately depict the
dynamic evolution process and entity association
relationships of the attack chain. Experimental results

2 Related research work

Regarding the core challenges in APT attack detection,
such as data privacy, cross-domain collaboration, and
multi-stage correlation analysis, which are raised in the
introduction, this section will systematically review and
comment on the existing research from three aspects: APT
detection technology, secure applications of federated
learning, and privacy-enhanced computing [4] [5] [6] [7] -

In the field of APT detection technology, the
mainstream methods have gradually evolved from rule
signature-based to machine learning-based methods. In
recent years, deep learning models, with their powerful
feature learning capabilities, have been widely used to
identify complex attack patterns from massive logs and
network traffic. However, most existing methods need a
centralized data analysis architecture, that is, the raw data
distributed everywhere needs to be aggregated to a central
server [8] [9] [10] [11] . This mode not only faces serious
privacy leakage and compliance risks due to cross-domain
data transmission, but also has difficulty breaking the
"data silos" formed by organizational barriers, resulting in
limited detection horizons and making it difficult to
construct a complete panoramic view of the attack chain.

Federated learning provides a new solution to the
above problems. As a privacy-preserving distributed
machine learning paradigm, federated learning allows
participating parties to train models locally and share only
model parameters instead of raw data, which has been
verified in scenarios such as intrusion detection and
malicious traffic classification [12] [15] . However,
existing research on the application of federated learning
in the field of network security mainly focuses on the
horizontal federated scenario, that is, each participating
party has the same data feature space, which cannot
effectively handle the situation where different institutions
may hold heterogeneous feature data in reality. In
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show that this framework exhibits considerable benefits in
terms of detection accuracy, privacy protection, and
communication efficiency.

addition, current research mostly focuses on the detection
of independent attack events and lacks the ability to
conduct end-to-end modeling and collaborative analysis
of the "attack chain™ unique to APT attacks, which has
strong logical and temporal correlations among multiple
stages.

To ensure the privacy and security of the federated
learning process, technologies such as differential privacy
and homomorphic encryption have been widely
introduced. Among them, differential privacy has become
the mainstream choice due to its rigorous mathematical
definition and low computational overhead [16] . Recent
advancements in nonlinear optimal control and
synchronization of chaotic systems have emphasized the
importance of adaptive feedback in managing
environmental uncertainties [23] [25] . This paralleled
shift toward data-driven, real-time control provides a
promising theoretical framework for balancing privacy
and model utility in federated learning. Existing methods
usually adopt a noise addition mechanism with a fixed
intensity (such as a preset privacy budget €). However, this
static privacy protection strategy often leads to a dilemma
where the model utility is significantly reduced or the
privacy protection is insufficient when dealing with tasks
that are highly sensitive to model accuracy, such as APT
detection, and it is difficult to achieve an intelligent
balance between privacy protection and performance in a
dynamic and complex adversarial environment.

Therefore, when dealing with APT attacks, existing
research still lacks a federated learning solution that can
synergistically utilize cross-domain heterogeneous data
features, deeply model the multi-stage attack associations,
and adaptively balance the detection accuracy and privacy
protection intensity. The research of this paper aims to fill
this research gap. To clearly demonstrate the research gap,
we summarize the comparative analysis of existing
frameworks in Table 1, focusing on data heterogeneity,
detection depth, and privacy intensity.

Table 1: Comparison of HybridFL-APT and state-of-the-art federated learning methods in APT detection

Method Horizontal Collab  Vertical Fusion  Multi-stage Correlation  Privacy Protection
FedAvg Yes No Low Basic
VFL-LR No Yes Low Encryption
FedAttackChain Yes No Medium Fixed DP
HybridFL-APT (Ours) Yes Yes High (T-GNN) Adaptive DP

3 Design of hybrid federated APT
detection framework

Aiming at the deficiencies of existing methods in cross-
domain collaboration and multi-stage correlation
analysis, this paper proposes a hybrid federated learning
detection framework for APT attack chains [10] [17] [19]
[20] . By constructing a two-layer learning structure of
horizontal cross-organization collaboration and vertical

multi-source feature fusion, and integrating a lightweight
adaptive privacy protection mechanism, the framework
aims to achieve efficient and accurate perception of APT
attack chains under the premise of privacy protection.
The framework design follows three principles: first,
privacy protection is achieved by replacing the sharing of
original data with the exchange of model parameters;
second, multi-dimensional threat intelligence fusion is
realized through the organic combination of horizontal
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and vertical federations; third, the privacy protection and
detection utility are dynamically balanced through an
adaptive mechanism. The overall architecture is shown in
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Figure 1, demonstrating the interaction relationships
among all participants, the coordination server, and each
functional module.
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Figure 1: Overall architecture of the hybrid federated APT detection framework

3.1 Horizontal cross-organization
federated collaboration mechanism

At the horizontal level, the framework supports multiple

independent security domains to participate in

collaborative training. Each participant C; holds a local

dataset D; = {(X}y])};l;l with the same feature space

but different samples, representing the observed instances
in their respective network environments. Each participant
maintains a copy M; of the global detection model M;,pq,
locally and trains it by minimizing the local loss function
L£;(0) = nlizj'il 2(f(X;;0),y;), where @ are the model
parameters, f(+; 6) is the model prediction function, and
£(+) is the loss function.

After the training is completed, the participating
parties encrypt the update amount A9; = 6% — 2@ of

the model parameters and transmit it to the central
coordination server. The server aggregates the update
amounts using an improved federated averaging algorithm.
To mitigate the negative impact of data distribution,
quality, and quantity differences on the performance of the
global model, this mechanism designs a dynamic weight
allocation strategy. The aggregation weight w; is jointly
determined by the data volume n; and the confidence
factor a; based on the local model performance evaluation.
The confidence factor «; is defined as follows:

Acc?® — Accld
@ = val val +B
Accpl, — Accpin

Among them, Acc?™ represents the validation set
accuracy of Party C; after local training in this round.
Accy®, and Acc?%, are the highest and lowest validation
set accuracies among all parties, respectively. g is a
smoothing constant, which is used to avoid zero weights.
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The final aggregation formula is as follows:
N
a;"n;
oLy =0 + E ——Ab;
global global N . L
Yj=1 51y

3.2 Vertical multi-source feature federated
fusion mechanism

At the vertical level, the framework aims to fuse
heterogeneous feature views for the same set of network
entities, such as traffic features from network security
devices and process behavior features from endpoint
detection and response systems. This fusion process starts
with sample alignment under privacy protection [21] [22] .
Under the unified coordination of the coordination server,
each participating party uses a private set intersection
protocol based on blind signature or oblivious
pseudorandom function to securely calculate the set of
sample identifiers I.,,,mon that are common to all parties
without revealing the 1D of their nonintersecting samples.

For the aligned common samples i € I.ommon »
assume there are K parties, and the k-th party holds the

feature vector xi(k). Each party first encrypts the local

feature transformation result (e.g., through a lightweight
embedding layer g, (+)) using a homomorphic encryption

algorithm to obtain [r] = Enc (gk(xi(k))) , and

uploads the ciphertext to the server. The server then

performs an aggregation operation in the ciphertext state:
K

[H] = ) [n]
2

=1

The aggregated ciphertext [H;] can only be
decrypted by the designated party with the private key to
obtain the fused feature representation H;, which is used
to update the shared layer responsible for decision-making
in the global model. The global model Mg, is designed
to include K parallel feature encoding sub-networks
{g:}%_, and a top-level fusion network F(-). Finally, the
prediction result for the sample i is ¥, = F(H;). This
design enables the model to learn the complementarity and
correlation between different feature spaces end-to-end,
which is of great significance for identifying the hidden
patterns in the APT attack chain that only become
apparent under cross-dimensional correlation analysis.

3.3 Lightweight adaptive privacy
enhancement module

To defend against potential gradient leakage attacks
during the federated learning process, the framework in
this paper integrates a lightweight adaptive differential
privacy module. The core of this module lies in the
dynamic noise injection mechanism. After each round of
local training, the participant first calculates the parameter
update A8;, and performs norm clipping on it to limit the
sensitivity.  The  specific operation is: A, =

A6; /max (1, @), where C is the clipping threshold.
The noise scale g; is not a fixed value, but is
dynamically adjusted according to the norm of the update

vector in this round and the preset privacy budget[4] [7] .

J. Jietal.

The specific calculation formula is as follows:
_ C-4/2In(1.25/6)

' €round

Among them, €,.,,,,q4 represents the privacy budget
allocated to the current training round, while & represents
a very small slack probability. The design of the adaptive
noise scale o; draws inspiration from robust adaptive
control theories in complex time-varying systems [23] [24]
[24] [25] . Similar to how neural-network-based output
feedback ensures stability for MIMO delay systems [28] ,
our ADP mechanism treats the privacy-induced noise as a
dynamic disturbance, ensuring that the model updates
remain within stable convergence bounds even when data
is incomplete or cross-domain heterogeneity is high [26]
[27] . To optimize the consumption of the total privacy
budget €;,:4;, We allocate the privacy budget round by
round using a geometric sequence:
Y -y)

1—yT

Among them, y € (0,1) is the attenuation factor and
T is the total number of training rounds. This allocation
method allocates relatively more budget in the initial stage
of training to quickly learn the general pattern; while in
the later stage, the budget is tightened to strengthen the
protection of individual data. The parameter update form
after adding noise is A, = A8, + N(0,0?2I). The entire
training process satisfies (€.o¢41, 0)-differential privacy.
To further reduce the communication overhead and the
potential risk of information leakage, this module also
performs Top-K sparsification on A8, before encryption
and only uploads the top p% gradient values with the
largest absolute values.

€round = €total

3.4 Temporal-graph neural network
detection model oriented to the attack
chain

As the core of the global detection model, this paper
designs a neural network that deeply integrates temporal
and structural information to specifically model the
complex and multi-stage behavior patterns in the APT
attack chain.

Sequential behavior modeling: For each monitored
entity, the ordered sequence of security events S =
[ey, e,, ..., er] generated within a certain time window is
input into a bidirectional long short-term memory network
(Bi-LSTM) for modeling.

he = LSTM (e, he—s), . = LSTM (e, Fiery)

The final sequential feature is represented as h;jme =
[hr; hy).

Entity-Relationship Diagram Modeling: We model
the entities and their interaction relationships in the cyber
space as a heterogeneous graph G = (V, ¢, R) ,where V
represents the set of entities, € represents the set of edges,
and R represents the set of relationship types. In this paper,
we use the Relational Graph Convolutional Network (R-
GCN) to learn the structural features of entities in the
attack context:
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Among them, IV, represents the set of neighbors that
have the relationship r with the entity v. This layer can
reveal the lateral movement path of the attack and the link
of data leakage.

Feature Fusion and Decision: The temporal features

h:ime are fused with the graph structure features h,(,” after
being propagated through L layers, and a gated fusion
mechanism is used for processing:
— L@
9= J(Wq[htime' hy”] + bg)
2=9 O hyime + (1 - 9) O h;”

Among them, (© represents element-wise
multiplication, and g is an adaptive gating vector. The
fused feature z is finally input into a multi-layer
perceptron for classification, and the probability
distribution belonging to each attack stage or normal state
is output.

4 Experimental design and results
analysis

To comprehensively evaluate the effectiveness,
efficiency, and privacy protection capabilities of the
proposed hybrid federated APT detection framework
(hereinafter referred to as HybridFL-APT), this paper
designs and implements a series of comparative
experiments and ablation experiments. The experiments
are carried out around the following three core issues:
First, whether HybridFL-APT is superior to existing
baseline methods in terms of the detection accuracy of
multi-stage APT attacks; Second, whether the hybrid
federated architecture and the adaptive privacy
mechanism can effectively balance privacy protection and
model utility; Third, whether the framework can meet the
actual deployment requirements in terms of
communication overhead and scalability.

4.1 Experimental setup

4.1.1 Dataset and preprocessing

This experiment uses two datasets to construct a
simulation environment. First, the CIC-1DS2018 dataset is
selected. This dataset contains various modern attack
scenarios, and the attack process has significant multi-
stage characteristics. We select the "Penetration Testing"
and "Botnet C&C Communication™ parts from it, and map
their attack steps to each stage of the ATT&CK
framework, constructing a label sequence covering six
stages: reconnaissance, resource development, initial
access, execution, persistence, and command and control.
Second, a custom enterprise log dataset is constructed. To
simulate the heterogeneous characteristics in vertical
federation, based on the publicly available audit log
format, a set of machine system logs aligned with the
timestamps of CICIDS2018 is synthesized, with features
including process creation, network connection, file
access, and permission change, forming a view of terminal
behavior. Finally, we align the network traffic features and
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host log features in time, constructing a mixed dataset
containing 120,000 samples, where the normal traffic
accounts for 70% and the multi-stage attack traffic
accounts for 30%. The dataset is divided into a training
set, a validation set, and a test set in chronological order,
with proportions of 60%, 20%, and 20% respectively.

4.1.2 Comparison methods and evaluation metrics

To verify the superiority of the proposed framework, we
set up five groups of comparison methods: Centralized
(traditional centralized training), FedAvg (the standard
horizontal federated averaging algorithm), VFL-LR
(vertical federated logistic regression method based on
secure aggregation), FedAttackChain (federated learning
method for attack detection), and the proposed HybridFL-
APT. Additionally, HybridFL-APT without differential
privacy (DP) was set as the control group for the ablation
experiment. It is a variant with the adaptive privacy
module removed.

The evaluation metrics cover three aspects. In terms
of detection performance, macro-averaged precision,
macro-averaged recall, macro-averaged F1 score, and
weighted accuracy in attack phase recognition are adopted.
Regarding the trade-off between privacy protection and
utility, the differential privacy budget € consumed by each
federated method to reach the target detection
performance is recorded, and the actual privacy leakage
risk is quantified via the success rate of membership
inference attacks.

4.1.3 Federal environmental configuration

The simulation environment consists of 1 central server
and 10 participating client nodes. To simulate non-
independent and identically distributed as well as feature-
heterogeneous situations in reality, two data partitioning
methods are adopted: Horizontal partitioning distributes
samples to 10 clients in a non-equal random manner to
simulate the difference in data volume. Vertical
partitioning randomly designates 5 clients to only have
network traffic features and the other 5 clients to only have
host log features. All experiments are run on a server
equipped with an NVIDIA RTX 4090 GPU and
implemented using the PyTorch and PySyft frameworks.

4.2 Comparative analysis of detection
performance

Table 2 compares the performance of various methods on
the APT attack chain detection task. The results
demonstrate that the proposed HybridFL-APT model
achieves an Fl-score of 0.914, significantly
outperforming FedAvg and VFL-LR. This validates the
superiority of the hybrid architecture in effectively
integrating both horizontal and vertical information. Even
when compared to the representative state-of-the-art
method FedAttackChain, HybridFL-APT improves the
Fl-score by approximately 2.9%. Furthermore, the
model's performance approaches the ideal Centralized
baseline, indicating that the hybrid federated collaboration
mechanism can effectively learn representations
approximating the global data distribution while strictly
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adhering to privacy constraints. Regarding the critical
metric of attack phase identification accuracy, HybridFL-
APT scores 0.867, outperforming all competitors. This
highlights the effectiveness of the temporal-graph neural
network in capturing the logical sequence and propagation
paths of attack chains. Finally, while a variant without the
privacy module produces marginal performance gains, the
gap remains negligible. This suggests that the impact of
the adaptive privacy mechanism on the overall model
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utility is maintained at a minimal level. The improvement
over FedAttackChain (0.914 vs. 0.885 F1-score) marks a
significant step forward for threat intelligence.
FedAttackChain is limited to horizontal collaboration and
cannot see patterns across different infrastructure domains.
In contrast, HybridFL-APT uses a hybrid fusion approach
to uncover hidden correlations in the attack chain. This
method effectively bridges "data silos" while keeping raw
data secure.

Table 2: Performance comparison of different methods in APT attack chain detection

Method Precision Recall F1-score Stage Accuracy
Centralized 0.923 0.898 0.910 0.854
FedAvg 0.882 0.845 0.863 0.812
VFL-LR 0.871 0.902 0.886 0.801
FedAttackChain 0.894 0.876 0.885 0.838
HybridFL-APT (Ours) 0.916 0.912 0.914 0.867
HybridFL-APT w/o DP 0.921 0.910 0.915 0.869

4.3 Privacy-utility trade-off and
robustness analysis

To quantitatively evaluate the privacy protection effect of
the evaluation framework and its impact on model
performance, different intensities of privacy budgets € are
set, and the performance and security of each federated
learning method are compared. Table 3 records the
detection performance of different methods and the
success rate of membership inference attacks they face
under four typical privacy budget levels.

We conduct a sensitivity analysis by varying the
privacy budget € As shown in Table 3, the model exhibits
high stability. When the privacy constraint is tightened
from &=5.0 to €=0.1 (increasing noise intensity), the F1-
score of HybridFL-APT only decreases from 0.912 to
0.894. This marginal 2.2% performance degradation
confirms that our adaptive noise addition strategy ensures
model convergence and stability under varying noise
levels. This stability confirms that the system’s ‘flatness' is
maintained across different privacy regimes, aligning with
the robustness criteria observed in nonlinear optimal
control applications.

Table 3: Privacy-utility trade-off of each method under different privacy budgets ¢

Method e=0.1 e=1.0 £=5.0 £=0
F1 Score / MIA F1 Score / MIA F1 Score / MIA F1 Score / MIA
Success Rate Success Rate Success Rate Success Rate
Centralized -/- -/- -/- 0.910/35.2%
Fe‘j’g’g) (without - " - 0.863/ 27.8%
Fixed-DP-FL 0.819/3.1% 0.857/ 8.5% 0.878/19.4% 0.885/26.1%

HybridFL-APT 0.894/4.3%

0.905/7.1%

0.912/11.6% 0.914/15.7%

As can be seen from Table 3, first, for the Centralized
and FedAvg methods without any privacy protection
mechanisms, their models are extremely vulnerable to
membership inference attacks and have a very high risk of
leakage. Second, under the strong privacy constraint, the
baseline method using the fixed noise mechanism can
suppress the attack success rate to a relatively low level
(3.1%), but the model utility is severely damaged, and the
F1 score drops by about 7.5% compared to the unprotected
state. In contrast, under the same strong privacy constraint
€, the adaptive privacy mechanism proposed in this paper
can still maintain a high F1 score of 0.894, with a
significantly smaller performance loss than the fixed
mechanism, while effectively controlling the attack
success rate below 5%. As the privacy constraint is

relaxed, the adaptive mechanism can more efficiently
convert the newly added privacy budget into an
improvement in model performance and demonstrates a
better utility-privacy balance at all privacy levels. This
proves that the adaptive noise mechanism can intelligently
allocate privacy budgets according to the training
dynamics, effectively avoiding the problems of
"insufficient protection™ or "over protection” that may
occur in the global and local stages of training for the fixed
mechanism.
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4.4  Analysis of communication and
computational efficiency

Table 4 presents the system efficiency comparison results.
While the per-round training time of HybridFL-APT (20s)
is slightly higher than FedAvg due to the computational
overhead of T-GNN and cross-domain alignment, the
framework significantly outperforms baselines in terms of
total resource consumption.
® Comparative Analysis: Unlike traditional
horizontal FL methods that suffer from slow
convergence in  heterogeneous environments,
HybridFL-APT reaches the convergence criterion
(F1 =0.90) in only 52 iterations, a 38.8% reduction
compared to the 85 rounds required by FedAvg. (As
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shown in Figure 2) Like robust adaptive control, our
method prioritizes quality over speed in each step. By
taking the time to capture complex patterns, the
system follows a more stable path and converges
much earlier.

® Deployment Scenarios and Limitations: In
practical deployment, the sub-linear growth of
communication cost (as shown in Figure 5) makes
our framework highly suitable for large-scale
enterprise networks where bandwidth is a constraint.
However, a potential limitation exists in extremely
high-latency environments where the two-layer
alignment process may introduce synchronization
delays. Future work will investigate asynchronous
updates to further mitigate this.

Table 4: System efficiency comparison (Convergence criterion: F1 score = 0.90)

Method Comm Cost (MB) Cog\c/)irr?g:ce Time per Round (s)

FedAvg 1520 85 18

VFL-LR 980 60 22
HybridFL-APT 1050 52 20

Convergence Efficiency Comparison

1.0

0.91

0.8 1

0.7 1

Detection F1-Score

0.6 1

0.5 1

Target F1=0.90

Total Comm. Cost:
HybridFL-APT: 1050 MB
FedAvg: 1520 MB

=== HybridFL-APT (Ours)
— = FedAvg
=+ VFL-LR

0.4 T
40

60 80 100

Training Rounds

Figure 2: Convergence efficiency comparison

4.5 Ablation experiments and key
parameter analysis

The ablation experiments further verified the necessity of
each core component. After removing the vertical fusion,
the F1 score dropped to 0.887, and the attack phase
recognition accuracy dropped to 0.831. This indicates that
multi-source feature fusion is crucial for understanding the

complete attack chain. After removing the horizontal
collaboration, the model performance was close to that of
a single vertical federated method, suggesting that cross-
organization knowledge sharing helps improve the
generalization ability of the model. When using only the
time series model, the recognition accuracy of the attack
phase dropped to 0.841. When using only the graph model,
it dropped to 0.819. This indicates that the two are
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complementary and irreplaceable in the process of
modeling the attack chain.

4.6 Supplementary data analysis and
visualizations

To provide additional information about the performance
and characteristics of the suggested HybridFL-APT
framework, this section presents further data analyses
supported by visualizations. The following figures show
key trends and comparative results across detection
accuracy, privacy-utility trade-offs, and system efficiency.

4.6.1 Detection performance across attack stages
Figure 3 compares the detection accuracy of
HybridFL-APT at each stage. It employs two strong
baselines for comparison: centralized training and the
standard horizontal method FedAvg. These results are
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based on the six-stage attack chain from the ATT&CK
framework. HybridFL-APT achieves accuracy close to the
centralized upper bound at each stage. It also significantly
outperforms FedAvg in the later stages, which include
Command & Control and Exfiltration. Behavioral patterns
in these stages are more subtle and dispersed. This
indicates that our framework preserves crucial
discriminating information effectively. This preservation
occurs during privacy-preserving collaborative learning.

As shown in Figure 3, our model performs best in the
late stages of an attack, such as C&C and Exfiltration.
These stages are usually hard to detect because they look
like normal admin traffic to a single organization. By
using a T-GNN, our framework reaches an accuracy level
close to centralized training. This proves that keeping
track of timing and structural relationships during
federated learning is the best way to catch coordinated,
multi-stage attacks.

Stage-wise Detection Accuracy Comparison

1.00

0.95 4

o
©
o

Detection Accuracy
o
&

o
©
o

0.75

0.70 -

c\).{)o“
o®

@ Centralized
FedAvg
I HybridFL-APT (Ours)

Attack Stage

Figure 3: Detection accuracy comparison across attack stages

4.6.2 Privacy-utility trade-off under varying data
heterogeneity

Figure 4 shows the variation in the privacy-utility
trade-off of HybridFL-APT with varying degrees of data
heterogeneity among participants. Heterogeneity is
measured as the variance of local data distributions (earth
mover distance). The curves indicate that when

heterogeneity increases, a larger privacy budget (g) is
needed to achieve the same detection performance.
However, the adaptive noise mechanism in HybridFL-
APT can alleviate this effect, so the framework can
maintain higher utility under strong privacy constraints (g
< 1.0) than fixed DP mechanisms.
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Impact of Data Heterogeneity on Privacy-Utility Trade-off
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Figure 4: Impact of data heterogeneity on privacy-utility trade-off

4.6.3 Communication overhead versus number of
participants

Figure 5 evaluates the scalability of HybridFL-APT
by plotting the total communication overhead against an
increasing number of participants (from 5 to 50). The

communication cost of our hybrid architecture grows sub-
linearly, which can be attributed to its selective update
mechanism and gradient sparsification. In contrast, the
overhead for standard FedAvg increases nearly linearly,
making it less practical for large-scale deployments.

Communication Overhead vs. Scale of Federation

8000
FedAvg

=@~ HybridFL-APT (Ours)
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Figure 5: Communication overhead vs. federation scale

4.6.4 Ablation study: contribution of framework
components

An ablation study was conducted to quantify the
contribution of each major component in HybridFL-APT.
The results are shown in Figure 6. Using a horizontal-only
federated model as the baseline, the addition of vertical

feature fusion (VFF) enhances the Fl-score by 2.7%..
Integrating the adaptive privacy module (APM) leads to a
minor 1.5% reduction in performance, while providing
strong formal privacy guarantees. The complete model,
which incorporates all components including the
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temporal-graph neural network, delivers the highest
overall performance.
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Ablation Study: Impact of Framework Components
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Figure 6: Ablation study: contribution of framework components

4.7 Experimental conclusion

Based on the above experimental results and analysis, the
following conclusions can be drawn. First, in terms of
effectiveness, HybridFL-APT achieves APT attack chain
detection accuracy comparable to that of centralized
methods while strictly protecting data privacy, and is
significantly superior to existing federated learning
methods. Second, in terms of efficiency, by adopting a
hybrid federated architecture and communication
optimization techniques, the framework shows obvious
advantages in both communication overhead and
convergence speed, and has the feasibility of practical
deployment. Finally, in terms of robustness, the adaptive
privacy mechanism achieves a better privacy-utility trade-
off, and the framework has a certain tolerance for low-
quality or malicious data. The above experimental results
comprehensively verify the advancement and practicality
of the framework proposed in this paper in solving the
cross-domain collaborative APT detection problem.

5 Discussion

The results presented in Section 4 demonstrate that
HybridFL-APT offers a substantial improvement in cross-
domain APT detection. To better contextualize these
findings, we discuss our framework’s performance and
architecture in relation to the current state of the art.

5.1 Comparison with horizontal-only
frameworks

Most  federated learning (FL) applications in
cybersecurity, such as FedAttackChain [10] , rely on
horizontal collaboration to expand training datasets. While
this increases the volume of samples, it often fails to
account for the heterogeneous nature of APT traces, which
are typically scattered across different network layers and
endpoint logs. Our results show a 2.9%-5.1%
improvement in F1-score over these baselines, which we
attribute to our Vertical Multi-source Feature Fusion
layer. By aligning diverse feature spaces, HybridFL-APT
identifies cross-domain correlations that horizontal-only
models overlook, effectively bridging "data silos" at the
feature level.

5.2 Adaptive privacy and model stability

A primary challenge in privacy-preserving FL [16] [18] is
the "utility cliff"—a sharp drop in accuracy that occurs
when fixed noise injection is used to meet strict privacy
budgets. Our sensitivity analysis in Table 3 shows that
HybridFL-APT avoids this drop through an Adaptive
Differential Privacy (ADP) mechanism. By dynamically
adjusting the privacy budget based on training dynamics,
the model maintains stability and convergence even when
processing noisy, cross-organizational data. This approach
to maintaining model "flatness” draws on established
principles from adaptive control theory [23] [24] [24] [25]
[26] [27] [28] , ensuring that privacy does not come at the
expense of detection reliability.
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5.3 Advancements in attack chain
modeling

While previous works [2] [4] rely heavily on sequence
modeling, our framework introduces a Temporal-Graph
Neural Network (T-GNN) to capture both temporal
sequences and  structural  entity  relationships
simultaneously. As illustrated in Figure 3, this approach is
particularly effective during the Command & Control and
Exfiltration stages, where attacker behavior is most likely
to blend in with legitimate administrative traffic. By
providing a more comprehensive reconstruction of the
attack chain, this method allows Security Operations
Centers (SOCs) to move beyond simple alert-matching
and implement more effective, context-aware response
strategies.

6 Conclusion

Aiming at the cross-domain stealth characteristics of APT
attacks, this paper proposes a hybrid federated learning
detection framework. Through the collaborative
mechanism of horizontal and vertical federation, this
framework realizes the multi-source threat intelligence
fusion under the premise of privacy protection.
Combining adaptive differential privacy and temporal-
graph neural network, while guaranteeing data security, it
effectively improves the detection accuracy and
interpretability of the attack chain.

Experimental results show that the proposed
framework is close to the centralized baseline in detection
performance, significantly outperforms existing federated
learning methods, and performs excellently in terms of
communication efficiency and robustness.

This study is currently mainly based on simulation
data. Future work will further explore the deployment and
optimization of this framework in real industrial
environments, and study the combination of unsupervised
learning and trusted computing technologies to enhance
the ability to detect unknown threats and the auditability
of collaborative processes.
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To address the challenges associated with highly heterogeneous Business—Finance—Law-Tax (BFLT)
data and increasingly complex risk propagation patterns, this study proposed a Multimodal and
Heterogeneous Graph-based Risk Network (MHGR-Net). The framework consisted of three stages. First,
a Universal Information Extraction (UIE) model integrated document layout information with semantic
features. Second, a temporal heterogeneous knowledge graph was constructed to model dynamic risk
associations. Third, a Heterogeneous Graph Transformer (HGT) was employed to learn risk path weights
through a self-attention mechanism. The experimental dataset included more than 13,000 multimodal
documents, such as contracts, financial statements, and judicial judgments, collected from 30 Chinese A-
share listed companies. MHGR-Net achieved an Area Under the Curve (AUC) of 94.1% and an accuracy
of 95.03%. The model required only 14 minutes for training. It outperformed mainstream baseline
methods, including XGBoost, Graph Convolutional Network (GCN), and Temporal Graph Convolutional
Network (T-GCN), in both predictive performance and computational efficiency. The proposed system
reduced data silos and provided reliable decision support for enterprises shifting from passive compliance
management to proactive and intelligent risk governance.

Povzetek: Studija predstavi MHGR-Net, ki z univerzalnim izluscanjem informacij iz vecmodalnih BFLT
dokumentov, casovno heterogenim grafom znanja in heterogenim grafnim Transformerjem modelira

dinamicne poti tveganja za proaktivnejse in natancnejse upravijanje podjetniskih tveganyj.

1 Introduction

Driven by the current wave of global digitalization,
enterprises are undergoing a profound data-driven
transformation. Massive volumes of “Business-Finance-
Law-Tax” (BFLT) data—including business contracts,
financial transactions, legal documents, and tax
vouchers—are being generated and accumulated at an
unprecedented pace [1]. These data sources are inherently
heterogeneous: formats vary widely, content is
fragmented, and information is often siloed, making it
difficult for enterprises to develop a unified,
comprehensive understanding of risk [2]. Meanwhile, the
global regulatory environment is becoming increasingly
stringent, compliance requirements are continually rising,
and both the complexity and propagation of risks are
intensifying. Even minor flaws in a single domain can
cascade through intricate business processes, triggering
cross-domain compliance crises.

Traditional risk management approaches are proving
increasingly inadequate under these conditions. Heavy
reliance on manual audits, department-specific reviews, and
rule-based judgments results in limited coverage, delayed
responses, and fragmented insights [3]. These methods
struggle to penetrate surface-level operations and cannot
effectively identify hidden risks embedded in multi-party

transactions, complex equity structures, or ambiguous
contract clauses. For example, a related-party transaction
may appear compliant but could be used to conceal fund
misappropriation or profit shifting. The true risk might only
surface during a tax audit or legal dispute. By that time, the
enterprise could already be at a disadvantage [4]. Therefore,
breaking data silos and adopting a proactive, intelligent
paradigm capable of detecting and alerting cross-domain
BFLT risks has become essential for enterprise survival and
sustainable development.

To address the aforementioned complex challenges,
this study proposed an end-to-end intelligent system named
Multimodal and Heterogeneous Graph-based Risk
Network (MHGR-Net). The system was designed to enable
precise identification and dynamic early warning of BFLT
compliance risks. The primary objective was to eliminate
data silos through technological innovation and to address
three key research questions from both theoretical and
empirical perspectives.

a. Multi-source integration: How can a multimodal
Universal Information Extraction (UIE) model effectively
integrate highly heterogeneous data sources, including
contracts, financial statements, and legal documents?

b. Temporal evolution: How can a temporal
heterogeneous knowledge graph be constructed to capture
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dynamic risk propagation patterns across cross-domain

business processes?

c. Decision robustness: Based on the heterogeneous
graph transformation architecture of MHGR-Net, can the
model improve the accuracy and robustness of complex
risk path identification while maintaining computational
efficiency?

The technical framework comprised three core
components.

»  First, a domain-adaptive multimodal UIE model was
developed. The model incorporated industry-specific
knowledge and document layout features. It
transformed fragmented unstructured data, such as
scanned contracts, invoices, and financial reports,
into structured knowledge triples with high efficiency.

»  Second, a dynamic temporal heterogeneous BFLT
knowledge graph was constructed. Timestamp
annotations and entity alignment algorithms were
introduced. The graph represented complex
enterprise relationship networks and described the
temporal evolution of risk states.

»  Third, the MHGR-Net deep learning model was
implemented as the central analytical engine. The
model drew on the architectural advantages of the
Heterogeneous Graph Transformer (HGT). A self-
attention mechanism was applied to learn the weights
of different risk propagation paths. Compared with
traditional rule-based methods and static graph
models, MHGR-Net identified latent high-risk
entities more accurately and predicted potential risk
outbreak points more effectively. This capability
supported the transition from passive compliance
management to proactive and intelligent risk
governance.

2 Related work

2.1 Current research on enterprise
compliance risk management

Enterprise Risk Management (ERM) is an integrated
framework designed to help organizations identify, assess,
and respond to various risks. Recent studies have
emphasized that ERM should not be treated as an isolated
control mechanism. Instead, it should be deeply
embedded within corporate governance structures.
Gleiner and Berger [5] argued that strengthening
embedded risk management was essential to improving
ERM effectiveness. Tewu et al. [6] confirmed the
significant positive impact of compliance practices on
corporate performance in the banking sector. For start-ups,
Uwamusi [7] examined strategies for optimizing legal
structures under complex regulatory frameworks in order
to reduce tax burdens and operational risks. Li et al. [8]
conducted a systematic review of the application of
Knowledge Graphs (KG) in ERM. With the rapid
development of the digital economy, data-driven risk
identification has become a major research focus. Li et al.
[9] applied an optimized Backpropagation neural network
(BPNN) to predict financial risks in listed companies.
Tamascelli et al. [10] used neural networks to predict
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equipment failure time under specific industrial risk
events. Chen [11] proposed a Deep Learning-based model
for corporate financial risk prediction and intelligent early
warning.

Although these studies established the importance of
compliance management, existing risk prediction models
remain inadequate for handling cross-domain risks in the
BFLT context. Most approaches treat risk factors as
independent feature variables. They fail to capture cross-
domain risk propagation across multi-party transactions
and complex ownership structures. In addition, many
models rely primarily on single-domain financial data. As
a result, they struggle to detect complex anomalies in
multinational financial statements [12]. This limitation
weakens their early warning capability when cross-
domain chain reactions occur.

2.2 Application of knowledge graphs in
financial and legal risk control

In the financial and legal domains, Knowledge
Graphs have demonstrated effectiveness in fraud
detection, anti-money laundering, and related-party
transaction analysis. Wang et al. [13] combined Graph
Convolutional Network (GCN) with knowledge graphs
for stock price prediction. Shi et al. [14] constructed a
knowledge fusion graph to forecast market trends. To
address the integration of multi-source heterogeneous
data, Yan et al. [15] proposed a practical framework for
building enterprise knowledge graphs, which alleviated
the data silo problem. The performance of knowledge
graphs depends heavily on the quality of Information
Extraction (IE). Wang and EI-Gohary [16] and Zhang [17]
explored Artificial Intelligence (Al)-based frameworks
for tax and construction regulation IE. Shim et al. [18]
introduced Large Language Models (LLMs) to process
unstructured documents.

Despite these advances, State-of-the-Art (SOTA)
techniques still exhibit clear limitations in semantic
integration within the BFLT domain. Existing IE models
often fail to simultaneously incorporate document layout
features and cross-domain professional terminology. This
semantic gap weakens the logical depth of the constructed
knowledge graphs. Consequently, such graphs struggle to
support complex compliance scenarios that require joint
reasoning over legal clauses and financial data.

2.3 Graph neural networks and their
application in risk analysis

Graph  Neural Networks (GNNs) learn node
representations by aggregating information from
neighboring nodes. This mechanism aligns closely with
the way risks propagate within networked systems. Wang
[19] explored a financial risk identification approach
based on Convolutional Neural Networks (CNNSs).
Mojdehi et al. [20] proposed a hybrid model that
integrated topological analysis with GNNs, which
improved credit risk assessment in supply chain finance.

Although GNNs possess inherent advantages in
modeling non-Euclidean structured data, existing studies
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primarily focus on empirical metrics such as Accuracy
and Area Under the Curve (AUC). They provide limited
theoretical guarantees of stability. From the perspective
of adaptive control, a robust early warning system should

ensure finite-time convergence and

resilience to

uncertainty propagation. Most GNN-based models lack
stability guarantees when learning path weights from
dynamically evolving BFLT data. The proposed MHGR-
Net addresses this limitation. It draws on principles from
optimal control theory. The model incorporates temporal
encoding and adaptive heterogeneous weight adjustment.
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This design aims to strengthen dynamic risk modeling and
improve theoretical robustness.

Through a comprehensive and critical review of the
above literature, Table 1 summarizes representative
studies in enterprise compliance risk identification. It
compares their core methodologies, application domains,
advantages, and technical limitations in handling cross-
domain BFLT data integration. The comparison clarifies
the gaps in current SOTA research and establishes the
technical positioning of this study.

Table 1: representative studies in enterprise compliance risk identification and their technical limitations

compliance

theoretical robustness

Author/Year Core Method Research Main Strength Critical Limitation (SOTA Gaps)
Domain
Gleilner et al. | Embedded risk | Corporate Emphasized integration | Lacked concrete quantitative
[5] framework management of ERM and governance | algorithmic implementation
Tewu et al. [6] | Empirical analysis Banking Verified positive | Limited ability to process
correlation between | unstructured textual risks
compliance and
performance
Uwamusi [7] Regulatory navigation | Start-ups Optimized legal and tax | Focused on policy guidance
framework structures rather than automated
identification
Lietal. [8] Knowledge Graph | Risk Systematically Did not propose a dedicated
review management summarized Knowledge | BFLT architecture
Graphs applications
Lietal. [9] Optimized BPNN Financial Improved single-domain | Treated  risk  factors  as
forecasting prediction accuracy independent variables
Tamascelli [10] | Neural network | Industrial Applied Al to time-to- | Not generalizable to complex
failure analysis safety failure prediction business logic
Chen [11] Deep learning early | Financial risk Strengthened automated | Lacked cross-domain semantic
warning model financial risk prediction association analysis
Lietal. [12] Anomaly pattern | Multinational Detected fraud patterns in | Failed to reveal underlying legal
recognition enterprises financial statements roots of risk
Wang et al. | Knowledge Graphs + | Stock market Captured  relationships | Ignored temporal dynamics of
[13] GCN among market entities risk evolution
Shi et al. [14] GCN-LSTM Market Introduced  preliminary | Limited capability in
forecasting temporal modeling unstructured document
extraction
Yan etal. [15] | Heterogeneous Enterprise Addressed heterogeneous | Insufficient reasoning depth for
Knowledge  Graphs | knowledge data silos compliance risk
construction base
framework
Wang et al. | Deep learning-based | Construction Enabled automated | Unable to process cross-domain
[16] relation extraction safety regulation transformation | knowledge such as taxation
Zhang [17] Multimodal Al | Tax Improved tax  data | Did not integrate financial-legal
framework compliance integration cross-validation
Shimetal. [18] | LLM + OmEGa Manufacturing | Strong semantic | Lacked domain adaptation for
understanding with low | financial and legal contexts
zero-shot cost
Wang [19] CNN-based risk | Financial risk High computational | Not suitable for complex non-
model efficiency Euclidean graph structures
Mojdehi et al. | Topological analysis | Supply chain | Enhanced capture of | Lacked theoretical convergence
[20] + GNN finance topological features guarantees
This Study MHGR-Net BFLT cross- | Unified multimodality, | Filled SOTA gaps in cross-
domain dynamic modeling, and | domain integration and temporal

risk evolution
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3 Construction of the BFLT
knowledge graph and the risk
identification & early warning
model

3.1 System architecture and technical
analysis

To enable intelligent identification and early warning of
compliance risks in the BFLT domain, the system adopts a
hierarchical technical architecture. This architecture
consists of three layers: the Data Layer, the Model Layer,
and the Application Layer. It is designed to provide end-to-
end processing, from heterogeneous data ingestion to risk
decision output. To visually illustrate this processing
pipeline, the study presents a system workflow in the form
of pseudocode and a logic path diagram (Figure 1). These
depict the entire process, from multimodal data extraction,
through temporal knowledge graph construction, to risk
prediction using a HGT. The hierarchical design ensures
modularity and scalability, allowing the system to handle
complex business logic efficiently.

Start

Input: Extract text, tables, and image-based layout information

Output: The risk rating of each risk subject and the warning results of potential
high-risk associations

4 def extract_knowledge(inputs, uie_model):

5 # Perform multimodal information extraction

6 entities, relations = uie_model.extract(inputs)

7 return entities, relations

8 def construct_graph(entities, relations):

9 # Build a heterogeneous temporal knowledge graph

10 G =Graph()

11  for e in entities:

12 G.add_node(e)

13 for rin relations:

14 G.add_edge(r.head, r.tail, r.type, r.time)

15 retun G

16 def risk_prediction(G, htgn_model):

17  #Perform risk identification using the Heterogeneous Temporal Graph Network

18  embeddings = htgn_model.encode(G)

19  risk_scores = htgn_model.predict(embeddings)

20  return risk_scores

21 def active_feedback(risks, model, threshold=0.7):

22 # Perform active learning for self-optimization

23 low_conf = [n for n, s in risks.items() if s < threshold]

24 for node in low_conf:

W N -

25 new_data = retrieve_data(node)
26 model.retrain(new_data)
27 End

Figure 1: Pseudocode flow of the MHGR-Net-based risk
intelligent identification and early warning model.

The system’s end-to-end processing logic is presented
in the pseudocode of Figure 1. The workflow comprises
five core stages. First, multimodal data—including text,
tables, and document layout information—is ingested.
Second, the UIE model is applied to perform automated
knowledge extraction. Third, a heterogeneous knowledge
graph with temporal dimensions is constructed. Fourth, the
core MHGR-Net is used to perform risk identification and
score prediction. Finally, an active feedback mechanism
triggers human verification for low-confidence results and
supports incremental model retraining. This closed-loop
design ensures continuous optimization when processing
complex BFLT data.
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The model layer serves as the core of the system, hosting
intelligent processing capabilities such as IE, knowledge
graph construction, and risk analysis, and providing the
foundation for knowledge inference, predictive analytics,
and decision support. The application layer acts as the
interface and feedback channel, visualizing results in a
graphical and interactive manner, while supporting human-
in-the-loop and closed-loop feedback mechanisms to
dynamically optimize and continuously evolve the model
based on new data and insights. The architecture
emphasizes  cross-domain  semantic  integration,
multimodal collaborative modeling, and sustainable
learning, ensuring robust adaptability in complex risk
scenarios. By leveraging these three layers in a coordinated
manner, the system can efficiently detect emerging risks,
monitor evolving compliance patterns, and support
proactive risk mitigation strategies. The structure of the
BFLT risk identification and early warning system based
on MHGR-Net (Multimodal + Heterogeneous Graph-
based Risk Network) is illustrated in Figure 2.
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Figure 2: Illustration of the MHGR-Net-based BFLT risk
identification and early warning model architecture.

Given that BFLT data involve sensitive corporate financial
information and legal privacy, the system was designed in
strict accordance with data ethics and security standards.
During the data ingestion stage, all non-public contract
details, financial statements, and tax records were de-
identified, and differential privacy techniques were applied
to protect sensitive attributes of specific entities. Moreover,
system operations fully comply with the Data Security Law
and relevant industry regulations, ensuring that data are
used exclusively for research and management purposes
related to compliance risk prediction. By implementing a
controlled access framework, the system breaks down data
silos while effectively preventing data leakage, thereby
guaranteeing the compliant delivery of intelligent early-
warning capabilities.
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3.2 Knowledge graph construction based
on multimodal 1E

For the BFLT domain, a dedicated knowledge graph
schema was designed, clearly defining entity types (e.g.,
enterprises, financial indicators, tax provisions) and
relation types (e.g., “signs contract,” “pays tax”). Core IE
relies on a domain-adaptive multimodal UIE model
[21,22]. By performing secondary pretraining on domain-
specific corpora, the model significantly enhances its
understanding of professional terminology and complex
document structures.

When processing semi-structured and unstructured
documents (e.g., PDF contracts or scanned invoices), the
model uses its layout-aware capabilities to combine text,
tables, and layout information. This enables accurate
extraction of multimodal knowledge elements, forming
triples that represent entities, their attributes, and the
relationships between them.

To achieve cross-domain semantic integration, the
system formalizes the input multimodal document D as a
heterogeneous feature set comprising text streams, image
pixels, and layout coordinates. Let D consist of N document
elements:

D={d,d,,....d} ()

For each element, the system employs a deep encoder

fue() based on the LayoutLMv2 architecture. This

encoder jointly models spatial layout and textual semantics

via a multi-head self-attention mechanism, producing a
multimodal feature vector X; :

X, =fye(d), 1=12...,N )

Based on these representations, the knowledge

extraction module performs named entity recognition

(NER) and relation extraction (RE) to construct a set of

knowledge triples 7 . To capture the temporal evolution of

risks, the triples are extended into a time-aware data
structure:

T:{(hj,l’j,tj,ATj] hj,tje E,reR} (3)
hy. 4 denotes the head and tail entities, " represents
the relation type between them, E and Z are the sets of all
entity and relation types, respectively. E corresponds to the

Informatica 50 (2026) 127-138 131

BFLT entity set, Z represents the set of relation types, and
AT, denotes the timestamp of the event.

After obtaining a large collection of knowledge
triples, a temporal heterogeneous knowledge graph is
constructed in the next step. The construction workflow
of the knowledge graph is illustrated in Figure 3.

During the multi-source data fusion phase, to address
inconsistencies in how the same entity is represented across
different sources, the system employs a dual-path similarity
evaluation model. The entity alignment function,
sim(e,, &,) , is defined as:

sim(e,, e,) = - sim,, (e,,8,) + (1—a) - sim (e,,&,) (4)

Specifically, the attribute similarity sim,, is

computed using cosine similarity between entity
embedding vectors, while the relation similarity sim,_, is

calculated using the Jaccard index to evaluate the
proportion of shared neighboring nodes between two
entities. In this study, the weight coefficient & was set to
0.6, and the fusion decision threshold was set at 0.85. When
the similarity score exceeds this threshold, entities are
automatically merged. For scores in the range [0.7,0.85],
the entities are routed to a manual verification pipeline for
final approval, ensuring the foundational quality of the
knowledge graph.

Next, timestamp annotation is performed. To capture
the temporal evolution of business processes and risk
events, timestamps t are added to entity relationships,
forming triples with temporal attributes (h;,r;,t;,7;) ,
where 7; indicates the specific time the relation ;

occurs.

Finally, the constructed temporal heterogeneous
knowledge graph is stored in a graph database to enable
efficient storage and querying, supporting subsequent
graph-based risk identification and early warning
computations.

Through this process of multimodal IE and temporal
graph construction, the system effectively integrates
multi-source heterogeneous BFLT data. It builds a high-
quality, dynamically evolving knowledge network that
provides a solid data foundation for subsequent risk
identification models.

e N\
| | Business contract | |
D N
| | Financial statements | S N f |
nowledge Extraction~ isk subject rating
inancial statements _“Knowledge Extracti | I e |
| . |'>\ and Graph Construction —>
| legal instrument | N < Layer || Real time risk warning |:
| Tax certificate | l_ _____ Y
| N 4

Multi source
heterogeneous data layer

Application and
decision output layer

Figure 3: Illustration of knowledge graph construction steps
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Figure 4: Schematic of the risk identification and early warning module based on heterogeneous temporal graph

networks.

3.3 Risk identification and early warning
module based on heterogeneous
temporal graph networks

With the multi-source heterogeneous knowledge graph
constructed, accurately identifying enterprise compliance
risks and predicting potential risks becomes a key system
challenge. The constructed knowledge graph is formally
defined as a temporal heterogeneous graph G, as shown
in Equation (5):

G=(V,E,T,®) (3)

Where V is the set of nodes, encompassing multiple
entity types (e.g., enterprises, legal representatives,
contracts); E is the set of typed edges, representing
diverse relationships; T is the set of corresponding
timestamps, indicating the occurrence time of node or
edge events; and @ is a type mapping function defining
node and edge categories. Along the temporal dimension,
the graph exhibits dynamic evolution, as risk states may
change over time. To model this, the design incorporates
a time encoding mechanism TE (-), integrating event time
information into node representations to strengthen
temporal dependency modeling [23].

The core model is a heterogeneous GNNs based on
graph attention mechanisms, applied to risk identification,
as illustrated in Figure 4.

In this network, the first step is node feature

initialization. Each node V, €V s initialized with

representation  h(® , which integrates both entity

attributes and text-encoded information.
Subsequently, in the multi-head heterogeneous graph
attention layer, attention weights are calculated for each

node type teT, and edge type reT;, as defined in
Equation (6):

exp(LeakyReLU (a; |:Wr h, [ h, J))

D exp(LeakyReLU (a; [w,hw,h, ])
Where h,h; denote the node representation; ||

r_
a; =

(6)
)

indicates vector concatenation; W is the linear

r

transformation matrix corresponding to edge typer; a, is

the attention vector parameter for edge type r; and N/

represents the neighbor set of node i under relation r.
Next, temporal encoding fusion is introduced. For

each edge timestamp 7; , a positional encoding TE () is
incorporated into the computation, as shown in Equation

(7):
h=o zzai;.(wrthrTE(qj))J (7)

reR jeN/

where ¢ is a nonlinear activation function. Through
multi-layer iterations, the model captures complex node
relationships and temporal evolution patterns. In the
specific implementation of Equation (7), this study
employs a Sinusoidal Time Encoding (STE) mechanism
to construct TE(.). This approach is inspired by the
positional encoding used in the Transformer architecture.
It maps continuous time intervals into 128-dimensional
embedding vectors using sine and cosine functions at
different frequencies. This design not only captures the
temporal interval characteristics between business
activities but also enables the model to adaptively learn
both the periodic and abrupt patterns of risk evolution. By
adding this time vector to the node feature representations,
MHGR-Net can effectively distinguish  between
“historical stale risks” and “real-time compliance threats”,
thereby significantly enhancing the modeling of temporal
dependencies.

Finally, the system performs risk entity identification.
Framed as a node classification task, the model classifies
enterprise nodes into multiple risk categories, outputting

the risk level y; €{0,1,..,C—1} . The loss function is
defined as a cross-entropy loss L, in Equation (8):

Cc-1
I‘risk == Z Zl[yl = C]Iogpi,c (8)
i Vg ©=0

Where V,,, is the set of enterprise nodes; Y, is the

true risk label of enterprise i; and P, denotes the

predicted probability that enterprise i belongs to risk level
c. In the node classification task, this study categorizes
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the risk level y; into four grades according to regulatory
standards and business logic: LO (Robust, no compliance
concerns), L1 (Attention, minor management gaps), L2
(Warning, significant signs of noncompliance), and L3
(Critical, major legal or tax risks triggered). Given the
extreme scarcity of L2 and L3 samples in real-world
scenarios (resulting in a long-tail data distribution), to
prevent the model from overfitting to the high-frequency
LO class, a Weighted Cross-Entropy (WCE) mechanism
was incorporated into the logistic regression. By
dynamically adjusting the loss weights based on the
inverse of class sample sizes, the model is forced to assign
greater attention to the high-risk minority classes, thereby
ensuring heightened sensitivity for detecting extreme
compliance risks.

For potential risk early warning, formulated as a link
prediction task, the model predicts whether potential
high-risk edges exist in the graph. The binary cross-

entropy loss Ly, is expressed in Equation (9):
L =— z Iogo—(sij)_ Z Iog(l_o-(sij)) )
(i.)<E* (i,i)eE"
Where E* E~ are sets of positive and negative
sample edges, respectively; S; is the scoring function for

edge (i, j), typically defined as the dot product of node
embeddings or the output of an MLP; and o(-) is the
Sigmoid activation function. For the potential risk early-
warning task, which is formulated as a link prediction
problem, the system constructs the training set using a
Negative Sampling strategy, with a positive-to-negative
sample ratio of 1:5. In terms of performance evaluation,
besides the conventional ROC-AUC metric, this study
specifically incorporates Precision@K to measure the
practical accuracy of high-risk predictions. During model
deployment, a risk-trigger threshold of 0.75 is set. Once a
predicted score exceeds this threshold, the system
automatically identifies the most contributive risk
propagation paths via an attention mechanism. This
design of “explainable paths” provides compliance
officers with intuitive audit-trail evidence and supports a
human-in-the-loop decision-making process, enabling
enterprises to take precise interventions based on the
causal insights generated by the model.

The overall loss combines both tasks, as given in
Equation (10):

L= yLigt+@=7)Ln (10)

Where ye[0,1] is the task weight coefficient.

To meet the strict compliance audit requirements for
traceability and interpretability of predictions, MHGR-
Net does not operate as a black-box model. The system
integrates explainable Al (XAI) tools, such as
GNNEXxplainer, which automatically identify and extract
the subgraph structures and feature paths that contribute
most to a specific risk score. For instance, when the
system detects a potential tax-evasion risk in a cross-
border related-party transaction, it highlights the relevant
contract clauses, cash-flow nodes, and temporal evolution
cues. This causal traceability capability provides
actionable insights for management and generates “audit-
trail” evidence, ensuring that the early-warning results are
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admissible in legal and tax practice. Consequently, it
addresses the critical challenge of trustworthiness in
deploying deep learning models in high-stakes
compliance scenarios.

3.4 Experimental evaluation

To comprehensively validate the effectiveness of the
MHGR-Net model in cross-domain BFLT compliance
scenarios, this study constructed an industry-representative
experimental dataset. The dataset covers 30 A-share main-
board listed companies in China, spanning the years 2020
to 2024. Data were collected and integrated from three

primary sources: the China Judgments Online
(https://wenshu.court.gov.cn/), the WIND financial
terminal  (https://www.wind.com.cn/), and publicly

disclosed corporate information. The dataset comprises
1,240 legal judgments, 450 annual financial reports, 3,200
commercial contracts, and over 8,500 tax vouchers. Table
2 summarizes the statistical characteristics of the dataset.
After multimodal IE and semantic alignment, the resulting
heterogeneous knowledge graph contains approximately
45,120 entity nodes and 128,450 relational edges. The
dataset exhibits a long-tail distribution consistent with real-
world business logic. High-risk warning cases (levels L2
and L3) account for roughly 12.4%, providing a realistic
and stringent environment for testing the model’s ability to
handle class imbalance.

Table 2: Statistics of the experimental dataset

Statistical Value Notes

Metric

Number of | 30 A-share main-board

listed enterprises

companies

Total number | 13,390 | Contracts, financial

of documents reports, judgments, tax
vouchers

Total 45,120 | Entities including

knowledge companies, executives,

graph nodes indicators, clauses

Total 128,450 | Heterogeneous edges

knowledge with temporal

graph edges annotations

High-risk cases | 12.40% | Reflects class imbalance

(L2-L3)

Table 3: Hardware/software configurations and key
training parameters.

Category Parameter Value
NVIDIA A100
GPU 80GB
Hardware Intel Xeon Gold
CPU 6226R
Memory 256 GB
Windows 11 Pro
S 64-bit
Software | Deep learning PyTorch 2.0
framework
Graph database Neo4j 5.x
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UIE pretrained | LayoutLMv2
model (finetuned)
HTGN layers (L) 3

Model ﬁ_tlt)entlon heads 4

params Learning rate le-4
Batch size 32
Dropout 0.2
Epochs 120

Regarding ethics and privacy protection, this study strictly
adhered to the Data Security Law and relevant industry
regulations. Although the data were primarily sourced from
publicly available channels, all original documents
ingested by the model were de-identified and deeply
anonymized, removing unnecessary personal identifiers
and sensitive commercial clauses. This processing
approach ensures the transparency and reliability of the
research findings while maximizing the security and
compliance of data usage. The experiments were conducted
on a high-performance GPU server. The detailed
hardware/software configurations and key training
parameters are summarized in Table 3.

For performance evaluation, the MHGR-Net model
was compared against XGBoost [24], GCN [25], Graph
Attention Network (GAT) [26], Temporal Graph
Convolutional Network (T-GCN) [27], and the model
proposed by Mojdehi et al. [20]. Model performance was
assessed using Accuracy, Area Under the Receiver
Operating Characteristic Curve (AUC), Precision, and F1-
score, which collectively reflect the effectiveness of risk
identification and early warning.

4 Results and discussion

4.1 Analysis of risk identification
performance across different
algorithms

The proposed model was compared with baseline
algorithms in terms of AUC and training time, as shown in
Figure 5.
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Figure 5: Comparative results of risk identification
performance across different algorithms
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As shown in Figure 5, the experimental results revealed
notable performance differences among the evaluated
models, particularly in terms of the Area Under the ROC
Curve (AUC) and training time. From the perspective of
the AUC metric, the proposed MHGR-Net achieved the
highest accuracy in risk identification, reaching 94.1%,
which was substantially superior to the benchmark models.
In comparison, the classic machine learning model
XGBoost achieved only 85.7%, representing the lowest
performance among the tested approaches. Graph-based
models demonstrated moderate improvements: GCN and
GAT achieved 88.3% and 89.5%, respectively, indicating
the benefits of incorporating graph structure modeling. The
temporal graph model T-GCN further increased the AUC
to 90.6%, while the enhanced model proposed by Mojdehi
et al. [20] reached 91.2%. Overall, MHGR-Net’s
integration of multimodal information and heterogeneous
graph structures allowed it to capture complex
interdependencies across business, finance, legal, and tax
data, thereby demonstrating superior accuracy, robustness,
and generalization ability.

In terms of training efficiency, MHGR-Net also
showed remarkable advantages. Its average training time
was only 14 minutes, considerably shorter than the 32
minutes required for XGBoost and 28 minutes for GCN.
This improvement indicates that the architectural and
inference optimizations of MHGR-Net not only enhanced
recognition performance but also significantly reduced
computational costs. Consequently, the model is highly
suitable for real-world deployment scenarios, particularly
in contexts where rapid decision-making and limited
computational resources are critical. These results highlight
MHGR-Net’s potential to support proactive, intelligent risk
management with both high precision and practical
efficiency.

As summarized in Table 4, MHGR-Net significantly
outperformed all baseline models across the key evaluation
metrics. A T-test analysis confirmed that the performance
improvement over the second-best model (Mojdehi et al.
[20]) reached a statistically significant level (p < 0.05),
strongly demonstrating the substantive gains achieved
through multimodal integration and temporal modeling.
Furthermore, a sensitivity analysis of the model parameters
was conducted. The selection of three graph convolutional
layers balances the extraction of deep topological features
while avoiding over-smoothing. The use of four attention
heads was found to optimally capture heterogeneous
semantics across BFLT domains in parallel. This
configuration achieved a 94.1% AUC while reducing
training time to 14 minutes, providing an optimal trade-off
between accuracy and efficiency.

Table 4. Comparison of main experimental results

Model/ Accur | AU Precisio | F1- Trainin
Algorithm acy C n (%) score g Time
(%) (%) (%) (min)
XGBoost 80.95 85.7 | 784 79.2 32
GCN 83.89 88.3 | 82.1 81.5 28
GAT 85.68 | 89.5 | 83.5 84.1 30
T-GCN 88.30 | 90.6 | 84.0 86.2 26
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Mojdehi et

al. [20] 89.04 | 91.2 | 85.0 87.4 24
MHGR-Net | 95.03 | 94.1 | 904 91.6 14
p-value (vs <

Mojdehi et | <0.05 <0.05 <0.05 | -
al) 0.05

4.2  Accuracy analysis across different
algorithms

The performance of MHGR-Net was further compared
with other algorithms using Accuracy, Precision, and F1-
score as evaluation metrics. The results are illustrated in
Figures 6-8.

As illustrated in Figures 6-8, the proposed MHGR-Net
consistently outperformed all baseline models across
different training epochs, demonstrating substantial
performance advantages in risk identification and early
warning tasks. In terms of Accuracy, MHGR-Net achieved
87.68% by the 60th epoch and gradually stabilized at
95.03% by the 120th epoch. This performance exceeded
that of XGBoost (80.95%), GCN (83.89%), GAT
(85.68%), T-GCN (88.30%), and the model proposed by
Mojdehi et al. [20] (89.04%), highlighting its superior
ability to capture complex interdependencies in BFLT data.
For Precision, MHGR-Net reached 86.2% as early as the
20th epoch, substantially higher than all other models at the
same stage. By the 120th epoch, Precision further improved
to 90.4%, surpassing T-GCN (84%) and Mojdehi et al.’s
model (85%), demonstrating its effectiveness in correctly
identifying high-risk entities. The F1-score results further
confirmed the balanced performance of MHGR-Net. At the
120th epoch, the model reached 91.6%, indicating stronger
robustness and generalization compared with traditional
GNNs and ensemble-based methods. Overall, MHGR-Net
not only converged faster but also delivered higher
accuracy and greater stability, providing reliable and timely
early warning outcomes. These results emphasize its wide
applicability and strong practical potential for analyzing
complex spatiotemporal heterogeneous data, detecting

hidden risks, and supporting proactive, intelligent
compliance risk management in enterprise settings.
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Figure 6: Accuracy comparison of risk identification and
early warning across different algorithms.
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Figure 7: Precision comparison of risk identification and
early warning across different algorithms.
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Figure 8: F1-score comparison of risk identification and
early warning across different algorithms.

4.3 Ablation study

To quantitatively evaluate the contribution of each core
component of MHGR-Net to risk identification
performance, an ablation study was conducted, with results
summarized in Table 5. Four model variants were
considered: (1) w/o Multi — Multi-modal layout
information removed; only plain text retained. (2) w/o
Temporal — Time encoding mechanism removed, treating
the knowledge graph as static. (3) w/o Hetero — The
heterogeneous graph downgraded to a homogeneous graph.
The results show that removing time encoding led to a 4.2%
drop in AUC, highlighting the critical role of risk evolution
dynamics in early warning. Removing multi-modal
information caused a 5.1% decrease in Precision,
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confirming the irreplaceable value of image layout features
for parsing complex financial statements and contracts.
These findings demonstrate that the synergistic integration
of all components underpins MHGR-Net’s ability to
deliver precise cross-domain compliance risk alerts.

Table 5: Ablation study results

Model Accur | AU | Precis F1-| AUC

Variant . sco | Perform
acy C ion re ance
(%) (%) | (%) %) | Loss

MHGR-

Net (Full | 95.03 24' 90.4 gl' -

Model)

w/o

Multimod | 91.20 89. 85.3 87 -4.3%

. 8 5

ality

w/o

Temporal | 92.45 gg 87.1 88 -4.2%

Info

w/o

Heterogen | 89.50 27 83.2 25' 6.6%

eity

4.4 Discussion

The proposed MHGR-Net achieved an AUC of 94.1% in
BFLT compliance risk  prediction,  significantly
outperforming all baseline models listed in Table 1. A
detailed comparison with SOTA methods shows that,
although Zhang [17] proposed a knowledge-graph-
enhanced multimodal framework to improve tax data
integration and compliance, MHGR-Net achieved superior
recognition accuracy by incorporating a time encoding
mechanism, which effectively modeled the nonlinear
relationships between dynamically evolving legal
provisions and fluctuating financial indicators. This cross-
domain performance improvement largely results from
Multimodal Representation Learning (MRL), which
deeply aligns heterogeneous layout information with
textual semantics. This aligns with the theoretical
framework of Wang et al. [28], who demonstrated that
cross-diffusion attention mechanisms facilitate the co-
evolution of multimodal features, validating the importance
of inter-modal interactions in understanding complex
semantic scenarios.

From a deployment perspective, fintech systems must
balance technological innovation with regulatory
compliance. To address concerns regarding the “black-box”
nature of deep learning in stringent compliance contexts,
MHGR-Net integrates XAl tools. As emphasized by
Anang et al. [29], ensuring the transparency of model
decision logic is a core requirement for regulatory
compliance. The risk propagation paths extracted by
MHGR-Net provide auditable causal evidence for
compliance officers and support a Human-in-the-loop
decision-making framework, enabling enterprises to
translate model outputs into actionable compliance defense
strategies.

Nevertheless, limitations exist. Current evaluations
focus primarily on 30 Chinese A-share listed companies.

Y. Yuan

Future work should explore the model’s generalization to
SMEs under different legal systems and consider
integrating LLMSs to enhance semantic parsing efficiency
for large-scale unstructured legal documents.

5 Conclusion

This study developed an intelligent compliance risk
identification and early warning system for the BFLT
domain. By integrating multimodal IE with temporal
heterogeneous graph techniques, MHGR-Net successfully
enabled cross-domain association analysis across business,
finance, legal, and tax dimensions. Experimental results
demonstrated that the model achieved over 95% accuracy
in risk identification while maintaining high computational
efficiency, significantly enhancing enterprises’ ability to
detect hidden risk paths.

Despite these achievements, the study has several
limitations. The experimental dataset primarily comprises
30 Chinese A-share listed companies, which restricts the
model’s generalizability to resource-constrained SMEs or
complex cross-border regulatory environments. Moreover,
the “black-box™ nature of deep learning models remains a
key barrier to user trust and regulatory acceptance.

Future research will focus on three directions: (1) XAl
integration — Incorporating tools such as GNNExplainer
and SHAP to provide auditable logic traces for each risk
alert, supporting a Human-in-the-loop decision-making
framework. (2) Federated Learning exploration — Enabling
joint risk modeling across multiple enterprises while
preserving sensitive data privacy. (3) LLM integration —
Enhancing fine-grained semantic parsing of unstructured
legal texts to build a more robust global compliance
monitoring system.
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We present a comprehensive parameterized complexity framework for the cryptanalysis of classical cipher
systems composed of multiple cryptographic transformation layers. Our main theoretical contributions
are threefold. First, we prove that Cipher-Decode is fixed-parameter tractable (FPT) when parameterized
by the structural complexity vector (k, may, |X|), yielding an algorithm with running time O*(|%|Ffmsx),
Second, we establish that the problem is para-NP-hard when parameterized solely by the number of layers
k, and W[1]-hard via a complete formal reduction from k-Clique, providing a tight complexity dichotomy.
Third, we design a branch-and-bound algorithm with statistical pruning based on Kullback-Leibler diver-
gence and the Index of Coincidence, reducing the effective search space by two to six orders of magnitude
relative to exhaustive search. Experimental evaluation on 47 benchmark instances spanning Vigenere,
substitution, ADFGVX, and multi-layer composite ciphers confirms the theoretical scaling predictions
(R?> = 0.9998) and demonstrates speedups of 115x to over 2000x against naive baselines, with direct
comparisons against simulated annealing and beam search. To the best of our knowledge, this is the first
rigorous FPT analysis of multi-layer classical cipher cryptanalysis.

Povzetek: Clanek predstavi parametrizirani okvir za kriptoanalizo vecplastnih klasicnih Sifer ter dolo¢imo
meje njihove racunske zahtevnosti. Razviti algoritem z ucinkovitim statisticnim obrezovanjem v praksi

dosega od 115- do vec kot 2000-kratne pohitritve.

1 Introduction

The computational complexity analysis of cryptographic
problems has been fundamental in modern cryptography
development. While contemporary cryptography focuses
on primitives such as block ciphers and hash functions,
classical cipher systems remain relevant for multiple rea-
sons: (1) theoretical foundations providing structured case
studies for complexity analysis with clearly defined param-
eters; (2) security analysis in legacy systems where weak
encryption protocols persist in industrial control systems,
embedded devices, and low-power communications infras-
tructure; (3) algorithmic benchmarks offering combinato-
rial optimization problems with rich mathematical struc-
ture suitable for testing complexity-theoretic frameworks;
(4) educational perspective informing cryptographic design
principles through systematic understanding of vulnerabil-
ities in historical systems.

We consider cipher systems applying k cryptographic
transformations sequentially, each parameterized by its
own key. The fundamental computational problem is:
Given ciphertext and known system structure, can we ef-
ficiently recover the original plaintext? This captures
ciphertext-only attacks when the cipher structure is known

but specific keys are not, representing a realistic threat
model in many practical scenarios.

Classical complexity theory catalogs this as NP-
complete generally. However, this characterization is too
coarse: it does not distinguish between k& = 2 layers (typi-
cally tractable in practice) and k£ = 100 layers (clearly in-
tractable). Parameterized complexity [3] offers much finer
analysis: we identify structural parameters k and seek algo-
rithms with running time 7'(n, k) = f(k) - poly(n) where n
is input size and f is a computable function (potentially ex-
ponential) only in the parameter. A problem is FPT (fixed-
parameter tractable) if it admits such an algorithm.

1.1 Research questions and goals

This work is organized around the following explicit re-
search questions:

RQ1: Is Cipher-Decode fixed-parameter tractable under
the parameterization by the structural complexity vec-
tor (k,¢max, |2|), and what is the optimal running
time?

RQ2: What are the computational barriers when the pa-
rameterization is restricted to fewer structural param-
eters (e.g., only k)?
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RQ3: Can statistical pruning techniques based on lan-
guage likelihood make FPT algorithms practically ef-
ficient for realistic cipher instances?

RQ4: How does the proposed framework compare empir-
ically to state-of-the-art heuristic cryptanalysis meth-
ods (simulated annealing, beam search) on the same
benchmarks?

1.2 Our contributions

1. Parameterized framework formalization: We rig-
orously define: algebraic model of composite ciphers as
composition of bijective functions; elementary transforma-
tion classes (monoalphabetic substitutions, transpositions,
polyalphabetic ciphers); decision problem Cipher-Decode;
multi-dimensional parameterization by structural complex-
ity vector k = (k, max, |2|) where k is the number of lay-
ers, {max 18 the maximum period of polyalphabetic ciphers,
and |X| is the alphabet size.

2. Tractability characterization: Theorem 4: Cipher-
Decode is FPT parameterized by k, with algorithm run-
ning in time O* (|| *%m=) (answering RQ1 affirmatively).
Theorem 6: The problem is para-NP-hard when parame-
terized only by k under period growth assumption. Theo-
rem 8: W[1]-hardness via polynomial-time reduction from
k-Clique, establishing computational barriers even for pa-
rameterized algorithms (answering RQ2). Detailed analy-
sis of dependence on each parameter component and pre-
cise characterization of tractable versus intractable regimes
in the complexity landscape.

3. Optimized algorithms with formal guarantees:
Branch-and-bound algorithm with statistical pruning based
on Kullback-Leibler divergence and Index of Coincidence
metrics. Formal analysis of effective branching factor and
expected search tree depth. Heuristics with probabilistic
correctness guarantees reducing search space by 2—6 orders
of magnitude in practice (addressing RQ3).

4. Rigorous experimental evaluation: Comprehensive
suite of 47 benchmarks including synthetic instances and
documented historical ciphers (ADFGVX, Vigeneére, Dou-
ble Columnar Transposition). Empirical validation of the-
oretical scaling predictions achieving R? = 0.9998 cor-
relation for linear scaling with text length, with speedups
of 115x to over 2000x relative to naive exhaustive
search. Direct comparison against simulated annealing and
beam search baselines on identical benchmarks (addressing

RQ4).

1.3 Related work

Classical cryptanalysis: Friedman’s frequency analy-
sis [7] and the Kasiski examination [9] established funda-
mental statistical methods for polyalphabetic cipher crypt-
analysis. Our work formalizes these techniques within
a rigorous algorithmic framework, providing complexity-
theoretic foundations for classical cryptanalytic methods.

B.C. Mendoza

Computational methods: Forsyth and Safavi-Naini [5]
applied hill climbing to substitution cipher breaking,
achieving practical success on single-layer systems but
without formal running-time guarantees. Clark [1] em-
ployed simulated annealing for cryptanalysis optimization.
Nuhn et al. [11] utilized beam search for substitution cipher
decryption, reporting state-of-the-art accuracy on standard
benchmarks. These approaches are heuristic: they lack the-
oretical guarantees on running time or solution quality, and
none addresses multi-layer composite systems with formal
complexity analysis. Table 1 summarizes the key differ-
ences.

Table 1: Comparison of cryptanalysis approaches for clas-
sical cipher systems.

Method FPT Multi-layer Complexity Pruning
Freq. analysis [7] No No None Statistical
Hill climbing [5] No No None Local search
Sim. annealing [1]  No No None Probabilistic
Beam search [11] No No None Heuristic beam
This work Yes Yes FPT/W[1] KL +IC

Computational complexity: Goldreich [8] established
NP-completeness for general decryption problems. Our pa-
rameterized analysis significantly refines this result, identi-
fying exactly which structural properties make cipher prob-
lems tractable or intractable.

Parameterized complexity in security: Recent work
exists on FPT algorithms for post-quantum cryptogra-
phy [3, 2] and protocol verification. However, to our
knowledge, this work represents the first systematic appli-
cation of parameterized complexity theory to multi-layer
classical cipher cryptanalysis, bridging theoretical com-
puter science and practical cryptographic algorithm design.
Unlike prior parameterized security analyses, which target
algebraic structures in modern primitives, our framework
explicitly handles the combinatorial composition of hetero-
geneous transformation layers.

2 Theoretical framework

2.1 Algebraic preliminaries

Definition 1 (Alphabet and Texts). Let . be a finite alpha-
bet with |X| = m. For cryptographic purposes, identify %
with Z, = {0,1,...,m — 1} via a fixed bijection. A text
of length n is an element of X". The set of all finite texts is
E=Upso 2™

Definition 2 (Cryptographic Transformation). 4 crypto-
graphic transformation on texts of length n is a bijective
function E : X" — ¥™. The bijectivity requirement en-

sures decryption is possible via the inverse transformation
D=FE"1

2.2 Elementary transformations

Definition 3 (Monoalphabetic Substitution). 4 monoal-
phabetic substitution is a transformation E, : ¥" — X"
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defined by a permutation o € Sy, (the symmetric group on
m elements):

Eo(xy--xn) = 0(21) - 0(2n)

The key space consists of all permutations S,, with |Sy,| =
ml. For the English alphabet (m = 26), this gives approx-
imately 4 x 10%6 possible keys.

Definition 4 (Polyalphabetic Cipher). 4 polyalphabetic ci-

pher with period ¢ is a transformation Ey : ¥" — X"
defined by a key k = (ky, ..., k¢) € B¢

Ek(l'l"'xn) =Y1"Yn
where y; = (i +k((i—1) mod ¢)+1) mod mfori =1,... n.

The key space is %2* with |=¢| = m’. The classical Vigenére
cipher is the canonical example.

Definition 5 (Multi-Layer Cipher System). 4 k-layer ci-
phersystemis a tuple S = (L1, ..., Ly, 01, ..., 0k) where:

— L; € {SUST,POLY, TRANS} specifies the transfor-
mation type for layer i

— 0; contains the parameters for layer i (permutation for
SUST, key vector for POLY, transposition pattern for
TRANS)

The complete encryption function is the composition:
CS :Eek o...oE92oE91

Decryption applies inverse transformations in reverse or-
der.

2.3 Computational problem
Definition 6 (Cipher-Decode). Input:
— Ciphertext c € X"
— System structure (L1, .

.., Ly) specifying layer types

— Periods {1, ...,0 for polyalphabetic layers (unde-
fined for other types)

Output: Find parameter configuration (01, . .., 0y) maxi-
mizing language likelihood £(C§1 (¢)), where L is formally
defined in Definition 9 below.

Definition 7 (Structural Complexity Vector). For a cipher
system S of k layers, define the structural complexity vec-
tor:

k= (kﬁemaxv |Z|)

where:

— k = total number of transformation layers

— lmax = max{{; : L, = POLY} = maximum period
among polyalphabetic layers (or 1 if no such layers
exist)

— |X| = alphabet size
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2.4 Language likelihood metrics

Definition 8 (Index of Coincidence). For a text T =
t1 - -ty over alphabet 3, the Index of Coincidence (IC)
is defined as:

e =3 Vv
ceEX

where f. = |{i : t; = c}| is the frequency count of char-
acter c in text T. This measures the probability that two
randomly selected characters from T are identical.

Proposition 1 (Expected IC Values). For texts of length
N — oo:

1. Uniformly random text: IC — 1/|%| ~ 0.0385 for
|2 =26

2. Natural English language: 1C ~ 0.0667

3. Vigenére cipher with period {: IC ~ % -0.0667 + K_Tl .
1
26

The IC provides a powerful discriminant between en-
crypted text (IC near 1/|X|) and plaintext (IC significantly
higher for most natural languages).

Definition 9 (Language Likelihood Function). Let T =
t1-- -ty be a text over ¥ and let P,y :+ ¥ — (0,1] be
a reference unigram distribution for the target language
(with ) cx. Pung(c) = 1). The language likelihood of T
is defined as the log-probability under a unigram language
model combined with an IC penalty:

N
E(T) = %Zlogplang(ti) -0 |]C(T) - [Clang‘ (1)

i=1

where ICy,,g = 0.0667 for English and «v > 0 is a penalty
weight (set to v = 1 in all experiments). Equivalently, in
terms of the empirical distribution Qr(c) = f./N:

ﬁ(T) = *DKL(QT”]Dlang)fH(QT) - |IC(T) 7[Clang|

(2)
where D1 (Qr|| Piang) = Y exQr(c)log gafg((cc))
is the Kullback-Leibler divergence and H(Qr) =

= cex; @r(c) log Qr(c) is the empirical entropy.
The decision threshold T is set as:

oL

VN

where Ly, is the expected likelihood of natural language
text, o is the empirical standard deviation estimated from
a held-out corpus, and z /3 is the (1 — o/ 2)-quantile of the
standard normal distribution (with o = 0.01 in all experi-
ments, giving 2, /2 ~ 2.576).

7—:»Cltmg_da 5:'204/2 :

Remark 1 (Language Model Choice). The unigram model
in Definition 9 is chosen for computational efficiency: it
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requires O(|X|) storage and O(N ) evaluation time. Char-
acter frequencies Py, are derived from the Brown Cor-
pus [6] for English. While bigram and trigram models pro-
vide higher discriminative power, the unigram model suf-
fices for the pruning purpose since random ciphertexts pro-
duce near-uniform empirical distributions, well-separated
from natural language regardless of the model order. Bi-
gram frequencies (676 entries) are additionally maintained
in memory and used for final plaintext verification after the
search terminates.

Proposition 2 (Likelihood Separability). For random text
Tyana and natural language text Ty, of length N over 3:

E[£(Tiang)] — E[£(Trand)] = Dk (Piang|Us) + O(1/V'N)

For English, this gap is ~0.81 nats, ensuring reliable dis-
crimination for N > 50.

Proof. Under the unigram model, E[£L(Tiwmg)] =
ZC Hang(c) 10g Bang(c) -7 O(l/ﬁ) and ]E[C(Trand)] =
> = 10g Pang(c) — 7 - |1/m — ICiang|. The difference
equals 3, Pung(c) log T = Dyy (Bungl|Us) up to
O(1/+/N) terms from the IC component. O

3 FPT tractability

3.1 Key space analysis

Lemma 3 (Key Space Size). For a cipher system of k lay-
ers with kpey, polyalphabetic layers of periods {1, . .., Uy,
and kg, substitution layers (where Ko, + kguse = k):

Epon
|KeySpace| = mZiif i, (m!)k““’
where m = |X| is the alphabet size.

Proof. Each polyalphabetic layer i has key space ¥% of
size m*". Each substitution layer has key space .S,,, of size
m/!. Since layers are independent, the total key space is the
Cartesian product, giving the stated formula. O

3.2 Main FPT theorem

Theorem 4 (FPT Tractability). Let S be a cipher system
of 'k layers without transpositions, where each layer is ei-
ther a monoalphabetic substitution (key space: |X|!) or a
polyalphabetic cipher of period {; (key space: ||%). Let
k = (k, bmax, | Z|) be the structural complexity vector. Then
Cipher-Decode is FPT when parameterized by K, admitting
an algorithm with running time:

T(n,k) = O* (|Z|F*m)
where O notation suppresses polynomial factors in n.

Proof. Stage 1: Key space decomposition. By Lemma 3,
the total key space satisfies:

|KeySpace| < (|S|)F x ||-bm
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When |Y| is treated as a constant parameter, (|3|!)* de-
pends only on k and |3, not on n. Therefore:

|KeySpace| = O* (|5 |*fm)

Stage 2: Algorithm construction. We perform exhaus-
tive enumeration over all key configurations. For each con-
figuration (61, ..., 6k):

1. Apply inverse transformations Dy lo.iio Dy, ! to ci-
phertext ¢

2. Evaluate language likelihood £ of the resulting plain-
text candidate

3. Track the configuration yielding maximum likelihood

Stage 3: Correctness. By exhaustive search, if a valid
plaintext exists under some key configuration, it will be ex-
amined and identified as having high language likelihood,
ensuring algorithm completeness.

Stage 4: Complexity analysis. Each configuration re-
quires O(kn) time for transformations and O(n + |X|) for
likelihood. Total cost per configuration is O(kn) when
X < n.

Multiplying by the number of configurations:

T(n,k) = O*(|%|F) x O(kn)
= O*(|%[* =) - poly(n, k)

When k, lmax, |2| are fixed, this becomes f(k) - O(n),
satisfying the FPT definition. O

Corollary 5 (Linear Scaling). For fixed structural com-

plexity k = (k,lmax, |X|), the algorithm running time
scales linearly with text length:

T(2n,Kk)

— =240

o =2+ 0

This corollary is crucial for practical applications: it
guarantees that processing longer texts incurs only propor-
tionally longer computation time, not superlinear growth.

4 Hardness results

4.1 Para-NP-hardness

Theorem 6 (Para-NP-Hardness). Cipher-Decode parame-
terized only by the number of layers k is para-NP-hard un-
der the assumption that periods ¢; can grow polynomially
with input size n.

Proof. Consider a cipher system with & polyalphabetic lay-
ers where periods are set to /; = n'~! fori = 1,2, ..., k.
Then the key space size becomes:

|KeySpace| = \Z|Zi€:1€i = |Z|E§:1”i71

nk_1

= ‘Z| n—1

= [5]%"

This is super-polynomial in n for any fixed £ > 1. Conse-
quently:
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— Any exhaustive search requires time exponential in

nk;

— This cannot be expressed as f (k) - poly(n);

— Therefore, the problem is para-NP-hard when param-
eterized only by k.

O

Corollary 7 (Necessity of £ax). Inclusion of Uy in the
parameter vector K = (k, bnax, |2|) is essential for FPT
tractability. Without bounding the maximum period, even a
constant number of layers can lead to intractable instances.

4.2 W][1]-hardness

Theorem 8 (W[1). -Hardness] Cipher-Decode parameter-
ized only by the number of layers k is W[1]-hard, even when
all layers are polyalphabetic ciphers.

Proof. We give a complete polynomial-time parameterized
reduction from the W[1]-complete problem k-Clique [4]:
given a graph G = (V, E) with |V| = n and parameter &,
decide whether G contains a clique of size k.

Construction.

Step 1: Alphabet and dimensions. Set ¥ = Z, =
{0,1,...,n — 1}, so |¥| = n. Label the vertices V =
{vi,...,v5}. Let M = (%) be the number of pairs (i, 5)
with 1 < ¢ < 5 <k, and fix a bijection

¢ {(i,j)[1<i<j<k} — {1,...,M}.

The plaintext and ciphertext will both have length N = M.

Steps 2—4: Plaintext, cipher system, and ciphertext. Set
Diarget = 0 € ¥V (all zeros). Define k polyalphabetic layers
where layer  has period £, = n" ! and key 6, € X/, with
entry 6,-[((s — 1) mod ¢,-) + 1] applied to position s. For
each pair position s = ¢(i, j), set

if (’Ui/+1, Ujl.H) €k,

. (¢ + ') mod n
o otherwise (sentinel ¢ X0),

n+1

where ¢/, j’ range over all vertex assignments; the sentinel
encodes missing edges.

Correctness.

(=) Suppose G contains a k-clique C = {vg,,...,0q,}
with a3 < --- < ag. Define the key for layer r to be the
constant vector 0, = (a,,ay,...,a,) € L (every entry
equal to a,.). Then for each pair position s = ¢(i, j):

k
@Or[((s —1)mod ¢,) +1] = a;+a; (modn).

r=1
Decrypting ¢s = (a; + a;) mod n with this key yields

ps=cs—a;—a; =0 (mod n),
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which equals (piarget)s = 0 for all s. Since C'is a clique, no
position receives the sentinel value, so the decrypted text
equals prrger and the language likelihood is maximised.
(<) Suppose a key configuration (61, . . ., 0)) decrypts ¢ to
Prarget- Because the ciphertext contains the sentinel n + 1 at
position ¢(7, j) whenever (v,,,v,,;) ¢ E,andn +1 ¢ %,
a successful decryption requires that no sentinel position is
selected. This forces the vertex assignments (a1, ..., ax)
implied by the keys to form a clique in G.

Parameterization and complexity. The reduction runs
in time O(kn?) (construction of ¢ iterates over all (7)
pairs). The parameter of the Cipher-Decode instance equals
k (number of layers), which is identical to the clique pa-
rameter. Hence the reduction is a valid FPT-reduction, and
Cipher-Decode parameterized by k is W[1]-hard. O

Remark 2. The W[1]-hardness proof crucially relies on al-
lowing the periods £, = n"~* to grow with n. This is con-
sistent with Theorem 6 and Corollary 7: once Uy, is also
included in the parameter, the problem becomes FPT (The-
orem 4). The two results together give a tight complexity
dichotomy for Cipher-Decode.

This result demonstrates fundamental computational bar-
riers: even for parameterized algorithms, solving Cipher-
Decode with only & as parameter is likely intractable (un-
less FPT = W([1], widely believed false).

5 Optimized algorithms

5.1 Statistical pruning via
branch-and-bound

While the basic FPT algorithm provides theoretical guar-
antees, its practical performance can be dramatically im-
proved through intelligent search space pruning.

Definition 10 (Partial Likelihood Function). For an inter-
mediate text t obtained after decrypting i < k layers, define
the partial likelihood:

PL(t) = ~a - Dt (Qill Pung) — 8 - [IC(t) — IClne]
where:

— @y = empirical character distribution of text t

— Py = reference distribution for the target language

Dy = Kullback-Leibler divergence
— ICung = 0.0667 for English

— «, f > 0 = adjustable weight parameters (typically
a=p=1)
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Theorem 9 (Expected Search Space Reduction). Under a
random ciphertext model, the probability that a random in-
termediate text passes the pruning threshold T is approxi-
mately:

Pr[not pruned | random) ~

exp (_ (Icmnd - [Clang)2n)

202

where o2 is the variance of IC under random text. For large
n and well-calibrated threshold, the expected reduction fac-

tor satisfies:
1

Elp] >1— ——
] = v
Jfor some constant ¢ > 0 depending on language statistics.

This theorem formalizes the intuition that as text length
increases, random text becomes increasingly distinguish-
able from valid language, enabling aggressive pruning
without sacrificing correctness.

5.2 Algorithm pseudocode

Algorithm 1 FPT-Cipher-Decode with Statistical Pruning

Require: Ciphertext ¢ € X", structure (L1, ..
(€1,...,0), threshold 7
Ensure: Plaintext p* maximizing likelihood or Fail
1: p* < null, Lpax ¢ —00
2: SearchTree(c, 1, ()
3: return p*
4: function SearchTree(text ¢, layer 4, partial config 61.,—1)

., L), periods

5 if i > k then > All layers processed
6: L + LanguageLikelihood(t)

7: if £ > Lmax then

8 p* < t, Lnax <+ L

9 end if

10: return

11: end if

12: for each 0; € KeySpace(L;) do

13: t' < By L) > Apply inverse transformation
14: L partial <— PartialLikelihood(¢')

15: if Lparial > 7 then > Pruning criterion
16: SearchTree(t', i + 1, 01.;)

17: end if

18: end for

19: end function

5.3 Implementation details and data
structures

5.3.1 Core data structures

Frequency tables: Hash tables with O(1) expected-time
insertion and lookup for frequency counting in Algorithm 2.
We use open addressing with quadratic probing and load
factor threshold of 0.7, providing cache-friendly memory
access patterns. Pre-allocated to size 2 - |X| to minimize
rehashing overhead.
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Algorithm 2 Partial Likelihood Computation
Require: Textt =t;---ty, weights a, 5 > 0
Ensure: Partial likelihood score
: Initialize frequency array F[c] <— O forallc € &
: forj =1to N do
Flt;] + F[t;] +1
: end for

F[c](F[c]—1)

IC > cx ~NwoD
DKL ~—0

forc € X do
Q(c) « Flc]/N
if Q(c) > 0 then
Dxi < DxL + Q(C) 10g an(gc()c)
end if
: end for
: return —cv - Dgp — 3+ |IC — ICjang|

R A A Al Bl e

—_ e
W N = O

Algorithm 3 DecryptMultiLayer

Require: Ciphertext ¢, key config @ = (61,...,0%), structure

(L1,...,Lg)
Ensure: Plaintext p
I: p<c

2: fori = kdownto1ldo > Apply inverse transformations in
reverse order

3: if L; = SUST then

4: p < ApplySubstitutionInverse(p, ;)

5: else if L; = POLY then

6: p < ApplyPolyalphabeticInverse(p, 0;)
7: else if L; = TRANS then

8: p < ApplyTranspositionInverse(p, 6;)
9: end if

10: end for

11: return p

Algorithm 4 ApplyPolyalphabeticlnverse

Require: Textt =t1---tn, key k = (k1, ...
Ensure: Decrypted text p
: p < empty string
: fori=1to N do
j ((—1)mod ¢) +1
Di < (ti — k']) mod ‘Z|
Append p; to p
end for
return p

7kl)

N R

Algorithm 5 ApplySubstitutionInverse
Require: Textt =t; ---ty, permutation o € S|g
Ensure: Decrypted text p
: Compute inverse permutation o *
: p < empty string
: fori =1to N do

pi 40 (t)

Append p; to p
end for
return p

> O(|X]) preprocessing

N Ry

Priority queues: Binary heaps for branch ordering in
the search tree (Algorithm 1), prioritizing high-likelihood
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Algorithm 6 FrequencyAnalysis
Require: Ciphertextc =c1---cn
Ensure: Estimated monoalphabetic substitution key o™

1: Initialize frequency counts F'[c] «— 0 forallc € &

2: fori =1to N do

3 F[CJ(*F[CZ]ﬁ*l

4: end for

5: Sort characters by frequency: ocipher[1], - - - , Tcipher[| 2]

6: Get reference language frequencies: Oiang[1], - - ., Olang[|X|]
7: for i = 1to |X| do

8 0™ (Ocipher[t]) < Olang[1] > Map by frequency rank
9: end for

10: return o™

Algorithm 7 KasiskiExamination
Require: Ciphertext ¢ =
Luyin=3
Ensure: Estimated period ¢£*
1: Initialize distance list D < ()
2: for pattern length £, = Liin to min(20, N /2) do
3: fori=1to N —2¢, +1do

c1 -+ -cn, minimum pattern length

4: p1clii4 £y — 1] > Extract pattern
5: forj=i+4,to N —{, +1do

6: pa—clj:j+Lp—1]

7: if p1 = po then

8: d<j—1 > Distance between repetitions
9: Adddto D

10: end if

11: end for

12: end for

13: end for

14: Compute GCD of all distances: g < ged(D)
15: Find most frequent divisor: £* <— MostFrequentDivisor(D)
16: return {*

partial configurations. Each heap node stores: (1) partial
likelihood score, (2) current layer index, (3) key configura-
tion prefix. Heap operations maintain O(log V) complex-
ity where NNV is the number of active search nodes.

Key representation: Bit-packed arrays for memory-
efficient storage of key configurations in high-dimensional
parameter spaces. For polyalphabetic keys with alphabet
size |X| = 26, each character requires 5 bits, reducing
memory overhead by factor of 6.4 compared to byte-per-
character encoding. This enables caching more configura-
tions in L2/L3 cache, improving cache hit rates from 73%
to 91% in our benchmarks.

Language model storage: Pre-computed reference dis-
tributions P, stored as constant arrays. For English,
we use character unigram frequencies, bigram frequencies
(676 entries), and trigram frequencies (17,576 entries) de-
rived from the Brown Corpus. Total storage: 148 KB, eas-
ily fitting in L3 cache.

5.3.2 Parallelization strategy

Parallelization is achieved through OpenMP work-stealing
scheduling, distributing key space enumeration across
available threads. The parallel algorithm partitions the out-
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ermost loop (layer 1 keys) into work units, with each thread
maintaining its own local maximum likelihood candidate.

For p processors and search space size N, theoretical
speedup follows Amdahl’s law:

1
SP)=—F5F
Q1-P)+7Z
where P is the fraction of parallelizable work. In our im-
plementation, P = 0.97 (sequential overhead from initial-
ization and final reduction), yielding theoretical maximum
speedup Spax (p) = 33.3 for large p.

Empirically measured values show synchronization
overhead o =~ 0.03 for p < 8 cores, achieving near-linear
speedup of 7.2x on 8 cores. For 16 cores (with hyper-
threading), speedup reaches 11.8x, indicating diminishing
returns due to memory bandwidth saturation and cache con-
tention.

Load balancing: Work-stealing prevents load imbal-
ance when search tree branches have unequal sizes. Each
thread maintains a local work queue. Idle threads steal work
from busy threads’ queues, maintaining processor utiliza-
tion above 94% across all benchmark instances.

NUMA awareness: On multi-socket systems, threads
are pinned to cores on the same NUMA node as the allo-
cated memory, reducing cross-node memory access latency
from ~140 ns to ~80 ns, improving overall throughput by
15-20%.

6 Experimental evaluation

6.1 Benchmark suite design

We constructed a comprehensive benchmark suite of 47 ci-
pher instances organized into 5 categories:

1. Vigenére ciphers: Pure polyalphabetic systems with
periods ¢ € {3,5,6,7,10,12} and text lengths n €
{50,100, 150, 200, 300, 500, 1000} characters (18 in-
stances total).

2. Substitution + Vigenére combinations: Two-layer
systems combining monoalphabetic substitution with
polyalphabetic encryption, n € {100, 150, 200, 300}
(12 instances).

3. Historical cipher systems: Documented imple-
mentations including ADFGVX (period 5), Double
Columnar Transposition, and Playfair variants with
n € {125, 150,200, 300} (8 instances).

4. Multi-layer compositions: Three and four-layer sys-
tems combining multiple transformation types, n €
{81,96, 120, 150, 200} (6 instances).

5. Stress tests: Extreme parameter configurations de-
signed to test algorithmic limits, including maximum-
period Vigenére (¢ = 15) and five-layer systems (3
instances).
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All plaintext sources are English-language texts from
Project Gutenberg, ensuring realistic language statistics for
likelihood evaluation.

6.2 Validation of theoretical predictions
6.2.1 Linear scaling with text length

Table 2 presents empirical measurements validating Corol-
lary 5. For a fixed Vigenere cipher with period £ = 6, we
measure execution time across text lengths from 50 to 1000
characters.

Table 2: Scaling with text length n for Vigenére £ = 6

n  Time(s) Time/n (ms) Theory Ratio
50 0.011 0.220 O(n) 1.00x
100 0.021 0.210 O(n)  0.95x
200  0.043 0.215 O(n)  0.98x
500 0.109 0.218 O(n) 0.99x
1000 0.215 0.215 O(n)  0.98x

The Time/n ratio remains remarkably constant at approx-
imately 0.215 milliseconds per character across two orders
of magnitude in text length. Statistical regression analysis
yields: slope a = 0.000215 s/char with 95% confidence
interval [0.000213,0.000217]; intercept b = 0.0005 s (not
statistically significant, p = 0.34); coefficient of determi-
nation R? = 0.9998, explaining 99.98% of the variance.
Minor deviations are observed for very short texts (n < 50)
due to language model variance and initialization overhead,
but the linear relationship holds strongly for practical text
lengths. This near-perfect correlation provides strong em-
pirical validation of the predicted linear scaling.

Observed times

——
— = = Theory: T(n) = 0.000215n

Time (seconds)

0 200 400 600 800 1,000

Text length n (characters)

Figure 1: Experimental validation of linear O(n) scaling
(R? = 0.9998)

6.2.2 Exponential scaling with period

To validate the exponential dependence on ¢y,,x, We fix text
length at n = 150 and vary the Vigenére period. Results
demonstrate clear exponential growth consistent with the
O* (|3 |Ffm) = O*(26) prediction for k = 1.

The exponential relationship is evident: each unit in-
crease in period multiplies the execution time by a factor
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Table 3: Scaling with maximum period /.« (fixed n =
150)

Period ¢ Keyspace Time(s) Time ratio
3 20x10* 0.002 1.0x
5 1.2x107 0.014 7.0%
6 3.1x108 0.033 16.5x
7 8.0 x10° 0.076 38.0x
8 2.1x10% 0.189 94.5%
10 1.4x10" 2403 1201 x

of approximately 6—7, closely matching the theoretical pre-
diction of |X| = 26 (accounting for pruning efficiency).

6.3 Pruning effectiveness analysis

Table 4 quantifies the search space reduction achieved by
statistical pruning. For each cipher instance, we compare
the theoretical total search space Vi, against the actual
number of configurations explored Neyplored before finding
the optimal solution.

Table 4: Search space reduction through statistical pruning

Cipher System Niotal Nexplored Reduction p
Vigenére-6 3.1x10%  2.1x10° 99.93%

Vigenére-10 1.4 x 10" 87x107  99.9999%
SUST+Vig-5 5.0 x 103 4.2 x 10" >99.9999%
3-layer composite 2.3 x 10" 1.5 x 10'®  >99.9999%

The KL-divergence and IC-based pruning strategy re-
duces the effective search space by 2—6 orders of magni-
tude, validating Theorem 9’s theoretical predictions. For
the most complex instances (3-layer composites), the re-
duction exceeds 10%7, transforming computationally infea-
sible exhaustive search into tractable cryptanalysis.

6.4 Absolute performance benchmarks

Table 5 presents end-to-end cryptanalysis performance
comparing naive exhaustive search against the optimized
pruning algorithm.

Table 5: Cryptanalysis performance (times in seconds).

Cipher n  Naive Optimized Speedup
Vigenére-6 150 3.8 0.033 115x%
Vigenere-10 200 >5000 2.403 >2000x
SUST+Vig-5 150  >7200 5.127 >1400x
ADFGVX 150 412 1.498 275 %
4-layer composite 96  >10000 187 >53 %

All historically relevant cipher instances (k < 3, pax <
10) are successfully cryptanalyzed in under 30 seconds.
Even challenging 4-layer systems remain tractable at un-
der 3 minutes. Speedup factors range from 53 to over
2000x depending on instance difficulty, demonstrating the
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dramatic practical impact of theoretical optimization tech-
niques.

7 Discussion

7.1 Comparison with state-of-the-art
heuristic methods

To address RQ4 directly, we benchmark our FPT algorithm
against two established heuristic baselines on a represen-
tative subset of the benchmark suite: simulated anneal-
ing (SA) [1] and beam search (BS) [11]. Both baselines
were reimplemented following their original descriptions
and tuned with the same language model (Fang) used by
our method, ensuring a fair comparison. SA was run with
an exponential cooling schedule (7 = 10, a = 0.995,
10° iterations); BS used a beam width of 1000. All meth-
ods were evaluated on the same 20-instance subset span-
ning single-layer and multi-layer ciphers, with results av-
eraged over 10 independent runs. The results in Table 6

Table 6: FPT algorithm vs. heuristic baselines. Success rate
= correctly decrypted fraction. Time in seconds (mean +

std, 10 runs).
Cipher

Method Succ. Time (s) Key
Sim. annealing 78% 1.24 + 0.31 Partial
Beam search 91% 0.87 £ 0.14 Partial

FPT (ours) 100% 0.033 £ 0.001 Exact

Vig-6 (n = 150)

Sim. annealing 34% >60.0 Partial
Vig-10 (n = 200) Beam search  61% >60.0 Partial
FPT (ours) 100% 2.40 = 0.05 Exact
Sim. annealing 21% >60.0 Partial
SUST+Vig-5 (n = 150) Beamsearch  45% >60.0 Partial
FPT (ours) 100% 5.13 £0.08 Exact
Sim. annealing 55%  14.2 £ 3.1 Partial
ADFGVX (n = 150) Beamsearch ~ 72% 8.6 1.4 Partial
FPT (ours) 100% 1.50 +0.03 Exact
Sim. annealing 0% >600.0 —
4-layer (n = 96) Beam search 8% >600.0 Partial
FPT (ours) 100% 187 £4.2  Exact

reveal three clear patterns. First, for single-layer ciphers
with short periods (Vigenére-6), all three methods achieve
competitive performance, though our FPT approach is 26 x
faster than beam search and guarantees exact key recov-
ery. Second, as cipher complexity increases (longer peri-
ods, more layers), heuristic success rates drop sharply: SA
falls to 0% on 4-layer composites, and BS reaches only
8%, while our method maintains 100% success across all
instances. Third, heuristic methods return only partial solu-
tions (approximate plaintexts) even on success, whereas our
approach always recovers the exact key configuration—a
critical distinction for security analysis applications.

7.2 Theoretical advantages over heuristic
approaches

The empirical advantage of the FPT algorithm stems from
fundamental theoretical differences. Heuristic methods
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such as SA and BS optimize a non-convex likelihood land-
scape through local or greedy search, with no guarantee of
reaching the global optimum. In contrast, our branch-and-
bound algorithm with statistical pruning performs a com-
plete search: it is guaranteed to find the optimal key config-
uration if one exists, by construction of the FPT exhaustive
enumeration (Theorem 4). The pruning criterion (Defini-
tion 9) eliminates subtrees that cannot contain the optimum
without sacrificing completeness, as formalized in Theo-
rem 9.

A second key advantage is predictability. For fixed
(K, lmax, |2|), the worst-case running time of our algorithm
is bounded by O* (|X|**m) . poly(n), a quantity that can be
computed before running the algorithm. Heuristic methods
offer no analogous guarantee: their running time depends
on the specific instance and random initialization, mak-
ing them unsuitable for applications requiring deterministic
time bounds.

7.3 When heuristics may be preferred

Despite its theoretical and empirical superiority, our FPT
algorithm has practical limits that make heuristics attrac-
tive in certain regimes. For ciphers with very large param-
eter values (e.g., {max > 15 or k > 5), the exponential de-
pendence || “m makes exact search infeasible even with
aggressive pruning. In these regimes, SA and BS provide a
practical fallback, trading correctness guarantees for feasi-
bility. Similarly, when the cipher structure is unknown and
must be inferred jointly with the key, heuristics are more
flexible than our current framework, which assumes known
layer types and periods. Developing FPT algorithms for
such open-ended settings remains an important direction for
future work (Section 7).

7.4 Implications for practical cryptanalysis

The results have direct implications for the security analysis
of legacy systems. Many industrial and embedded devices
still employ classical cipher schemes, often combining mul-
tiple transformation layers for perceived security through
obscurity. Our results show that such multi-layer systems
with k < 3 and £;,x < 10 can be cryptanalyzed in under 30
seconds on commodity hardware, regardless of the specific
cipher combination. This underscores the inadequacy of
classical multi-layer ciphers for any security-sensitive ap-
plication and provides a rigorous computational basis for
vulnerability assessments in legacy system audits.

Furthermore, the formal FPT characterization enables
principled parameter selection for cipher designers seeking
to make classical systems computationally harder to break:
our complexity dichotomy (FPT for bounded £, vs. W[1]-
hard without) precisely identifies which parameters must
be large to ensure hardness, complementing traditional key-
length arguments with a parameterized complexity perspec-
tive.
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8 Conclusions

We have developed a comprehensive parameterized com-
plexity framework for cryptanalysis of multi-layer classical
cipher systems, establishing both theoretical foundations
and practical algorithmic solutions. Our work addresses
four explicit research questions (RQ1-RQ4) posed in the
introduction, yielding the following main contributions:

Tractability characterization (RQ1): Cipher-Decode
is FPT when parameterized by the structural complex-
ity vector (k,lmax,|X|), with algorithm running in time
O* (|%|Fm=). This provides, to the best of our knowledge,
the first rigorous complexity-theoretic analysis of multi-
layer classical cipher cryptanalysis.

Hardness results (RQ2): Para-NP-hardness when pa-
rameterized only by k under period growth, and W[1]-
hardness via a complete formal reduction from k-Clique,
establish a tight complexity dichotomy and prove the ne-
cessity of including /..« in the parameter vector.

Optimized algorithms (RQ3): Branch-and-bound tech-
niques with statistical pruning based on KL-divergence and
Index of Coincidence reduce the search space by 2—6 orders
of magnitude, achieving speedups of 115X to over 2000 x
over naive exhaustive search.

Experimental validation (RQ4): Comprehensive eval-
uation on 47 benchmark instances confirms theoretical pre-
dictions with R? = 0.9998 correlation for linear scaling.
Direct comparison against simulated annealing and beam
search baselines demonstrates that our FPT approach con-
sistently achieves higher decryption accuracy while pro-
viding formal running-time guarantees that heuristic meth-
ods lack. All historically relevant cipher systems (k < 3,
lmax < 10) are cryptanalyzed in seconds to minutes on
modern hardware.

Taken together, this work significantly advances the in-
tersection of parameterized complexity theory and practical
cryptographic algorithm engineering, providing both rigor-
ous theoretical understanding and effective computational
tools for automated cryptanalysis of classical cipher sys-
tems.

8.1 Limitations and future directions

Transposition layers: Current FPT results exclude
transposition-based transformations. The challenge arises
because transposition key spaces are isomorphic to S,
(permutations of text positions), whose size grows super-
exponentially in the text length n rather than in a
fixed structural parameter. Hybrid approaches combining
frequency-pattern heuristics with partial FPT enumeration
are a promising direction; preliminary experiments on Dou-
ble Columnar Transposition suggest that position-block de-
composition can reduce the effective search space by up
to 102, although formal parameterized guarantees remain
elusive. Establishing whether Cipher-Decode with trans-
position layers admits an FPT algorithm under any natural
parameterization is an important open problem.
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Scalability to large alphabets and non-English lan-
guages: The current framework targets the English alpha-
bet (|2| = 26). For languages with larger symbol sets (e.g.,
Japanese hiragana with |X| = 46, or Unicode-based sys-
tems), the exponential dependence on || in O* (|5 |*-fmsx)
becomes a practical bottleneck. Extending the language
likelihood model to non-English corpora and investigat-
ing parameterizations that decouple || from the exponent
are natural directions. Initial experiments with Spanish
(I2| = 27) show only marginal degradation, but languages
with lower character redundancy (IC closer to 1/|3|) would
challenge the pruning effectiveness analyzed in Theorem 9.

Memory usage and large key spaces: For configura-
tions with & > 5 or £, > 15, memory consumption for
the search tree becomes a bottleneck before CPU time. Our
bit-packed representation (5 bits per character for |X| = 26)
mitigates this, but the priority queue can grow to O(|%|*)
nodes in the worst case. Bounded-memory variants us-
ing iterative deepening or beam-width-limited search de-
serve investigation. Empirically, peak memory usage on
our benchmarks reached 14 GB for the five-layer stress test
instances.

Robustness to noise and false positives: The lan-
guage likelihood metric is sensitive to corrupted or partially
known ciphertexts. In experiments with 5% character sub-
stitution noise, the false-positive rate of the pruning crite-
rion rose from < 0.1% to ~ 3%, causing a 12X increase in
nodes explored. Developing noise-tolerant likelihood esti-
mators, potentially based on probabilistic graphical models
or learned embeddings, represents an important extension
for realistic adversarial conditions.

Unknown structure identification: Our algorithms as-
sume knowledge of layer types and periods (41, ..., ¢g).
In practice, these must often be inferred from the cipher-
text. The Kasiski examination (Algorithm 7) partially ad-
dresses period estimation, but automatic identification of
layer types in composite systems remains unsolved. De-
veloping FPT algorithms for joint structure discovery and
decryption is a challenging open problem.

Parallelization beyond OpenMP: The current imple-
mentation achieves near-linear speedup up to 8 cores via
OpenMP work-stealing. Distributed-memory parallelism
(MPI) would allow scaling to clusters for the hardest in-
stances (kK = 5, fmax = 15), where single-node runtimes
exceed one hour. GPU acceleration is also feasible for the
innermost likelihood evaluation loop, which is embarrass-
ingly parallel; a CUDA prototype achieved 8 x additional
speedup over the 8-core CPU baseline on Vigenére-10 in-
stances.

Kernelization: Does a polynomial kernel exist for
Cipher-Decode? Can instances be reduced in polynomial
time to equivalent instances of size bounded by f(k)? This
question connects to deeper structural properties of the
problem and to the general theory of kernelization for string
problems [2].

Quantum algorithms: Investigating whether quantum
algorithms can exploit the algebraic structure of compos-
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ite ciphers beyond generic Grover search (O*(|X|*fm/2)
speedup) constitutes an intriguing direction at the intersec-
tion of quantum computing and cryptanalysis. In particu-
lar, the group structure of substitution key spaces (.5,,) may
admit hidden subgroup problem formulations amenable to
quantum Fourier sampling.

Modern cryptographic applications: Extending pa-
rameterized analysis techniques to weak modern primitives,
including stream ciphers with linear feedback shift regis-
ters, proprietary encryption schemes in IoT devices, and
code obfuscation protocols in software protection systems,
represents the most impactful long-term direction for this
research programme.

Data availability statement

The benchmark instances, experimental results, and imple-
mentation code supporting the findings of this study are
available from the corresponding author upon reasonable
request.
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This paper introduces HyperR, an integrated framework that combines hyperparameter optimization with
a rule-based book recommender for developer profiling on Stack Overflow. The proposed optimization
method employs a cost-bounded, accuracy-aware strategy with early stopping and adaptive search to bal-
ance computational efficiency and search effectiveness. The framework evaluates both model-free (Grid
Search, Random Search, Nelder—Mead, DEoptim) and model-based (Bayesian Optimization, AutoF'T, ml-
rMBO, TuRBO) optimizers across multiple classifiers on a dataset of 20,000 Stack Overflow questions,
using stratified 70/30 train-test splits with 20 repeated runs per configuration. Experimental results show
that the proposed method achieves the highest macro-averaged precision (0.671) and significantly outper-
forms classical baselines (adjusted p < 0.008), while remaining competitive with state-of-the-art model-
based approaches (adjusted p > 0.05). In addition, it reduces peak memory usage by up to 25% compared
with exhaustive search methods. The recommendation module achieves strong performance (Precision@3
= 0.82 and Recall@3 = 0.77), demonstrating the effectiveness of the proposed framework in delivering
personalized learning resources.

Povzetek: Clanek predstavi HyperR, okvir za profiliranje razvijalcev na Stack Overflow, ki zdruzi
stroskovno omejeno optimizacijo hiperparametrov z zgodnjim ustavljanjem in adaptivnim iskanjem ter

pravilniski priporocilnik knjig za ucinkovitejse personalizirano ucenje.

1 Introduction

Stack Overflow (SO) is one of the most widely used
knowledge-sharing platforms in software development,
serving millions of users worldwide. Despite its popularity,
SO suffers from limitations such as inefficient search mech-
anisms and inaccurate labeling, which hinder effective in-
formation retrieval and personalized learning [1, 2]. In this
context, accurately predicting developers’ experience lev-
els is essential for improving content filtering and enabling
tailored educational resource recommendation [3, 4]. Mis-
classification of expertise often leads to inefficient learning
paths and inappropriate resource selection [5, 6].

Early approaches to developer profiling relied on rule-
based techniques, which are limited in capturing complex
semantic patterns in high-dimensional data [7]. Machine
learning methods provide more robust solutions by lever-
aging textual and contextual information [8]. In paral-
lel, recommendation systems have evolved primarily based
on collaborative filtering techniques [9, 10], yet these ap-
proaches often lack adaptability and rarely incorporate sys-
tematic hyperparameter optimization. Meanwhile, prior re-

search in HPO has demonstrated that suboptimal parame-
ter configurations can significantly degrade model perfor-
mance [11, 12], but these studies typically focus on predic-
tive accuracy without integrating downstream recommen-
dation tasks.

Therefore, a critical gap exists between hyperparameter
optimization and personalized recommendation systems.
Existing approaches treat these components independently,
failing to establish a unified framework that jointly opti-
mizes predictive performance and recommendation qual-
ity. Addressing this gap is essential for developing prac-
tical systems that not only achieve high accuracy but also
deliver actionable outputs for end users.

To this end, this study proposes HyperR, an integrated
framework that combines hyperparameter optimization
with a rule-based book recommendation module for devel-
oper profiling on SO data. The main novelty of the pro-
posed approach lies in a cost-bounded, accuracy-aware op-
timization routine that integrates bidirectional search up-
dates, explicit cost constraints, and early stopping within
a unified black-box framework. This design enables effi-
cient exploration of the search space while maintaining lin-
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ear computational complexity.
The main contributions of this study are summarized as
follows:

A cost-bounded, accuracy-aware hyperparameter op-
timization method that integrates bidirectional up-
dates, cost constraints, and early stopping within a uni-
fied framework, achieving linear O(p) complexity and
validated through ablation analysis.

— A comprehensive comparative evaluation of model-
free and model-based optimization methods for devel-
oper profiling tasks.

— A HyperR-based pipeline that predicts developer ex-
pertise and generates personalized book recommenda-
tions, directly linking optimization outputs to action-
able decisions.

— An extensive evaluation across five classifiers us-
ing multiple performance metrics, including Accu-
racy, Fl-score, Precision@K, Recall@K, runtime, and
memory usage.

The remainder of this paper is structured as follows. Sec-
tion 2 reviews related work, Section 3 presents the theoret-
ical background, Section 4 describes the proposed frame-
work and HyperR system, Section 5 reports experimental
results, Section 6 discusses findings and limitations, and
Section 7 concludes the study.

2 Literature review

SO plays a critical role in software development communi-
ties by facilitating knowledge sharing and improving de-
velopment efficiency [13, 14]. It also serves as an ef-
fective learning resource [15], while communication chan-
nels influence collaboration quality [16]. Recent advances,
particularly transformer-based models such as CodeBERT,
have significantly improved tag prediction accuracy in SO
datasets [17].

Despite these advances, SO still suffers from noisy la-
bels, unanswered questions, and inefficient search mecha-
nisms. Prior studies have explored text mining [18], deep
learning-based error detection [19], and topic modeling
[20], but these approaches rarely incorporate systematic hy-
perparameter optimization (HPO).

HPO is essential for improving machine learning perfor-
mance [11]. Model-free approaches such as Grid Search
and Random Search are widely used but suffer from scal-
ability and non-adaptive search limitations, while meth-
ods such as Nelder—-Mead [21] and evolutionary approaches
such as DEoptim [22] face challenges in high-dimensional
settings [23, 24, 25]. Model-based approaches, including
Bayesian Optimization [12], TuRBO [26], mIrMBO [27],
and AutoFT [28], improve efficiency through surrogate
modeling, although they often introduce additional compu-
tational complexity.
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Recent multi-fidelity strategies further accelerate HPO.
Hyperband [29] leverages early stopping for efficient re-
source allocation, PriorBand [30] incorporates expert pri-
ors, and LLAMBO [31] integrates large language models
into the optimization loop. However, these approaches are
designed for general-purpose optimization and are not tai-
lored to domain-specific recommendation tasks.

In parallel, recommendation systems have evolved from
collaborative filtering to hybrid, context-aware, and deep
learning-based approaches [32, 33]. Nevertheless, these
systems typically focus on user-item interactions and rarely
incorporate HPO or consider developer expertise levels.
Existing efforts combining optimization and recommenda-
tion remain limited and often provide indirect outputs with-
out personalized user-level recommendations [34, 35].

AutoML platforms such as Auto-sklearn [36], Auto-
Gluon [37], FLAML [38], HyperOpt [39], and Optuna
[40] have simplified model selection and tuning. Recent
frameworks, including FairerML [41], DebiAl [42] and
LAMDA-SSL [43] address domain-specific challenges.
However, these tools are not designed to integrate hyper-
parameter optimization with personalized recommendation
tasks.

Our previous work [44] introduced a web-based HPO
platform for SO datasets but did not include recent model-
based optimizers, statistical validation, or a recommenda-
tion module.

Table 1 summarizes the most relevant studies and high-
lights three key gaps: HPO has not been systematically ap-
plied to developer profiling on SO, recommendation sys-
tems rarely integrate HPO as a core component, and no
prior work combines both model-free and model-based op-
timization with personalized recommendation.

To address these gaps, this study proposes HyperR,
which integrates cost-aware hyperparameter optimization
with a rule-based book recommendation module, provid-
ing a unified and scalable solution for developer-oriented
learning systems.

3 Background

Hyperparameter optimization is a critical process in ma-
chine learning that directly affects model accuracy, general-
ization, and computational efficiency—especially in high-
dimensional search spaces where effective optimization
strategies are essential [45, 46]. This section presents the
optimization methods evaluated in this study, followed by
the proposed approach.

3.1 Model-free optimization methods

Model-free methods explore the hyperparameter space di-
rectly without surrogate models.
Grid Search discretizes each dimension of A into k; val-

ues, yielding |Q] = H;.l:l k; candidate configurations with
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Table 1: Comparative analysis of state-of-the-art hyperparameter optimization, AutoML, and recommendation approaches
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Study Approach Domain Dataset HPO Method Rec. Cost Early Eval. Metrics Limitation
Stop
Bergstra & Random vs Grid Synthetic, Random Search No No No Accuracy, runtime Non-adaptive
Bengio [11] Search MNIST search
Snoek et al. [12] | Bayesian Opt. (GP) | MNIST, CIFAR, GP + Expected No No No Validation error, High cost O(tg)
LDA Improvement runtime
Mantovani et al. | Meta-learning tuning | OpenML (156 Random Search + Yes No No BAC, AUC Limited to SVM;
[34] datasets) Nested CV no rec.
Yang et al. [35] AutoML via collab. | OpenML + UCI Matrix fact. + exp. Indirect Yes Yes Error rate, regret, Model selection
filtering design runtime only
Feurer et al. [36] Auto-sklearn OpenML SMAC + meta-learning No Yes Yes Accuracy, F1 General-purpose;
no rec.
Eriksson et al. TuRBO High-dim. Local GP + Thompson No Yes Yes Regret, Complex; no rec.
[26] benchmarks Sampling convergence
Mallik et al. [30] PriorBand HPOBench, Hyperband + prior No Yes Yes Regret, error rate, Requires expert
LCBench sampling rank prior
Liu et al. [31] LLAMBO Bayesmark, BO + LLM warm-start No No Yes Regret, NRMSE, High cost; no rec.
HPOBench R?
Heetal. [17] PTM4Tag Stack Overflow — Yes No No P@k, R@k, Fl@k No HPO
This Study HyperR Stack Overflow Multi-method + Yes Yes Yes Accuracy, F1, Rule-based
(20K) Proposed Precision, Recall, recommendation;
Specificity, P@3, single domain
R@3, runtime,
memory

Rec. = Recommendation; Cost = Cost-aware; Eval. = Evaluation; rec. = recommendation; P@k = Precision@k; R@k = Recall@k

O(k%) complexity [47, 48]. Despite its exhaustive nature,
it wastes evaluations on unpromising regions.

Random Search samples p configurations uniformly
from A:

AW AE AP L T(A) (1)

With O(p) complexity independent of d, it outperforms
Grid Search in high-dimensional problems by allocating
more trials to important hyperparameters [11].

Nelder—-Mead [21] is a derivative-free simplex-based
method that updates d + 1 points via reflection, expansion,
contraction, or shrinkage:

)\t+1 = )\t + Oé()\t — )\t71> (2)

It is effective for small-scale problems but lacks global con-
vergence guarantees in high-dimensional landscapes.

DEoptim [22] is a population-based stochastic algorithm
that updates candidate vectors via mutation and crossover:

o =20+ - (A9 - A1) ()
() vf? ifrand; < CRor j = jrand,
Wij =\ (@) - )
A i otherwise.

where F' is the mutation factor, C'R is the crossover proba-
bility, and r1, 72, r3 are distinct random indices.

3.2 Model-based optimization methods

Model-based methods construct surrogate models to guide

exploration, reducing the number of evaluations.
Bayesian Optimization approximates the objective viaa

surrogate J(\), typically Gaussian Processes [12] or Tree-

structured Parzen Estimators [49], selecting the next candi-
date by maximizing an acquisition function:

At+1 = argmax a(A | D) Q)
AEA
It achieves high sample efficiency but incurs O(t®) com-
plexity for Gaussian Processes.
AutoFT [28] formulates HPO as a bi-level problem
where the outer loop updates A and the inner loop learns
a robust objective Lie,:

)\t+1 =X — nv)\Lmeta(f)\t) (6)

mlrMBO [27] extends Bayesian Optimization for multi-
objective cases using weighted acquisition functions:

M
A1 = arg max Tnz::l Wiy, A (A | D12t) @)
It supports mixed discrete—continuous spaces with efficient
surrogate modeling.

TuRBO [26] restricts the search to a local trust region
T; C A with dynamically adapting radius:

(®)

P | Dy
t4+1 arglglea;fa( | D1.t)

min(VineRt, Rmax)  if improvement observed,

Riy1 =

max(YgecRt, Rmin) otherwise.

©)

3.3 Proposed hyperparameter optimization
method

The proposed method is a cost-bounded and accuracy-
aware framework that integrates execution cost limits and
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accuracy-threshold—based early stopping to balance search
completeness and computational efficiency. Let p be the
total number of iterations and A the hyperparameter search
space. An accuracy threshold z terminates the optimization
early if:

Acc(N\) > 2 (10)

Theorem 1 (Execution cost bound). The execution cost
per tuning step satisfies ¢ > p/5.

Proof. Let the total execution cost be T'(p) = > 0_ t;
and define the reduced stopping point as ( = p/« with
a > 5. For feasibility, we require ¢; > T'(p)/p. Substitut-
ing @ = 5 yields the bound ¢t > p/5. Empirical analysis
confirms that @ < 5 leads to under-exploration (< 10% ac-
curacy gain), whereas o > 5 increases computation without
substantial improvement.

Theorem 2 (Independence of accuracy threshold from
iteration count). The accuracy threshold z does not exhibit
a linear relationship with the iteration count p:

z#p-xr+ec (11)

Proof. Empirically, reducing p by a factor d may in-
crease accuracy z, i.e., z(p — d) > z(p). Differentiating
yields 0z/Jp # x, confirming that z depends on the opti-
mization dynamics at each step rather than on p linearly.

The proposed method achieves O(p) complexity through
the accuracy threshold z, which terminates the process
when satisfactory performance is reached. The overall cost
is:

p
C(p) = t; - I(Accuracy, < z) (12)
i=1
where [ is an indicator function. The practical implemen-
tation, including the step size definition and bidirectional
update mechanism, is presented in Algorithm 1.

4 Method

4.1 Overview

The proposed framework consists of four main phases, as
illustrated in Figure 1:

1. Labeling and Data Preparation: The SO dataset is
preprocessed using standard text mining techniques,
and labels are generated for programming language
and developer experience.

2. Hyperparameter Optimization: Multiple optimiza-
tion methods are applied to machine learning models
(SVM, RF, GBM, EPS, and EBR) to identify optimal
hyperparameter configurations.

3. Prediction and Recommendation: Optimized mod-
els are used to predict developer experience levels and
generate corresponding book recommendations.

4. Web Tool Integration: The HyperR platform in-
tegrates the optimization and recommendation pro-
cesses into a unified and user-friendly system.
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Figure 1: Overview of the proposed method

4.2 Research questions and evaluation
criteria

To evaluate the proposed HyperR framework, the following
research questions are defined:

— RQ1: How does the proposed hyperparameter opti-
mization method improve classification performance
compared to baseline approaches?

— RQ2: What is the computational cost of the proposed
method in terms of runtime and memory usage?

— RQ3: How effectively does the system generate ac-
curate and relevant book recommendations based on
predicted developer profiles?

— RQ4: Are the performance improvements achieved
by the proposed method statistically significant com-
pared to baseline approaches?

To answer these questions, the framework is evaluated by
comparing its performance against baseline methods using
classification metrics including accuracy, precision, recall,
specificity, and F1-score, along with computational effi-
ciency based on runtime and memory usage and recommen-
dation quality assessed using Precision@3 and Recall@3.

4.3 Dataset

This study employs the publicly available SO corpus, which
provides a large-scale repository of question—answer data
for research purposes [50]. The full dataset contains more
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than 1,048,575 instances, each including key attributes such
as ID, user ID, creation date, closure date, score, title,
and body. In addition, tag data represent user-assigned la-
bels indicating programming languages or relevant techni-
cal topics, enabling structured categorization of the corpus.

From this large dataset, a labeled subset of 20,000 in-
stances was first constructed, where programming language
and developer experience were assigned using text min-
ing and rule-based labeling techniques. To ensure compu-
tational feasibility during hyperparameter optimization, a
balanced subset of 3,000 instances was selected from this
labeled data. This design choice was motivated by the ex-
perimental setup, which involves nine optimization meth-
ods applied to five classifiers, each repeated 20 times with
up to 50 iterations per run, resulting in thousands of model
evaluations. Applying this procedure to the full 20,000-
instance dataset would introduce substantial computational
overhead, particularly for classifiers such as SVM and
GBM, which exhibit superlinear scaling with dataset size.

The 3,000-instance subset was constructed using strat-
ified sampling to preserve the original class distribution
across more than twenty programming languages and mul-
tiple developer experience levels. This ensures that the sub-
set remains representative of the larger labeled dataset in
terms of both label diversity and class balance.

To assess whether the results generalize beyond the se-
lected subset, additional experiments were conducted on
datasets of varying sizes (500, 1,000, and 3,000 instances).
The results demonstrated consistent performance trends
across all sizes, with less than 5% variation in macro-
averaged precision. The proposed method maintained sta-
ble performance across all subsets, while some baseline
methods (e.g., Nelder-Mead) exhibited greater sensitivity
to dataset size. These findings provide strong evidence that
the observed performance differences are primarily driven
by the optimization strategies rather than dataset-specific
characteristics, supporting the generalizability of the re-
sults.

4.4 Experimental protocol

To ensure reproducibility and transparency, all experiments
were conducted under a standardized protocol.

The dataset, consisting of 3000 labeled instances, was di-
vided into training and test sets using a stratified split, with
70% allocated for training and 30% for testing. Hyperpa-
rameter optimization was performed on the training set, and
model performance was evaluated on the test set. No sepa-
rate validation set was used in order to maintain a consistent
and computationally efficient evaluation framework across
all optimization methods.

A fixed random seed (seed=42) was used throughout all
experiments to ensure consistency.

Hyperparameter optimization was carried out using mul-
tiple optimizers, including Grid Search, Random Search,
Bayesian Optimization, Nelder—Mead, TuRBO, DEoptim,
AutoFT, mlirMBO, and the proposed method. For each op-
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timizer, the search space was defined according to the pa-
rameter ranges and step sizes provided in Table 3. The iter-
ation budget p and stopping threshold z were kept identical
across all methods.

All optimization methods were executed under the same
computational budget to ensure a fair comparison. Each
method was allowed the same number of iterations, identi-
cal search space definitions, and equivalent stopping crite-
ria. No method was granted additional evaluations or ex-
tended runtime beyond the predefined limits.

Each experimental configuration was repeated 20 times,
and the reported results correspond to the average perfor-
mance across runs. Evaluation metrics include accuracy,
precision, recall, specificity, and Fl-score for classifica-
tion tasks, as well as Precision@3 and Recall@3 for rec-
ommendation performance. Computational efficiency was
assessed using runtime and peak memory consumption.

All experiments were implemented using R (version
4.2.1) and Python (version 3.13). The primary R packages
include caret, e1071, randomForest, and gbm.

The experiments were conducted on a system equipped
with an Intel Core i7-14700 CPU (2.10 GHz) and 32 GB
RAM, running a 64-bit Windows Server 2019 operating
system.

The dataset, preprocessing procedures, hyperparameter
configurations, and full implementation are publicly avail-
able in the project repository, enabling exact reproduction
of the reported results.

4.5 Text mining operations

To prepare the dataset for machine learning tasks, a system-
atic text mining pipeline was applied to the question titles
and bodies from the SO corpus. The preprocessing work-
flow consisted of tokenization [51], lowercase normaliza-
tion, noise removal (punctuation, digits, hyperlinks) [52],
stopword removal, and stemming with lemmatization [53].

After preprocessing, feature extraction was performed
using the Term Frequency—Inverse Document Frequency
(TF-IDF) weighting scheme [54], where the weight of a
term ¢ in document d is computed as:

wy, g =TF(t,d) x IDF(t,D) (13)
with TF(t,d) = fia/) ycqfrr.a and IDF(t,D) =
|D|/(1+ |{d € D : t € d}|). This ensures that terms fre-
quent in a specific document but rare across the corpus re-
ceive higher discriminative importance [55]. In addition to
unigrams, bigram features were extracted to capture short-
range contextual dependencies [56]. The analysis was con-
ducted directly on the TF—IDF matrix without applying di-
mensionality reduction [57].

4.6 Labeling process

The dataset was gradually expanded to approximately
20,000 entries, with each configuration repeated at least 20
times for statistical reliability.
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Table 2: An example of the labeling matrix generated from the raw question dataset

Yi | Y2 | Y3 | Ya | Y5 | Y6 | Y7 | ¥8 | Y9 | Y10 | Y11 | Y12 | Y13 | Y14 | Y15 | Y16 | Y17 | Y18 | Y19 | Y20 | Y21 | Y22 | Y23
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0 1 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 2 22
0 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 1 0 0 1 1 0 1 41
0 0 0 0 1 1 0 0 0 0 0 0 0 0 0 0 0 0 1 1 0 1 51
0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 3 43
0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 21
0 0 0 0 1 0 0 0 0 0 0 0 0 0 0 1 0 0 0 0 0 0 0
0 0 0 0 1 0 0 0 0 0 0 0 0 0 0 1 0 0 0 0 0 1 51

Each SO question ¢; = (title;, body,) was cleaned and
transformed into a vector ¢; = (¢;1,. - ., tin) With addi-
tional features (character count ¢;, word count w;), yielding
an enriched representation &; = (x;, ¢;, w;).

The label vector for each instance was defined as y; =
(Yi1, - - -, Yiaz). The first 21 dimensions encode program-
ming language tags (y;; = 1if ¢; € L;, 0 otherwise), cov-
ering 21 languages selected based on their consistent SO
usage over 14 years [58]:

JavaScript, SQL, Java, C#, Python,
C++,C, PHP, Ruby, Swift,Objective-C,
VB.NET,Perl,Bash, CSS, Scala, HTML,
Lua,Haskell,Markdown, R

The 22nd label (y;22) represents user experience level:
0 (unspecified), 1 (beginner), 2 (intermediate), or 3 (ad-
vanced). Experience labels were assigned using a rule-
based keyword mechanism derived from domain knowl-
edge and empirical analysis of SO data. Basic constructs
(e.g., variable, array, function) indicate beginner level;
terms such as threads, JSON, and encryption characterize
intermediate level; and system-level concepts (e.g., REST,
docker, kubernetes) are linked to advanced expertise. The
dominant keyword group determines the final label. Com-
plete keyword lists are available in the project repository.

The 23rd label (y;23) corresponds to book recommenda-
tions, defined as:
f:Lx{0,1,2,3} - N

Yizz = [ (L, Yiz2), (14)

where f is a deterministic lookup mapping each language—
experience pair to a predefined set of book identifiers.

To refine recommendations, Amazon ratings (7,y,) Were
incorporated [59]:

Ui23 = arg max (f(Lj,Yin2) + @ - Tayg(b)) (15)
where B is the candidate book set and & = 0.2 ensures that
the rule-based mapping remains the primary driver while
incorporating external ratings in a complementary manner.

The structured labeling process results in a multi-label
encoding where each instance is represented as (g;, Z;, ;).
Table 2 illustrates this mapping.

4.7 The proposed algorithm

Algorithm 1 Heuristic hyperparameter optimization algo-
rithm

Input: dataset, evaluation metric ¢(+), bounds [y, x],
D, U, Z
Output: maxAccuracy, \*
. optimizationValue < {y,y + v,y + 2v,..., 2} CA
: A(1) « optimizationValue[1]
. accuracy < @(A(1))
: accuracyOld « accuracy
maxAccuracy <— accuracy
A (1)
£+ 1073
141
: while (accuracy < z) AND (z < p) do
. if (accuracy > accuracyOld + ¢) then
A+ 1)~ AE) o
. else
SAE4T1) MA@ —v
: end if
cif A(i+1) <y then A\(i+1)«+y
cif A(@+1) > a2 then A(i+1) <=z
: accuracyOld < accuracy
. accuracy + @(A(i 4+ 1))
. if accuracy > maxAccuracy then
: maxAccuracy <— accuracy
SN A+ 1)
: end if
i1+ 1
: end while
: return (\* maxAccuracy)

[ NS YO TN NG TN NG S NG YRR NG Y Sy G G GG e
Wn A W N = O O 0 3 & i b W N — O

The proposed algorithm is presented in Algorithm 1
and implements the theoretical framework described in
the Background section by defining a cost-bounded and
accuracy-aware procedure for hyperparameter optimiza-
tion.

In the initialization phase (Steps 1-8), the search interval
[y, z] is discretized using step size v, producing candidate
configurations {y,y + v,y + 2v,...,2} C A. The first
element )\, is evaluated, and its accuracy (1) initializes
both the current and best accuracy values. An improvement



Cost-Bounded, Accuracy-Aware Hyperparameter Optimization ...

tolerance € = 1073 is set to avoid sensitivity to noise.

The main loop (Step 9) continues while accuracy remains
below threshold z and iteration count has not exceeded
budget p. The core mechanism is the bidirectional update
(Steps 10—-14): if accuracy improves beyond ¢, the search
continues in the same direction (+wv); otherwise, the direc-
tion reverses (—v). Boundary checks (Steps 15-16) ensure
all candidates remain within [y, z]. The best configuration
A* is retained throughout (Steps 19-22).

This bidirectional update distinguishes the proposed
method from traditional line search (single direction) and
coordinate descent (one parameter at a time). By inte-
grating tolerance-based direction switching, cost-bounding
constraints, and accuracy-threshold early stopping, the al-
gorithm provides a robust and efficient solution that scales
linearly with the iteration budget.

4.8 Web tool: HyperR

All experiments were executed through HyperR, a web-
based platform that centralizes dataset selection, algorithm
specification, optimizer choice, and resource monitoring,
ensuring methodological consistency and reproducibility
across runs.

The data flow, illustrated in Figure 2, consists of two
interconnected pipelines. In the upper pipeline, a user-
submitted SO question (title and body) is processed through
text processing (tokenization, stopword removal, stem-
ming, lemmatization) and feature extraction (TF—IDF vec-
torization with unigrams, bigrams, word count, and charac-
ter count). The resulting features are passed to the model
prediction module, which performs two tasks: predicting
the programming language (y;—y-1) and predicting the de-
veloper experience level (y22). Based on these predictions,
the recommendation module applies the rule-based map-
ping combined with external ratings to generate top-3 book
recommendations.

The lower pipeline represents the hyperparameter opti-
mization loop. Starting from a predefined search space
(bounds, step size v, threshold z, budget p), the optimiza-
tion process iteratively evaluates candidate configurations
across classifiers (SVM, RF, GBM, EPS, EBR) and com-
putes (). The best model selection stage identifies the
optimal configuration based on maximum accuracy, while
logging runtime and memory usage. The selected model is
then fed into the upper pipeline for inference.

The system is implemented on ASP.NET Core MVC with
a layered architecture. The backend dispatches jobs to
R scripts (caret [60], e1071 [61], gbm [62], random-
Forest [65], rBayesianOptimization [66]) via the .NET
System.Diagnostics.Process class. Each experiment
is assigned a unique Experiment ID, generated as a hash
of dataset, optimizer, and timestamp, guaranteeing trace-
ability. The R backend computes ¢(\) for each candidate
configuration and logs execution time and memory usage
before returning results to the web tier.

The system interface and outputs are illustrated in Fig-
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ure 3. Panel (a) presents detailed tabular optimization re-
sults, including accuracy values across iterations, the best
hyperparameter configuration, execution time in seconds,
and memory usage in megabytes. Panel (b) visualizes per-
formance trends, where the x-axis represents hyperparame-
ter values and the y-axis denotes accuracy, along with sum-
mary statistics such as mean and standard deviation. Across
repeated runs, these are computed as:

P
MeanAcc = 1ng()\l) (16)
P4
1< 2
SD = , |- Ai) — MeanAcc 17)
p;(sﬁ( ) ) (

Once optimization converges, the best model is stored
under the corresponding Experiment ID. When a devel-
oper submits a query, HyperR applies the optimized model
to predict both the programming language and experience
level, then dynamically recommends books matched to the
predicted profile. The recommendation interface is de-
picted in Figure 4(a). As illustrated, the system analyzes a
user-submitted query, predicts the associated programming
language and experience level, and generates a tailored set
of book recommendations. In the example shown, the sys-
tem identifies the query as Python-related with a beginner-
level profile and provides three introductory books aligned
with this prediction.

The code execution interface (Figure 4b) enables users
to submit R scripts directly within the web-based environ-
ment and observe outputs in real time, with input and results
displayed side by side for transparency and reproducibility.
All results are stored in CSV format and can be exported in
multiple formats (PNG, JPG, PDF) to support reporting.

4.9 Machine learning algorithms

Hyperparameter optimization is essential for selecting the
best parameter configuration in machine learning mod-
els, as it significantly improves overall predictive perfor-
mance. Manual tuning requires testing numerous combina-
tions, which is computationally expensive and inefficient.
To address this challenge, automated search techniques are
employed. In this study, multiple algorithms with opti-
mized hyperparameters were evaluated under both single-
label and multi-label classification settings. In single-label
tasks, only the developer’s experience level (y22) was pre-
dicted, while in multi-label tasks, programming language
labels (y1—y21) were predicted simultaneously with yoo.

SVM are widely used for classification and rely on
hyperparameters such as kernel type, cost, degree, and
gamma, which directly affect model complexity and gener-
alization [47]. Different kernels, including linear, polyno-
mial, sigmoid, and Radial Basis Function (RBF), can yield
substantially different performance outcomes.

RF is an ensemble learning method for classification and
regression that combine multiple decision trees. Its key hy-
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Figure 2: HyperR workflow and data flow architecture showing the prediction/recommendation pipeline (top) and the

hyperparameter optimization loop (bottom)

Table 3: Hyperparameters employed in the experiments

Algorithm | Parameter Description Range Step Type Target
kernel Kernel type - -
degree Polynomial exponent 1-10 1 .

SVM Singl
gamma Kernel coefficient 210910 0.1 mele Y22
cost Error penalty 2710910 1
mtry Features per split 1-8 1 .

RF Singl
ntree Number of trees 100-500 1 ine'e Y22
shrinkage Learning rate 0.001-1 0.1

GBM n.trees Number of trees 100-500 1 Single Y22
n.minobsinnode | Min. node samples 5-15 1
subsample Instance rate 0.1-1 0.1
strategy Cluster strategy A-B - .

EPS Mult —
b Strategy parameter 14 1 w Y1y2z
p Pruned instances 1-4 1
subsample Instance rate 0.1-1 0.1 .

EBR Mult —
attr.space Feature rate 0.1-1 1 wi Y1722

perparameters include mtry (the number of features consid-
ered at each split) and ntree (the number of trees in the for-
est). Increasing the number of trees typically enhances in-
formation retention but also raises computational cost [67].

GBM build predictive models by iteratively combining
weak learners to minimize residual errors. Key hyper-
parameters include shrinkage (learning rate), n.trees
(number of boosting iterations), and n.minobsinnode
(minimum observations per terminal node). These param-
eters balance overfitting risk and robustness against noise
[62].

For multi-label classification, two algorithms were em-
ployed: EPS and EBR. EPS is designed to handle sparse
label distributions by pruning less frequent label combina-
tions and optimizing clustering strategies [63, 64]. EBR,
on the other hand, decomposes the multi-label task into in-
dependent binary classification problems for each label and
aggregates the results. Both methods rely on hyperparam-
eters such as subsample rate, strategy, b, p (for EPS), and
attr.space (for EBR), which were tuned to improve clas-

sification accuracy.

Each algorithm was selected based on its ability to han-
dle complex datasets and improve prediction accuracy. Hy-
perparameters were carefully fine-tuned to ensure reliable
experimental results. The use of RF and multi-label classi-
fiers such as EPS and EBR allowed for diversified and im-
proved model performance while balancing computational
efficiency.

The hyperparameters used in the experiments, along with
their descriptions, ranges, and step sizes, are summarized
in Table 3. These values were determined based on prior
literature to ensure the scientific validity and comparability
of the results.
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Figure 3: System interface and outputs

5 Results
5.1 RQI1: Classification performance
comparison

Table 4 summarizes the macro-averaged classification met-
rics obtained by each optimization method.

Table 4: Macro-averaged classification metrics by opti-
mization method

Method F1 | Precision | Recall | Specificity
Grid Search 0.486 0.618 0.472 0.880
Random Search | 0.485 0.635 0.486 0.879
Nelder-Mead 0.404 0.525 0.406 0.839
DEoptim 0.508 0.660 0.490 0.885
Bayes Opt. 0.483 0.603 0.478 0.870
AutoFT 0.495 0.620 0.490 0.875
mlirMBO 0.507 0.640 0.492 0.883
TuRBO 0.515 0.645 0.500 0.882
Proposed Method | 0.504 0.671 0.479 0.884

Among the classical model-free approaches, Grid Search
and Random Search yield moderate results, with Random

Search achieving slightly higher recall (0.486 vs. 0.472).
Nelder—Mead clearly underperforms, recording the lowest
F1-score (0.404) and specificity (0.839). The population-
based DEoptim exhibits the strongest precision among
model-free methods (0.660) with competitive F1 (0.508)
and specificity (0.885).

Model-based methods provide more stable outcomes.
TuRBO achieves the highest overall F1-score (0.515), re-
flecting a balanced precision-recall trade-off, while ml-
rMBO follows closely with consistent scores across all
measures. AutoFT slightly surpasses Bayesian Optimiza-
tion in recall (0.490 vs. 0.478).

The proposed method stands out with the highest pre-
cision (0.671), improving by approximately 13—18% over
classical baselines. Although its recall (0.479) does not sur-
pass TuURBO or mIrMBO, its F1-score (0.504) and speci-
ficity (0.884) remain competitive, highlighting its strength
in minimizing false positives.

Convergence analyses based on iteration-wise accuracy
trends (Figures 5 and 6) reveal clear differences between
optimization strategies. In Figure 5, the proposed method
demonstrates more stable and faster convergence compared
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Programming Question (optional)

I'm just starting to learn Python and need help with basic data types and variables.

~ Predict & Recommend Book

Predicted Language: Python

Experience Level: 1 (Beginner)

Recommended Books: Python Crash Course — Eric Matthes (Beginner); Python Pocket Reference —
Mark Lutz (Beginner); Learn Python in 1 Day - Krishna Rungta (Beginner)

(a) Recommendation interface

Input Output

matrix1 ¢ matrix(c(1, 2, 3, 4, 5, 6), nrow = 3, ncol [1] "First Matrix:"

=2, byrow = TRUE) L2l

print("First Matrix:") ny1 2

print(matrix1) 2] 3 4

[3] 5 6

[1] "Second Matrix:"
[121131

Ml 7 8 9

[2]1 10 11 12

[1] "Multiplication:"

matrix2 < matrix(c(7, 8, 9, 10, 11, 12), nrow = 2,
ncol = 3, byrow = TRUE)

print("Second Matrix:")

print(matrix2)

multiplication ¢ matrix1 %%*% matrix2
print("Multiplication:")
print(multiplication)

[2113]
1] 27 30 33
2] 61 68 75
[3] 95 106 117

(b) Code execution interface

Figure 4: User interfaces of the HyperR system

to classical model-free approaches, outperforming Nelder—
Mead and maintaining a clear advantage over Grid and Ran-
dom Search across all classifiers. However, DEoptim may
reach comparable accuracy levels in certain cases.

In Figure 6, advanced model-based methods such as
TuRBO and mlrMBO exhibit strong convergence behavior.
While the proposed method achieves comparable perfor-
mance, TuURBO occasionally reaches similar accuracy lev-
els in fewer iterations, reflecting its efficient local search
capability.

Scalability analysis across dataset sizes (500, 1000, and
3000 instances) provides additional insights. On smaller
datasets, performance differences are more pronounced,
with the proposed method maintaining stable precision
while methods such as Nelder—Mead deteriorate signifi-
cantly. At medium size (1000), most methods converge
toward similar levels, yet the proposed method maintains
its precision advantage. On the largest dataset (3000), per-
formance differences narrow, with TuRBO achieving the
highest F1-score while the proposed method remains com-
petitive across all metrics.

These results indicate that the proposed method provides
a balanced optimization trajectory, combining stability, ro-
bustness under limited data, and competitive convergence.
In line with state-of-the-art approaches (Table 1), advanced
methods such as TuURBO and AutoFT achieve strong per-
formance but at the cost of increased complexity. The pro-
posed method offers competitive accuracy with a simpler
and more efficient strategy, highlighting its practical suit-
ability in scenarios where both performance and efficiency
are critical.

5.2 RQ2: Computational efficiency analysis

To evaluate the computational cost of different optimization
strategies, runtime and memory usage are analyzed across
all classifiers.

Figure 7(a) presents the average runtime of the opti-
mization methods, where the x-axis represents the clas-
sifiers (EBR, EPS, GBM, RF, and SVM) and the y-axis

denotes execution time in seconds. As observed, classi-
cal approaches such as Grid Search and DEoptim exhibit
the highest computational cost due to their exhaustive and
population-based search mechanisms, which require a large
number of evaluations. In contrast, model-based methods,
including Bayesian Optimization, AutoFT, mlrMBO, and
TuRBO, generally achieve lower runtime by guiding the
search toward promising regions of the search space.

The proposed method demonstrates a balanced runtime
profile across all classifiers. It consistently requires less
time than exhaustive approaches while remaining compet-
itive with advanced model-based optimizers. This indi-
cates that the cost-bounded search strategy and early stop-
ping mechanism effectively reduce unnecessary evalua-
tions without sacrificing optimization quality.

Figure 7(b) illustrates the average memory consump-
tion of the optimization methods, where memory usage is
measured in megabytes (MB). Similar to runtime behav-
ior, classical methods tend to consume more memory due
to extensive exploration of the search space. Model-based
approaches show improved memory efficiency by focusing
on a smaller set of candidate configurations.

The proposed method maintains a stable and moder-
ate memory footprint across all classifiers, avoiding the
extreme values observed in some baseline methods (e.g.,
TuRBO and DEoptim). This stability indicates that the
method provides efficient resource utilization without in-
troducing significant overhead.

From a comparative perspective, model-based ap-
proaches such as TuURBO and mIrMBO achieve strong effi-
ciency through surrogate modeling and adaptive sampling
strategies. However, these methods often involve higher
algorithmic complexity and implementation overhead. In
contrast, the proposed method offers competitive computa-
tional performance while maintaining a simpler and more
interpretable optimization process.

The results demonstrate that the proposed method
achieves a favorable trade-off between computational cost
and predictive performance, making it suitable for practical
applications where both efficiency and scalability are criti-
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Figure 5: Convergence comparison of the proposed method against classical model-free optimization methods.
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Figure 6: Convergence comparison of the proposed method against advanced model-based optimization methods.

cal.

5.3 RQ3: Recommendation performance
evaluation

To evaluate the recommendation module, Precision@k and
Recall@k metrics are used with k¥ = 3. For each test in-
stance ¢, the system generates a recommended list R; of
three books, while the ground-truth relevant set G; is con-
structed based on the books associated with the correspond-
ing programming language and experience level. Metrics
are computed as:

N
Precision@k = % ; \RL]{:GH’ (18)
N
1 |R; NG|
RecallQk = — —_— (19)
N ; |G

The recommendation list is constructed by restricting the
candidate pool to books matching the predicted program-
ming language and experience level. All evaluation metrics
are computed exclusively on the held-out test set, while hy-
perparameter tuning and early stopping rely only on train-
ing data to prevent data leakage.

Under this protocol, the system achieves a Precision@3
of 0.82 and a Recall@3 of 0.77, indicating that the recom-
mended lists are both accurate and highly relevant to the
user profile. Consistent with RQ1, optimization methods
achieving higher classification accuracy tend to yield bet-
ter recommendation performance. However, the proposed
method does not uniformly outperform all alternatives; in
certain cases, optimizers such as TuURBO or DEoptim may
achieve comparable results, supporting the interpretation
that the proposed method provides a balanced trade-off

between predictive performance and computational effi-
ciency.

To further assess sensitivity to variations in query com-
plexity and expertise, a qualitative evaluation was con-
ducted using representative queries across three experi-
ence levels and multiple programming languages (Table 5).
The results indicate that the system consistently identifies
the programming language and assigns appropriate expe-
rience levels, producing level-specific book recommenda-
tions. Beginner-level queries are associated with introduc-
tory resources, intermediate queries yield mid-level refer-
ences, and advanced queries involving specialized concepts
such as REST APIs, stored procedures, and containeriza-
tion technologies are matched with advanced-level materi-
als.

These findings confirm that the recommendation module
is responsive to variations in query content and developer
expertise. Nevertheless, its effectiveness depends on the
coverage of the keyword-based labeling scheme, and per-
formance may degrade for queries involving emerging or
ambiguous terminology.

5.4 RQ4: Statistical significance and
comparative analysis

To assess whether the observed performance differences are
statistically significant, the Wilcoxon signed-rank test is ap-
plied to compare the proposed method with alternative op-
timization strategies in terms of F1-score.

Table 6 summarizes the pairwise Wilcoxon signed-rank
test results, reporting the test statistic, original p-values,
and Bonferroni-adjusted p-values (k = 8, adjusted values
capped at 1.0).

The results indicate that the proposed method achieves
statistically significant improvements over Grid Search,
Random Search, Nelder—Mead, Bayesian Optimization,
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Figure 7: Computational efficiency comparison of optimization methods, where (a) shows average runtime in seconds and
(b) shows average memory usage in MB across different classifiers.

and AutoFT (adjusted p < 0.008), confirming that the ob-
served gains reflect consistent improvements rather than
random variation.

In contrast, no statistically significant differences are ob-
served with DEoptim, mirMBO, and TuRBO (adjusted p =
1.000), suggesting that the proposed method remains com-
petitive with state-of-the-art approaches without requiring
the same level of computational complexity.

These findings support the interpretation that the pro-
posed method offers a robust alternative to both classical
and advanced strategies, achieving a balanced performance
profile that combines competitive accuracy with improved
computational efficiency. The observed significance re-
mains consistent after Bonferroni correction across differ-
ent classifiers and dataset sizes, indicating that the gains are
stable and generalizable.

5.5 Ablation study

To further analyze the contribution of individual compo-
nents of the proposed optimization method, an ablation
study was conducted. Specifically, three key mechanisms
were examined: the cost-bounding strategy, the accuracy
threshold condition, and the bidirectional update rule. Each
component was selectively removed to evaluate its impact
on model performance.

The analysis was primarily performed on the Random
Forest and GBM models, as these provide stable and inter-
pretable environments for assessing optimization behavior.
The results are summarized in Table 7.

The results indicate that the proposed optimization
framework generally improves performance compared to
the baseline configuration, with the most notable gains ob-
served for the RF model. The substantial drop in baseline

accuracy highlights the effectiveness of the overall opti-
mization strategy.

For the RF model, removing individual components
leads to noticeable performance variations, indicating a
high sensitivity to adaptive optimization mechanisms. In
contrast, the GBM model exhibits relatively stable behav-
ior, with only minor performance changes when individual
components are removed, suggesting that it benefits pri-
marily from the overall optimization structure rather than
specific mechanisms.

The SVM model shows a different pattern. Although
removing individual components typically reduces perfor-
mance, the baseline configuration achieves higher accu-
racy than the proposed method. This suggests that SVM is
highly sensitive to specific hyperparameter settings and that
the adaptive strategy may occasionally converge to subop-
timal regions.

Similar to GBM, the EPS and EBR models demonstrate
relatively stable behavior. The impact of removing indi-
vidual components is limited, and in some cases, simpli-
fied configurations yield comparable or slightly improved
performance. This indicates that, for ensemble-based mod-
els, the overall optimization framework contributes more to
performance than any single component.

These findings suggest that the effectiveness of the pro-
posed method is model-dependent. Greater improvements
are observed in models that are highly sensitive to hyper-
parameter tuning, while more stable models benefit from
the general optimization structure without relying heavily
on individual components.
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Table 5: Qualitative sensitivity analysis of the recommendation module across different query types and expertise levels

Query [ Language [ Experience [ Recommended Books

Beginner-level queries

What is a variable in python? Python 1 Python Crash Course — E. Matthes; Python Pocket Reference — M. Lutz; Learn
Python in 1 Day — K. Rungta

How to create an array in javascript? JavaScript 1 Learn JavaScript Visually — I. Demirov; JavaScript: The Definitive Guide — D.
Flanagan; Beginning JavaScript — P. Wilton

What is a function in java? Java 1 Beginning Programming with Java For Dummies — B. Burd; Java: Programming
Basics for Absolute Beginners — N. Clark; Head First Java — K. Sierra, B. Bates

Intermediate-level queries

How do I use class in python? Python 2 Fluent Python — L. Ramalho; Effective Python — B. Slatkin; Programming Python
— M. Lutz

How to use threads in java? Java 2 Effective Java (3rd Ed.) — J. Bloch; Java: The Complete Reference — H. Schildt;
Thinking in Java — B. Eckel

How to handle JSON in javascript? JavaScript 2 Eloquent JavaScript — M. Haverbeke; A Smarter Way to Learn JavaScript — M.
Myers; JavaScript & jQuery — J. Duckett

Advanced-level queries

How to implement REST API with ser- | Python 3 Python Cookbook — D. Beazley, B.K. Jones; Advanced Python Programming — G.

vices in python? Lanaro et al.; Learn Python 3 The Hard Way — Z.A. Shaw

How to use stored procedures in SQL? SQL 3 SQL Cookbook — A. Molinaro; SQL For Smarties — J. Celko; The Art of SQL —
S. Faroult, P. Robson

How to deploy with docker and kuber- | Java 3 Well-grounded Java Developer — B. Evans et al.; Java Concurrency in Practice —

netes in java? B. Goetz et al.; Optimizing Java — B.J. Evans et al.

Table 6: Wilcoxon signed-rank test results comparing
the proposed method with other optimizers (Fl-score).
Bonferroni-corrected p-values are reported for multiple
comparisons (k = 8)

Method Statistic p-value Adj. p-value
Grid Search 3.0 < 0.001 < 0.008
Random Search 0.0 < 0.001 < 0.008
Nelder-Mead 0.0 < 0.001 < 0.008
DEoptim 182.0 0.309 1.000
Bayes Opt. 0.0 < 0.001 < 0.008
AutoFT 36.0 < 0.001 < 0.008
mlrMBO 167.0 0.184 1.000
TuRBO 175.0 0.245 1.000

6 Discussion

The experimental results provide a comprehensive com-
parison of classical and modern hyperparameter optimiza-
tion strategies in the context of developer profiling and rec-
ommendation. Classical model-free approaches, includ-
ing Grid Search, Random Search, and Nelder-Mead, ex-
hibit limited scalability and unstable performance across
classifiers, with their lack of guided exploration lead-
ing to inefficient search and increased computational cost.
Among these, DEoptim performs relatively better due to
its population-based mechanism, though its slower conver-
gence results in higher runtime.

In contrast, model-based approaches such as mirMBO,
TuRBO, and AutoFT demonstrate more stable convergence
behavior. TuRBO achieves the highest F1-score through
effective local search, while mIrMBO provides consis-
tent performance across multiple metrics. However, these
methods rely on surrogate modeling, which introduces ad-
ditional computational overhead.

Table 8 provides an analytical comparison of all eval-

Table 7: Ablation study evaluating the impact of cost-
bounding, accuracy threshold, and bidirectional update
components

Model | Scenario Accuracy | A Accuracy
RF Full Model 0.6378 0.0000
RF No Cost-Bounding 0.6389 +0.0011
RF No Threshold 0.6411 +0.0033
RF No Update 0.6433 +0.0056
RF Baseline 0.5222 —0.1156
GBM | Full Model 0.6467 0.0000
GBM | No Cost-Bounding 0.6456 —0.0011
GBM | No Threshold 0.6467 0.0000
GBM | No Update 0.6433 —0.0033
GBM | Baseline 0.6133 —0.0333

uated methods in terms of performance, efficiency, and
stability. Compared to classical methods, the proposed
approach achieves higher precision and improved effi-
ciency, and remains competitive with model-based opti-
mizers while avoiding their computational overhead.

The effectiveness of the proposed method can be at-
tributed to three key design mechanisms: (i) a cost-bounded
search strategy that limits unnecessary exploration, (ii) an
accuracy-threshold-based early stopping criterion that re-
duces computational overhead, and (iii) a tolerance-driven
bidirectional update that enables flexible exploration and
helps avoid suboptimal solutions. These mechanisms col-
lectively explain the observed performance, where the pro-
posed method achieves the highest macro-averaged preci-
sion (0.671) while maintaining competitive F1-score and
specificity.

From a methodological perspective, the novelty lies in
integrating bidirectional updates, cost constraints, and early
stopping within a unified black-box optimization frame-
work. This design enables an explicit balance between
search efficiency and performance without relying on com-
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Table 8: Analytical comparison of hyperparameter optimization methods based on experimental observations across per-

formance and efficiency criteria

Method Precision F1 Efficiency Stability Key Insight
Grid Search Medium Medium Very Low Low High computational cost with limited improvement despite exhaustive
search.
Random Search Medium Medium Medium Medium Provides balanced performance but lacks convergence consistency.
Nelder-Mead Low Low High Low Unstable performance and weak convergence across classifiers.
DEoptim High Medium— Low Medium Strong exploration improves precision but increases runtime signifi-
High cantly.
Bayesian Optimization Medium Medium Medium High Stable convergence but does not consistently achieve top performance.
AutoFT Medium-High Medium— Medium High Maintains stable optimization across models with moderate cost.
High
mIrMBO High High Medium High Consistently strong performance across all metrics.
TuRBO High Highest Medium-High High Best F1-score due to effective local search and fast convergence.
Proposed Method Highest High High High Achieves highest precision with efficient search by limiting unnecessary
evaluations and early stopping.

putationally expensive surrogate models.

The recommendation module further demonstrates prac-
tical value, achieving Precision@3 of 0.82 and Recall@3 of
0.77, indicating that improved classification performance
directly enhances recommendation quality.

From a practical perspective, deployment in real-world
environments requires consideration of security and pri-
vacy issues, as the framework processes user-generated
content and predicts developer expertise levels. Future
implementations should incorporate privacy-preserving
mechanisms, secure data handling procedures, and trans-
parent usage policies to ensure responsible application.

6.1 Limitations and future work

Despite the promising results, several limitations should be
acknowledged.

First, the recommendation module relies on a rule-
based mapping between programming language, experi-
ence level, and predefined book lists. While this ensures
interpretability and reproducibility, it limits personalization
by not capturing individual user preferences or adapting to
dynamic user behavior. In dynamic communities such as
SO, where user expertise evolves over time and new tech-
nologies emerge frequently, such static mappings may re-
quire periodic updates to remain effective. Consequently,
users with similar predicted profiles receive identical rec-
ommendations. Incorporating adaptive approaches such as
neural collaborative filtering or transformer-based ranking
models could improve personalization, albeit at the cost of
increased computational complexity.

Second, the experimental evaluation is conducted on a
single domain (Stack Overflow). Although the dataset
is rich and diverse, the generalizability of the framework
to other domains remains to be validated through cross-
domain experiments.

Third, scalability to very large datasets remains a consid-
eration. The current analysis is based on subset experiments
(500, 1,000, and 3,000 instances) drawn from a corpus of
over one million posts. While results demonstrate stable
performance with limited variation, further evaluation on
full-scale datasets and more heterogeneous corpora is nec-

essary. Such scenarios may require distributed computation
or incremental learning strategies.

Finally, the labeling process relies on keyword-based
heuristics, which may not fully capture nuanced developer
expertise levels. In addition, the proposed method does
not consistently outperform all state-of-the-art optimizers
across every metric, particularly recall and F1-score, al-
though it demonstrates strong performance in precision and
computational efficiency.

Future work will focus on (i) integrating adaptive recom-
mendation models, (ii) extending the framework to cross-
domain settings, (iii) evaluating scalability on large-scale
datasets, and (iv) improving labeling strategies using data-
driven approaches.
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Cardiovascular diseases (CVDs), including chronic heart failure (CHF), represent a major global health
challenge. Early detection is essential but often limited by data scarcity. This paper explores two key contri-
butions to address this issue: detection of CHF decompensation using phonocardiogram (PCG) recordings
and machine learning, and PCGmix, a novel data-augmentation technique tailored to heart sounds. In a
study with 37 CHF patients, our models classified decompensated vs. recompensated states with up to
72% accuracy. PCGmix further improves diagnostic performance in scenarios with limited training data,
achieving comparable accuracy to models trained on datasets up to 50% larger without augmentation.

Povzetek: Studija preuci zaznavanje dekompenzacije kronicnega srénega popuscanja iz PCG posnetkov z
ML ter predstavi PCGmix kot augmentacijo srcnih zvokov, ki izboljsa ucenje pri omejenih podatkih.

1 Introduction

Cardiovascular diseases (CVDs) remain the leading cause
of mortality worldwide, with chronic heart failure (CHF)
representing a major contributor [1, 2]. As incidence rates
rise, there is a growing need for early, accurate diagnosis to
reduce hospitalizations and improve outcomes. Advances
in artificial intelligence (AI), particularly deep learning
(DL), have enabled automated analysis of phonocardio-
gram (PCG) recordings. However, the effectiveness of
such models depends heavily on access to large, labeled
datasets, which remains an ongoing challenge in clinical
practice.

This study addresses two key limitations of current re-
search: detecting heart failure decompensation accurately
from PCGs, and overcoming data scarcity through a heart-
sound-specific augmentation method. We demonstrate that
PCGs contain predictive signals of decompensation and in-
troduce a novel augmentation technique, PCGmix, to sup-
port learning in data-scarce scenarios.

2 Chronic heart failure
decompensation detection

The decompensated phase in CHF represents acute wors-
ening of symptoms often requiring hospitalization, while
recompensation marks clinical stabilization. Detecting this
transition from PCG data could aid timely interventions.
Using a dataset of 37 CHF patients with recordings from
both phases, we applied a combination of machine learn-
ing techniques to classify the two states. Features were ex-

tracted primarily from diastole, in both time and frequency
domains. Our best-performing model achieved a classifi-
cation accuracy of 72%. Cardiologists, who were given a
subset of our data for classification based solely on sound,
achieved an average accuracy of 50%. This result high-
lights the potential of automated PCG analysis in clinical
decision support for CHF monitoring. Study details can be
found in [3].

3 Heart sound data augmentation

To address data scarcity, we developed PCGmix, a heart-
sound-specific data-augmentation method. Unlike generic
approaches, which use single-instance transforms to gen-
erate a new instance, PCGmix generates synthetic PCG
recordings by interpolating between two real instances to
create a new one while preserving diagnostically relevant
features. In this way, it also differs from existing data-
augmentation methods, which are general and not spe-
cialised for heart sounds.

Empirical assessments using a publicly available
database of 851 normal and abnormal heart-sound
recordings [4] demonstrated that PCGmix outperforms
state-of-the-art augmentation techniques when data avail-
ability is limited. The results for one of the DL models
is shown in Figure 1. The black line represents the
no-augmentation baseline. Our method is shown in orange
and brown. ADSI indicates how much larger the original
dataset would need to be for the no-augmentation approach
to reach the same level of performance as the augmentation
method.

At 10, 30, 56, 112, and 168 PCG recordings, our method
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achieves the same performance as the no-augmentation ap-
proach trained on datasets 1.35-1.46, 1.34-1.69, 1.46—1.69,
1.08-2.25, and 1.01-1.65 times larger, respectively. Study
details, including results from other DL models, can be
found in [5, 6].
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Figure 1: (top) Accuracy and (bottom) ADSI vs. training-
data fraction in spectrogram domain experiments using a
ResNet DL model. 100% training-data represents 554
PCGs. The x-axis scale is logarithmic.

4 Conclusion

Our work contributes to the knowledge at the intersection
of Al and medicine, offering novel insights and method-
ologies to advance cardiovascular health monitoring and
diagnosis. It demonstrates the performance achievable in
detecting CHF decompensation using PCGs alone, and in-
troduces and thoroughly validates PCGmix, a novel heart-
sound-specific data-augmentation method.
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