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The upsurge in global warming and release of greenhouse gases are major issues that intensified over the
past years due to the increasing usage of technological resources in our daily routines. That is why a call
for going green in the technological field is highly recommended. This paper reviews various approaches
of green computing in five main areas - software engineering, cloud computing, mobile computing, data

centers, and the educational sector.

Povzetek: V tem clanku so predstavijeni razlicni pristopi zelenega racunalnistva po petih glavnih
podrocjih - programsko inzenirstvo, racunalnistvo v oblaku, mobilno racunalnistvo, podatkovni centri in

izobrazevalni sektor.

1 Introduction

Global warming and climate change are causing the
increase of global temperature and the rise of sea levels.
The main cause of environmental impact is people and
their irresponsible and harmful behavior. As an example,
for such behaviors are the huge amounts of CO, emissions
from the industries and vehicles, cutting trees, and the
exhaustive use of resources by technology. Studies have
shown that the amount of CO, emissions has been
increasing in the past few years [1]. Efforts for reducing
harm to the environment must start from changing
peoples’ behaviors. Citizens of planet Earth must start
thinking “Green” in all aspects of their lives in order to
save and protect their future and the future of their children
on this planet. Nowadays, technology has entered people’s
lives intensively - it reached their jobs, homes, and
education. As a contribution to achieve environmental
sustainability, people can start by changing the way they
deal with technology. Most efforts addressed the hardware
perspective of green computing with little attention to the
importance of the software perspective. Efficient software
reduces the use of hardware resources; therefore, reducing
energy consumption. In this study, we examine different
green computing approaches in the literature in various
domains of software development. In particular, we study
green approaches in software engineering models, cloud
computing, mobile development, data centers. In addition,
we highlight the importance of introducing green
computing principles in the educational sector.

The remainder of this paper is organized as follows.
Section 2 provides a literature review. Section 3 describes
the models for sustainable software engineering. Section
4 addresses green cloud computing. Section 5 overviews
green mobile development. In section 6 green data centers

are addressed, while section 7 sheds the light on green
computing in education. And finally, section 8 concludes
the paper.

2 Literature review

Many efforts were done in the literature with the aim of
achieving green computing in different domains and
reducing the negative impacts of ICT on environmental
sustainability. A review of the different software process
models commonly used in practice is presented in [2].
Naumann et al. [3] presented a reference model for
sustainable software engineering (GREENSOFT) that
supports different stakeholders in the whole lifecycle of
software production. Berkhout and Hertin [4] defined
three levels of ICT impacts on the environment and
highlighted the importance of studying their rebound
effect in which negative impacts overcompensate positive
ones. Mahmoud and Ahmad [5] defined green metrics in
the stages of software production and stressed the
importance of two stages: requirements definition and
testing. The model also discusses the role of software itself
in achieving green computing. Capra et al. [6] studied the
impact of software on sustainability and proved that
achieving a better performance does not guarantee better
energy efficiency.

Atrey et al. [7] studied how the cost of the unlimited
services of cloud computing leads to overcompensating
the benefits and increases energy consumption and CO-
emissions. Dougherty et al. [8] described a model-driven
green technique to avoid over-provisioning of idle virtual
resources in cloud servers. The aim of their model is to
provide a green auto-scaling technique for allocating VM
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configurations that preserves a satisfactory QoS. The
problem is solved as a feature selection problem. Gai et al.
[9] presented an energy-aware mobile cloud computing
model that takes advantage of cloudlets to reduce the
energy consumption of wireless communications. Xu et al.
[10] described an energy-efficient algorithm for VM
scheduling inspired by physical principles. Zhao-Hui and
Qin-Ming [11] proposed a virtual machine scheduling
algorithm that deploys VMs on data nodes with the least
growth of energy consumption. Mukhtar et al. [12]
presented a green strategy for determining the least
energy-consuming fog device to offload client application
modules. Verma S. et al. [13] presented an energy-
efficient, yet costly, algorithm that integrates load
balancing and data replication for fog-cloud computing.
Previous researches acknowledge that using virtualization
cloud computing is itself energy-efficient technology [14].
A.J. Younge and his colleagues proposed a green cloud
framework that covered virtualization and data center
operations [15].

Green computing is responsible for designing,
manufacturing, using, and disposing of computers,
servers, and its hardware like monitors, printers, storage
devices, and networking and communications systems in
order to efficiently and effectively consume energy with
minimal or no impact on the environment [16]. Mobile
devices are becoming an important and irreplaceable
resource in our daily life. According to the International
Telecommunication Union, the number of registers in the
worldwide mobile network operators has already reached
more than four billion users [17]. Moreover, based on the
International Data Corporation’s statistics, 494 million
smartphones were sold worldwide in 2011. The sales of
smartphones reached an annual growth of 62% from 2010
till 2011, expecting this increase to continue furthermore
[18]. With this huge number of mobiles and mobile users,
and taking into consideration their effect on the
environment, regarding their energy consumption and the
toxic wastes, one should think of a solution that preserves
the environment and prevents harming it. Many
approaches have tried to reduce the burden of mobile
devices; probably the most common is trying to execute
heavy computational operations on the cloud rather than
executing them on mobile devices. For example,
CloneCloud [19] is a system that allows partial offloading
from smartphones to the phone’s clone in the cloud. A
similar idea was also investigated by Satyanarayanan et al.
[20] and Cuervo et al. [21]. Another example from Chen
et al. [22] who introduces a framework allowing heavy
tasks on an Android phone to be offloaded to an Android
virtual machine in the cloud. Others suggest that mobile
devices could be the source of computing power.

When talking about going green in an environment
that encounters rapid ongoing changes in the technological
fields, the need for a business to “Go Green” is much
needed to help reduce the hazardous outcomes that
humanity is facing. And for an industry to “Go Green” it
must simply maintain an eco-friendly and energy-efficient
computing resources. Green data centers offer a great
aspect of offering an energy-efficient and eco-friendly
computing environment. The burst of data centers began

M. Dhaini et al.

in 1946 where data centers were created by the U.S. army
to serve the military [23]. And throughout the years the
idea of placing data centers has increased and we began to
see data centers placed more often in industries. Data
centers are defined simply by information and server
storage as well as network infrastructure of the company’s
huge amount of data. And because of this aspect being
spread, and adding to that the rapid booming that the world
encountered in the field of technology, the consumption of
energy became larger and emission of toxics increased as
well. That opened the door for data centers to go green and
become more and more eco-friendly. A green data center
differs from a normal data center where the mechanical,
electrical, and computer infrastructure is designed in a
way to obtain maximum energy efficiency and minimum
environmental damages [24]. Nada and Elgelany [25]
mentioned in their article that a data center consumes a
huge amount of energy as the same time it plays a major
role in producing large amounts of carbon dioxide because
data centers are mainly composed of thousands of servers.
Uddin et al. [26] mentioned in their study that a data center
is composed of thousands of servers and is equal to the
amount of a small city.

The topic of green computing in the education sector
has been studied intensively in the literature. Many studies
were conducted to assess the awareness and knowledge
levels of green computing in educational institutions [27].
In [28], a study was conducted to check the level of
awareness of green computing among students at the
University of Technology in Mauritius. In [29], German
software users were surveyed for a study that addressed
the environmental issues of software. The integration of
sustainability into computing education was studied in
[30], where three different strategies were presented. In
[31], different techniques for practicing green computing
in universities were proposed.

3 Models for sustainable software
engineering

Berkhout and Hertin [4] studied the impacts caused by

Information and Communication Technologies (ICTs) on

the environment. They presented a summary of the

literature on the topic and classified the environmental
impacts of ICTs into three categories as follows:

e First-order impacts: the most obvious
environmental impacts that result directly from
the production and use of ICT infrastructure and
devices such as resource use and pollution,
electricity consumption of ICT hardware, and
disposal of electronic waste.

e Second-order impacts: indirect environmental
impacts of using ICT such as resource and energy
conservation caused by dematerialization,
demobilization and substitution of information
goods for tangible goods.

e Third-order impacts: indirect environmental
impacts of using ICT that appears in the long
term such as changing lifestyles and values
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systems. These impacts may overcompensate for
the energy savings by ICT (rebound effects).

A major issue considered in relation to the third order
effects is the rebound effect of the use of ICT. It has been
shown, through the first and second order effects, that
ICTs have the potential to reduce resource usages and
energy consumption. However, a critical question is
whether or not the long-term consumption of ICTs will
over-compensate the conserved resources.

This concept is presented as the rebound effect.
Naumann et al. [3] presented a reference model for Green
and Sustainable software named GREENSOFT and gave
definitions for Green and Sustainable Software and Green
and Sustainable Software Engineering. The model also
performs a refinement for the environmental impacts of
ICT, defined by Berkhout and Hertin [4], to cover human
and social sustainability issues instead of limiting them to
environmental issues. The effects were identified as:

o effects of ICT supply (representing first-order

effects)

o effects of ICT usage (representing second-order
effects)

o systemic effects of ICT (representing third-order
effects)

Naumann et al. [3] claimed that a sustainable software
product should have a low impact on Sustainable
Development, and that the development process of the
software product should be environment-friendly. This is
reflected in the definitions of Green and Sustainable
Software and Green and Sustainable Software
Engineering that was provided:

Green and Sustainable Software: is software that leaves a
small footprint on the environment.

Green and Sustainable Software Engineering: is the art of
defining and developing software products in a way,
which the negative and positive impacts on sustainable
development that result and/or are expected to result from
the software product over its entire life cycle are
continuously assessed, documented, and used for further
optimization of the software product.

The GREENSOFT model also supports different
stakeholders of a software product (developers,
administrators, users) in developing, maintaining, and
using it in a sustainable manner. The model, as shown in
Figure 1, comprises the following four parts:

o Life Cycle of Software Products: Based on the
three levels of impacts, it directs stakeholders to
take into consideration the impacts on
Sustainable Development during development,
distribution, usage, deactivation, and disposal
phases

e Sustainability Criteria and Metrics: Defines
metrics and criteria helpful for the assessment of a
software product’s sustainability.
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Figure 1: The GREENSOFT model. Reprinted from [3].

e Procedure Models: Classifies the software life
cycle into four sub-procedure models and
proposes a set of activities and processes that are
geared towards sustainable development in each
model. The four sub-models are: Develop,
Purchase, Administrate, and Use.

e Recommendations and Tools: This part guides
every stakeholder of a software product to comply
with green guidelines and procedures while
dealing with the software product.

Mahmoud and Ahmad [5] proposed a model for a
green software engineering process consisting of two
levels. The first level comprises metrics for the green
assessment of every stage in the software engineering
process according to the ICT first-order impacts. The
second level of the model addresses the role of software
itself in sustainable development and green computing.
The model followed the definitions of Green and
Sustainable Software and Green and Sustainable Software
Engineering presented by Naumann et al. [3] and their
definition of ICT impacts because they consider human
and social sustainability issues [5]. They also included an
additional definition which is Green and Sustainable
Software Process because their aim is to provide green

instructions for the whole lifecycle of software
production.
3.1 Firstlevel

Defines a software engineering process to mitigate the
negative impacts of ICT on the environment. The process
consists of seven stages of the lifecycle of a software
product: requirements, design and implementation,
testing, green analysis, usage, maintenance, and disposal.
The model describes instructions and guidelines that can
be used for the green performance of each stage. In the
model proposed by Naumann et al. [3], the part of Life
Cycle of Software Products discusses the impacts of ICT
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on sustainable development in the stages of the product’s
lifecycle. However, they do not include the requirements
and testing stages. These two stages were considered in [4]
in contrast to many green software models. In addition, a
green analysis stage was added to measure the greenness
of the output of every stage. We will particularly discuss
the importance of including these three additional stages
in a green software process:

e Requirements Stage: in this stage, the model
recommends that requirements engineers will
perform requirements functionalities. Therefore,
the rate of changes in the software will be
reduced, and resources needed for changes will
be conserved.

e Testing Stage: this stage helps the developing
organization to evaluate the compliance of the
software  product with the customer’s
requirements. Therefore, it limits the chances of
going back to the requirements stage in case the
products do not meet the customer’s satisfaction.
The resources needed for going back to previous
stages will thus be conserved.

e Green Analysis Stage: the objective of this stage
is measuring the “greenness” of the outputs of
other stages and allowing for going back to
previous stages in order to apply changes that aid
green and sustainable development.

3.2 Second level

Another idea missing from the GREENSOFT model [3] is
the software’s role in reducing the negative impacts of ICT
and improving sustainable development. The second level
of the model presented by Mahmoud and Ahmad [4]
describes how software can act as a tool to monitor the
efficient use of resources. Several software packages that
aid in regulating resource consumption are presented in
this level such as operating systems, codes written for
energy allocation purposes, and some approaches like
SPAN [32] that correlate power estimation with source
codes, and GREENTRACKER [32] that measures energy
consumption.

4 Green cloud computing

Cloud computing reduces power consumption by
providing cloud applications  with  virtualized
computational resources dynamically upon request such
as virtual OS instances. This technique requires keeping
idle VM instances in a queue as a standby for any request.
As a result, 70-80% of power consumption in data centers
is wasted [34-37]. In order to avoid over-provisioning of
idle resources, Auto-scaling techniques were introduced to
improve server utilization of resources and support
greener cloud computing by allocating virtualized
computational resources, dynamically and accurately, to
cloud applications based on their current loads. Auto in an
auto-scaling queue to be provisioned instantly to cloud
applications. If no entry in the queue matches the
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Figure 2: Auto-scaling in a cloud infrastructure.
Reprinted from [8].

requested configuration, a new VM will be booted and
configured then provided to the requesting application.
This mechanism is shown in Figure 2. The objective is to
maintain the auto-scaling queue in a green manner while
preserving QoS. A preferred auto-scaling queue is one that
reduces energy and resources consumption by minimizing
the number of idle VMs. However, it is very difficult to
determine the number of VMs to fill the queue and their
configurations. Examples of configuration options
provided by Amazon EC2 are Linux vs Windows
operating systems, SQL Server vs MySQL databases,
Apache HTTP vs 11S/Asp.Net webhosts [8].

Dougherty et al. [8] describe a model-driven green
technique for sustainable auto-scaling cloud computing
infrastructures called Smart Cloud Optimization for
Resource Configuration Handling (SCORCH). The
authors mention three main challenges of configuring
VMs:

e The need for recognizing the VM configuration
options of cloud applications (processors, OS)
and their constraints (power consumption).

e The choice of VM configurations to be kept in
the auto-scaling queue that can warrant a
satisfactory QoS.

o Determining the optimal auto-scaling queue size
that minimizes energy consumption.

SCORCH addresses these challenges based on the

following functionalities:

e Feature models [33] are used to represent VM
configurations, implementation details (e.g.,
whether to use Windows 7 or Redhat 9), and
other information about the configurations (e.g.,
energy consumption, operating costs, etc.).

e Cloud applications are requested to inform
SCORCH about the VM configurations that it
will ask for during its lifetime.

e Feature configuration problems are transformed
into constraint satisfaction problems (CSPs) and
an objective function is defined, to aid in
deciding on the appropriate settings of the auto-
scaling queue taking into consideration several
parameters (mainly: expected response time,
expected time to fulfill a request, time to boot a
new VM instance, and energy consumption of
configurations).
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e Optimizing the objective function, using a
standard constraint solver, yields a combination
of VM configurations that minimizes the number
of idle VMs to be maintained in the auto-scaling
queue. This minimizes the operation costs, and
respects the satisfactory QoS and response time
requirements.

Experimental studies were run to assess the
contributions of SCORCH in green cloud computing. It
was compared to two approaches: the first does not
consider auto-scaling, while the second provides auto-
scaling without optimizing the queue. The first approach
performed worse while SCORCH performed better and
reduced cost, power consumption, and CO; emissions by
50% [8].

Mobile Cloud Computing (MCC) allows mobile
users to have a green experience in using their mobiles in
terms of offloading data processing and storage to cloud-
based servers. However, the greenness of this approach is
linked directly to the stability and efficiency of wireless
communications where weak communications cause a
waste of energy and resources due to the continuous
search for wireless signals. As an approach to solve this
problem, Gai et al. [9] introduced a dynamic energy-aware
cloudlet-based mobile cloud computing model (DECM)
that takes advantage of cloudlets to reduce the amount of
energy consumed by wireless communications.

The DECM mainly consists of mobile devices,
cloudlets supported by dynamic searching, and cloud
computing as shown in Figure 3. The main objective of
the model is to provide green computing on mobile
devices without affecting the QoS in cloud services. In this
model, the nearest cloudlets receive requests from mobiles
through the virtual machines corresponding to client
applications. A cloudlet may switch a client’s connections
to another one if it can provide better service based on a
more stable network, nearer location, or greener
computations. Cloudlets are coupled with dynamic
programming algorithms that enable them to find the most
convenient cloud servers to connect with. They are named
DCLs (Dynamic Cloudlets) in this model. This technique
guarantees that the mobile devices and the cloud servers
will communicate in the most efficient way. The DECM
algorithm is a minimizing algorithm for the cost of
wireless communications in mobile cloud computing. The
two factors affecting the cost is the energy consumption in
a communication route (between mobile, cloudlet, and
server), and the service performance provided by a
specific route (in order to have a satisfactory QoS). This
algorithm will ensure that MCC will perform with
minimum energy consumption. This was proved

Cloudlet
Mobile o Cloud

Device 71 Computing

Y

Dynamic Searching

Figure 3: A high-level conceptual model of DECM.
Reprinted from [9].
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experimentally by comparing the approach with other
approaches.

Xu et al. [10] addressed the issue of VM scheduling
algorithms that affect the efficient migration of virtual
machines between nodes of the cloud. The authors stress
that efficient algorithms for scheduling and migration of
VMs are crucial because inefficient virtualization of
resources will cause unnecessary waste, increase in CO;
emissions, and overheating inside data centers. In order to
solve this problem, Xu et al. [10] presented a VM
scheduling algorithm, VMSAGE, inspired by the physical
gravitational effect. The algorithm is proposed as an
improvement of the simple scheduling algorithms that are
based generally on placing VMs on nodes with low
memory usage (CPU, RAM) without considering other
factors such as heat distribution. VMSAGE aids in
avoiding overheating in data centers, reducing energy
consumption, load balancing, and energy efficiency.
According to the physical concept of gravitation, the
algorithm shuts down data nodes having a low utilization
rate and migrates its VMs to other nodes with good heat
dissipation in order to avoid overheating. The algorithm
also uses another physical concept: “among two objects,
having the same acceleration, the one with higher initial
velocity will reach its destination faster”. Each VM is thus
assigned an initial speed of migration in order to enable
the system to decide which VMs will migrate before
others. VMs with very high utilization rates, having large
amounts of resources, or placed in servers with very high
temperatures are assigned higher values of initial VMs
than others. VMs are migrated to other servers that are
selected based on lower costs of migration and heat
dissipation. The objective of VMSAGE is to reach a point
where no server is in need to reschedule its VMs. In order
to assess the algorithm, it was compared with two
approaches: Best Fit Heuristic, and Dynamic Voltage and
Frequency Scaling. The comparison was based on energy
consumption, performance, and heat distribution in the
data centers. The experimental results showed that
VMSAGE reduces energy consumption rates and VM
migration times significantly.

The Cloud of Things paradigm (CoT) was introduced
to overcome the problems of limited storage capacities
and computational capabilities in loT devices. CoT
combines cloud services with 10T and allows client
applications to offload storage or computations to the
cloud. However, CoT was shown to be inefficient for
applications that require high latency, such as applications
of healthcare, due to the severity of delays. Consequently,
Fog Computing was introduced by Cisco to support the
provisioning of 10T applications and services by bringing
computations towards the edge of the network. Fog can
process part of the data collected by 10T devices, reserving
the cloud capabilities for complex computations and
permanent storage [38]. This technique has various
benefits such as reduced energy consumption in data
centers, and improved latency and network bandwidth.
Mukhtar et al. [12] present a green strategy for the
allocation of application modules in fog devices. Its
objective is to determine the best suitable place for
offloading, in the Fog or the Cloud, taking into
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consideration energy consumption, CPU capacity, and
desired response requirements (or tolerable delays). In the
system model, allocated tasks are defined by their type
(sensing, processing, etc.) and the workload which defines
the needed resources (memory, CPU, energy). This
approach was assessed by measuring energy efficiency in
a remote patient monitoring system (RPM) and comparing
the results with those of two other approaches (default and
Cloud-only strategies). The results show that the proposed
approach reduces energy consumption by 1.61% and
2.72% with respect to the default and cloud-only
strategies, respectively. Energy efficiency in Fog devices
was improved by 8.27% compared to the default strategy.

5 Green mobile development

In [17] different perspectives to study energy consumption
on mobile devices are discussed. The first approach is
from the perspective of instructions processed by the
Central Processing Unit (CPU). Whenever the amount of
code or data the system needs to fetch from the cache
increase, the energy consumption will eventually increase
as well. Another approach is from the network
perspective. For example, using 3G network connections
consumes more energy than using 2G network connection
[17]. The last approach discussed was from the application
perspective. Two factors were addressed in this section:
(1) Bluetooth usage and (2) the SMS message size. It was
proven that using a mobile with Bluetooth enabled
consumes much more energy than using it with Bluetooth
turned off as shown in Figure 4. Regarding the SMS
message size, sending multiple SMS messages of smaller
size will consume more energy than concatenating these
messages into fewer SMS messages but of larger size, as
shown in Figure 5.

In [18] several actions were recommended to save
energy. The first recommendation was for mobile

Description of Bluetooth State C?:ls;l;rr)ne
Mobile device with Bluetooth Off 10,4
Mobile device with Bluetooth On 12,52
Mobile device with Bluetooth connected (idle) 62,44
Mobile device performing a search 220,19
Mobile device with Bluetooth receiving data 41598

Figure 4: Average consumption of Bluetooth technology.
Reprinted from [17].
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Figure 5: Energy consumption based on the SMS message
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applications to operate in networks that offer the
best-cost benefit rate. For applications that are used to
send data (e.g. email applications), consider the
alternative of delaying the sending of data, so that the
maximum number or requests can be triggered at once.
Moreover, applications must make use of parallel
connections to transfer data, a strategy that would save
a lot of energy. In [18] a mobile computing prototype
called GMECIoud that utilizes energy-efficient mobile
devices (e.g., smartphones and tablets) as computing
resources is proposed.

In the proposed prototype, the clients follow the
server-client protocol flow chart described in Figure 6. As
shown below, the mobile client’s application checks the
status of the device: if the device is ready, it connects to
the server. The status of the device is defined in terms
of different characteristics; for example, the CPU usage,
the device battery level, etc.

The server splits the job into smaller tasks; these
tasks are then distributed to multiple clients. If the number
of active clients is high, the server will assign to each
client fewer tasks. This means that the time required by
each client to finish the assigned tasks will be less.

In [16], a novel approach is proposed where
middleware is coordinating between mobile and cloud
computing techniques to achieve green computing for the
next generation. The major approaches of Green
Computing are product longevity, software and
deployment optimization, power management, materials
recycling, telecommuting, and low-performance
computing. A middleware is a software infrastructure. It
binds together the applications, operating systems,
network hardware, and network stacks. Its major task in
this proposed architecture is to evaluate a data center
power, operating system support, power supply, storage,
video card, and display. Figure 7 shows the architecture of
mobile-cloud computing based middleware for green
computing. As the figure shows, a MANET is a set of
wireless nodes. The data gathered by these nodes can be
delegated to the cloud or middleware of cloud based on
the requirements and applications.

Client | Server | Database

If not

Check device’s status I ready

If ready

Connect to server " .
: g T Receive clientinfo Updateclientinfo
with client info

Check if [I\ent needs Reply with version
updates info
I

Ifyes l

Ifno

| Update |<—| Send updates |
—
Dlstrlbutetasks . Lo
Ci t |(—| |<_,| Reply with client inf
| ompute based on client info eply with client into
| Send results l—)l Integrate results |

Figure 6: Server-Client Protocol Flow Chart. Reprinted
from [18].
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Green cloud computing System Architecture
Technologies consists of five core technologies: Scalable
Network Architecture, Energy-efficient Cooling, and
Power Efficient System, Modular Cloud Computing
System, Scalable Virtual Internet Appliance and, Flash
Memory Based Cloud Storage System. The purpose of this
architecture is to reduce the unnecessary power
consumption in a cloud computing environment.

Moving to [39], the main concern is to highlight the
energy-related issues as early as possible in the software
development life cycle (SDLC) of an application making
it more energy-efficient and reducing the cost regarding
energy consumption. This work divides the green
technology, as mentioned before, on all the stages of the
software development life cycle (SDLC) of a given
application. It starts with Green software requirement
specification, which means that there may be additional
software requirements to maintain the developed software.
Next, Green software design; the main concern of the
software developers is always the software structure, the
modules needed, the software architecture, etc. While
energy efficiency is the main part of good software design,
it’s rarely taken into consideration by software developers
at this stage. Moving forward, Green software
implementation focuses on reducing the application CPU
consumption, the number of parameters used, and many
other factors that affect energy consumption. Regarding
the testing phase, Green software testing takes into
consideration the number of people and the amount of
equipment allocated to test the energy used by the
application, based on predefined test cases related to
energy  consumption.  Finally, Green software
maintenance tends to perform regular maintenance tasks
that will keep data transmission at optimal efficiency.

To save energy for mobile-to-mobile communication,
an energy-aware adaptive compression approach for
battery constrained mobile devices is proposed in [40].
The adaptive approach utilizes a lightweight compression
scheme by using the Zip Level 0 compression algorithm
whenever compression is required. In the proposed
scheme, the signal strength is monitored, and data is read
into blocks during the transmission. The signal strength
level decides whether blocks will be compressed or not
before being sent. Strong signal strength leads to sending
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the blocks uncompressed, while weak signal strength
leads to compressing the blocks using a light compression
algorithm. The proposed adaptive scheme was
implemented and tested where experimental results show
that the adaptive scheme saves energy remarkably
compared to the no-compress and always-compress
schemes.

6 Green data centers

6.1 How green is a data center

Before taking a risk, an industry must first study the level
of energy efficiency, which is the level of energy
consumed by the industry. Based on the quantitative
results that issued from energy-efficient measures we can
decide what suitable techniques we can use in order to turn
the data centers to become eco-friendly. In [24], Mata-
Toledo and Gupta mentioned two important metrics which
are, the Power Usage Effectiveness (PUE) and Data
Center Efficiency (DCE). They mentioned too an aid to
the following analysis such as tools known as the “The
Green Report”. However, Siso et al. [41] focused on
metrics technique called CoolEmAII that focuses not only
on energy consumption but also on heat-aware metrics.
They pointed out, that the reason they introduced
CoolEmAIIl metrics is because of the standard metrics
such as, CFD, PUE that does not allow any space for
predication of energy performance to enhance energy
efficiency. CoolEmAII provides analysis tools for data
centers' efficiency according to IT equipment. Moreover,
Wang, and Khan [42] presented in their study more
metrics in order to measure the consumption of energy
performance in data centers. The aim of their study is to
know how green a data center is through different matrices
and measurements and according to that information,
possible techniques can be taken for a data center to go
green. They pointed out that there are two methods for
going green either to involve green requirements into
building the infrastructure of the process or to green up the
process of a working data center in everyday usage.

6.2 Optimization methodologies

After measuring the efficiency of a data center in an
industry, there must be certain measures taken in order to
come up with an eco-friendly data center. In their study,
Sari and Akkaya [43] mentioned that one of the greatest
threats that affect green data centers can be divided into
two groups. The first threat consists of the inability to
manage the cost crises that are born due to the divergence
in determining the efficiency performance technique and
calculating the performance of the server. Another threat
relates to data centers is the release of carbon dioxide that
results from data centers to the atmosphere. The authors
presented two methods or techniques for data centers to
handle these threats. They first presented a cooling method
known as a liquid cooling approach that is put into action.
However, its only limitation is that it is geographically
dependent, which means it must be located in cold areas
so that cold water is formed that will reduce temperature;
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and hence, reduce the consumption of energy. Another
cooling approach is known as direct cooling that is
responsible for reducing energy consumption. It works by
implementing cooling coils into the rack to remove waste
heat by transferring it into fluids rather than deploying it
into the air. In addition, another technique is presented
that relates to using energy efficiency servers, which are
achieved by using renewable energy resources to power
up the data centers.

Another way to produce efficient energy that was
provided in this study is either the use of virtualization
software through a virtual machine or avoids the rapid
change between alternating and direct current. The only
limitation that these tests face is the need for a huge
amount of tests before implementing the proposed
techniques. Furthermore, Ghani, Nikejad, Jeong [23]
presented in their paper a series of techniques that enable
a data center to go green by saving the consumption of
energy. They managed to divide their area of work into
four fields by presenting energy-saving techniques for
servers, energy-saving techniques for networks, energy-
saving techniques for a combined environment of servers
and networks, and finally by energy-saving techniques by
using renewable energy. As for servers, it is known that a
server is the main consumer of energy in a data center. So
establishing power saving environment is vital in this area
and it is covered through methodologies such as, server
virtualization that tends to minimize the number of
hardware in use and decrease the amount of functioning
servers through making more than one virtual machine on
a server. Another technique - known as dynamic power
management - handles putting down the computing
servers when they are not in use; thus, helping reduce
power consumption.

A third technique, known as dynamic voltage scaling,
sets the CPU power according to the level of load. Ghani
et al. also managed to cover techniques that help to reduce
energy consumption in networking fields due to the fact
that network infrastructure is the second consumer of
energy after servers by utilizing 30% of the energy used
for powering data centers. One of the techniques is known
as sleep mode that manages to switch off the network
resources or putting them to sleep mode whenever they are
not in use. Virtual network embedding is a technique that
reduces energy consumption by assigning virtual network
resources on a small number of physical infrastructures
while the idle network resources could be switched off.

Recent research on green computing in cloud data
centers includes energy-aware approaches that utilize
several techniques to reduce energy consumption [44, 45].
In [44], a hybrid framework was proposed to improve the
efficiency of consuming electrical energy in cloud data
centers. The proposed energy-efficient framework is
based on request scheduling and server consolidation
techniques. In this framework, tasks are scheduled after
being sorted based on their power and time needs. The
framework includes several algorithms: scheduling
algorithm to schedule requests, a consolidation algorithm
for servers, and a migration algorithm for transferring
migrated virtual machines to new servers [44]. In [45], A
novel energy-aware technique is introduced to address the
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green resource management problem in container-based
cloud data centers. The proposed approach considers
multiple objectives: violation of service level agreements,
energy consumption, and the number of both container
and VM migrations. The proposed technique is based on a
multi-criteria  decision-making method where joint
container and VM migration are considered in the
decision-making process. For that, it utilizes a new joint
VM and container consolidation procedure.

7 Green computing in education

Many work and studies have been made in order to
improve the green computer awareness and practices in
the education sector.

7.1 Awareness on green computing in
education sector

The awareness and knowledge of green computing have
been addressed by many studies and different surveys
where different target groups were surveyed. In [46],
Manotas et al. studied the relationship between
practitioners and the research community, where they
found that practitioners could be more effective in creating
efficient applications that consider energy consumption.
In 2011, Kogelman conducted a study in which
Information and Communication Technology (ICT)
managers were surveyed about the use of hardware-
focused energy-efficient methods in organizations [47]. In
[29], German software users were surveyed for a study
that addressed the environmental issues of software.
Results showed that although environmental issues seem
to be topics of interest to software users, software’s
environmental issues are not part of these interests [29].
The findings of such studies prove the importance of
spreading green computing awareness from the early
stages of people's lives (i.e., in the early stages of
education). It is important for educational institutions to
start investigating the importance of saving the
environment at an early stage [29].

Many studies were conducted in the literature to
comprehend the level of knowledge and awareness of
green computing among university students [28, 48, 31].
In [28], Dookhitran et al. conducted a study to check the
level of awareness of green computing among students at
the University of Technology in Mauritius. The survey
was designed for students of the School of Innovative
Technologies and Engineering. The main goal of the study
was to determine the levels of awareness and knowledge
in green computing and its practices [28]. In [48],
Selyamani and Ahmad conducted a study that addressed
the student’s awareness of green computing issues in
higher education institutes focusing mainly on hardware
aspects. The survey was undertaken by students from
higher education institutes in Malaysia. The study findings
indicated that students, mainly non-ICT, lack green
computing knowledge. In [31], students and academic
staff at Botho College in Botswana were

surveyed in order to check and measure the levels of
awareness regarding green computing and the negative
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University/Institute Target group of Focus and Objective Findings Year Source
Students
University of Technology | School of Check and analyze the level of Students, in the 2012 [28]
in Mauritius Innovative awareness of green computing majority, are
Technologies and focusing on student’s computing- computer literate.
Engineering related activities and their Students lack
computer literacy. The survey knowledge of some
questions focused on the hardware | major green
aspects. computing practices
(e.g. screen savers.)
Botho College in Students and Measure and check awareness The need of green 2012 [31]
Botswana academic levels of computer users regarding | education to reach a
employees the negative influence of IT onthe | green usage
environment and with regards to technology. Changes
green computing. behaviors and use of
technology and IT
can be reached by
exalted education
Higher Education Institute | Higher Education The level of awareness, knowledge | Students, mainly 2015 [48]
in Malaysia Institute ICT and and practices of green computing. non-ICT, lack
non-ICT students in | The study focused on hardware knowledge about
Malaysia. aspects such as the usage of green computing
computer and its resources. Lack of knowledge
among students
regarding the
benefits of green
computing and its
practices

Table 1: An overview of some studies addressing the awareness of green computing issues in higher education
institutions.

influences of IT on the environment. The study was also
conducted to check if any green computing policies are
established in the institution. Interviews with staff of the
IT department were also prepared and organized.

The results showed that the level of awareness
regarding green computing is low and that no green
computing policies are set in the institution. An overview
of some studies addressing the awareness of green
computing issues in higher education institutions is
included in Table 1.

7.2 Approaches to Create and Raise
Awareness

The topic of creating and raising awareness in the
education sector has been studied in the literature where

various ideas have been published. According to [31],
creating a website that contains different green computing
information, procedures, policies and tips is one solution
to create awareness among students in a university. Pang
et al. called for extending the aspects of green computing
in educational programs [49]. Dookhitram et al. proposed
that environmental IT information can be spread by the
information channels that are mainly used by the students
[28]. Haraty et al. suggested engaging students in
educational activities and including awareness campaigns
in the educational curriculum [27]. In [50], Suryawanshi
presented a number of techniques that raise the awareness
of Green ICT such as including an obligatory green ICT

program course in all universities, to train learners about

the importance of implementing green practices by
starting Green Computing Certification course, to present

rewards for educational institutions and educators (Green
Institute, Green Teacher) that best embrace green
practices efficiently as a motivation, effective promotion
of green ICT practices and encouraging faculty and
students to choose webinars instead of traveling and
adopting online education mechanisms in universities that
will lead to less carbon footprint [50].

7.3 Green computing techniques to be used
by educational institutes

Several studies have been conducted and ideas have been
published in the literature about the measures that need to
be taken by educational institutes in order to improve the
practice of green computing [51, 52, 53]. An overview of
some measures is provided in Table 2. Many works and
studies have been made in order to improve the green
computing awareness and practices in the education
sector. However, more green awareness should be raised
among students. Educators and educational institutions
have a crucial role to play in order to promote and spread
green computing awareness among students. Moreover,
many measures should be taken and many techniques
should be used in order to practice real green computing
in educational institutes.

8 Conclusion

Technology has become a major cause of global warming
whenever treated inefficiently. A huge urge is needed to
save our environment before it’s too late. In this paper, we
went over different approaches to “GO GREEN”. We also
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Measure/Technique Source

Online Learning: Reduce the pollution that results [50]

from students and faculty travels by adopting online
learning techniques such as video conferencing and web
conferencing.

Implementing Green Computing in
Administration and in Sharing Information: Use of
online examination systems instead of paper-based
exams, using software application to submit student
information such as grades and attendance, reduce the
use of papers by introducing online applications, forms
and petitions, introducing online system for fees
payment, use of online brochures; thus, saving papers
and conserving power.

Saving electricity: Educational institutes should
consider the huge power consumption that result from
the use of computers on its different offices and classes.
ENERGY STAR labeled computer equipment should be
purchased and should replace energy-inefficient
equipment (e.g., LCD monitor instead of CRT one)

Upgrading Computers: upgrading
components (CPU, system memory) in the computer in
order to prolong the lifecycle computers and improve
performance.

Power Saving Modes: computer  power
consumption can be managed in an efficient way by
using the most “green” and efficient computer power-
saving mode. Different modes include sleep mode,
hibernate mode, system standby mode, and hard disk
sleep mode. The hibernate mode proved to be the most
effective among others as it power off the computer
completely.

Eliminate Phantom Loads: by using of power
strip devices that powers off in an automatic way
powered off devices that are plugged into the strip.

specific [51]

Virtual Desktop Infrastructure
exploiting the green benefits of virtualization (operation
efficiency, compatibility, ease of management,
simplicity of deployment, low carbon emissions, etc.) by
implementing VDI in educational institutes. The
implementation of VDIs has proved to be power-
efficient as it saves power and consumes low energy
compared to non-virtual infrastructure.

(vDI): | 52

Table 2: An overview of some green computing
measures to be used by educational institutes.

addressed the software engineering models for green
computing, and the four different perspectives for this
topic: Green cloud computing, green mobile development,
green data centers, and the importance of green computing
in the educational sector. Consequently, the usage of green
computing by normal people contributes to their harmonic
existence in the knowledge society, and this corresponds
quite well to the basic objectives of cognitonics [54-57].
To sum up, this paper is intended to be part of the research
that has been ongoing to increase the awareness of people
towards this topic and presents different approaches that
will help whenever applied in software development.
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An attempt has been made in the agricultural field to predict the effect of climatic variability based on
rice crop production and climatic features of three coastal regions of Odisha, a state of India. The novelty
of this work is Borda Count based fusion strategy on the ranked features obtained from various ranking
methodologies. Proposed prediction model works in three phases; in the first phase, three feature ranking
approaches such as; Random Forest, Support Vector Regression-Recursive Feature Elimination (SVR-
RFE) and F-Test are applied individually on the two datasets of three coastal areas and features are ranked
as per the their algorithm. In the second phase; Borda Count as a fusion method has been implemented on
those ranked features from the above phase to obtain top five best features. The multiquadratic activation
function based Extreme Learning Machine (ELM) has been used to predict the rice crop yield using those
ranked features obtained from fusion based raking strategy and the number of varying features are obtained
which gives prediction accuracy above 99% in the third phase of experimentation. Finally, the statistical
paired T-test has been used to evaluate and validate the significance of proposed fusion based ranking
prediction model. This prediction model not only predicts the rice yield per hector but also able to obtain
the significant or most affecting features during Rabi and Kharif seasons. From the observations made
during experimentation, it has been found that; relative humidity is playing a vital role along with minimum
and maximum temperature for rice crop yield during Rabi and Kharif seasons.

Povzetek: Clanek opisuje izviren pristop pri iskanju vzorcev vremenske variabilnosti s pomocjo metod za
izbiro in zdruZevanjem atributov.

1 Introduction

Agriculture is the major source of livelihood for people
in Odisha as well as India, but here it is said that ‘Agri-
culture is the gamble of the monsoon’. Due the climatic
changes the production of major yield is reduced in the
Kharif. While Kharif rain fall over the country might be
increased by 10-15%, but winter rain fall is expected to de-

crease by 5-25% and seasonal variability would be further
compounded [1].

It is highlighted that, due to heavy temperature, includ-
ing water shortage, distribution of rainy days, maximum
loss is expected in Rabi crops and the productivity of Rabi
crops is decreased from 10% to 40% by 2100 [2]. Rice
yield is expected to decline by 6% for every 10°C rise in
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temperature [3]. The scientific and policy personnel have
accepted the susceptibility of agriculture crop to climate
change and raised question the capability of farmers to
adapt because of the direct and strong dependence of crop
agriculture on climate [4]. There are different forecast-
ing methodologies available and evaluated by the research
workers all over the world in the field of Agriculture. On
all India basis, the imitation study developed shows that
the yield of rice crop is affected by weather change from
2.5to 12% [5]. The rice is the main food in eastern India
specifically in the states of Odisha, West Bengal, Jharkhand
and Bihar. In India green revolution is mainly Wheat as
contributed states was mainly Punjab, Haryana and UP. So,
Government of India is expecting the 2" green revolution
from eastern India. The amount of data set is very large in
Indian agriculture. Earlier, the different model form dataset
was done only by manual system, when there was no outset
of computer. But with advancement of computer technol-
ogy, collection of huge data, their classification and stor-
age has been increased. This has established enormous im-
provement in pattern perception. In this paper, the main
focus to develop a user friendly network for farmers which
provide the study of rice production on the basis of impor-
tant climatic parameter.

The current age is the age of data. As we are taking
the large dataset for accuracy of the result, so for model-
ing of the dataset the feature selection technique becomes
the prerequisite method [6, 7]. To increase the correctness
level of the experiment we have to increase the attributes
of the training examples that is the dataset [8, 9, 10]. As
the knowledge discovery technique is finding the knowl-
edge from the vast amount of data, so it is dare to do future
research for solving the real world troubles. Ranking is a
method to find a rank between all the features according
to their importance. Selecting a least number of features
produce a simple model, this will take less time for com-
putation and can be understood easily. Due to the simpler
model fewer resources also required, which can be afford-
able. Now the question is how we can rank the features or
variables [9, 10, 11, 12, 13, 14]. There are so many algo-
rithms in machine learning to find the significant variables.
Thus, the concept of feature selection or variable selection
arises. It is the selection of the variables or selecting the
subset of the variables and this technique does not change
the original illustration of the variables.

During the application of the various feature ranking
techniques on the dataset, on each iteration small subsets
are being generated. For each feature, there is a rank order
of the result of each run and then united with the earlier
runs to form an ensemble [15, 16]. The Monte Carlo algo-
rithm states that an conclusion can be achieved by the com-
bining random consecutive rough calculation to the same
result [17]. This method stimulated the ensemble method.

As agriculture is the backbone bone of Indian economy
and rice is the main staple food, so the prediction of rice
and the timely advice on variation of climatic condition
for the farmers is required. This factor motivate us to pre-
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pare a computational model for the farmers and ultimately
to the society also. The main aim of this work is to pre-
pare a computational model to find the feature affected
most for the rice production. Here we have used three
different feature ranking methods such as Random Forest
[18, 19, 20, 21, 22, 23], SVR-RFE [24, 25, 26] and F-Test
[27, 28] for regression. These are mainly used for rank-
ing of genes in gene expression datasets. The same meth-
ods are used here to rank the features of rice crop predic-
tion datasets. Three ranking algorithms gave three different
ranks to each feature of the dataset. Then, a feature fusion
method has been proposed to evaluate the final rank of each
feature and then, these newly ranked features are evalu-
ated by Extreme Learning Machine (ELM) [29, 30, 31, 32]
based regressor to measure the importance of each feature.
The accuracy of ELM-Regressor has been calculated by de-
creasing one by one feature from the dataset. Finally, the
comparison between proposed fusion based ranking strat-
egy and non fusion based ranking strategy has been made to
obtain the number significant features contributing towards
the maximum accuracy of regressor. These features decide
the importance of climatic parameters in rice crop produc-
tion both for the Rabi season and Kharif season in the col-
lected districts namely, Balasore, Cuttack and Puri. Thus
the important finding of the study is temperature and hu-
midity affect mostly for the crop production in the coastal
district of Odisha.

1.1 Study area

In the Figure 1, the rice crop production dataset of three
districts such as: Balasore, Puri, Cuttack are shown [33].
The production of rice is mainly in two seasons, such as:
Rabi and Kharif. There are different features considered
for this production, such as: rainfall, minimum and maxi-
mum temperature and relative humidity in the morning and
afternoon hour. To avoid the inconsistency in the dataset
there are various methods for missing value [36] imputa-
tion. In this paper mean value used to solve the missing
value problem.

Figure 1: Odisha complete area taken from Google Map an
state of India [34]

1.2 Goal

Considering the typical data available in the above men-
tioned section, the use of data mining or machine learning
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strategies should be able to produce a natural decision for
crop production based on the important or significant cli-
matic parameters which affects the yield of rice during both
the Rabi and Kharif seasons. This paper mainly focuses on
the capabilities of ranking and fusion strategies, on two as-
pects such as; feature ranking and fusion of those ranked
features. Specifically, the goal of this study can be outlined
as follows:

(a) Collection of climatic data of rice yield for both the
Rabi season and the Kharif season of three coastal ar-
eas of Odisha, a state of India.

(b) Feature importance evaluation and selection;

(i) Ranking of features by applying various ranking
strategies.

(i1) Fusion of those ranked features.

(c) Selection important climatic features derived from the
ranked and fused features.

(d) Model tuning or searching for appropriate algorithm
parameters for better performance.

(e) Model evaluation and validation through performance
comparisons and statistical validation.

1.3 Paper layout

The rest of the paper is outlined as follows; the related work
in this field is discussed in Section 2. The diagrammatic
representation of proposed regressor has been detailed in
Section 3. The methodologies such as Random Forest,
SVR-RFE, F-Test and ELM regressor and various fusion
strategies are discussed in Section 4. The experimentation
and model evaluation is discussed in Section 5 and Section
6 discusses the principal findings obtained from this study.
Finally Section 7 concludes the paper with future scope of
this work.

2 Literature survey

To contextualize the effect of goals set and discussed in
Section 1.2 in rice yield modeling, many papers were se-
lected for review which are based on machine learning or
data mining techniques be useful for modeling in this se-
rial; (a) ranking of features based on Random Forest, F-
Test and SVR-RFE (b) fusion strategies for feature selec-
tion and; (c) model evaluation and validation for proper
classification. This section explores the various works done
on prediction on agricultural field based on random forest,
F-Test and SVR-RFE etc. SML Venkata et al. [35] used the
dataset consisting of rainfall, precipitation and temperature
and applied random forest which is the collection of deci-
sion trees, on the two-third of the records and then the re-
sulting decision trees are applied on the remaining records
and lastly for the prediction of the crop data, the resultant
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training sets applied on the test data based on the input at-
tributes. They have used R Studio and they evaluated their
results by using other performance measures. Evathia E
et al. [18] modified the structure and selection mechanism
of the random forest algorithm to improve the prediction
performance. Authors have verified all the evaluation mea-
sure and basing on the feature selection, clustering etc, they
have done the voting procedure. The main objective of their
work was the combination of the construction and voting
method of random forest algorithm. They found the posi-
tive effect on the performance by using 24 datasets. Hari
Dahal et al. [36] took six soil variables with crop yield data
to find the level of crop productivity. They found some of
the soil variables have extremely correlated. So to estimate
the potency of the relationship they developed the multiple
regression models and applied F-Test to know which vari-
able is most significant and found that total nitrogen, or-
ganic matter and phosphorous affect the yield of paddy. J.
P. Powell et al. [37] analyses the various weather events on
the crop winter wheat taking the data on the farm based and
of 334 farms for 12 years. They have used the F-Test to find
the significance of weather events in the model. They ob-
served and concluded that, the effect of weather events on
yield is time specific and also found that the high tempera-
ture and precipitation events significantly decrease yields.
Ke Yan et al. [24] studied both the linear and non-
linear SVM-RFE algorithm. They have analyzed the cor-
relation bias and anticipated a new algorithm such as,
SVM-RFE+CBR. They have implemented in the synthetic
dataset. Lastly they found the accuracy on their proposed
method. Meng-Dar Shieh et al. [25] proposed one method
to eliminate the problem of choosing the features subset.
Shruti Mishra et al. [26] recommended one extensive devi-
ation of SVM-RFE and SVM-T-RFE. They found the max-
imum accuracy in case of classification taking the less sub-
set of gene sets and also of high dimensional data. They
have also compared with other two methods such as SVM-
T-RFE and SVM-RFE and conclude that the projected step
by step method is 40% better than SVM-RFE and 25% bet-
ter than SVM-T-RFE. The ranking strategies adopted by
the above mentioned authors have motivated us to carry
forward our research on agricultural and climatic datasets.

3 Schematic representation of
proposed method

The feature ranking methods are mainly used to rank the
features. In this study, a revolutionary effort based on
feature ranking methods to find the significant climatic
features which affects mostly on the yield of rice of the
three coastal districts of Odisha for both the season such
as :Rabi and Kharif have been introduced. This empirical
study mainly focuses on the selection of significant features
through feature ranking and feature fusion based strate-
gies. It works in three important phases, in the first phase
known as feature ranking, Random Forest, SVR-FRE and
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F-Test based regression methods are explored to rank all
the features of the datasets, then in second phase, new
ranks have been evaluated by considering all the ranked
features from above mentioned ranking techniques and fi-
nally, ELM based regressor has been used to empirically
evaluate and validate the yield modeling. The Figure 2
illustrates the flow of implementation of proposed ELM
based regressor model to obtain the important features that
contribute to the yield of rice production in the coastal ar-
eas of state of Odisha.

3.1 Data set description

The dataset D is composed of Odisha district of India (Fig-
ure 1). Letd; € D Vi = 1,---,31 features that is 31
years of data. where |d;| = 25 features that is represents the
attributes of the datasets. Different parameters are, such as
p = {maxtemperature, mintemperature, rainfall,
humidity} that effect the rice production. Since, there
are two types of rice production seasons such as; Rabi
and Kharif produced between months ’January—May’ and
’June-December’, hence p; is collected over the range of
six months each resulting 24 set of attributes and 25" at-
tribute is the production in hector of crops for particular
year.

The rice production graph for those three coastal areas of
Odisha from the year 1983-2014 is shown in Figure 3(a)
and Figure 3(b) for Rabi and Kharif season respectively.
The detail description of datasets with standard deviation
(Std. Dev.) for three areas is shown in Table 1.

The range and average values of the parameters such as;
rainfall in mm/hector, maximum and minimum tempera-
ture in °C, mean relative humidity both at 8.30 am and 5.30
pm, of all three datasets with respect to three coastal dis-
tricts are shown in Table 2 for Rabi and Kharif seasons.

3.2 Study procedures

This section presents a usable scheme to predict the effect
of climatic parameters for rice yield in the coastal areas of a
state of India, Odisha, during both the Rabi and the Kharif
season. These steps are narrated as follows:

e Collection of the raw data including climatologic
characteristics and rice production per hector.

e Calculating the range and average of parameters of
those datasets for proper knowledge about the fea-
tures.

e Defining the attributes affecting the rice yield.

o Redefining the datasets and constructing the database
of all tuples according to the selected attributes.

e Dividing the raw data into training and testing
datasets.

e Designing the feature ranking models to rank all the
features of individual datasets for further processing.
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e Designing a feature level fusion model using Borda
Count to generate a new set of ranked features by tak-
ing the ranked features from all three feature ranking
strategies for further analysis.

e Designing an ELM based regressor to classify the
datasets with the newly ranked features to measure the
importance of each feature.

e The accuracy of ELM regressor has been calculated
using by R2 score decreasing one by one feature from
the datasets.

e Finally, with respect to maximum accuracy, top 5
ranked features are selected, which decide the impor-
tance of climatic parameters in rice crop production
both Rabi and Kharif in three different districts.

e Finally, with respect to maximum accuracy, top 5
ranked features are selected, which decide the impor-
tance of climatic parameters in rice crop production
both Rabi and Kharif in three different districts.

4 Methodologies adopted for
experimentation

This section discusses the various methodologies such as
random forest; F-Test and SVR-RFE used for feature re-
duction and ELM for classification are discussed in this
section.

4.1 Random forest

Random forest or Random Forest is one of the most im-
portant and popular supervised learning algorithm. It can
be used both for classification and regression tasks. In this
case multiple trees are grown. Then for the classification
of a new object based on the attributes, a classification is
given by each tree and that is the tree ‘votes’ for that class.
The most votes over all the trees in the forest are chosen
for classification and average of outputs by different trees
in case of regression. Random forest is one of the ensemble
methods of decision trees. Breiman proposed random for-
est where he adds an extra layer of randomness to bagging
[19]. Random forest has a vast number of applications due
to its good constancy and simplification [19, 20, 21, 22, 23].

4.2 F-Test for regression

The F-Test for linear regression is one of the methods to
know the significance of any variable among the indepen-
dent variables in a multiple linear regression. How the null
hypothesis can be can tested in a multiple regression model
with intercept can be described by the F-Test for regression
[27, 28].

Hy:B81=082=-=0p-1=0 (1
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Figure 2: Graphical abstract of proposed model.

Table 1: Description of real datasets collected over period 1983-2014 for Rabi and Kharif production.

Rabi Kharif
Seasons
Dimension Mean Std. Dev. Dimension Mean Std. Dev.
Balasore 31 x 25 47.8386 20.84 31 x 35 81.6430 43.7791
Cuttack 31 x 25 44.7391 18.43 31 x 35 80.6577 50.6339
Puri 31 x 25 47.6373 25.77 31 x 35 78.9684 44.2095
Hy : 3; # 0 for atleast one value of i (2) 4.3 Support vector regressor-recursive

Then, assuming the null hypothesis as true we have to test.

MSM Explained Variance

F = = 3

MSE  Enexplained Variance ®)
Where, MSM = SSM and MSE = SSE
DFE

MSM=Mean Squares for Model

SSM=Corrected Sum of Squares of Models
DFM=Corrected Degrees of Freedom for Models
DFE=Degree of Freedom for Error

Then, using an F-table or statistical software, we have to
find confidence interval for degrees of freedom.

feature elimination (SVR-RFE)

SVR-REE is one of the variable selection or feature selec-
tion method. It is an optimization method for finding the
best performing feature set. Repeatedly it creates models
taking features subset and next with left features and lastly
it ranks the features on the basis of order of elimination
[24-26]. First the algorithm is trained by SVM with a lin-
ear kernel and then the features are detached recursively
using the smallest ranking criterion. In order to generate a
rank the weight vector needs to be calculated as given in
Equation (4).
n
W= Z Bixiys “4)
i=1

Where, 7 is the number of features ranging from 1ton; j; is
the Lagrangian Multiplier estimated from the training set;
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Production Graph of Crop Kharif
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Figure 3: Graphical representation of rice production of three regions for Rabi and Kharif seasons.
Table 2: Range and average values of the parameters in datasets.
Average Rice
Districts  Parameter Range Average Production
Rabi Kharif Rabi Kharif Rabi Kharif
Rainfall(mm/hector) 0.0-431.2 0.0-696.5 55.2 280.3
Max Temperature (°C) 25-42 13-37.4 33 32
Balasore ~ Min Temperature (°C) 9.8-32 11.9-28 21 25 2261.50 1243.8
Mean Relative Humidity at 53 -81 35-88 68 79
8.30AM (%)
Mean Relative Humidity at 45-87 34 -89 66 78
5.30PM (%)
Rainfall(mm/hector) 0.0-477.8 0-752.8 36.42 268.2
Max Temperature (°C) 26 - 40 26.8 - 38 31.76 32
Cuttack ~ Min Temperature (°C) 11-32 15-33 20.92 25 2064.71 1472.5
Mean Relative Humidity at 58-95.5 67-95.4 84.33 87
8.30AM (%)
Mean Relative Humidity at 29.3-89 12-90 50.27 73
5.30PM (%)
Rainfall (mm/hector) 0.0-735.5 0.0 — 826.5 27.13 247
Max Temperature (°C) 25-353 20.8 —40.8 30.43 32
Puri Min Temperature (°C) 12-29 15.2-29 23.49 26 2053 1240
Mean Relative Humidity at 70-92 66 - 92 80.74 83
8.30AM (%)
Mean Relative Humidity at 64 -90 17-91 78.87 81
5.30PM (%)

x; is the gene expression vector for sample ¢ and y; is the
class label of i(y; € [—1,+1])

4.4 Extreme Learning Machine (ELM)

Artificial Neural Network (ANN) is one of the best exam-
ples of classification and regression technique which works
on back-propagation method. In this case weights are ad-
justed by trial and error methods. But there are various
disadvantages of ANN, such as; local minima, over fitting

problem and large training time [38-40]. To overcome the
problem of memory requirements, Hung et al. [29] pro-
jected new method which is based on the least square algo-
rithm for classification and regression problem, known as
ELM. ELM also has unique minimum solution, with both
smallest training error and smallest weight norm, does not
need a stopping methods.

ELM is a learning neural algorithm, introduced to de-
velop the efficiency of Single Layer Feed Forward Neu-
ral Network (SLFN). This section will briefly explain the
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Algorithm 1: SVR-RFE [[21, 22, 23]

Input: Initial feature subset, ' = {1,2,--- ,n}
Output: Rank list according to smallest weight
criterion, R.
Set R = {}
Repeat 3 -8 until F' is not empty
Train the SVM using F.
Compute the Weight Vector using (1)
Compute the Ranking Criteria, Rank = W2
Rank the features as in sorted manner,
Newpgani = Sort(Rank)
7 Update the Feature Rank list
Update R = R+ F(Newgank)
8 Eliminate the feature with smallest rank
Update F =F — F(Newgrank)

A N R W N =

working principle of ELM [30, 31, 32]. N is given as
a training sample, where (X;,Y;) € R™ x R™. Here,
7 =1,2,---, N and the number of hidden nodes is consid-
ered as M. Representing the output of SLFN, the equation
is formulated in (5).

M M
output), = Zij(Xk) = Zij(Xk?ajvbj)’
i =

k:]-aQa"'aN %)

Where, with respect to the input sample, the output vector
is outputy and f(Xy;aj,b;) is the activation function. a;
and b; are the randomly generated learning parameter of
the k%" hidden node and (5) can be compactly written as

H x g = Calculated Output (6)
Here,
flar.z1 +b1) flanr.zr + bar)
H =
f(al.xN+b1) f(aM.xN—i-bM) NxM
st
/B =
T
ﬁM Mx1
Outputt
Calculated Output =
Outputk; Nx1

Where,H is the output matrix, (2) can be linear system by
analytically determine the output weights by finding the
least square solution, which is defined in (3)

B =inv(H x H) x H x trainoutput (7
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Where, trainoutput is the output of the training data and
the benefit of the ELM is that, the output weight is system-
atically calculated by using some mathematical transfor-
mation, avoiding the lengthy process of training and simul-
taneously no iterative adjustment of the training parameter
is required.

4.5 Fusion strategies

The Borda Count [41, 42] is one of the superior voting sys-
tem. In this case the voters rank the candidates according to
the inclination. Then the points are formed from ranking.
The candidates which will gate score one point then ranked
last, then score two and next-to-last and so on. Who will
secure the more points then declared as winner. There are
various other standard voting systems such as: Alternative
vote and the single transferable vote, but the advantages
of Borda count are, all the MPs have the support of a ma-
jority of their votes. The parties nominate the good one.
This method is a kind of group consensus functions which
maps the inputs of individual rankings to a combined form
of ranking which leads to a most appropriate and relevant
decision making process. With respect to machine learn-
ing, Borda Count is defined as a sum of number of classes
ranked below the class by each classifier. The degree of the
Borda Count reflects the level of agreement that the input
pattern belongs to the considered class. The main advan-
tage of this method is to implement and does not require
any training.

4.6 Validation strategies adopted

R? is one of the statistical compute to find the fitness of
the regression line with the data [43]. Some knowledge re-
garding the goodness of fit of a model can be defined by
this statistic [35, 36]. A linear model explains the propor-
tion of response variable variation and values of R? always
lie between 0 and 100% or 0 and 1, where; 0% or O indi-
cates that the model explains none of the variability of the
response data around its mean and 100% or 1 indicates that
the model explains all the variability of the response data
around its mean and this statistics measure of how well the
regression predictions approximate the real data points. An
R?0f 100% or 1 indicates that the regression predictions
perfectly fit the data.

5 Experimentation and model
evaluation

5.1 Experimental setup

In this work all the implementations have been carried out
using python programming environment in Linux operat-
ing system with a minimum hardware configuration of 4GB
RAM and 100GB hard disk. First of all, the different acti-
vation functions are tested for best suitability to our prob-



20 Informatica 45 (2021) 13-31

lem domain. Then, different feature ranking strategies have
been tested with ELM. Finally, the proposed fusion of fea-
ture ranking has been tested. The parameters used for ex-
perimentation is illustrated in Table 3.

5.2 Parameters used

The Table 3 gives the details of the parameters used for the
implementation.

5.3 Feature ranking methods

Here three different feature ranking methods such as Ran-
dom Forest, SVR-RFE and F-Test have been experimented
for regression. In literature, it has been found that, these
are mainly used for ranking of genes in gene expression
datasets and in this study; the same methods are used to
rank the features of rice crop prediction datasets. This
methodology works in three different steps such as; (a)
first, the three ranking algorithms outputs three different
ranks to each feature of the dataset; (b) secondly, a fea-
ture fusion method based on Borda Count has been used to
evaluate the final rank of each feature and; (c) finally, these
newly ranked features are evaluated by ELM based regres-
sor to measure the importance of each feature. The accu-
racy of ELM regressor has been calculated by decreasing
one by one feature from the datasets. Finally, with respect
to maximum accuracy, top five ranked features are selected,
which decide the importance of climatic parameters in rice
crop production both for the Rabi season and the Kharif
season in all the districts taken for the analysis. Figure
4 and Figure 5 shows the features are arranged in the de-
scending of their R? scores measuring the importance of
the features after applying the Random Forest feature rank-
ing method on both Rabi and Kharif seasons respectively
for Balasore, Cuttack and Puri districts. From Figure 4 for
Rabi season it can be observed that, the features 21, 18, 13
and 11 are having approximate importance scores from 0 to
13, whereas features 7 and 12 are having very less impor-
tance scores and rest are in a moderate stage for Balasore
district, for Cuttack district, features O (first feature) and
7 are having approximate importance scores from O to 14,
whereas, features 3, 17 and 9 are having very less impor-
tance score. Similarly, for Puri district feature 21 has very
high importance and 19, 17, 23, 20, 8, 15, 22, 18 and 7 are
having moderate scores. Rest others can be ignored due to
their very less scores of importance.

Similarly, for Kharif season, from Figure 5 it can be seen
that, the feature 5 is showing highest importance score of 8
and the feature 5 is having the lowest score of importance
and rest are lying within the range of 2-6 scores for Bala-
sore district. For Cuttack district, features 1, 24, 8, 9, 23,
14 and 7 are having approximate importance scores from
0 to 7, rest other features are having very less importance
scores. Similarly, for Puri district features 8 and are hav-
ing very high importance with the scores 0 to 16, and 4, 10
and 9 are having moderate scores. Rest others can be ig-
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nored due to their very less scores of importance. Figure
6 and Figure 7 shows the features with respect to their R?
scores measuring the importance of the features after ap-
plying the SVR-RFE feature ranking method on both Rabi
and Kharif seasons respectively for Balasore, Cuttack and
Puri districts. From Figure 6 for Rabi season it can be ob-
served that, the feature 23 is having the Ist rank, then fea-
tures 15, 9, 21 and 14 are showing better rank and few more
are showing moderate rank and feature 4 is having the low-
est rank giving rise to non-significant feature. The feature
7 is having the highest rank, and feature 17 is with lowest
rank in Cuttack district. Similarly, the feature 19 has very
high rank and features 17, 11, 15, 23 are having better rank
and feature 4 has less importance in Puri district. Similarly,
in Figure 7, the feature 27 is experiencing the highest rank,
feature 25 and 9 is next to best and feature O (first feature) is
having less rank with less impact of the feature in Balasore
district. For Cuttack district feature 16 is of great impor-
tance and feature 34 is of no or less importance, therefore
can be ignored. Feature 29 is showing the highest rank and
23,9, 8 and 20 features are also experiencing better scores,
but feature 33 is with the lowest rank in Puri district. The
importance of features for both Rabi and Kharif seasons us-
ing F-Test for regression has been plotted in Figure 8 and
Figure 9 respectively. From the experimentation of Rabi
season (Figure 8), it can be seen that, for Balasore district
feature 21 is with the highest score, features 22,24,8,7,5,0
are with lowest scores,4,13,19 are negligible score and rest
others are having moderate scores. For Cuttack district fea-
ture 6 is with the highest score, 1, 5, 8, 9, 13, 17 and 18
are of no importance and they do not contribute for pro-
cessing. Similarly for Puri district feature 17 and 21 are
having the highest scores, features 1,4,5,13 and 23 are with
lowest scores and also it can be seen that rest other fea-
tures are also not showing better scores. From Figure 8
for Kharif season, the features 16, 1 and 8 are having the
highest importance for Balasore, Cuttack and Puri districts
respectively. Features 7, 8, 12, and 31 for Balasore, 2, 5, 6,
10 and 12 for Cuttack and 6, 15, 20, 24, 28 and 31 for Puri
datasets are showing scores of least importance.

5.4 Fusion of feature ranking methods

Here, a multiple ranking fusion scheme has been proposed.
In this scheme, the individual rankings using different rank-
ing methods have been obtained and then those ranked fea-
tures are combined to obtain the final rankings of features.
The most popular and effective method for fusion used here
is Borda count method.

Mathematically, the fusion of features based strategy
can be proposed as; let the dataset is defined as DS =
{x1,29,23, - ,x,}, where x1, xa, 3, -+, X, repre-
sents n number of features of the dataset and 71, ro and
r3 are three ranking methods used and the proposed fusion
of ranking strategy can be described as shown in Figure
10. The importance of features for both Rabi and Kharif
seasons using fusion of ranking strategy for regression has
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Figure 4: Feature ranking using Random Forest for Rabi season in three districts.
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Figure 5: Feature ranking using Random Forest for Kharif season in three districts.
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Figure 6: Feature ranking using SVR-RFE for Rabi season in three districts.
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Figure 7: Feature ranking using SVR-RFE for Kharif season in three districts.
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Table 3: Parameter set up for ranking methods.

Techniques

Parameters

Random Forest for feature ranking
SVR-REE for feature ranking

No of estimators=1000, criterion=mean square error
C=1.0 (Penalty parameter), Base estimator=SVR, ker-

nel=linear, no of features to select=1, step=1

F-Test for feature ranking

Extreme Learning Machine No.

Score_function=Ftest, no of features=1

of hidden layers - 500, Activation function - Multi-
quadric

Feature Ranking for Rabi Production in Balasore

Feature Ranking for Rabi Production in Cuttack

Feature Ranking for Rabi Production in Puri
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Figure 8: Feature ranking using F-Test for Regression for Rabi season in three districts.

been plotted in Figure 11 and Figure 12 respectively and
the five top ranked features obtained are listed in Table 4.

5.5 [Extreme learning machine regressor

In this work, first, all the variants of ELM regressors have
been evaluated with different activation functions such
as; tanh, sine, tribas, inv-tribas, sigmoid, hardlim, soft-
lim, gaussian, multiquadric, inv-multiquadric etc. Among
these functions it has been observed that, tribas, inv-tribas,
hardlim, softlim and Gaussian functions gives a negative
value of R2 score and score of tanh, sine, sigmoid, mul-
tiquadric and inv-multiquadri functions are found to be >
98% as detailed in Figure 13 and Figure 14 and also Table 5
and Table 6, shows the graph for R2 score for different ac-
tivation functions for ELM to predict Rabi and Kharif rice
crops respectively. From all those ten activation functions
multiquadric is having the highest R2 score while consider-
ing all the districts for Rabi and Kharif seasons. Hence, for
the experimentation, mutiquadric function has been consid-
ered.

5.6 ELM-Regressor for varying number of
features

Once, the newly ranked features are obtained from pro-
posed feature fusion strategy and the activation function
(multiquadratic) have been also found to be used by ELM,
now the accuracy of ELM Regressor has been calculated by
decreasing one by one feature from the datasets as shown
in Figure 15 and Figure 16.

Table 7 and Table 8 depicts the accuracy of prediction ob-
tained by multiquadratic based ELM regressor for Rabi and
Kharif seasons respectively for all three coastal regions by
decreasing the features one by one. The maximum num-
ber features those shows above 99% accuracy are coded in
red, green and blue colors for Balasore, Cuttack and Puri
districts respectively for proper visualization of the read-
ers. From Table 7, it is evident that, while decreasing the
number of features from 25 to 20, 15, 14, 13, 12, 8, 6 and
even 3 shows above 99% prediction accuracy for Balasore,
for Cuttack the number features showing 99% prediction
accuracy are 20, 10, 9 and, similarly, for Puri, 18, 15, 11,
10, 6, 3 and 2 number of features are giving maximum pre-
diction accuracy above 99%.

Similarly, from Table 8, it can be observed that, while de-
creasing the number of features from 35 to 34, 33, 30, 26,
22, 23, 20, 18, 17, 16 and 15 shows above 99% predic-
tion accuracy for Balasore, for Cuttack only 18, 11, 6, 4,
3, 2, and 1 number features are below 99% prediction ac-
curacy and rest are giving above 99%, and, similarly, for
Puri, 33, 30, 27, 26, 24, 23, 18, 16, 11, 10,9, 8,7, 4, 3, 2
and 1 number of features are giving below 99% prediction
accuracy. From those two table and figures this, it can be
accomplished that, to predict the crop yield for Rabi season
less number of features are working better in comparison to
Kharif seasons.

5.7 Result analysis

After obtaining the top five ranked features and the vary-
ing number features which give above 99% prediction ac-
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Figure 9: Feature ranking using F-Test for Regression for Kharif season in three districts.

Table 4: Five top ranked features extracted using feature ranking based on Borda Count feature fusion strategy of three

districts of Rabi and Kharif season.

Balesore Cuttack Puri
Seasons
Feature Feature Name Feature Feature Name Feature Feature Name
No No No
Rabi 23 May RH-8:30 AM 12 Mar Min Temp 22 Apr RH-5:30 PM
15 Jan RH-8:30 AM 21 Apr RH-8:30 AM 24 May RH-5:30 PM
9 May Max Temp 7 Mar Max Temp 11 Feb Min Temp
11 Feb Min Temp 23 May RH- 8:30 AM 15 Jan RH 8:30 AM
14 May Min Temp 16 Jan RH-5:30 PM 23 May RH-8:30 AM
Kharif 27 Sep RH-8:30 AM 31 Nov RH-8:30 AM 12 Nov Max Temp
25 Aug RH-8:30 AM 21 June RH-8:30 AM 19 Nov Min Temp
9 Aug Max Temp 23 July RH-8:30 AM 9 Aug Max Temp
21 June RH-8:30 AM 20 Dec Min Temp 25 Aug RH-8:30 AM
26 Aug RH-5.30 AM 16 Aug Min Temp 20 Dec Min Temp
Table 5: R? score of all activation functions of ELM for Rabi seasons.
ELM Activation R2 score for Rabi Season
F .
unctions Balesore Cuttack Puri
TANH 0.998093743193 0.994257107884 0.9989356101
SINE 0.996717695318 0.99942453749 0.983896079504
SIGMOID 0.987233114958 0.998330563403 0.999426924698
INV-MULTIQUADRIC 0.958613787069 0.935259681129 0.966708028068
TRIBAS -12.4064777143 -11.4144046567 -9.03257377773
INV-TRIBAS 0.0 -2.22044604925¢e-16 -2.22044604925e-16
HARDLIM 0.0 -2.22044604925¢e-16 -2.22044604925e-16
SOFTLIM 0.0 -2.22044604925¢e-16 -2.22044604925e-16
GAUSSIAN -1.13177301381 -0.59754939441 -0.0727264050254

curacy for both the seasons, in this section an attempt has
been made to validate proposed fusion of feature ranking
based strategy with Random Forest, SVR-RFE and F-Test

with multiquadratic based ELM to find the impact of fusion
based strategy with non-fusion based ranking strategies for
the maximum number features that contribute to achieve
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Table 6: R? score of all activation functions of ELM for Kharif seasons.
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ELM Activation R? score for Kharif Season

Functions Balesore Cuttack Puri
TANH 0.999802124998 0.900092462207 0.941367554859
SINE 0.981838265602 0.983905092261 0.854629459493
SIGMOID 0.993512967504 0.936873558516 0.964438947941
INV-MULTIQUADRIC 0.979667648088 0.999512861069 0.960984673885
TRIBAS -21.7579913615 -37.3921891299 -8.74341923183
INV-TRIBAS 0.103557054691 -4.4408920985e-16 0.0669379515163
HARDLIM 0.0 -4.4408920985e-16 -8.881784197¢e-16
SOFTLIM 0.103557054691 -4.4408920985e-16 0.0669379515163
GAUSSIAN -0.308828188795 -1.77193827293 0.549504155107

Fusion
(Borda

Count)

Figure 10: Fusion of feature ranking strategy.

99% prediction accuracy as shown in Table 9 and Table 10
for Rabi and Kharif season crops.

For Rabi season crop from Table 9, it can be seen that,
proposed fusion based ranking strategy when compared
with non fusion based strategies, the maximum number of
features that contribute predictive accuracy above 99% for
ELM with Random Forest is 7, 10, 6; ELM with SVM-
RFE is 5, 9, 4 and similarly ELM with F-Test needs 9, 11,
8 numbers of features to give 99% and above predictive
accuracy. While with a very less number of features such
as; 3, 5 and 2 can predict above 99% accuracy for Bala-
sore, Cuttack and Puri districts respectively. From Table
4, where the top five ranked features extracted from fusion
strategy, it can be concluded that he crop yield for Bala-
sore district in Rabi season can be accurately predicted if
we consider only three features out of RH at 5.30 PM of
March, April, May, RH of February 8.30 AM and 5.30 PM,
because they are affecting the rice crop yield maximum.
The five features that affect the rice yield during Rabi sea-
son for Cuttack district are; RH of March, April and May
and also the minimum and maximum temperature of May
month. Similarly, the two features that affect the crop yield
of Puri district during Rabi season are out of five features
such as; RH of March and May months and minimum tem-
perature of March and May months. From this observation,
it can be said that the features containing RH in 8.30 AM

Table 7: Performance of ELM with varying number of fea-
tures for Rabi crop prediction.

FI:a:)t‘u(l)"te.s Balesore Cuttack Puri

25 0.9721452943 0.983009018 0.8918569778

24 0.8820921735 0.9211651663 0.899522749

23 0.9723284733 0.9717225517 0.8644802695

22 0.9844701984 0.9800205232 0.9897965576

21 0.9668404406 0.9551503977 0.9665234947

2 EENO9SO9EGEN 05569710445

19 0.9592805399 0.9127841794 0.9398241394

18 0.8356003816 0.9081500374

17 0.9511241577 0.9780000307 0.9288099884

16 0.9354752886 0.9358388115 0.9363188192

15 0.9172893274

14 0.9617978239 0.9512236619

13 0.9896162607 0.9585303661

12 0.9027066465 0.9372090401

11 0.9594424161 0.9510466357

10 0.8894488099

9 0.9765177632 0.971105448
0.9784069021 0.9623709905

7 0.9735100076 0.9850878134

6 0.9728457206 0.9757838604

5 w_ 09785948706

4 0.9815795296 0.836152001 0.9720037388

3 0.9126616196

2 0.9183391785 0.9892897973

1 0.3091946087 0.7773622128 0.5590549638

and 5.30PM are the mostly affecting rice crop yield in all
the three districts for the Rabi season crop.

Similarly, while analyzing the Table 10 for Kharif sea-
son for all the district datasets, the observation says, Kharif
season crops needs more parameters or features to be con-
sidered in comparison to Rabi season crops which is evi-
dent from Table 8 and Table 10. The top 15, 5 and 5 ranked
features are need to accurately predict the rice yield during
this season for Balasore, Cuttack and Puri districts respec-
tively. Observing from Table 4, it can be established that,
for Balasore district 15 numbers of features are affecting
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Feature Ranking for Rabi Production in Puri
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Figure 11: Feature ranking based on Borda Count based feature fusion strategy for Rabi season in three districts.
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Figure 12: Feature ranking based on Borda Count based feature fusion strategy for Kharif season in three districts.
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Figure 13: Performance comparison of different activation
functions for ELM for Rabi Crop prediction in three dif-
ferent districts.

Figure 14: Performance comparison of different activation
functions for ELM for Kharif crop prediction in three dif-
ferent districts.
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Performance Comparison of ELM Regressor with Varying Number of Features (Rabi)
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Figure 15: Performance comparison of ELM based Regressor for rice crop prediction (Rabi season) with varying number
of features.
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Figure 16: Performance comparison of ELM based Regressor for rice crop prediction (Kharif season) with varying number
of features.
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Table 8: Performance of ELM with varying number of fea-
tures for Kharif crop prediction.

No. of

Features Balesore Cuttack Puri

35 09846787896 |IN0I9957370161

34 0.9999942814

33 09971118552 |  0.9882099882
32 0.834652697 | 0.9997670449

31 09644203951 | 0.9999974004 -
30  [JOESESSSGEN 0998758502  0.9855062635
29 09361953426 | 0.9990206928

28 0.9134833525 | 0.9982784062

27 0.9687297599 | 09997739351 | 09323478922
26 |JOESESEESRNEN 09691971505 0.8970090564
25 09303826554 | 0.9983009945 N
24 09738004793 | 0.9999393614 |  0.8613974874
23 09993454567 |  0.9194678778
2 0.9970860103

21 0.9838072021 | 0:9938437106

20 [JOBOOEO0EOSTN 0.9997478388

19 0985075577 | 09925039823

18 09850548875 0.9875049342
17 09977728244 |
16 09956994688 | 0.9718.40716746
15 09987271376

14 0.9855317118 | 0.9991787244

13 0.8924205418 | 0:9997424156

12 0.8646878928 | 0.9986409272

11 08996188387  0.9760167761  0.9766086922
10 07759922185 [NODO616733420  0.9402894268
9 07333665426 | 0.9999887705 |  0.9782569996
8 0.8055817301 | 0.9990313839 |  0.9314026123
7 0.6255842427 | 09922110063 | 09736563656
6 07024204135 0.9695098805

5 05146431718 [JI09919755462 -
4 0.6254793909  0.9292500719 09863601838
3 07288521573 09570653424 0.9075062814
2 0.5854590008  0.83996043 0.8564995075
1 04545559232 0.7583238157 0.67564097

the crop yield out of while top five features such as; RH of
October, November, December during 8.30 AM and 5.30
PM are shown due to less space. The features affecting the
Cuttack district rice yield are RH of July, Sept and Octo-
ber during 8.30 AM and 5.30 PM and also the minimum
temperature during September and November months; for
the Puri district, the 5 features that affects the rice yield are
RH of June, August, September and December mostly 5.30
PM and only 8.30AM in December and also the minimum
temperature during October months. From this, it can be
concluded that, the features affecting mostly for rice yield
are RH during 8.30 AM and 5.30 PM during Kharif season
for all three districts as similar to Rabi season.

5.8 Statistical validation

Paired T-test is one of the methods, to assess the conse-
quence of the proposed fusion of feature ranking approach.
The outcome produced by ELM-SVR-RFE was compared
with proposed approach for five independent runs consid-
ering top five ranked features. Here, only ELM-SVR-RFE
for statistical validation has been considered for paired test,
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as it gives better result than the other basic feature rank-
ing based methods. There is no difference found between
the outcomes of the two methods that the null hypothesis
was the case. The outcomes shown both for the Rabi and
the Kharif seasons respectively in the Table 11 and Table
12. From the below tables we can see that, the null hy-
pothesis is rejected and average p-value is 0.0023, 0.0021,
0.0044 for the taken three districts such as: Balasore, Puri
and Cuttack of Rabi season and 0.0335, 0.0221 and 0.0450
for Kharif season of all three districts such as: Balasore,
Puri and Cuttack. We can observe that the values are closer
to zero and for this reason the arguments are strengthened
and the projected fusion of feature ranking approach has
improved performance than the other only feature ranking
based methods.

6 Discussion on principal findings

The principal aim of the present study is to discover the
features those have important role or affects mostly in rice
crop production both for the Rabi and Kharif seasons of
Balasore, Cuttack and Puri. To obtain our desired result,
a fusion based strategy based of feature ranking methods
has been proposed and explored. This methodology works
in three computational phases and not only finds the most
significant features contributing towards rice yield but also
shows 99% and above prediction accuracy. According
to the results obtained the following are few observations
made on this study:

e First, the raw data including climatologic character-
istics and rice production per hector are collected for
three districts and two seasons and the range and av-
erage of parameters of those datasets are computed to
have a greater insight about the features for proper un-
derstanding.

e The importance of features have been evaluated and
those features are selected for prediction of rice yield
using, ranking of features by applying Random For-
est, SVR-RFE and F-Test ranking strategies. These
feature ranking models, rank all the features of indi-
vidual datasets for further processing.

e A feature level fusion model using Borda Count has
been explored to generate a new set of ranked features
by taking the ranked features from all three feature
ranking strategies for further analysis. From this, top
five ranked features contributing mostly for rice yield
have been listed in Table 4.

e Multiquadratic activation has been confirmed from ten
activations functions based on R2 score to be used by
the ELM regressor to obtain the rice yield prediction
above 99% predictive accuracy by decreasing the fea-
tures one by one for two seasons and three district
datasets and results are shown in Table 7 and Table
8.
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Table 9: Performance comparison of proposed feature ranking based fusion strategy with feature ranking based methods
for Rabi crop prediction.

Districts Number of top ranked features required to achieve a threshold accuracy of 99 %
ELM with Random ELM with . ELM with Proposed
Forest SVR-RFE ELM with F-Test Fusion Strategy
Balasore 7 5 9 3
Cuttack 10 9 11 5
Puri 6 4 8 2

Table 10: Performance comparison of proposed feature ranking based fusion strategy with feature ranking based methods
for Kharif crop prediction.

Districts Number of top ranked features required to achieve a threshold accuracy of 99 %
ELM with Random ELM with . ELM with Proposed
Forest SVR-RFE ELM with F-Test Fusion Strategy
Balasore 21 15 24 15
Cuttack 17 10 21 5
Puri 17 12 22 5

Table 11: Paired T-test of Rabi season datasets (all three districts) for the ELM-SVR-RFE approach and proposed Fusion
based feature ranking strategy.

Balasore District Dataset Puri District Dataset Cuttack District Dataset
Runs Hypothesis p-Value Hypothesis p-Value Hypothesis p-Value
Test Test Test

1 1 0.002374351 1 0.002145848 1 0.00442727
2 1 0.002376581 1 0.002763544 1 0.00423645
3 1 0.002432856 1 0.002658974 1 0.00445726
4 1 0.002743567 1 0.002738465 1 0.00465187
5 1 0.002267655 1 0.002748983 1 0.00435478

Table 12: Paired T-test of Kharif season datasets (all three districts) for the ELM-SVR-RFE approach and proposed Fusion
based feature ranking strategy.

Balasore District Dataset Puri District Dataset Cuttack District Dataset

Runs Hypothesis p-Value Hypothesis p-Value Hypothesis p-Value
Test Test Test
1 1 0.03316396 1 0.022158879 1 0.045061108
2 1 0.03426353 1 0.022165374 1 0.045182873
3 1 0.03326354 1 0.022263667 1 0.044762783
4 1 0.03387623 1 0.021773664 1 0.045002388
5 1 0.03316538 1 0.022377488 1 0.045288384

e Again, the performance comparison of proposed fea-
ture ranking based fusion strategy with feature rank-
ing based methods for Rabi and Kharif seasons crop
prediction are done to obtain the minimum number

of features contributing towards rice crop yield and
shown in Table 9 and Table 10. From those ta-
bles, it can be concluded that, the features affecting
mostly for rice yield are RH during 8.30 AM and 5.30



A Novel Borda Count Based Feature Ranking and. . .

PM for all three districts taken during both the Rabi
and Kharif season and also the minimum temperature
plays a vital role.

o The paired T-test was used to calculate the importance
of proposed fusion of feature ranking approach. The
outcomes found by ELM-SVR-RFE were compared
with proposed approach for five independent runs con-
sidering top five ranked features. Here, only ELM-
SVR-REFE for statistical validation has been consid-
ered for paired test, as it gives healthier result than
other basic feature ranking based methods.

e [t can be observed from Table 11 and Table 12 that,
the null hypothesis is rejected in case of Rabi sea-
son for all the three districts such as: Balasore, Puri
and Cuttack and for three districts of Kharif season,
as the values are closer to zero, which strengthens the
argument that, proposed fusion of feature ranking ap-
proach has improved performance than the other only
feature ranking based methods.

7 Conclusion and future scope

In this study an attempt has been made to obtain the cli-
matic effect on rice yield of coastal areas of Odisha. The
fusion based strategy is the novelty of this work. This pre-
diction model not only predicts the rice yield per hector but
also able to obtain the significant or most affecting features
during Rabi and Kharif seasons. This methodology works
in three phases, in the first phase, three feature ranking ap-
proaches such as; Random Forest, SVR-RFE and F-Test
has been applied on the three two datasets of three coastal
areas and features are ranked as per the their algorithm.
In the second phase, Borda Count as a fusion method has
been implemented on those ranked features from the above
phase to obtain top five best features. Then in the third
phase, multiquadratic based ELM has been used to pre-
dict the rice crop yield using those ranked features obtained
from fusion based raking strategy of second phase. After
applying ELM with fusion strategy, it is seen that by tak-
ing at least 3 features for Balasore, 5 features for Cuttack
and 2 features for Puri we can get the accuracy of 99%
where as in each individual ranking method with ELM we
have to take more features. Finally, the statistical paired T-
test has been used to evaluate and validate the significance
of proposed fusion based ranking prediction model. From
the observations made during experimentation, it has been
found that; relative humidity and in some case temperature
also is playing a vital role for rice crop production both for
the Rabi season and the Kharif season. However, in future,
the not linked or inconsequential factors can be later dealt
with by working on optimized strategies.
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In recent years, machine learning algorithms have been applied widely in various fields such as health,
transportation, and the autonomous car. With the rapid developments of deep learning techniques, it is
critical to take the security concern into account for the application of the algorithms. While machine
learning offers significant advantages in terms of the application of algorithms, the issue of security is
ignored. Since it has many applications in the real world, security is a vital part of the algorithms. In this
paper, we have proposed a mitigation method for adversarial attacks against machine learning models with
an autoencoder model that is one of the generative ones. The main idea behind adversarial attacks against
machine learning models is to produce erroneous results by manipulating trained models. We have also
presented the performance of autoencoder models to various attack methods from deep neural networks to
traditional algorithms by using different methods such as non-targeted and targeted attacks to multi-class
logistic regression, a fast gradient sign method, a targeted fast gradient sign method and a basic iterative
method attack to neural networks for the MNIST dataset.

Povzetek: S pomocjo globokega ucenja je analizirana varnost pri sistemih strojnega ucenja.

1 Introduction

With the help of artificial intelligence technology, machine
learning has been widely used in classification, decision
making, voice and face recognition, games, financial as-
sessment, and other fields [9, 12, 44, 45, 48]. The machine
learning methods consider player’s choices in the anima-
tion industry for games and analyze diseases to contribute
to the decision-making mechanism [2, 6, 7, 15, 34, 46].
With the successful implementations of machine learning,
attacks on the machine learning process and counter-attack
methods and incrementing robustness of learning have be-
come hot research topics in recent years [24, 27, 31, 37,
51]. The presence of negative data samples or an attack on
the model can lead to producing incorrect results in the pre-
dictions and classifications even in the advanced models.
It is more challenging to recognize the attack because
of using big data in machine learning applications com-
pared to other cybersecurity fields. Therefore, it is essen-
tial to create components for machine learning that are re-
sistant to this type of attack. In contrast, recent works
have conducted in this area and demonstrated that the resis-
tance is not very robust to attacks [10, 11]. These methods

have shown success against a specific set of attack methods
and have generally failed to provide complete and generic
protection[43].

Machine learning models already used in functional
forms could be vulnerable to these kinds of attacks. For
instance, by putting some tiny stickers on the ground in
a junction, researchers confirmed that they could provoke
an autonomous car to make an unnatural decision and
drive into the opposite lane [16]. In another study, the re-
searchers have pointed out that making hidden modifica-
tions to an input image can fool a medical imaging opera-
tion into labelling a benign mole as malignant with 100%
confidence [17].

Previous methods have shown success against a specific
set of attack methods and have generally failed to provide
complete and generic protection [14]. This field has been
spreading rapidly, and, in this field, lots of dangers have at-
tracted increasing attention from escaping the filters of un-
wanted and phishing e-mails, to poisoning the sensor data
of a car or aircraft that drives itself [4, 41]. Disaster sce-
narios can occur if any precautions are not taken in these
systems [30].
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The main contribution of this work is to explore the au-
toencoder based generative models against adversarial ma-
chine learning attacks to the models. Adversarial Machine
Learning has been used to study these attacks and reduce
their effects [8, 32]. Previous works point out the funda-
mental equilibrium to design the algorithms and to cre-
ate new algorithms and methods that are resistant and ro-
bust against attacks that will negatively affect this balance.
However, most of these works have been implemented suc-
cessfully for specific situations. In Section 3, we present
some applications of these works.

This work aims to propose a method that not only
presents a generic resistance to specific attack methods but
also provides robustness to machine learning models in
general. Our goal is to find an effective method that can
be used by model trainers. For this purpose, we have pro-
cessed the data with autoencoder before reaching to the ma-
chine learning model.

We have used non-targeted and targeted attacks to mul-
ticlass logistic regression machine learning models for ob-
serving the change and difference between attack methods
as well as various attack methods to neural networks such
as fast gradient sign method (FGSM), targeted fast gradient
sign method (T-FGSM) and basic iterative method (BIM).
We have selected MNIST dataset that consists of numbers
from people’s handwriting to provide people to understand
and see changes in the data. In our previous works [3, 38],
we applied the generative models both for data and model
poisoning attacks with limited datasets.

The study is organized as follows. In Section 2, we
first present the related works. In Section 3, we introduce
several adversarial attack types, environments, and autoen-
coder. In Section 4, we present selection of autoencoder
model, activation function and tuning parameters. In Sec-
tion 5, we provide some observation on the robustness of
autoencoder for adversarial machine learning with differ-
ent machine learning algorithms and models. In Section 8§,
we conclude this study.

2 Related Work

In recent years, with the increase of the machine learning
attacks, various studies have been proposed to create de-
fensive measures against these attacks. Data sterility and
learning endurance are recommended as countermeasures
in defining a machine learning process [32]. They provide a
model for classifying attacks against online machine learn-
ing algorithms. Most of the studies in these fields have
been focused on specific adversarial attacks and generally,
presented the theoretical discussion of adversarial machine
learning area [23, 25].

Bo Li and Yevgeniy Vorobeychik present binary do-
mains and classifications. In their work, the approach starts
with mixed-integer linear programming (MILP) with con-
straint generation and gives suggestions on top of this.
They also use the Stackelberg game multi-adversary model
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algorithm and the other algorithm that feeds back the gen-
erated adversarial examples to the training model, which
is called as RAD (Retraining with Adversarial Examples)
[28]. Their approach can scale thousands of features with
RAD that showed robustness to several model erroneous
specifications. On the other hand, their work is particular
and works only in specific methods, even though it is pre-
sented as a general protection method. They have proposed
a method that implements successful results. Similarly,
Xiao et al. provide a method to increase the speed of resis-
tance training against the rectified linear unit (RELU) [36].
They provide that optimizing weight sparseness enables
us to turn computationally demanding validation problems
into solvable problems. They showed that improving ReLU
stability leads to 4-13x faster validation times. They use
weight sparsity and RELU stability for robust verification.
It can be said that their methodology does not provide a
general approach.

Yu et al. propose a study that can evaluate the neural
network’s features under hostile attacks. In their study, the
connection between the input space and hostile examples
is presented. Also, the connection between the network
strength and the decision surface geometry as an indicator
of the hostile strength of the neural network is shown. By
extending the loss surface to decision surface and other var-
ious methods, they provide adversarial robustness by deci-
sion surface. The geometry of the decision surface can-
not be demonstrated most of the time, and there is no ex-
plicit decision boundary between correct or wrong predic-
tion. Robustness can be increased by constructing a good
model, but it can change with attack intensity [50]. Their
method can increase network’s intrinsic adversarial robust-
ness against several adversarial attacks without involving
adversarial training.

Mardy et al. investigate artificial neural networks resis-
tant with adversity and increase accuracy rates with differ-
ent methods, mainly with optimization and prove that there
can be more robust machine learning models [43].

Pinto et al. provide a method to solve this problem with
the supported learning method. In their study, they formu-
late learning as a zero-sum, minimax objective function.
They present machine learning models that are more resis-
tant to disturbances are hard to model during the training
and are better affected by changes in training and test con-
ditions. They generalize reinforced learning on machine
learning models. They propose a "Robust Adversarial Re-
inforced Learning" (RARL), where they train an agent to
operate in the presence of a destabilizing adversary that
applies disturbance forces to the system. They presented
that their method increased training stability, was robust
to differences in training and testing conditions, and out-
performed basically even in the absence of the adversary.
However, in their work, Robust Adversarial Reinforced
Learning may overfit itself, and sometimes it can miss pre-
dicting without any adversarial being in presence [39].

Carlini and Wagner propose a model that the self-logic
and the strength of the machine learning model with a
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strong attack can be affected. They prove that these types
of attacks can often be used to evaluate the effectiveness of
potential defenses. They propose defensive distillation as a
general-purpose procedure to increase robustness [11].

Harding et al. similarly investigate the effects of hostile
samples produced from targeted and non-targeted attacks in
decision making. They observed that non-targeted samples
interfered more with human perception and classification
decisions than targeted samples [22].

Bai et al. present a convolutional autoencoder model
with the adversarial decoders to automate the generation of
adversarial samples. They produce adversary examples by
a convolutional autoencoder model. They use pooling com-
putations and sampling tricks to achieve these results. After
this process, an adversarial decoder automates the genera-
tion of adversarial samples. Adversarial sampling is useful,
but it cannot provide adversarial robustness on its own, and
sampling tricks are too specific [5]. They gain a net perfor-
mance improvement over the normal CNN.

Sahay et al. propose FGSM attack and use an autoen-
coder to denoise the test data. They have also used an au-
toencoder to denoise the test data, which is trained with
both corrupted and healthy data. Then they reduce the
dimension of the denoised data. These autoencoders are
specifically designed to compress data effectively and re-
duce dimensions. Hence, it may not be wholly generalized,
and training with corrupted data requires a lot of adjust-
ments to get better test results [33]. Their model provide
that when test data is preprocessed using this cascading, the
tested deep neural network classifier provides much higher
accuracy, thus mitigating the effect of the adversarial per-
turbation.

I-Ting Chen et al. also provide with FGSM attack on
denoising autoencoders. They analyze the attacks from the
perspective that attacks can be applied stealthily. They use
autoencoders to filter data before applied to the model and
compare it with the model without an autoencoder filter.
They use autoencoders mainly focused on the stealth aspect
of these attacks and used them specifically against FGSM
with specific parameters [13]. They enhance the classifica-
tion accuracy from 2.92% to 75.52% for the neural network
classifier on the 10 digits and from 4.12% to 93.57% for the
logistic regression classifier on digit 3s and 7s.

Gondim-Ribeiro et al. propose autoencoders attacks.
In their work, they attack 3 types of autoencoders: Sim-
ple variational autoencoders, convolutional variational au-
toencoders, and DRAW (Deep Recurrent AttentiveWriter).
They propose to scheme an attack on autoencoders. As
they accept that "No attack can both convincingly recon-
struct the target while keeping the distortions on the input
imperceptible.". They enable both DRAW’s recurrence and
attention mechanism to lead to better resistance. Automatic
encoders are recommended to compress data and more at-
tention should be given to adversarial attacks on them. This
method cannot be used to achieve robustness against adver-
sarial attacks [40].

Table 2 shows the strength and the weakness of the each
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paper.

3 Preliminaries

In this section, we consider attack types, data poisoning
attacks, model attacks, attack environments, and autoen-
coder.

3.1 Attack Types

Machine Learning attacks can be categorized into data poi-
soning attacks and model attacks. The difference between
the two attacks lies in the influencing type. Data poisoning
attacks mainly focus on influencing the data, while model
evasion attacks influencing the model for desired attack
outcomes. Both attacks aim to disrupt the machine learning
structure, evasion from filters, causing wrong predictions,
misdirection, and other problems for the machine learning
process. In this paper, we mainly focus on machine learn-
ing model attacks.

3.1.1 Data Poisoning Attacks

According to machine learning methods, algorithms are
trained and tested with datasets. Data poisoning in machine
learning algorithms has a significant impact on a dataset
and can cause problems for algorithm and confusion for
developers. With poisoning the data, adversaries can com-
promise the whole machine learning process. Hence, data
poisoning can cause problems in machine learning algo-
rithms.

3.1.2 Model Attacks

Machine learning model attacks have been applied mostly
in adversarial attacks, and evasion attacks being have been
used most extensively in this category. For spam emails,
phishing attacks, and executing malware code, adversaries
apply model evasion attacks. There are also some benefits
to adversaries in misclassification and misdirection. In this
type of attack, the attacker does not change training data
but disrupts or changes its data and diverse this data from
the training dataset or make this data seem safe. This study
mainly concentrates on model attacks.

3.2 Attack Environments

There are two significant threat models for adversarial at-
tacks: the white-box and black-box models.

3.2.1 White Box Attacks

Under the white-box setting, the internal structure, design,
and application of the tested item are accessible to the ad-
versaries. In this model, attacks are based on an analysis
of the internal structure. It is also known as open box at-
tacks. Programming knowledge and application knowledge
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Table 1: Related Work Summary
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Research Study

Strength

Weakness

Adversarial Machine Learning [32]

Introduces the emerging field of Adversarial Machine Learn-
ing.

Discusses the countermeasures against attacks without sug-
gesting a method.

Evasion-Robust
Classification on Binary Domains [28]

Demonstrates some methods that can be used on Binary Do-
mains, which are based on MILP.

Very specific about the robustness, even though it is presented
as a general method.

Training for Faster Adversarial Robust-
ness Verification via Inducing ReLU
Stability [36]

Using weight sparsity and RELU stability for robust verifica-
tion.

Does not provide a general approach, or universality as it is
suggested in paper.

Interpreting Adversarial Robustness: A
View from Decision Surface in Input
Space [50]

By extending the loss surface to decision surface and other
various methods, they provide adversarial robustness by de-
cision surface.

The geometry of the decision surface cannot be shown most
of the times and there is no explicit decision boundary be-
tween correct or wrong prediction. Robustness can be in-
creased by constructing a good model but it can change with
attack intensity.

Robust Adversarial
Reinforcement Learning [39]

They have tried to generalize reinforced learning on machine
learning models. They suggested a Robust Adversarial Re-
inforced Learning (RARL) where they have trained an agent
to operate in the presence of a destabilizing adversary that
applies disturbance forces to the system.

Robust Adversarial Reinforced Learning may overfit itself
and sometimes it may mispredict without any adversarial be-
ing in presence.

Alleviating Adversarial Attacks via Con-
volutional Autoencoder [5]

They have produced adversary examples via a convolutional
autoencoder model. Pooling computations and sampling
tricks are used. Then an adversarial decoder automate the
generation of adversarial samples.

Adversarial sampling is useful but it cannot provide adversar-
ial robustness on its own. Sampling tricks are also too speci-
fied.

Combatting Adversarial Attacks through
Denoising and Dimensionality Reduc-
tion: A Cascaded Autoencoder Ap-
proach [33]

They have used an autoencoder to denoise the test data which
is trained with both corrupted and normal data. Then they
reduce the dimension of the denoised data.

Autoencoders specifically designed to compress data effec-
tively and reduce dimensions. Therefore it may not be com-
pletely generalized and training with corrupted data requires
a lot of adjustments for test results.

A Comparative Study of Autoencoders
against Adversarial Attacks [13]

They have used autoencoders to filter data before applying
into the model and compare it with the model without au-
toencoder filter.

They have used autoencoders mainly focused on the stealth
aspect of these attacks and use them specifically against
FGSM with specific parameters.

Adversarial Attacks on Variational Au-
toencoders [40]

They propose a scheme to attack on autoencoders and validate
experiments to three autoencoder models: Simple, convolu-
tional and DRAW (Deep Recurrent Attentive Writer).

As they have accepted "No attack can both convincingly re-
construct the target while keeping the distortions on the input
imperceptible.”. it cannot provide robustness against adver-
sarial attacks.

Understanding Autoencoders with Infor-
mation Theoretic Concepts [47]

They examine data processing inequality with stacked au-
toencoders and two types of information planes with autoen-
coders. They have analyzed DNNs learning from a joint geo-
metric and information theoretic perspective, thus emphasiz-
ing the role that pair-wise mutual information plays important
role in understanding DNNs with autoencoders.

The accurate and tractable estimation of information quanti-
ties from large data seems to be a problem due to Shannon’s
definition and other information theories are hard to estimate,
which severely limits its powers to analyze machine learning
algorithms.

Adversarial Attacks and Defences Com-
petition [42]

Google Brain organized NIPS 2017 to accelerate research
on adversarial examples and robustness of machine learning
classifiers. Alexey Kurakin and Ian Goodfellow et al. present
some of the structure and organization of the competition and
the solutions developed by several of the top-placing teams.

We experimented with the proposed methods of this compe-
tition bu these methods do not provide a generalized solution
for the robustness against adversarial machine learning model
attacks.

Explaining And
Harnessing Adversarial Examples [19]

Tan Goodfellow et al. makes considerable observations about
Gradient-based optimization and introduce FGSM.

Models may mislead for the efficiency of optimization. The
paper focuses explicitly on identifying similar types of prob-
lematic points in the model.
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are essential. White-box tests provide a comprehensive as-
sessment of both internal and external vulnerabilities and
are the best choice for computational tests.

3.2.2 Black Box Attacks

In the black-box model, internal structure and software
testing are secrets to the adversaries. It is also known as
behavioral attacks. In these tests, the internal structure
does not have to be known by the tester. They provide a
comprehensive assessment of errors. Without changing the
learning process, black box attacks provide changes to be
observed as external effects on the learning process rather
than changes in the learning algorithm. In this study, the
main reason behind the selection of this method is the ob-
servation of the learning process.

3.3 Autoencoder

Autoencoder

OUTPUTS

&
—
Hidden Layer IV Output Layer

Input Layer

Hidden Layer |
Figure 1: Autoencoder Layer Structure

An autoencoder neural network is an unsupervised learn-
ing algorithm that takes inputs and sets target values to be
equals of the input values [47]. Autoencoders are gener-
ative models that apply backpropagation. They can work
without the results of these inputs. While the use of a
learning model is in the form of model.fit (X,Y), au-
toencoders work as model . fit (X, X). The autoencoder
works with the ID function to get the output x that cor-
responds to x entries. The identity function seems to be
a particularly insignificant function to try to learn; how-
ever, there is an interesting structure related to the data,
putting restrictions such as limiting the number of hid-
den units on the network[47]. They are neural networks
which work as neural networks with an input layer, hid-
den layers and an output layer but instead of predicting
Y as in model.fit (X,Y), they reconstruct X as in
model.fit (X, X). Due to this reconstruction being un-
supervised, autoencoders are unsupervised learning mod-
els. This structure consists of an encoder and a decoder
part. We will define the encoding transition as ¢ and de-
coding transition as .

¢o: X = F
Y F— X
6.0 = argming || X — (¢ 0 $)X||?

With one hidden layer, encoder will take the input x €
R? = x and map it to h € R? = F. The h below is re-
ferred to as latent variables. ¢ is an activation function such
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as ReLU or sigmoid which were used in this study[1, 20].
b is bias vector, W is weight matrix which both are usu-
ally initialized randomly then updated iteratively through
training[35].

h=o(Wz+1b)

After the encoder transition is completed, decoder tran-
sition maps h to reconstruct .

' = o/ (W'h + V') where o/, W', b’ of decoder are
unrelated to o, W, b of encoder. Loss of autoencoders are
trained to be minimal, showed as L below.

L, a') = |la—a'||* = |le—o" (W' (o (Wa-+b))+b')| 2

So the loss function shows the reconstruction errors,
which need to be minimal. After some iterations with input
training set z is averaged.

In conclusion, autoencoders can be seen as neural net-
works that reconstruct inputs instead of predicting them.
In this paper, we will use them to reconstruct our dataset
inputs.

4 System Model

This section presents the selection of autoencoder model,
activation function, and tuning parameters.

4.1 Creating Autoencoder Model

In this paper, we have selected the MNIST dataset to ob-
serve changes easily. Therefore, the size of the layer struc-
ture in the autoencoder model is selected as 28 and mul-
tipliers to match the MNIST datasets, which represents
the numbers by 28 to 28 matrixes. Figure 2 presents the
structure of matrixes. The modified MNIST data with
autoencoder is presented in Figure 3. In the training of
the model, the encoded data is used instead of using the
MNIST datasets directly. As a training method, a multi-
class logistic regression method is selected, and attacks are
applied to this model. We train autoencoder for 35 epochs.
Figure 4 provides the process diagram.

Autoencoder

OUTPUTS

Relu Relu

Exponential Softplus

Encoding Decoding

Figure 2: Autoencoder Activation Functions. Note that
layer sizes given according to the dataset which is MNIST
dataset

4.2 Activation Function Selection

In machine learning and deep learning algorithms, the ac-
tivation function is used for the computations between
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Figure 5: Loss histories of different activation functions

hidden and output layers[18]. The loss values are com-
pared with different activation functions. Figure 5 indi-
cates the comparison results of loss value. Sigmoid and
ReLU have the best performance among these values and
gave the best results. Sigmoid has more losses at lower
epochs than ReLU, but it has better results. Therefore, it
is aimed to reach the best result of activation function in
both layers. The model with the least loss value is to make
the coding parts with the ReLU function and to use the
exponential and softplus functions in the analysis
part respectively. These functions are used in our study.
Figure 6 illustrates the result of the loss function, and Fig-
ure 2 presents the structure of the model with the activation
functions.

4.3 Tuning Parameters

The tuning parameters for autoencoders depend on the
dataset we use and what we try to apply. As previously
mentioned, ReLU and sigmoid function are selected to be
activation function for our model [1, 18]. ReLU is the ac-
tivation function through the whole autoencoder while ex-
ponential is the softplus being the output layer’s activation
function which yields the minimal loss. Figure 2 presents
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Figure 6: Optimized Relu Loss History

the input size as 784 due to our dataset and MNIST dataset
contains 28x28 pixel images[29]. Encoding part for our
autoencoder size is 784 x 504 x 28 and decoding size is
28 x 504 x 784.

This structure is selected by the various neural network
structures that take the square of the size of the matrix,
lower it, and give it to its dimension size lastly. The last
hidden layer of the decoding part with the size of 504
uses exponential activation function, and an output
layer with the size of 784 uses softplus activation func-
tion [14, 21]. We used adam optimizer with categorical
crossentropy|[26, 49]. We see that a small number is enough
for training, so we select epoch number for autoencoder as
35. This is the best epoch value to get meaningful results
for both models with autoencoder and without autoencoder
to see accuracy. In lower values, models get their accu-
racy scores too low for us to see the difference between
them, even though some models are structurally stronger
than others.

S Experiments with MNIST Dataset

5.1 Introduction

We examine the robustness of autoencoder for adversar-
ial machine learning with different machine learning algo-
rithms and models to see that autoencoding can be a gener-
alized solution and an easy to use defense mechanism for
most adversarial attacks. We use various linear machine
learning model algorithms and neural network model algo-
rithms against adversarial attacks.

5.2 Autoencoding

In this section, we look at the robustness provided with
auto-encoding. We select a linear model and a neural net-
work model to demonstrate this effectiveness. In these
models, we also observe the robustness of different attack
methods. We also use the MNIST dataset for these exam-
ples.

5.2.1 Multi-Class Logistic Regression

In linear machine learning model algorithms, we use
mainly two attack methods: Non-Targeted and Targeted
Attacks. The non-targeted attack does not concern with
how the machine learning model makes its predictions and
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Figure 7: Confusion matrix of the model without any attack
and without autoencoder

tries to force the machine learning model into mispredic-
tion. On the other hand, targeted attacks focus on lead-
ing some correct predictions into mispredictions. We have
three methods for targeted attacks: Natural, Non-Natural,
and one selected target. Firstly, natural targets are derived
from the most common mispredictions made by the ma-
chine learning model. For example, guessing number 5 as
8, and number 7 as 1 are common mispredictions. Nat-
ural targets take these non-targeted attack results into ac-
count and attack directly to these most common mispredic-
tions. So, when number 5 is seen, an attack would try to
make it guessed as number 8. Secondly, non-natural tar-
geted attacks are the opposite of natural targeted attacks.
It takes the minimum number of mispredictions made by
the machine learning model with the feedback provided
by non-natural attacks. For example, if number 1 is least
mispredicted as 0, the non-natural target for number 1 is
0. Therefore, we can see that how much the attack affects
the machine learning model beyond its common mispredic-
tions. Lastly, one targeted attack focuses on some random
numbers. The aim is to make the machine learning model
mispredict the same number for all numbers. For linear
classifications, we select multi-class logistic regression to
analyze the attacks. Because we do not interact with these
linear classification algorithms aside from calling their de-
fined functions from scikit-learn library, we use a black-
box environment for these attacks. In our study, the attack
method against multi-class classification models developed
in NIPS 2017 is used [42]. An epsilon value is used to de-
termine the severity of the attack, which we select 50 in this
study to demonstrate the results better. We apply a non-
targeted attack to a multi-class logistic regression trained
model which is trained with MNIST dataset without an au-
toencoder. The confusion matrix of this attack is presented
in9.

The findings from Figure 9 and 10 show that an autoen-
coder model provides robustness against non-targeted at-
tacks. The accuracy value change with epsilon is presented
in Figure 13. Figure 11 illustrates the change and perturba-
tion of the selected attack with epsilon value as 50.

We apply a non-targeted attack on the multi-class logis-
tic regression model with autoencoder and without autoen-
coder. Figure 13 provides a difference in accuracy metric.
The detailed graph of the non-targeted attack on the model
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Figure 8: Confusion matrix of the model without any attack
and with autoencoder
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Figure 9: Confusion matrix of non-targeted attack to model
without autoencoder
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Figure 10: Confusion matrix of non-targeted attack to
model with autoencoder
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Figure 11: Value change and perturbation of a non-targeted
attack on model without autoencoder
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Figure 12: Value change and perturbation of a non-targeted
attack on model with autoencoder

with autoencoder is presented in Figure 14. The changes
in the MNIST dataset after autoencoder is provided in Fig-



40 Informatica 45 (2021) 33-64

ure 3. The value change and perturbation of an epsilon 50
value on data are indicated in Figure 12.
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Figure 13: Comparison of accuracy with and without au-
toencoder for non-targeted attack
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Figure 14: Details of accuracy with autoencoder for non-
targeted attack

The following process is presented in Figure 4. In the
examples with the autoencoder, data is passed through the
autoencoder and then given to the training model, in our
current case a classification model with multi-class logistic
regression. Multi-class logistic regression uses the encoded
dataset for training. Figure 10 provides to see improvement
as a confusion matrix. For the targeted attacks, we select
three methods to use. The first one is natural targets for
MNIST dataset, which is also defined in NIPS 2017 [42].
Natural targets take the non-targeted attack results into ac-
count and attack directly to these most common mispre-
dictions. For example, the natural target for number 3 is
8. When we apply the non-targeted attack, we obtain these
results. Heat map for these numbers is indicated in Figure
71.

The second method of targeted attacks is non-natural tar-
gets which is the opposite of natural targets. We select the
least mis predicted numbers as the target. These numbers is
indicated as the heat map in Figure 77. The third method is
the selection one number and making all numbers predict
it. We randomly choose 7 as that target number. Targets
for these methods are presented in Figure 16. The confu-
sion matrixes for these methods are presented below.
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Figure 16: Actual numbers and their target values for each
targeted attack method
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Figure 17: Confusion matrix of natural targeted attack to
model without autoencoder
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Figure 18: Confusion matrix of natural targeted attack to
model with autoencoder

5.2.2 Neural Networks

We use neural networks with the same principles as multi-
class logistic regressions and make attacks to the machine
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Figure 19: Confusion matrix of non-natural targeted at-
tack to model without autoencoder
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Figure 20: Confusion matrix of non-natural targeted at-
tack to model with autoencoder
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Figure 21: Confusion matrix of one number targeted at-
tack to model without autoencoder
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Figure 22: Confusion matrix of one number targeted at-
tack to model with autoencoder

learning model. We use the same structure, layer, activation
functions and epochs for these neural networks as we use
in our autoencoder for simplicity. Although this robustness
will work with other neural network structures, we will not
demonstrate them in this study due to structure designs that
can vary for all developers. We also compare the results of
these attacks with both the data from the MNIST dataset
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Figure 23: Comparison of accuracy with and without au-
toencoder for targeted attacks. AE stands for the models
with autoencoder, WO stands for models without autoen-
coder
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Figure 24: Details of accuracy with autoencoder for tar-
geted attacks

and the encoded data results of the MNIST dataset. As for
attack methods, we select three methods: FGSM, T-FGSM
and BIM. Cleverhans library is used for providing these
attack methods to the neural network, which is from the
Keras library.

We examine the differences between the neural network
model that has autoencoder and the neural network model
that takes data directly from the MNIST dataset with confu-
sion matrixes and classification reports. Firstly, our model
without autoencoder gives the following results, as seen in
Figure 25 for the confusion matrix and the classification
report. The results with the autoencoder are presented in
Figure 26. Note that these confusion matrixes and classifi-
cation reports are indicated before any attack.

Fast Gradient Sign Method:

There is a slight difference between the neural network
models with autoencoder and without autoencoder model.
We apply the FGSM attack on both methods. The method
uses the gradients of the loss accordingly for creating a new
image that maximizes the loss. We can say the gradients are
generated accordingly to input images. For these reasons,
the FGSM causes a wide variety of models to misclassify
their input [19].

As we expect due to results from multi-class logistic re-
gression, autoencoder gives robustness to the neural net-
work model too. After the DGSM, the neural network with-
out an autoencoder suffers an immense drop in its accuracy,
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Figure 25: Confusion matrix and classification report of the
neural network model without autoencoder

Predicted Values
[} 1 2 3 4 5 6 7 8 9
0| 966 0 4 0 0 2 3 0 3 3
7)) 1 0 1122 2 1 1 0 2 6 2 3
g 2 3 3 1013 7 3 0 2 13 2 2
E 3 0 0 3 982 0 5 0 8 7 2
> 4 0 0 1 1 954 1 7 0 4 6
E 5 1 2 0 10 0 874 4 1 5 6
- 6 4 4 1 1 2 5 937 0 2 0
e
(&) 7 1 1 4 3 8 2 0 990 2 8
< 8 3 3 3 3 3 2 3 2 945 7
9 2 0 1 2 1 1 0 8 2 972
Precision Recall F1-Score Support

0 0.99 0.98 0.99 981

1 0.99 0.99 0.99 1139

2 0.98 0.97 0.97 1048

3 0.97 0.98 0.97 1007

4 0.97 0.98 0.98 974

5 0.98 0.97 0.97 903

6 0.98 0.98 0.98 956

7 0.96 0.97 0.97 1019

8 0.97 0.97 0.97 974

9 0.96 0.97 0.97 999

Micro Avg 0.98 0.98 0.98 10000

Macro Avg 0.98 0.98 0.98 10000

Weighted Avg 0.98 0.98 0.98 10000

Figure 26: Confusion matrix and classification report of the
neural network model with autoencoder

and the FGSM works as intended. But the neural network
model with autoencoder only suffers a 0.01 percent accu-
racy drop.

Targeted Fast Gradient Sign Method: There is a di-
rected type of FGSM, called T-FGSM. It uses the same
principles to maximize the loss of the target. In this
method, a gradient step is computed for giving the same
misprediction for different inputs.

In the confusion matrix, the target value for this attack is
number 5. The neural network model with the autoencoder
is still at the accuracy of 0.98. The individual differences
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Figure 27: Confusion matrix and classification report of
the neural network model without autoencoder after FGSM
attack

Predicted Values
0 1 2 3 4 5 6 7 8 9
0| 966 0 5 0 0 2 2 1 3 2
7)) 1 0 1122 3 0 3 0 2 5 1 3
g 2 3 2 1009 8 4 0 2 1 2 3
‘_v 3 0 0 4 980 0 5 0 9 7 2
> 4 0 1 1 1 956 2 8 1 4 8
i 5 1 2 0 1" 0 872 3 1 7 5
=] 6 4 4 1 1 2 5 939 0 2 0
e
(8] 7 1 2 4 3 5 2 0 988 2 8
< 8 3 2 4 4 2 3 2 2 942 8
9 2 0 1 2 10 1 0 10 4 970
Precision Recall F1-Score Support

0 0.99 0.98 0.99 981

1 0.99 0.99 0.99 1139

2 0.98 0.97 0.97 1044

3 0.97 0.97 0.97 1007

4 0.97 0.97 0.97 982

5 0.98 0.97 0.97 902

6 0.98 0.98 0.98 958

7 0.96 0.97 0.97 1015

8 0.97 0.97 0.97 972

9 0.96 0.97 0.97 1000

Micro Avg 0.97 0.97 0.97 10000

Macro Avg 0.97 0.97 0.97 10000

Weighted Avg 0.97 0.97 0.97 10000

Figure 28: Confusion matrix and classification report of the
neural network model with autoencoder after FGSM attack

are presented when compare with Figure 26.

Basic Iterative Method:

BIM is an extension of FGSM to apply it multiple times
with iterations. It provides the recalculation of a gradient
attack for each iteration.

This is the most damaging attack for the neural net-
work model that takes its inputs directly from the MNIST
Dataset without an autoencoder. The findings from Fig-
ure 31 show that the accuracy drops between 0.01 and 0.02
percent. The neural network model with autoencoder’s ac-
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Figure 29: Confusion matrix and classification report of the
neural network model without autoencoder after T"FGSM
attack
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Figure 30: Confusion matrix and classification report of
the neural network model with autoencoder after T-FGSM
attack

curacy stays as 0.97 percent, losing only 0.1 percent.

Findings indicate that autoencoding before giving
dataset as input to linear models and neural network mod-
els improve robustness against adversarial attacks signifi-
cantly. We use vanilla autoencoders. They are the basic
autoencoders without modification. In the other sections,
we apply the same attacks with the same machine learning
models with different autoencoder types.
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Figure 31: Confusion matrix and classification report of
the neural network model without autoencoder after basic
iterative method attack
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Figure 32: Confusion matrix and classification report of the
neural network model with autoencoder after basic iterative
method attack

5.3 Sparse Autoencoder

Sparse autoencoders present improved performance on
classification tasks. It includes more hidden layers than the
input layer. The significant part is defining a small number
of hidden layers to be active at once to encourage spar-
sity. This constraint forces the training model to respond
uniquely to the characteristics of translation and uses the
statistical features of the input data.
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Figure 34: Comparison of accuracy with and without
sparse autoencoder for non-targeted attack

Because of this sparse autoencoders involve sparsity
penalty 2(h) in their training. L(z,z") + Q(h)

This penalty makes the model to activate specific areas
of the network depending on the input data while mak-
ing all other neurons inactive. We can create this sparsity
by relative entropy, also known as Kullback-Leibler diver-
gence.

p; = L 3" [hj(z;)] pj is our average activation func-
tion of the hidden layer 5 which is averaged over m training
examples. For increasing the sparsity in terms of making
the number of active neurons as smaller as it can be, we
would want p close to zero. The sparsity penalty term Q(h)
will punish p; for deviating from p, which will be basically
exploiting Kullback-Leibler divergence. K L(p||p;) is our
Kullback-Leibler divergence between a random variable p
and random variable with mean pj.

S KL(lI;) = Xy [olog £ + (1 — p)log =2

Sparsity can be achieved with other ways, such as ap-
plying L1 and L2 regularization terms on the activation of
the hidden layer. L is our loss function and A is our scale
parameter.

Lz, ') + A, |hl

5.3.1 Multi-Class Logistic Regression of Sparse

Autoencoder

This section presents multi-class logistic regressions with
sparse autoencoders. The difference from the autoencoder
section is the autoencoder type. The findings from Figure
6 and Figure 33 show that loss is higher compared to the
autoencoders in sparse autoencoder.
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Figure 35: Value change and perturbation of a non-targeted
attack on model without sparse autoencoder
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Figure 36: Value change and perturbation of a non-targeted
attack on model with sparse autoencoder
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Figure 37: Comparison of accuracy with and without
sparse autoencoder for targeted attacks. AE stands for the
models with sparse autoencoder, WO stands for models
without autoencoder

The difference between perturbation is presented in Fig-
ure 35 and Figure 36 compared to the perturbation in Fig-
ure 11 and Figure 12. The perturbation is sharper in sparse
autoencoder.

Figure 37 indicates that sparse autoencoders performs
poorly compared to autoencoders in multi-class logistic re-
gression.

5.3.2 Neural Network of Sparse Autoencoder

Sparse autoencoder results for neural networks indicate
that vanilla autoencoder seems to be slightly better than
sparse autoencoders for neural networks. Sparse autoen-
coders do not perform as well in linear machine learning
models, in our case, multi-class logistic regression.

5.4 Denoising Autoencoder

Denoising autoencoders are used for partially corrupted in-
put and train it to recover the original undistorted input. In
this study, the corrupted input is not used. The aim is to
achieve a good design by changing the reconstruction prin-
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Figure 38: Confusion matrix and classification report of the
neural network model without sparse autoencoder
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Figure 39: Confusion matrix and classification report of the
neural network model with sparse autoencoder

ciple for using denoising autoencoders. For achieving this
denoising properly, the model requires to extract features
that capture useful structure in the distribution of the in-
put. Denoising autoencoders apply corrupted data through
stochastic mapping. Our input is « and corrupted data is =
and stochastic mapping is T ~ ¢p (Z|x).

As its a standard autoencoder, corrupted data x is
mapped to a hidden layer.

h= fo(z) =s(Wx +b).

And from this the model reconstructs z = gj(h).
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Figure 40: Confusion matrix and classification report of
the neural network model without sparse autoencoder after
FGSM attack
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Figure 41: Confusion matrix and classification report of the
neural network model with sparse autoencoder after FGSM
attack

5.4.1 Multi-Class Logistic Regression of Denoising
Autoencoder

In denoising autoencoder for multi-class logistic regres-
sion, the loss does not improve for each epoch. Although
it starts better at lower epoch values, in the end, vanilla au-
toencoder seems to be better. Sparse autoencoder’s loss is
slightly worse.

And just like sparse autoencoder, denoising autoencoder
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Figure 42: Confusion matrix and classification report of
the neural network model without sparse autoencoder after
T-FGSM attack
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Figure 43: Confusion matrix and classification report of
the neural network model with sparse autoencoder after T-
FGSM attack

also applies a sharp perturbation, which is presented in Fig-
ure 48 and Figure 49.

We observe that there is a similarity between accuracy
results for denoising autoencoder with multi-class logistic
regression and sparse autoencoder results. Natural fooling
accuracy drops drastically in denoising autoencoder, but
non-targeted and one targeted attack seem to be somewhat
like sparse autoencoder, one targeted attack having less ac-
curacy in denoising autoencoder.

S. Sivaslioglu et al.

Figure 44: Confusion matrix and classification report of
the neural network model without sparse autoencoder after
basic iterative method attack

Figure 45: Confusion matrix and classification report of the
neural network model with sparse autoencoder after basic
iterative method attack

5.4.2 Neural Network of Denoising Autoencoder

We investigate that neural network accuracy for denoising
autoencoder is worse than sparse autoencoder results and
vanilla autoencoder results. It is still a useful autoencoder
for denoising corrupted data and other purposes; however,
it is not the right choice just for robustness against adver-
sarial examples.
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