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Audio steganography embeds multimedia files within audio files. Traditional audio steganography used
the Least Significant Bit algorithm, which required eight samples to embed one byte of a text file. This
study reduces the utilization of audio samples by compressing healthcare data from three characters to
one using the proposed 24x8 compression algorithm. Three audio files were used to transmit the
probability distributions, encoded values, and index values. The encoded values are embedded using the
Bit Comparison and Substitution-3 algorithm, with a three-bit difference from audio samples. It is
retrieved using the Bit Comparison and Retrieval-3 algorithm and decompressed with the 8x24
decompression algorithm. For enhanced security, healthcare data was encrypted using the Incremental
Order Value Algorithm and decrypted with the Decremental Reverse Order Value Algorithm. The least
significant bit algorithm embeds the probability distributions and index values with a secret key. Audio
files from Mixkit and healthcare data from the COVID Dialogue Dataset were used for evaluation. The
proposed algorithms achieved an average throughput of 8592.74 KB/s, surpassing the 3-DES algorithm
due to the incremental shift in ASCII values within healthcare data. A compression ratio of 3:1 was
achieved by compressing 3 bytes of data to 1, outperforming Huffman and LZW. The embedding algorithm
achieved a PSNR of 42.1480dB and a BER of 7.0165 x 107, demonstrating improved efficiency with
reduced audio samples in embedding compared to the traditional LSB algorithm. 15000 bytes of
healthcare data were embedded into 5000 audio samples, resulting in 15000-bit differences between the
cover and stego audio files.

Povzetek: Studija predlaga zvocno steganografijo za zdravstvene podatke, ki z lastnim 248 stiskanjem
in (Sifriranim) vgrajevanjem prek bitne primerjave/substitucije zmanjsa porabo vzorcev in ob ohranjeni
kakovosti zvoka omogoci ucinkovitejse skrivanje kot klasicni LSB.

customized for their conditions, and email-based symptom
descriptions, help patients communicate their symptoms
to healthcare providers. Monitoring apps and smartphones
assist in the care of patients with chronic illnesses. Despite
its benefits, telemedicine poses risks to the security of
healthcare data when using public networks. Hence,
protecting healthcare data is a primary concern.

1 Introduction

The COVID-19 pandemic, combined with advanced
technology, has highlighted the significance of
telemedicine, enabling patients to consult medical experts
wirelessly. Rising healthcare expenses have also driven
the need for telemedicine, increasing communication
between doctors and between doctors and remote patients.

Telemedicine services, such as video conferences and
web-based visits, provide remote healthcare. This
approach can make healthcare more efficient, centralized,
and accessible.

With telemedicine, patients receive services for
distant healthcare, critical situations, medication
management, and chronic health conditions. It also lowers
the risk of hospital infections for patients with weak
immune systems. Additionally, several resources, such as
self-examinations, step-by-step training programs

Cryptography and steganography are information-hiding
techniques for secure communication of healthcare data.
These information-hiding techniques, along with 10T
devices and artificial intelligence (Al), enable the
successful transmission of healthcare data [1], [2], [3].

This research focused on combining cryptography
and steganography to ensure double-layered security for
communicating healthcare data.

Cryptography converts plaintext into ciphertext using
encryption keys. The plaintext in this research denotes
unique healthcare data (HCD) transmitted to the receiver,
and the ciphertext represents its unreadable form.



456  Informatica 50 (2026) 455-476

K.Revathi et al.

Data Compression Techniques

! !

Based on Data Quality Based on Coding
Lossless Compression Huffman Coding

Lossy Compression Arithmetic Coding

2y

Dictionary based
Lzrr
Lzw
Lzrg

Burrows Wheeler

L

Scalarand vector
—> Wavelet Transform

t: EZW
SPHIT

Run length encoding

} |

Based on Data Type Based on Applications

TextCompression Medical Imaging

Audio Compression Specific application

Image Compression Wireless sensor

Video compression REtworks

Figure 1: Data compression techniques

Various encryption algorithms and keys convert the
medical data into ciphertext. The encryption algorithms
include the Advanced Encryption Standard (AES), Data
Encryption Standard (DES), Triple DES (3DES), and the
International Data Encryption Algorithm (IDEA). At the
receiver’s end, the decryption algorithm and keys decrypt
the ciphertext to plain text. These algorithms are selected
based on capacity, security, and reliability [4], [5], [6].

In the proposed work, healthcare data is encrypted
into a ciphertext using the Incremental Order Value
Algorithm (I-OVA). The Decremental Reverse Order
Value Algorithm (D-RVA) decrypts the unreadable form
of healthcare data.

Cryptography provides the first layer of security by
transforming plain healthcare data into ciphertext.

The second layer of healthcare data security is
steganography, which conceals the existence of HCD
during  communication.  Steganography  embeds
multimedia files within other multimedia files that serve
as carriers. These files include audio, video, image, and
text formats. Audio carriers are highly efficient due to the
human auditory system (HAS) being less sensitive to
slight variations in sound than the human visual system
(HVS). Audio steganography specifically embeds
multimedia files in audio carriers, characterized by high
capacity, robustness, and imperceptibility. The maximum
amount of data hidden in a cover audio file without
affecting its overall quality is known as capacity.
Imperceptibility refers to the ability to alter an audio file
without compromising its stego audio quality. Robustness
is the strength of steganographic communication and data
retrieval from the stego audio file. There is a trade-off
between these characteristics of audio steganography.
Increased embedding capacity often decreases robustness
and imperceptibility. The proposed work addresses this
trade-off by compressing the healthcare data before
embedding it in audio files [7], [8], [9].

Compression is the process of reducing the data size
from its original size. The main objectives of multimedia
data compression are to reduce transmission time, network
bandwidth, and storage volume.

Various compression techniques apply to text,
images, videos, and other digital data types. According to

the literature, data compression involves encoding, while
data decompression is decoding. Decompression restores
the compressed data to its original form [10], [11]. Data
compression can be classified into two types: lossy and
lossless compression. Figure 1 shows the various data
compression techniques [11]. Lossless compression is
applied when the accuracy of the original data is essential.
In  lossy compression, data  portions are ~ removed
by preserving the potential of compression [12]. This
research combines double-layered security with lossless
compression of encrypted healthcare data using the 24x8
compression algorithm. The Run Length Encoding (RLE)
algorithm compresses the probability distribution, a
simple form of lossless data compression, and saves data
sequences with the same value into a data file.

A comprehensive review of related works details the
literature on telemedicine, information-hiding techniques
such as cryptography and its algorithms, and audio
steganography with its characteristics. The proposed work
describes the embedding and extraction algorithms, which
are subsequently analyzed and evaluated in the results and
discussion section. Theoretical analysis examines these
algorithms in depth. Finally, the paper concludes in the
conclusion and future scope section.

1.1 Problem statements

The literature survey identifies a significant research
gap in securely communicating healthcare data (HCD)
using audio steganography in telemedicine.
1. Telemedicine is an emerging area of research with
compromised data security and efficiency.
2. Ensuring the security of healthcare data (HCD) in
remote consultations is essential.
3. Currently, telemedicine practices image
steganographic communication over audio
steganography, leaving the latter underexplored despite its
potential.
4. Most conventional audio steganography methods,
including those based on LSB, do not incorporate
compression before embedding, as referred to in Table 1,
leading to inefficient use of audio capacity.
5. Existing compression methods result in variable-
length encoded data and require transmission of
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codebooks or dictionaries for reconstruction. This results
in increased overhead and limits their suitability for fixed-
size, low-latency audio embedding of compressed data. A
fixed-length  compression scheme with  minimal
computational and embedding overhead is required to
enhance efficiency in audio steganographic systems.

6. The LSB algorithm has an embedding rate of 12.5%,
with 1 byte of a text file embedded into eight audio
samples of 1 byte. This introduces a trade-off between
embedding capacity and audio sample utilization.
Increasing the embedding capacity requires additional
audio samples, reducing the available samples for further
embedding.

7. Inthe LSB algorithm, the error bits vary inconsistently
with the bit pattern of the audio samples and the embedded
text, especially as the embedding capacity increases. This
inconsistency limits its effectiveness. There is no
consistent relationship between error bits, the embedded
text file, and the audio samples.

In response to these challenges, this work proposes
effective embedding and extraction algorithms that
combine cryptography and steganography for secure
communication of compressed healthcare data in
telemedicine.

1. I-OVA and D-RVA: The Incremental Order Value
algorithm (I-OVA) and Decremental Reverse Order Value
algorithm (D-RVA) to encrypt and decrypt healthcare
data, ensuring data security.

2. Merging algorithm (MA): Three 8-bit characters are
combined into a 24-bit sequence, optimizing data
representation.

3. The probability distribution (PD) compression: RLE
compresses redundant probability distribution data using
value-count pairs, eliminating redundancy, reducing data
size, and enabling efficient embedding with minimal
retrieval overhead.

4. 24x8 compression algorithm: Cipher Healthcare data
(C-HCD) of 24 bits is compressed into an 8-bit encoded
value to optimize embedding and is subsequently
reconstructed using the 8x24 decompression algorithm.
5. BCS-3 and BCR-3: The Bit Comparison and
Substitution-3 (BCS-3) and Bit Comparison and
Retrieval-3 (BCR-3) algorithms embed and retrieve the
encoded values in Audio File 2 (AF2), ensuring secure
embedding with efficient utilization of audio samples.

6. The LSB algorithm embeds and extracts the RLE
count and its values for probability distribution in Audio
File 1(AF1) and the Index value of Stego Audio Samples
(SAF2) in Audio File 3(AF3) with secret key Ks as a
reference.

This study investigates the secure communication of
compressed healthcare data using double-layer security by
integrating cryptographic encryption with efficient
steganographic embedding. The proposed design uses a
24x8 compression algorithm, BCS-3 embedding, and
cryptographic encryption to reduce healthcare data size
and the number of audio samples needed for embedding.
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It is hypothesized that this integration ensures
consistent error control and accurate data recovery while
minimizing retrieval overhead. Simulations show that
15,000 bytes of data were compressed to 5,000 encoded
bytes (1 byte each), improving the compression ratio and
optimizing audio sample utilization.

The framework of the proposed method is shown in
Figure 2, which is more self-explanatory. Table 1
summarizes the related works.

2 Related works

A detailed study on audio steganography discussed
techniques such as linear and sequential methods,
selective  embedding,  frequency  masking and
thresholding, error minimization-based embedding,
pattern matching, phase coding, and spread spectrum
methods [13]. The merits, demerits, and applications of
audio steganography in medicine, transportation, and
government domains were discussed. Additionally, they
highlighted the need to explore a broader range of
steganography methods for transmitting healthcare data. It
was also noted that research should use various cover
media like audio, video, and text, as 7 out of 9 articles
utilized image steganography [14].

The traditional LSB algorithm for audio
steganography is enhanced to increase embedding
capacity and security. A robust hybrid steganographic
system was proposed in [15], where text messages are
initially encrypted using bit cycling operations and
embedded in randomly selected bits of an audio file.

However, increased embedding capacity also raises
the risk of steganalysis. So, advanced symmetric and
asymmetric cryptography algorithms like AES, DES,
3DES, Blowfish, IDEA, RSA, ECC, and ElGamal are
used to strengthen security [16].

Recent research focuses on providing double-layer
security to embedded data by combining cryptography
with steganography. The study [17] addresses the critical
challenge of securely transmitting sensitive medical data,
such as COVID-19-related information, with a novel
crypto-steganography-based  scheme,  incorporating
hybrid cryptography for encryption, random block, and
pixel selection for enhanced security, and an inversion
method for efficient data embedding.

The paper [18] studied the security of the modern
steganography method using a lossless compression called
arithmetic coding. Integrating compression techniques in
audio steganography enhances embedding capacity and
security.

Various compression algorithms, such as run-length
encoding, Huffman Coding, and arithmetic coding,
highlight their efficiency, merits, demerits, and
corresponding applications. They also explored different
types of data compression, including text, audio, video,
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Table 1: Technical overview of methods and results [25]

Reference No. Methodology Inferences / Results
Steganography: Audio Embedding Efficiency (Sample-to-Byte
Carrier Medium: Audio Ratio): 4:1
[26] Concealed Data: Text Payload:107 bytes
Steganographic Technique: Two LSB madification MSE = 9.08875
Cryptographic Technique: RSA. Peak Signal to Noise (PSNR) = 34.2775dB
Bit Error Rate (BER) =17.995%.
Steganography: Audio A PSNR of 17.71916498 dB was achieved
Carrier Medium : Audio after embedding the message into a JAZZ
Concealed Data: Text audio file.
[27] Steganographic Technique: The Fourth and Fifth | Payload:103 bytes
LSBs of audio samples are embedded with encrypted | Embedding Efficiency(Sample-to-Byte
data. Ratio): 4:1
Steganography: Audio A Mean Squared Error of 0.5619 resulted in
Carrier Medium : Audio Pattern Matching method in embedding
Concealed Data: Text target text of varying sizes, small, medium,
Steganographic Technique : Duel Encryption-LSB | and large in audio file coverl.wav and
28] algorithm cover2.wav
Cryptographic Technique : Duel Encryption-Pattern | Payload: 250 bytes
Matching Algorithm Normal LSB method :
Sample-to-Byte Ratio: 8:1
Embedding rate =12.5%.
MSE = 0.3994
Steganography: Audio MSE of 0.8578 resulted in embedding
Carrier Medium : Audio Test5.txt in Two.wav audio file.
[29] Concealed Data: Text Payload :9405 bytes.
Steganographic Technique: DWT for Embedding.
Cryptographic  Technique : Dynamic encryption
algorithm
Steganography: Audio The right channel of a 16-bit stereo audio
Carrier Medium : Audio file resulted in a BER of 0.0187% after
Concealed Data: Text embedding 532 bytes of message data.
[30] Steganographic Technique :Random Key Indexing
method (Trusted Third Party Stego key and Secondary
Key generated at encoder)
Cryptographic Technique: AES-256.
Steganography: Audio The Normalized Correlation of the retrieved
Carrier Medium : Audio file is 0.99992.
[31] Concealed Data: Audio Hiding Capacity:80%
Steganographic Technique: ECA-BM ,Fractal coding
and chaotic LSB
Steganography: Audio Hiding Capacity:100%
Carrier Medium : Audio Histogram error rate (HER) = 0.1278
[32] Concealed Data: Audio Difference Ratio (DR) of the fourth first
Steganographic Technique : HASFC, Fractal coding | moments:
and Chaotic least significant bit mean: 0.0799, variance: 0.0008, skewness:
0.0018, kurtosis: 0.0028
Steganography: Audio Hiding Capacity:25%
Carrier Medium : Audio HER = 1.2274e-04
Concealed Data: Image and Audio Difference Ratio (DR) of the first fourth
[33] Steganographic Technique Integer-to-Integer | moments:
Lifting Wavelet Transform (Int2Int LWT) and Least | mean: 0.2304, variance: 0, skewness:
Significant Bits (LSBs) substitution 0.0004, kurtosis: 0.0005
Cryptographic Technique: Adaptive steganography
key (Stego key) for encryption.

and image. Text data is compressed using algorithms such ~ minimization, logical truth table, and graph-based method

as Burrows-Wheeler Transform and Boolean

[11]. Authors [19] proposed compressive sensing and
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audio steganography techniques to secure and compress
medical images. Nathaniel Fout et al. highlighted the
difficulty of compressing floating-point data compared to
integer data. Lossless compression methods for scientific
and medical floating-point volume data utilizing
prediction-based techniques like the Adaptive Polynomial
Encoder (APE) and Adaptive Combined Encoder (ACE)
are proposed [20].

In medical image steganography, the medical image is
decomposed using an integer wavelet filter, compressed
with arithmetic coding, and encrypted with DES. The
secret bits are then embedded in the LSB of high-
frequency coefficients in the wavelet domain [21].

The pandemic situation has raised the need for
telemedicine [22]. The authors [23] proposed a speech-to-
speech workflow (STSW), a deep learning-based
framework designed for multilingual telemedicine.
Information-hiding techniques are an emerging area of
research for the secure transmission of medical images for
telemedicine [24]. This paper explores the integration of
telemedicine with information-hiding techniques.

3 Proposed work

3.1 Embedding algorithm
3.1.1Phase I: Incremental-order value algorithm (I-
OVA)

Input: Healthcare data (HCD).
Output: Cipher healthcare data (C-HCD).

1. The 15000B HCD will be divided into sequential
segments of 501 characters each, with the last segment
containing the remaining characters.

2. Assign decimal Order Values (OV) ranging from 127
down to 32 to all printable ASCII characters (ASCII
32 to 127), such that OV 127 corresponds to ASCII
32, OV 126 corresponds to ASCII 33, and so on,
forming a one-to-one mapping.

3. Assign an index value from 0 to 95 to each printable
ASCII character (ASCII 32 to 127), representing its
sequential position within the printable ASCII set.
These indices serve as the numeric representation of
the Cipher Healthcare Data (C-HCD).

4. Read the ASCII character codes for all printable
characters in the HCD.

5. For each character in the HCD, treat its ASCII code as
an Order Value (OV_input) and retrieve the
corresponding OVA character using the OV-to-ASCI|I
mapping (OV 127 — ASCII 32, OV 126 — ASCII 33,
..., OV 32 — ASCII 127). This transformation
produces the OVA-encrypted representation of the
HCD.

6. Determine the ASCII codes of all OVA characters
obtained in Step 5. These ASCII values serve as the
basis for the subsequent incremental transformation in
the I-OVA encryption process.

7. For each segment, increment the ASCII value of each
OVA character by its position within the segment
(e.g., first character by 1, second character by 2, and
so on). If the incremented value exceeds 127, wrap
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around to 32 to ensure it remains within the printable
ASCII range.

8. Convert the incremented ASCII values to their
corresponding characters to obtain the [-OVA
encrypted characters. Simultaneously, determine the
index of each character within the printable ASCII set
(Index 0-95) to represent the Cipher Healthcare Data
(C-HCD).

9. Repeat Steps 5-8 for all characters in each segment to
perform the complete I-OVA encryption of the
Healthcare Data (HCD).

10. The indices of the incremented characters within the
printable ASCII set (Index 0-95) represent the Cipher
Healthcare Data (C-HCD).

11. End.

The metrics throughput and entropy verify the
performance of the proposed I-OVA algorithm, as
discussed in the Results and Discussion section.

3.1.2 Theoretical discussion of I-OVA

Table 2 presents the I-OVA to the HCD (id=1ht).

The first character of the HCD, ‘i’(ASCII 105), is its order
value. The algorithm maps this order value to the character
‘6’(ASCII 54). Since ‘6’ is the first occurrence, its ASCII
is incremented to 55, mapped to the character ‘7’ with
index 23. Thus, ‘i’ is encrypted to ‘7°, and the same
process applies to the other characters.

3.1.3Phase Il: Merging algorithm (MA)

Input: Cipher Healthcare data (C-HCD)
Output: Merged Cipher healthcare data(M-C-HCD) (24
bits)

1. Read the C-HCD in each segment and convert it into
8-bit binary streams.

2. Measure the length (L) of the C-HCD.

3. If L is divisible by three without a remainder, merge
the three one-byte characters in the C-HCD to get the
character of three bytes (24 bits).

4. If L is not divisible by 3, additional bytes of
"00000000" are appended at the end of the C-HCD to
ensure the remaining characters form complete sets of
three for merging. If one byte remains, two bytes of
""00000000" are added,; if two bytes remain, one byte
of "00000000" is added.

5. Repeat steps 3 or 4 to merge all the characters in each
segment of C-HCD.

6. The merged cipher healthcare data (M-C-HCD) for
501-byte segments results in 167 x 24 bits.

7. End.

The simulation results of the merging algorithm are
presented and discussed in Figure 11 in the Results and
Discussion section

3.1.4 Theoretical discussion of MA
The output of the I-OVA algorithm, as shown in Table
2, is used as the input for the merging algorithm. The
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decimal values of the I-OVA output are converted to 8-
bit binary streams. Since six characters are processed,
they are merged into groups of three characters per row,
as shown in Table 3.

The 15000B HCD is divided into 30 segments,
with the first 29 segments containing 501 characters
each. The last segment holds the remaining 471
characters. Each segment is then arranged into three
characters (24 bits) per row.

3.1.5Phase I11: 24x8 compression algorithm
Input: M-C-HCD
Output: Probabilities and Encoded value

Step 1: Initialization
Initialize an array named probabilities with a
length of 16,777,216, setting all elements to zero.
Initialize index_array «— empty
Initialize encoded_binary array < empty
Step 2: Index Construction and Event Assignment
For each segment in M-C-HCD:
Convert the 24-bit binary sequence to its decimal
equivalent: index « bin2dec(segment)
Increment the decimal index by 1: index « index
+ 1. In the probability distribution, represent the
occurrence at this index as one (1):
probabilities[index] «— 1
Append the index to the index_array

Step 3: Normalization

K.Revathi et al.

Compute the total sum of all values in the probabilities
array: Total «— sum(probabilities)

Step 4: Encoded Value Calculation
For each index in index_array:
Compute the probability value: P «— probabilities[index]
/ Total
Compute the sum of probabilities up to the element
preceding the index:
C «— sum(probabilities[1 to index - 1]) / Total
Calculate the encoded value:
encoded value < C+ (P /2)
Scale the encoded value to the 8-bit binary range:
scaled value < round(encoded value x 255)
Convert the rounded value to 8-bit binary:
binary 8bit «— dec2bin(scaled value, 8)
Store  the  binary  representation in  the
encoded_binary_array

Step 5: Output Return probabilities, encoded_binary_array

The algorithm compresses 24-bit M-C-HCD to an 8-
bit encoded value using the 24x8 compression algorithm.
The proposed 24x8 compression algorithm encodes
15000B of HCD into 5000 values, with each row in every
segment contributing to an encoded value.

As discussed in the Results and Discussion section,
the efficiency of the proposed algorithm is evaluated using
compression ratio and space savings.

Table 2: Encryption of HCD using I-OVA algorithm

S:NO HC ASCII Order OVA ASCII I-OVA I-OVA Index: I-OVA

Data Code Value | Character Code Value Character Character (C-
[step 1] [step 4] | [step 5] [step 5] [step 6] [step 7] [step 8] HCD) [step 3 & 8]

1 i 105 105 6 54 54+1=55 7 23

2 d 100 100 ; 59 59+2=61 = 29

3 = 61 61 b 98 98+3=101 e 69

4 1 49 49 n 110 110+4=114 r 82

5 h 104 104 7 55 55+5=60 < 28

6 t 116 116 + 43 43+6=49 1 17

Table 3: Merging algorithm

C- Binary Value Merged cipher healthcare (M-C-HCD) data
HC12345678123456789101112131415161718192021222324
23 |o|o|o|1|0]1]|2]1

29 jofloflo|2|2|1|lof2|Of0OjOj2fOfL{2|2foj0 [O |2 |1 |2 |0 |2 |0 |2 |0 O |O |1 |0 |1
69 |o|1|0]|0|0]1]|0]1

82 |ofl1|/0|21]|0fl0|1]|0

28 |o|o|l0|1|2|1|0]|0|0O|2|0O|2|0O|O|2|0O|O|O |O |2 |2 |1 |0 |O |O |O |O |21 |0 O |O |1
17 lo|lofofl1]|o0|lo0|o0]|1
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Figure 2: The framework of the proposed algorithm

3.1.6 Theoretical discussion of 24x8 compression

algorithm

Figure 3 describes the step-by-step process of compressing
M-C-HCD, as shown in Table 3.

1.

2.

o

A probability array of length 16,777,216 was
computed, with all elements initialized to zero.

The decimal value of the binary
“000101110001110101000101” is 1514821.
Similarly, the decimal value of
“010100100001110000010001”is 5381137.

An index array is created by incrementing each
decimal value obtained in Step 2 by 1, resulting in
indices 1514822 and 5381138.

The probabilities are P[1514822]=P[5381138]=1,
indicating a single occurrence for each index in the
array.

The total probability is P[1514822]+P[5381138]=2.
Finally, the probabilities are calculated as
PD[index]=P[index]/Total probability, resulting in
P[1514822] =% =0.5.

Similarly, P[5381138] =% =0.5.

The encoded value is calculated by:
Encoded_Value[index]=sum(P[index-
1]+P[index]/2).

For index 1514822,
Encoded_Value[1514822]=0+0.5/2=0.25,

Similarly, for the index 5381138,
Encoded_Value[5381138]=0.5+0.5/2=0.75.

8. Scaling the encoded value to 8-bit binary by
multiplying the Encoded_Value by 255.

For index 1514822, Scaled Encoded_Value
[1514822] = 0.25x255=63.75.

9. Similarly, for the index 5381138,
Scaled_Encoded_Value
[5381138]=0.75x255=191.25.

10. Rounding the Scaled_Encoded_Value to the nearest
integer, resulting in 64 for index 1514822 and 191 for
index 5381138.

11. Convert the rounded encoded value to binary:

64 = 01000000 and 191 = 10111111,

3.1.7 Phase 1V: bit comparison and substitution-3
algorithm (BCS-3)

Input: Audio File (AF2), and encoded_binary_array
Output: Stego Audio File (SAF2)
1. Read the AF2 (.wav) and encoded_binary_array of 8
bits.
2. Convert AF2 to a 24-bit binary stream.
3. Hide an approved code between the sender and
receiver to reveal that the SAF2 contains hidden
encoded_binary_array data.
Compare the AF2 and encoded_binary_array.
5. Fori=1toNdo // RepeatForloop
until encoded_binary_array
are hidden.
6. If sum ((AF2) ~= encoded_binary_array) =3

e
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Figure 3: Theoretical discussion of the 24x8 compression algorithm

Samples (AF2): 011110011001111010101001 001111010010100100110000............1101111100000000001 111101

K#3

Encoded_binary_array:

Samples (AF2): 011110011001111010101001

1000000............

K=3

10111111

K=3
01000000

001111010010100101000000.......... 1101111100000000010111111

Figure 4: Embedding of encode value 0.25 and 0.75 using the BCS-3 algorithm

7. Embed encoded_binary_array in selected samples of
AF2.

/l Embed the Encoded_binary array in the
AF2 selected samples, which differ by exactly 3

bits.
8. EndlIf
9. End For
10. The stego Audio File (SAF2 with hidden

encoded_binary_array) is computed.
11. End

The proposed BCS-3 algorithm extends the
embedding method [25] through compressed inputs and K.
Due to the reduced size, more audio samples are available
for comparison and embedding, allowing for improved
hiding of encoded values with greater flexibility in sample
selection. These modifications in embedding are reflected
in the retrieval process by the Bit Comparison and
Retrieval-3 (BCR-3) algorithm, as an extension of the
retrieval algorithm in [25]. The BCS-3 algorithm compares
eight consecutive LSB bits from AF2 with a one-byte
Encoded_binary_array. BCS-3 calculates the bit
differences (K). If K=3, the algorithm computes and
outputs an audio sample from the audio file 2 (AF2).
Within this audio sample, eight consecutive bits from the

LSBs of AF2 are embedded with a one-byte
Encoded_binary_array data.
This  process repeats for embedding the

Encoded_binary_array data within the audio file 2 (AF2),
producing a Stego Audio File 2 (SAF2) with the hidden
Encoded_binary_array.

Figure 4 illustrates embedding the
encoded_binary_array value obtained from the theoretical
discussion of the 24x8 compression algorithm using the
BCS-3 algorithm. The first sample is skipped because it
has 4-bit differences (K # 3). The comparison then
continues until an AF2 sample with exactly 3-bit
differences from the compressed encoded_binary_array is
found. In that selected sample, the data 01000000 is
embedded. The process then continues with subsequent
samples, where the next data value 10111111 is embedded.

The performance of the BCS-3 algorithm is validated
using metrics such as Mean Squared Error (MSE) and Peak
Signal-to-Noise Ratio (PSNR), as explained in the Results
and Discussion section. Additionally, the algorithm
undergoes testing for steganalysis, as claimed by the
results of histogram error rate (HER) and the fourth first
moments.

3.1.8 Phase V: embedding probabilities in AF1 and
indices of SAF2 samples in AF3

Run-length encoding compressed the probabilities with a

sequence length of 2724 for each segment.

It compresses data by representing sequences of
repeated values into a single value and a count. The
probability sequence for each 501-byte segment typically
consists of 16777049 zeros and 167 ones, where the ones
correspond to HCD occurrences and are compressed using
run-length encoding (RLE). Applying RLE to a 501-byte
segment reduces the sequence length from 16777216 to
331 counts, along with their corresponding values,
depending on the HCD distribution. The RLE algorithm is
applied to all 30 segments within the 15000-byte M-C-
HCD, and the resulting RLE counts and values are stored
in the probability array.

Decoding the encoded values depends on the
probabilities of HCD occurrences at the receiver side.
Probability counts and their values are represented in
binary using 24 bits for precise retrieval. The traditional
least significant bit algorithm embeds probability counts
and values using the reference Ks [25] in the least
significant bit of audio samples.

An uncompressed digital audio wave file (AF1) with
a sample size of three bytes is the input for the LSB
algorithm. A private key, known as a secret key (Ks),
determines the starting audio sample index for executing
the LSB algorithm in the proposed method. Such keys
should be shared only with individuals authorized to
decode the information. This secret key is selected and
mutually agreed upon by both the sender and the receiver.
The proposed LSB algorithm utilizes Ks=60 as the private
key. For each audio-steganographic communication, the
secret key is assigned a new starting embedding sample to
enhance security and prevent unauthorized access.

The RLE counts and values with the total in the
probability array undergo a conversion from decimal to
binary notation of 24 bits. Following this conversion, the
resultant binary values of total, counts, and values are
sequentially integrated into the AF1 using the LSB
algorithm with Ks as reference. Therefore, pinpointing the
exact audio sample in the AF1 where the LSB algorithm
initiates embedding the probability counts and their values
with total poses a challenge.

Figure 3 shows that the probability sequence contains
occurrences of M-C-HCD at indices 1514822 and
5381138, while all other indices hold zero values.
Applying the RLE algorithm to this input segment
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compresses the probability sequence into five counts with
their corresponding values, as presented in Table 4.

Each audio sample includes an index value, enabling
efficient and direct access. The index of the Stego Audio
File 2 (SAF2) containing the  embedded
Encode_binary value is documented.

The index value is expressed as a decimal number and
converted into a binary representation. The above-indexed
values are incorporated into the cover audio file 3 (AF3)
through the Least Significant Bit (LSB) algorithm with Ks
as a reference. This method extends the approach in [25]
by embedding compressed HCD into audio samples to
reduce data size, which consequently decreases the
number of required index values, with only 5000 indices
needed for 15000B of data. It also uses fixed 24-bit index
lengths and modified inputs, including Ks and audio
samples with encoded values. AF3 is an uncompressed
digital audio wave file with a sample size of three bytes.
The LSB algorithm embeds the index value in the least
significant bit of the audio samples. For embedding
15000B of HCD, the total count of index values is 5000 of
24bits. Pinpointing the exact audio sample in AF3, where
the LSB algorithm begins embedding the index value from
SAF2, is challenging. Additionally, the size of the index
value (24 bits) adds complexity by requiring the handling
of larger data segments, making it significantly harder to
compromise the LSB algorithm.

The stego audio file SAF1 with RLE counts and
probability values, with total and SAF3 with the index
values of audio samples SAF2, are transmitted to the
receiver.

The metrics PSNR and BER validate the LSB
algorithm. The results and discussion section discuss the
above metrics.

The private key (Ks) is the initial sample in audio files
AF1 and AF3, which initiates the

execution for embedding RLE total, counts, values,
and index values. The value of Ks varies for each
communication to ensure isolation and security.

The enhanced LSB algorithm uses Ks = 60, where the
60" sample in AF1 and AF3 is used as the private key,
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mutually agreed upon by the sender and receiver for
embedding. This random selection significantly enhances
security by expanding the key space, represented as 2"N,
where N is the total number of samples, nearly 5300000.
Table 6 provides the details of the audio files used in this
work. The large number of audio samples and the
expanded key space make it computationally difficult for
a steganalyst to extract the private key, thereby ensuring
robustness in embedding the RLE total, counts, values, and
index values.

3.2 Extraction algorithm

3.2.1Phase I: Extraction of probabilities

Three uncompressed 24-bit stego audio files, SAF1, SAF2,
and SAF3, are received. SAF1 contains hidden RLE total,
count, and probability values. SAF2 contains encoded
values in 8-bit, and SAF3 contains index values of stego
audio samples (SAF2).

The initial step in the proposed extraction algorithm
involves extracting the RLE total, count, and values of the
probability distribution of HCD
from SAF1, with Ks as the reference. An LSB extraction
algorithm reads the least significant bit of the stego audio
file samples (SAF1) to retrieve the RLE total, counts, and
probability values.

The LSB retrieval starts from sample index 60. The
first 24 bits represent the total value converted to decimal.
This total value indicates the number of 24-bit segments
for both the RLE counts and values. The next 24-bit
segment represents the first set of counts. The process then
repeats, with the next 24 bits representing the next total,
determining the number of subsequent 24-bit segments for
the next set of counts. This continues until all the count
data is retrieved. After all count values are retrieved, the
corresponding values are extracted based on the same total
values. The extracted counts and values are stored
separately and used to reconstruct the probability
distribution for further processing. Expanding the RLE
count and value generates the probability distribution,
which is then input to the 8x24 decompression algorithm.

Table 4: Run Length encoding (RLE) algorithm

Probability
Zero occurrence

Probability
one occurrence

Run Length Encoding Algorithm (RLE)

*P[1-1514821]=0
*P[1514823-5381137]=0
*P[5381139-16777216]=0

*P[1514822]=1
*P[5381138]=1

Counts
Values

1514821 1 3866315 1 11396078
0 0.5000 0 0.5000 0
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Figure 5: Block diagram for proposed embedding algorithm
3.2.2Phase 11: bit comparison and retrieval-3 Read the normalized probability distribution:
algorithm (BCR-3) probabilities.

The received stego audio file SAF3 was converted into 24-
bit binary streams. An LSB extraction algorithm is applied
to retrieve the index values, which correspond to the index
numbers of audio samples in SAF2 that contain encoded _
binary_values with a 3-bit difference condition. Based on
a mutually agreed code between the sender and receiver,
the algorithm reads the least significant bit of audio
samples in SAF3, starting from sample index 60. Each 24-
bit segment corresponds to one index value, converted to
equivalent decimal values. This decimal value is the
retrieved index value, and the process continues for all
retrieved bits. For 15000B of HCD, 5000 index values are
retrieved. The retrieved index values are then input to the
Bit comparison and retrieval-3 (BCR-3) algorithm. The
received stego audio file SAF2 is converted to 24bit binary
streams. The encoded_binary_values are extracted using
the retrieved index numbers as references. Specifically, the
extraction involves retrieving eight consecutive bits from
the LSB of the specified index values samples in SAF2.
The complete encoded_binary values are retrieved by
repeating the above process. The retrieved encoded values
are input into the 8x24 decompression algorithm. The
extraction algorithms for retrieving index values are
validated using the results of Bit Error Rate (BER) and
Normalized Cross-Correlation (NCC), as detailed in the
Results and Discussion section.

3.2.3Phase I11: 8x24 decompression algorithm

Input: Probability distribution and Encoded values (8 bits)
Output: Merged Cipher healthcare (M-C-HCD) data (24
bits)

Step 1: Read Inputs

Read the array of encoded values: encoded_binary_array.
Step 2: For each encoded_value in encoded_binary_array:
Convert the 8-bit encoded binary to decimal.

encoded value « bin2dec(encoded_binary) / 255
Initialize cumulative sum « 0

Step 3: Locate the Index

ForJ=1to N1// N1=Ilength of probabilities
cumulative_sum «— cumulative_sum + probabilities[J]

If encoded_value < cumulative_sum: Break

Step 4: Convert Index to Binary

decoded index < J-1

Convert decoded_index to 24-bit binary:
M-C-HCD_segment«—dec2bin(decoded_index, 24)

Step 5: Store the Recovered Segment

Append M-C-HCD_segment to M-C-HCD_array

Step 6: Output

Return M-C-HCD _array as the reconstructed M-C-HCD.

3.2.4Phase 1V: decremental reverse order value
algorithm (D-RVA)

Input: Merged cipher Healthcare data (M-C-HCD in 24

bits)

Output: Healthcare data (HCD)

1. Read the M-C-HCD of each segment of 15000B.

2. Split the 24 bits of merged cipher healthcare data (M-
C-HCD) into 8 bits of cipher HCD.

3. If the length of C-HCD is not divisible by 3, remove
the last row or the last two rows if they contain exactly
1 byte of zero binaries added during the merging
algorithm.

4. Convert each 8-bit binary cipher HCD segment to its
corresponding decimal value. Each decimal value
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represents the index of printable characters in the
ASCII table.

5. Using the decimal values as indices, fetch the
corresponding characters from the ASCI|I table.

6. Retrieve the ASCII value that corresponds to the
fetched cipher HCD.

7. Decrement the ASCII value based on the position of
C-HCD.

8. Fetch the cipher character corresponding to the
decremented ASCII value.

9. Retrieve the assigned order value for the fetched
character.

10. Use the order value as an ASCII value and fetch the
corresponding character.

11. The characters fetched in step 10 result in the
decryption of the cipher healthcare data.

12. Repeat the above steps for each segment within the
15000B data.

13. Combine each decrypted segment to form the
complete decrypted HCD.

14. End

3.3 Computational complexity

To efficiently handle the large probability distribution
(PD) of size 2%, the proposed compression—
decompression framework processes input in fixed 501-
character segments, limiting active PD storage to O(u),
where u is the number of unique entries in a segment.
During compression, each PD is RLE-compressed,
reducing storage from O(2?*) to a few hundred entries
O(u). Each segment uses a dedicated PD in memory, and
memory usage remains low without needing explicit
variable clearance. In decompression, RLE-decoded PDs
are stored in a cell array, retrieved per segment, used, and
cleared, maintaining constant memory usage. The system
runs without memory overflow on a 4 GB RAM machine,
confirming feasibility. Computational complexity for both
compression and decompression is O(1) within the tested
input range, as shown in Figure 6. The results were based
on 75 simulations supported by very low R? values (0.045
for compression, 0.047 for decompression), indicating
minimal dependency on input size and ensuring scalability
for larger datasets.

The execution time was evaluated through 75
simulations using five audio files and five dataset sizes
(3000-15000 bytes), each combination executed three
times for consistency. The computational complexity of
both the single and triple-audio-file approaches is O(n),
with execution time increasing proportionally to the HCD
size. The average execution time of the proposed algorithm
is 56.1236s for the three-audio-file approach and
19.65634s for the single-audio-file implementation.
Despite the lower execution time for the single-audio-file
approach, the three-audio-file approach enables more
efficient and modular management of structured
healthcare data. By isolating the embedding of healthcare
data (HCD), index values, and RLE counts/values into
separate audio streams, the system reduces coupling and
supports incremental updates, where only modified
components require re-encoding instead of reprocessing
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all three files. This modular design also allows
independent validation of each HCD, minimizing the risk
of systemic corruption. Furthermore, the three audio files
provide scalability for larger datasets and establish a
foundation for future parallelized 1/0O and processing
pipelines. Consequently, despite the additional runtime,
the three-audio-file approach provides greater technical
robustness and long-term operational efficiency.

RLE Compression & Decompression Time vs. HCD  u compression = Decompression

3000-15000

3000-15000 3000-15000 3000-15000 3000-15000

HCD (in Bytes)

Figure 6: Execution time for RLE Compression and
Decompression

4 Results and discussion

The proposed embedding and extraction algorithm was
implemented and evaluated using MATLAB software on
over fifteen audio files with embedding probability
distribution, healthcare data, and index values of audio
samples. Uncompressed audio files from the Mixkit
dataset [34], with a consistent 44,100 Hz sampling rate,
ensure uniform audio quality and minimize variability
during embedding or extraction processes.

The selected audio files have a one-minute duration,
enabling fast processing and facilitating repeated testing
within a reduced time frame.

The dataset's genre diversity offers a variety of audio
contexts, allowing a comprehensive assessment of the
algorithm’s adaptability across different scenarios.

Open availability of the Mixkit dataset ensures the
reproducibility of experiments.

Utilizing unprocessed audio files minimizes
computational overhead and accurately reflects
performance conditions for the steganography algorithms.

Table 6 lists the specifications of the audio files used
in the algorithms [35].

The HCD consists of the COVID Dialogue Dataset,
which includes conversations between patients and doctors
about COVID-19 and other types of pneumonia, sourced
from websites such as icliniq.com, healthcaremagic.com,
and healthtap.com [36].

4.1 Throughput

Throughput evaluates the performance of encryption
and decryption algorithms by measuring the data
transfer rate using Equation (1) [37].

Total Size of Healthcare data(B)
Total Execution Time

Throughput = Q)

The data transfer rate for 15000B using the proposed
I-OVA and D-RVA algorithms is 8592.74 KB/s, which
signifies that 15000B of data was transferred in 0.0017s.
The above indicates that the time taken for each step of the
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proposed algorithm is minimal, resulting in high
throughput.
Stego Audio File (SAF1) Stego Audio File {SAF3)
I} v
LSB Extraction Algorithm (Ks) LSB Extraction Algorithm(Ks)
RLE total, counts Audio Audio File Index value
and values of File (AF3) of SAF2
probabilities (AF1) samples
R LeAng;'r\n?n?ncwmg Ren?eif,gﬂ?ﬁrﬂmfsngn.a; Stego Audio File
(SAF2)
Bx24 decompression algonithm i
Audio File
IProbabiIityDistribution IEncodedVaIues(Bbits) | (AF2)
l 24bits
I Unmerging Process of HCD I
| svits
Cipher Healthcare Data (C-HCD)
|
Decremental Reverse Order
Value algorithm (D-RVA)
I Healthcare Data (HCD) |
Figure 7: Block diagram for proposed extraction algorithm
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Figure 8: Theoretical discussion of the proposed extraction algorithm
Table 5: Decremental reverse order value algorithm
Binary Index C- ASCII | D-RVA ASCII | ASCII OVA | ASCII | HC
Value_Index I-OVA | HCD | Code | value Code | character | value | Code | data
I-OVA
1| 2| 3| 4| 5| 6| 7| 8
0/0/0]1/0]1]1]1 23 7 55 55-1=54 54 6 105 105 i
0/0/0] 11101 29 = 61 61-2=59 59 ) 100 100 d
0/]1/0/0/0]1]0]1 69 e 101 101-3=98 98 b 61 61 =
0/ 10/ 1/0/0{1]0 82 r 114 114-4=110 110 n 49 49 1
0/0{0]1/1/1/0/0 28 < 60 60-5=55 55 7 104 104 h
0/ 0/ 0] 1/0/0/0]1 17 1 49 49-6=43 43 + 116 116 t

Table 6: Description of audio files [35]
Specifications

Bit per sample 24
Sample Rate 44100
Channel 2
Audio Type Music
Duration in Minutes 1

Recent research used 3-DES for securing healthcare
data [38], [39].To assess efficiency, the proposed
algorithm is compared with 3-DES. Figure 9 compares the
throughput values achieved by the proposed algorithms, I-

OVA and D-RVA, relative to those of the 3-DES
algorithms.

The x-axis denotes the size of healthcare data in bytes,
and the y-axis represents throughput in kilobytes per
second. The improved throughput is due to the algorithm’s
simple structure, which avoids complex key scheduling
and multiple encryption rounds, reducing overall
computation time.

The results prove that the algorithm is scalable,
transferring large volumes of HCD without significant
degradation. Hence, the proposed algorithm is suited for
telemedicine consultations involving healthcare data,
ensuring efficient and secure communication.
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Figure 9: Compares the throughput achieved by the
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Figure 11: Results of the merging algorithm for C-HCD
with length (a) divisible by 3 and (b) not divisible by 3

Figure 10 presents the simulation results for the
proposed I-OVA and D-RVA algorithms for the HCD
listed in Table 2.

Figure 11 displays the outcomes of the merging
algorithm. It verifies that when the length of the C-HCD is
not divisible by 3, the algorithm appends one or two bytes
of zero binary bits at the end of the C-HCD. In Table 2, the
C-HCD "23,29,69,82,28,17" has a length of 6, divisible
by 3, resulting in the M-C-HCD as "23,29,69" and
"82,28,17", which does not require the addition of zero
bits. Conversely, when C-HCD is "23, 29, 69, 82, 28" with
a length of 5, which is not divisible by 3, the algorithm
appends one byte of zero bits. This results in the M-C-
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HCD as "23, 29, 69” and “82, 28, 00000000".The decimal
values of the C-HCD are first converted to their binary
equivalents before merging.

4.2 Entropy
The statistical security of cipher HCD in randomness is
measured with entropy given by H(s) in Equation (2) [37].

1

H(S) = ?z_Ol p(Si) 10g2 (D)

)
The probability symbol S; is represented as P(S:)

Figure 12 shows the entropy comparison with the 3-
DES algorithm, with the x-axis representing HCD in bytes
(B) and the y-axis representing entropy. The entropy of the
proposed algorithms is 6.5, which results in strong
randomness and resistance to frequency analysis and
pattern recognition attacks of the ciphertext. The reason for
randomness is the positional increment of the ASCII value
in I-OVA. The comparison graph shows that the proposed
encryption algorithm is robust, achieving an entropy of
6.5, approximately the same as the standard 3-DES value
of 7. This suggests that the algorithm provides strong
security with efficiency comparable to 3-DES. The
proposed I-OVA ensures the first layer of protection for
HCD in audio-steganographic communication.

4.3 Compression ratio (CR)

CR is the ratio of the total number of bits in uncompressed
data to the total number of bits in compressed data,
expressed in bit per bit (bpb) in Equation (3) [11].

__No: of bits in uncompressed data

CR =

@)

No: of bits in compressed data
The average CR of the proposed 24x8 compression
algorithm is 3:1, as shown in Figure 13, compared to
values from existing compression algorithms. The
proposed 24x8 compression is more efficient than existing
algorithms by eliminating statistical and dictionary
dependencies, ensuring faster and consistent compression
with minimal complexity. The x-axis denotes the size of
healthcare data in bytes (B) (3000B, 6000B, 9000B,
12000B, and 15000B), while the y-axis denotes the
compression ratio in bpb. This compression ratio indicates
that the healthcare data is compressed to one-third of its
original size, reducing 24 bits of M-C-HCD to 8 bits. This
results in a significant reduction of the healthcare data
from 15000B to 5000B.
Space saving is defined as the reduction in file size
relative to the uncompressed size, as given in Equation (4)
[11]

No.of bits in compressed data

Space Savings = 1= No.of bits in uncompressed data (4)

The proposed 24x8 compression algorithm achieves a
space savings of 66.67%. The above indicates that the
compressed data occupies about one-third of the original
storage space (33.33%), which results in significant
storage reduction.
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Figure 12: Compares the entropy achieved by the
proposed techniques with that of the 3-DES algorithm
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Figure 13: Comparison of different compression schemes
in terms of Compression Ratio

Indirectly, efficient compression reduces transmission
costs by enabling faster transfer of highly compressed data.
Therefore, the 24x8 compression and 8x24 decompression
algorithms are efficient. Hence, the simulation results
demonstrate that these 24x8 compression and 8x24
decompression algorithms communicate the HCD faster
with enhanced capacity during telemedicine consultations.

To handle larger datasets efficiently, the 24-bit HCDs
are compressed to 8-bit representations. The normalized
values from the compression algorithm are multiplied by
255; the results are rounded and converted to 8-bit binary,
as explained in the 24x8 compression algorithm. This
reduces the memory required to store each value from 24
bits (3 bytes) to one-third of the original size, 8 bits (1
byte). The 24x8 compression algorithm significantly
reduces the storage requirements and memory usage.
Hence, HCD datasets larger than 15 KB can be effectively
handled without affecting the computational integrity of
the algorithm.

4.4 Similarity analysis

4.4.1 Mean squared error (MSE)

The MSE measures the distortions between the cover and
stego audio files. An MSE value of approximately zero
indicates minimal distortions, as given by Equation (5)
[35].

MSE = —ZQ L(CAF; — SAF;)? (5)
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CAFi and SAF; represent samples from the cover
audio file and stego audio file, respectively, and Q is the
total number of audio samples.

The average MSE value of the proposed BCS-3
algorithm was 6.5297E-14 from 25 simulation runs. Figure
14 illustrates the relationship between different sizes of
HCD (3000B, 6000B, 9000B, 12000B, and 15000B) on
the x-axis and the MSE of various audio files (AF6, AF7,
AF8, AF9, and AF10) on the y-axis. Table 7 compares the
average MSE of the proposed and existing algorithms,
highlighting significant differences. The proposed BCS-3
algorithm embeds an 8-bit encoded binary value into 24-
bit audio samples, resulting in a consistent 3-bit distortion
between the CAF and SAF for each 1-byte embedding,
thereby outperforming the conventional LSB algorithm,
which

1.2E13
1.0E-13
8.0E-14
@ 6.0E-14 |
= 40E14 |
2.0E-14 -
0.0E+00 |

3000 6000 9000 12000 15000
Healthcare Data (in Bytes)

wAF6 |2.2823E-14 4.2728E-14|6.4304E-14 8.7654E-14|1.1065E-13 6.5632E-14 | 3.4895E-14

mAF7 |21071E-14 4.4172E-14|6.7129E-14 B8.5945E-14|1.0792E-13 6.524BE-14 3.4091E-14

AF8 |2.1671E-14|4.3688E-14|6.7607E-14|8.8359E-14|1.1152E-13 6.6569E-14|3.5481E-14

=AF9 |2.1040E-14 4.2198E-14|6.4380E-14 8.4584E-14|1.0496E-13 6.3433E-14 | 3.3246E-14

= AF10|2.1940E-14 4.5069E-14|6.5548E-14 8.6042E-14|1.0943E-13 6.5606E-14|3.4155E-14

Average o

Figure 14: The impact of MSE on different sizes of
healthcare data and audio files

may alter between 0 to 8 least significant bits per byte,
leading to non-deterministic and potentially higher
distortion. This difference progressively increases during
the embedding process, reaching 15000 bits out of 40000
bits for an HCD of 15000B. Specifically, 5000 encoded
values for 15000B of HCD result in 40000 (5000x8)
embedding bits. For each 8-bit embedding, 3 bits will be
error bits, reaching 15000 error bits. The above ensures
that only 3 bits in a 24-bit audio sample are distorted,
resulting in a reduced MSE of 6.5297E-14, close to the
benchmark value.

The standard deviation of MSE values ranges from
3.3246E-14 to 3.5481E-14 across all HCD and audio
types, as shown in Figure 14. This results from the
algorithm’s consistent data embedding across all audio
files, regardless of their specific properties, resulting in
stable performance.

The uniform embedding process introduces minimal
distortion, further supported by the consistent sampling
rate of the audio files.

Statistical analysis yields a p-value of 0.999931 (p >
0.05), accepting the null hypothesis and indicating no
significant differences in MSE across audio files.

This result suggests that the MSE does not vary with
the bit patterns in the audio samples and HCD. The
algorithms introduce a consistent error bit pattern to
demonstrate that the audio steganography method
effectively controls distortion in HCD. Consequently, the
audio quality remains largely unaffected during HCD
embedding.
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4.4.2 Peak signal to noise ratio (PSNR)
In Equation (6) [35], the PSNR expressed in decibels is a
logarithmic measure of the stego signal quality.

(29-1)?
MSE

PSNR = 101log;, (6)

Where q is the maximum number of bits in the cover
audio sample.

Higher PSNR results in enhanced quality of the stego
audio file. Figure 15 illustrates the relationship between
different sizes of HCD (3000B, 6000B, 9000B, 120008,
and 15000B) on the x-axis and the PSNR of various audio
files (AF6, AF7, AF8, AF9, and AF10) on the y-axis.
Table 7 compares the average PSNR of the proposed
algorithm with the existing algorithms. The average PSNR
of the proposed BCS-3 algorithm is 42.1480 dB. This is
due to the average MSE of 6.5297E-14, which is inversely
related to PSNR. Hence, the proposed BCS-3 algorithm
improves upon existing methods by using 8-bit embedding
to achieve higher payload capacity. It embeds 15,000 B of
data without significantly altering the stego audio file,
resulting in 15,000 error bits that enhance resistance to
steganalysis while maintaining high audio quality. This
higher PSNR is due to the algorithm's design, where each
8-bit embedded value differs by only 3 bits from the
original, minimizing distortion compared to traditional
LSB-based methods.

Similarly, PSNR is measured for the stego audio files
(SAF1, SAF2, SAF3, SAF4, and SAF5) with hidden RLE
total, counts, and values, is 30.1417dB. PSNR for the
stego audio files (SAF11, SAF12, SAF13, SAF14, and
SAF15) with hidden index values of stego audio samples
(SAF6, SAF7, SAF8, SAF9, and SAF10) containing the
encoded value is 36.5499 dB. Both PSNRs indicate no
degradation in the quality of stego audio files.

The 15000-bit differences resulting from embedding
do not impact audio intelligibility, as evidenced by an
average PSNR 0f 42.1480 dB and a low standard deviation
of 2.7 across various audio files. A PSNR above 36 dB is
typically considered imperceptible to the human ear [40].
The consistent PSNR and MSE values across different
HCD sizes confirm the stability of the BCS-3 algorithm.

Figure 16 graphically depicts the imperceptible
difference between the cover audio file and the stego audio
file for various genres of audio files ranging from AF6 to
AF10, each embedded with 15000B of healthcare data.
These results confirm that the embedding is both
imperceptible and resistant to detection.

47

PSNR (in dB)

| 3000

6000

9000 15000 | Average o
Healthcare Data (in Bytes)
mAFG6 46.27773|43.26743|41.50651/40.25713| 39.288 | 42.1194
uAF7 |46.32662|43.31632|41.55541/40.30494 |39.33692| 42.1680
AF8 |46.27924|43.26677|41.50948 40.25864| 39.2878 | 42.1204
mAF9 46.32941(43.31911|41.55819|40.30881|39.48634| 42.2004
= AF10/46.29027 |43.27997|41.51906| 40.26967 | 39.30057| 42.1319

Figure 15: The impact of PSNR on different sizes of
healthcare data and audio files
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4.5 Hiding capacity (Payload)
The hiding capacity represents the maximum size of
healthcare data embedded in an audio file, calculated using
Equation (7) and expressed as a percentage [35].

The hiding capacity in the LSB algorithm is given by
Equation (8) in % [35]

Hiding Capacity (HC) = (- 22} 5 100 (7)
Hiding Capacity (HC) = (wfamp‘“) £100 (8)

Table 7: The MSE and PSNR Comparison between the
Proposed and Existing Algorithms

Text Files MSE PSNR
Method (Bytes) (dB)
[26] 107 9.08875 34.2775
A 100% A22.96%
[27] 103 - 17.71916498
A137.87%
[28] LSB 250 0.3994 -
A 100%
[28] Pattern | 250 0.5619 -
Matching A 100%
[29] 9405 0.8578 -
A 100%
Proposed 15000 6.5297E-14 42.1480

The simulated results for embedding 15000B (5000
encoded values) of HCD into an audio file AF7 with
5365030 samples require 5000 samples for the proposed
BCS-3 algorithm, as summarized in Table 8. Each encoded
value represents 3 bytes of HCD. In comparison, the LSB
algorithm requires 120000 samples, indicating a reduction
of 115000 samples with the proposed method. For 15000B
of HCD, the number of audio samples needed by the BCS-
3algorithm is 5000, based on its 3:1 embedding ratio. Each
encoded value requires 1 audio sample. In contrast, the
LSB algorithm requires 15000Bx8=120000samples,
reflecting its 1:8 embedding ratio.

The proposed BCS-3 algorithm ensures that the
number of samples used for embedding is proportional to
one-third of the length of HCD in bytes, based on its 3:1
embedding ratio.BCS-3 embeds 1 byte per sample,
whereas LSB embeds 1 byte per 8 samples. This ensures
the BCS-3 algorithm optimizes sample utilization by
reducing the number of samples required for embedding
based on the embedding ratio. Table 8 compares the
number of audio samples used by the LSB method and the
proposed BCS-3 algorithm for embedding healthcare data
of varying sizes.
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4.5.1 Embedding rate

The embedding rate is the number of bits embedded in a
one-byte audio file sample. The LSB algorithm embeds 1
byte of the HCD in 8 audio samples of 1 byte. This results
in an embedding rate of 12.5%. However, the BCS-3
algorithm embeds 1 byte of encoded value into 1 audio
sample (24 bits) with a 33.33% embedding rate. For the
tested audio AF8 with samples 5306818, the proposed
algorithm achieves a 20.83% increase in embedding rate
compared to the LSB algorithm. The proposed algorithm
requires only 5000 audio samples to embed 5000 bytes of
encoded values. Since each audio sample is 3 bytes, the
5000 samples correspond to 15,000 bytes of audio,
resulting in 33.33% embedding efficiency. Hence, the
BCS-3 algorithm has significantly improved its
embedding rate compared to the traditional Least
Significant Bit algorithm.

Table 8: Audio samples utilized by the proposed BCS-3
algorithm for AF7 compared with the traditional LSB

algorithm
Samples Utilized Difference Bit
Healthcare (in samples) (DB) (in Bits)
d Proposed Propos
- ata Method ed
(in Bytes) LSB LSB Metho
d
3000 24000 1000 4033 3000
6000 48000 2000 7968 6000
9000 72000 3000 12160 9000
12000 96000 4000 16011 12000
15000 120000 5000 19876 15000

4.6 Strength analysis

4.6.1Bit error rate (BER)

BER measures the correctness of embedding with the
percentage of the embedded HCD bits that were retrieved
incorrectly, as expressed by Equation 9.

BER = 1Clerror 9)
HCDpits

Where HCDerror is the retrieved error bits and HCDpyits
is the total number of bits embedded. In the absence of
attacks, the embedded HCD is retrieved 100% successfully
using the proposed BCR-3 retrieval algorithm for all tested
audios with varying HCD sizes [35].

It is also defined as the ratio of the difference in bits
between cover and stego audio files with hidden healthcare
data to the total number of bits in the audio file.

_1wqQ 1,CAF(i) # SAF(i)
BER = 32i=1 (. cAF(i) = SAF(i) (10)

Where CAF is the original audio, SAF is the stego
audio, and Q is the total samples in the audio files. The
lower BER indicates the quality stego audio file

The average BER of the proposed BCS-3 algorithm
across the tested files (AF6-AF10) is 7.0165E-05,
confirming the preservation of audio quality. Since the
embedding process modifies the audio in a controlled
manner, it ensures the reliable extraction of the embedded
Healthcare data.

K.Revathi et al.

The above is evident in Figure 17, plotted between the
length of HCD (Bytes) on the horizontal axis and BER on
the wvertical axis. The computed BER ranges from
2.3284E-05 for audio file AF9 with an HCD of 3000B to
1.1782E-04 for audio file AF8 with an HCD of 15000B, as
compared to the BER reported by existing researchers [26,
30] in Table 9. The proposed BCS-3 algorithm
outperforms the results of previous researchers, in which
only one-eighth (3/24) of the original audio file is distorted
during the embedding process. This accomplishment was
achieved by embedding the healthcare data into the stego
audio files (SAF6-SAF10), with alterations occurring in 3
out of 24 bits corresponding to the cover audio files
(CAF6-CAF10). Specifically, the BCS-3 algorithm
embeds three characters as one byte encoded value in 24-
bit

12000
Data (in Bytes)

AF6 | 2.3563E-05| 4.7126E-05 | 7.0688E-05 | 9.4251E-05 | 1.1781E-04 | 7.0688E-05 | 3.7255E-05
mAF7 | 2.3299E-05 | 4.6598E-05 | 6.9897E-05 | 9.3219E-05 | 1.1650E-04 | 6.9902E-05 | 3.6843E-05
AF8 | 2.3555E-05 | 4.7133E-05 | 7.0640E-05 | 9.4218E-05 | 1.1782E-04 | 7.0673E-05 | 3.7254E-05

1 3000 6000 9000 15000 Average o

= AF9 | 2.3284E-05| 4.6568E-05 |6.9852E-05 | 9.3136E-05 | 1.1256E-04 | 6.9079E-05 | 3.5614E-05
= AF10| 2.3495E-05 | 4.6990E-05 | 7.0485E-05 | 9.3979E-05 | 1.1747E-04 | 7.0485E-05 | 3.7149E-05

Figure 17: Influence of BER on various HCD sizes and
audio files

audio samples with a bit difference of 3, reducing error bits
during the embedding process. The BER resulted from
altering 3 out of 24 bits while embedding 1 byte of HCD
in 24-bit audio samples. Embedding 15000B of HCD
generated 15000 error bits. The error bits produced during
the embedding process are proportional to the length of the
HCD in bytes at a 1:3 ratio, while for audio samples, the
ratio is 3:1. This predictable bit-alteration pattern
minimizes bit errors and ensures consistent BER
performance. The BCS-3 algorithm optimizes the
embedding process through effective error bit control and
efficient audio sample utilization, ensuring predictable
BER outcomes. In contrast, the LSB algorithm shows no
predictable pattern of error bits, as its error bits vary
depending on the bit pattern of the HCD and audio
samples. The above leads to unpredictable bit alterations,
higher BER variability, increased error rates, and reduced
performance due to ineffective bit management.

The average BER values indicate that the algorithm’s
performance remains consistent regardless of the specific
audio sample used. The standard deviation values, ranging
from 3.561E-05 to 3.725E-05, reflect this consistency and
are further supported by the p-value of 0.9999934(p>0.05)
in statistical analysis. Figure 17 presents these low
standard deviations, indicating that the proposed algorithm
performs consistently across different inputs.

The average BER of the stego audio files SAF1-SAF6
for retrieving the run-length encoding total count,
individual count values, and corresponding data values is
0.001118, indicating successful decoding of the RLE
values. The stego audio files SAF11-SAF15 successfully
decoded the index values, achieving a BER of 0.000258.
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4.6.2 Normalized cross-correlation(NCC)

NCC measures the degree of correlation between
embedded and extracted Healthcare data and between
cover audio and stego audio files. NCC given by
Equation (11).

¥P_ HCD(K) HCD'(K)

NCC(HCD,HCD') =
YR- HCD (K)Z\lzﬁ:lﬂcn’(mz

(11)

Where HCD and HCD’ are embedded and extracted
Healthcare data. P is the number of samples in the audio
file [35]. The correlation values of NCC range from -1 to
1, where 1 indicates similarity, -1 indicates dissimilarity,
and 0 indicates no correlation.

The NCC value between the embedded and extracted
healthcare data is 1, indicating perfect correlation. This
confirms the accurate and complete retrieval of the secret
message in simulations of the proposed BCR-3 algorithm
in the absence of attacks [35].

The NCC value of the proposed BCS-3 algorithm is
0.999999, indicating a high degree of correlation between
the cover audio file and the stego audio file. Table 9
compares the NCC value obtained from the proposed
BCS-3 algorithm with existing algorithms [31]. The NCC
value of 0.999999 results from the predictable 3-bit
differences introduced when embedding 15000B of
healthcare data into audio files (AF6-AF10), amounting to
40,000 bits (5,000 bytes x 8) after compression. Each
encoded value (1 byte or 8 bits) in HCD is incorporated in
the cover audio file with a 3-bit difference between the
cover audio file sample and its corresponding 24-bit stego
audio file sample on comparison. The bit difference
generated for the 15000B embedded data is 15000 bits.
This predictable bit-alteration pattern ensures a consistent
error pattern in the cover audio file with minimal distortion
after the embedded process, as proved in Figure 16.

4.7 Steganalysis

4.7.1 Histogram attack

The Histogram Error Rate (HER) measures the deviations
between the cover and stego audio files while embedding
healthcare data. The frequency distribution of cover and
stego audio file samples is compared based on HER values
ranging from 0 to 1. An HER of O indicates perfect
similarity between the cover and stego audios.

In this study, 25 simulations were conducted using
five different audio files labeled AF6 to AF10. These
involved embedding healthcare data of various lengths,
including 3000B, 6000B, 9000B, 12000B, and 15000B.
The Histogram Error Rate (HER) of the proposed BCS-3
algorithm was assessed for each simulation using Equation
(12), with the findings presented in Figure 18 [35].

¥, (His, — Hiss)?

HER = 32 (Hisy?)

(12)

Where His, and Hiss are the histograms of audio and
stego audio files.
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Table 9: The BER and NCC comparison between the
proposed and existing algorithms

Method BER NCC
[26] 17.995% -
A 99.96%
[30] 0.0187% -
A62.47%
[31] - 0.99992
A 0.008%
Proposed 7.0165E-05 0.999999

Table 11 compares the HER values between the
proposed BCS-3 algorithm and existing algorithms. The
average HER obtained for the proposed algorithm is 0,
indicating a high resistance to histogram attacks.
Additionally, Figure 18 displays the histograms of five
tested cover audio files (AF6 to AF10) with embedded
15000B healthcare data. The histograms before and after
steganography are similar, indicating that the magnitude
distribution of the stego audio file closely resembles that
of the cover audio file.

4.7.2 Fourth first moments

The statistical distribution of the amplitude of cover and
stego audios with embedded healthcare data is measured
by the fourth first moments: average (), variance (c2),
skewness (sk), and kurtosis (k). The Equations
(13),(14),(15),(16), and (17) find the fourth first moments
and the Difference Ratio (DR), respectively [32].

p=Tod 13)

o? = 72&(15_11‘)“)2 (14)

=TS 1)

k=IO g
Difference Ratio(DR) = |% x 100 (17)

Where fma, and fms are any fourth first moments of
an audio file and a stego audio file, respectively. S; denotes
the Samples in the cover or stego audio files, and Q
represents the total number of audio samples in the cover
or stego audio files.

The DR ranges from 0 to 1, with 0 indicating similar
statistical distributions between cover and stego audio and
1 indicating significant differences. Table 11 presents the
simulation results of the DR for the fourth first moments
values in comparison with existing algorithms. These
results were obtained by testing five different audio files
(AF6-AF10) with 15000bytes of healthcare data
embedded into them. The simulation results of DR are
approximately zero, indicating resistance to statistical
attack.

The average skewness is 6.7953E-07, showing no
significant outliers in the amplitude of stego audio files
with hidden healthcare data. Similarly, the average
kurtosis of 3.5282E-09 indicates a stable amplitude
distribution of audio samples with light tails, even after
embedding 15000B of healthcare data. The average
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variance value of 2.5759E-09 confirms that the trade-off
between the embedding capacity of 15000B healthcare
data and the integrity of cover audio files is maintained.
Lastly, the mean of 1.8331E-04 indicates minimal
perceptible change in the listening experience of stego
audio files with 15000B hidden healthcare data during
audio steganographic communication.

4.7.3 Re-sampling and AWGN attack:

Re-sampling involves down-sampling the stego audio
from 44.1 kHz to 2258 KHz and subsequently
reconstructing it back to 44.1 KHz before transmission.
This process alters sample values and can distort the
embedded HCD. To evaluate resampling attacks, 25
simulation tests were conducted on five audio files. The
stego audios were subjected to the resampling process, and
performance was analyzed. The results demonstrate that
the BCS-3 algorithm preserved audio quality under this
attack. Specifically, the stego audios achieved a PSNR of
54.5 dB, a very low MSE of 6.0x10°, and a high NCC
value of 0.987 between the original and resampled audio
files. These values confirm that the distortion introduced
by re-sampling was negligible.

White Gaussian noise was added to the stego audios at

SNR levels 0of 0.001dB, 5dB, and 25dB. The algorithm was
tested with 25 simulations on 5 audio files with HCD data,
3000 to 15000bytes. The attack resulted in HER of
2.06x107", 7.34x1072, and 1.14x10~* for 0.001 dB, 5 dB,
and 25 dB, respectively. Correspondingly, the NCC values
were 0.707, 0.872, and 0.999. Similarly, the stego audio
with hidden index value has average HER of 0.394944,
0.235005, and 0.024533, with corresponding NCC values
as 0.541275, 0.752979, and 0.970612. The stego audio
with hidden RLE count and values has average HER and
NCC values of 0.3937, 0.213304, 0.006237, 0.554481,
0.996419, and 0.763709, respectively.
These results demonstrate that the proposed BCS-3
algorithm and the enhanced LSB algorithm preserve the
quality of stego audio files, with audio quality decreasing
slightly as noise increases. The stego audio files are
transmitted sequentially, and both the sender and receiver
know the order and hidden content of the files. Under these
controlled conditions, decoding proceeds without
alignment issues, and the overhead of managing multiple
files is minimal.

While the proposed BCS-3 algorithm preserves the
quality of the stego audio under adversarial conditions, the
robustness of the recovered HCD remains challenging
[35]. The key reason for preserving perceptual quality is
that only 3 bits out of 24 bits in each audio sample are
affected by the embedding process. However, while
decoding works perfectly under controlled conditions
where the sender and receiver know the order of the files,
in real-world noisy environments, synchronization among
multiple stego audio files may be challenging, potentially
causing misalignment during decoding and affecting data
recovery. Future work will focus on improving overall
robustness to address both hidden data recovery and multi-
file synchronization challenges.
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4.7.4 Subjective auditory evaluations

The Mean Opinion Score (MOS) was employed as the
subjective evaluation metric for the BCS-3 algorithm.
MOS provides a numerical measure of audio quality on a
scale from 1 (very Annoying) to 5 (Imperceptible), as
shown in Table 10 [41]. The final score is obtained as the
arithmetic mean of all listener ratings.

In this study, a total of 25 pairs of audio files (cover
and stego) were evaluated. Listening tests involved 30
participants from diverse backgrounds, including audio
engineers, industry  professionals,  academicians,
researchers, and students. Each participant was asked to
carefully evaluate paired audio signals (cover and stego)
and assign quality ratings.

The results, presented in Table 10, indicate
consistently high MOS values across all test cases,
confirming the strong perceptual transparency of the
proposed algorithm. The high MOS values are attributed
to the fact that three characters (24 bits) are compressed
into 8 bits using the proposed 24x8 compression
algorithm. These 8 bits are then embedded into 24-bit
audio samples, resulting in only a 3-bit modification per
sample.

Figure 19 provides a comprehensive comparison chart
outlining performance metrics between the existing and
proposed algorithms. The chart employs the y-axis to
represent performance metric values for both the proposed
and existing algorithms, and the x-axis denotes references
and names for the performance metrics. The proposed
24x8 compression algorithm aims to reduce three
characters into a single character, which enhances the
embedding  capacity for audio  steganographic
communication.

The proposed BCS-3 algorithm aims to ensure that the
length of hidden data in bytes and the differing bits
between the cover and stego audio files are equal. This
approach enables predictable bit errors during the
embedding process, resulting in 15000 error bits for 15000
bytes of healthcare data. This helps to predict bit errors in
advance and establishes a consistent standard.
Additionally, the algorithm maintains a standard by
embedding three characters (compressed into one
character) with a three-bit difference in the
corresponding audio samples.

This results in a well-maintained trade-off between
embedding capacity and the integrity of the audio file.
Furthermore, the total number of audio samples required
for embedding should be one-third the length of the
embedded data, as demonstrated in Table 8 and Figure 20.
The BCS-3 algorithm embeds data in audio samples with
a 3-bit difference, reducing the iterations needed to select
audio samples for data embedding.

The proposed method introduces innovative algorithms
like I-OVA and D-RVA for secure encryption and
decryption, the Merging Algorithm (MA) for optimizing
data representation, the 24x8 Compression Algorithm for
compressing three characters to one character, BCS-3 and
BCR-3 for systematic embedding and retrieval, and an
enhanced LSB algorithm for embedding probability
distribution and indexing audio samples securely.
Together, these algorithms ensure double-layer security
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with efficient utilization of audio samples by embedding
three characters of 24 bits as 8-bit encoded values in an
audio sample of 24 bits. This approach results in an error
bit of 3, with each character contributing one error bit. This
results in a relationship where the HCD length in bytes
corresponds to error bits, resulting in a 3:1 utilization ratio
of audio samples.

Original Audio File: B Dliginii Audio File

Sieqa hudioFle § smonuanrue?
1) HER=) by HER<D
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Addressed novelty and research gap

The proposed work addresses a research gap in
telemedicine by overcoming the limitations of existing
audio steganography techniques for secure healthcare data
communication. Traditional LSB algorithms exhibit
inefficiencies in embedding capacity, inconsistent error
patterns, and a lack of integrated security mechanisms.
Image steganography is commonly used in telemedicine,
while audio steganography is less explored for secure
healthcare data communication.

1A

Originnl Audio File 8
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Stego Augla File b
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Figure 18: Histograms for various cover audios and stego audlos using 15000B Healthcare data

Table 10: MOS grading scale and scores for HCD payloads (3000-15000 bytes) across various audio files

MOS Grade 1 2 3 4 5

Remarks Very Annoying | Annoying | Slightly Annoying | Perceptible Not Annoying Imperceptible
Source audio A6 A7 A8 A9 Al0
MOS Grade 5 5 5 5 5

Table 11: Comparison of DR for the Fourth First Moments and HER for various cover audios using 15000B of
concealed HCD

Audio Difference Ratio (DR) HER

File () (?) (sk) (k)

[32] 0.0799 0.0008 0.0018 0.0028 0.1278
A99.77% A 99.99% A 99.96% A 99.99% A 100%

[33] 0.2304 0 0.0004 0.0005 1.2274E-04
A99.92% = A99.83% A 99.99% A 100%

Proposed 1.8331E-04 | 2.5759E-09 | 6.7953E-07 | 3.5282E-09 0

Comparative Analysis of Existing and Proposed Algorithms
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Figure 19: Comparative analysis of proposed and existing algorithms
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Figure 20: Influence of parameters of audio files versus
hiding capacity with various text and audio files

This work addresses these challenges by introducing a
robust and efficient framework designed for telemedicine
applications. The framework proposes a novel method for
communicating compressed healthcare data in
telemedicine by integrating  cryptography and
steganography.

B The significance of the proposed work
The integration of cryptography and steganography
provides double-layer security for healthcare data.

The proposed method compresses 15000B of
healthcare data into 5000B of encoded values, achieving a
threefold reduction and improving communication
efficiency.

Efficient utilization of audio samples enhances the
embedding capacity while maintaining audio quality.

The approach ensures consistent and predictable error
bit patterns, enhancing the reliability of the embedding
process.

The framework communicates compressed HCD,
making it adaptable to various telemedicine scenarios in
diverse network environments.

The overall work establishes a relationship between
the HCD size, the audio samples utilized, and the error bits
introduced in the embedding of HCD. This insight allows
for systematic planning of the entire healthcare
communication process, minimizing the potential for
steganalysis and enhancing the security of the transmitted
data.

5 Conclusion and future work

This paper proposes a model for secure healthcare data
transmission using audio steganography for telemedicine.
The 24x8 compression algorithm optimally uses audio
samples to increase embedding capacity by compressing
three characters into one. The model utilizes three audio
files. The first audio file transmits the run-length encoding
total count, individual count values, and corresponding
data values using the least significant bit (LSB) algorithm
with Ks as reference values. The metrics supporting the
algorithm are the PSNR: 30.1417 dB and BER: 0.001118.
The second audio file transmits 8-bit healthcare data
(HCD) as encoded values using the BCS-3 algorithm. The
compressed 1 byte (8 bits) of healthcare data from 3 bytes
(24 bits) is further embedded within three bytes of the
audio file. The average MSE and PSNR for the BCS-3
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algorithm are 6.5297E-14 and 42.1480 dB, respectively.
The BCR-3 algorithm retrieves the hidden HCD, with its
efficiency indicated by a BER of 7.0165E-5 and an NCC
value of 0.999999. The third audio file transmits the index
values of stego audio samples containing HCD as encoded
values, again using the LSB algorithm with Ks as the
reference. The efficiency of algorithms is proved with the
metrics PSNR: 36.5499 dB and BER: 0.000258.
Healthcare data (HCD) is encrypted and decrypted using
the I-OVA and D-RVA algorithms to ensure data security.
When transmitting 15000B of HCD, the algorithms
achieve a throughput of 8592.74 KB/s. The 24x8
compression algorithm reduces the audio samples required
for embedding healthcare data (HCD), resulting in 5000
samples for 15000B of data compared to the least
significant bit algorithm.

The prevalence of 3 differing bits in the BCS-3 algorithm
reduces the complexity of the process and the
computational iterations in computing audio samples for
embedding healthcare data (HCD).

The comparative methodology of the proposed BCS-3
algorithm resulted in identical values. With an HCD
comprising 15000B (15000 characters), the audio samples
utilized for embedding are 5000 samples. The difference
in bits between the cover and stego audio files containing
concealed data of 15000B is 15000 bits. Future research
could explore real-time transmission of healthcare data
using an audio steganographic system integrated with 10T
for telemedicine applications.
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