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Abstract 
           Nowadays, steganography has become a useful technology and the interest in it has increased due to the rapid growth in the use of the internet, and it is applied to transmit information secretly using various techniques. Hiding is one of the main important techniques in steganography, which is the science of hiding secure information inside the carrier body to provide secure communication via the internet, so that only the sender and receiver can identify and reveal it. In stealth, many different forms of carrier can be used such as image, video, protocol, and audio. The digital image is most commonly used as a vector file because of its frequency on the internet. There are many changing techniques of steganography, and each has strengths and weaknesses.                                                                         
In this study, we conducted a review of techniques used for hiding in the spatial domain to explore the term hiding by reviewing and collecting different studies related to this field published from 2015 to 2021. This study evaluated nine proposed approaches to address this problem. Three metrics - image quality, message capacity, and security - were used to evaluate each method. Finally, the results are presented and summarized, since the capacity and quality of the hiding image are important for a good approach. There is a trade-off between the amount of confidential data that can be included, image distortion, and the security of image hiding. The disadvantages of each method are also identified, which serve as the basis for future research. Along with a complete review of the basic concepts of steganography additionally, types of steganography and interest in image steganography based on spatial domain are presented.                                                                                                                             
Furthermore, the criteria most commonly used to evaluate steganography performance in terms of non-perception, payload capacity, and robustness are addressed. Each spatial domain technology attempts to meet the most important steganographic design requirements of (1) maintaining non-perception at a good level, (2) high capacity payload, and (3) robustness against intruder attacks. But in truth, the perfect steganography system does not exist, and it may be another lacking in robustness. for example ,It has a high ability but suffers from lack of resistance to statistical attacks. Therefore, when designing an LSB hiding scheme file a balance must be struck between the requirements for hiding information. A good recommendation from the techniques reviewed is that the combination of steganography and encryption techniques increases the confidentiality of the hidden message.
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1. Introduction
           The internet revolution provides ease in digital communication, while at the same time it also becomes a challenge to secure information over the open network. In order to address information security, several methods have been proposed in the field of security systems[1]. Everyone wants the confidentiality and integrity of their data. We use many secure paths such as the internet or the telephone to transmit and share information, but they are not secure at a certain level. In order to share information in a hidden way two techniques can be used which are encryption and steganography. In cryptography, the message is cryptographically modified with the help of only the encryption key known to the sender and receiver. No one can access the message without using the encryption key.                                     However, transmission of the encrypted message may easily arouse the attacker's suspicion, and thus the encrypted message may be intercepted, attacked, or decrypted. In order to overcome the shortcomings of encryption techniques, steganography techniques have been developed.  existence of data so that no one can detect its existence. In steganography, the process of hiding information content within any multimedia content such as image, audio, and video is referred to as "embedding". To increase the confidentiality of data communication, both methods can be combined i.e. encryption and hiding[2].                      
Hiding secret data in the middle of a cover media, whether it is an image, a video signal and a text file, will make the observer on this medium or the intruder not know that there is a hidden message in this medium, as the data is included in the image (embedding in the image data) [3]. The image used for hiding should give a clear image and at the same time you should recover the original image after extracting the inline message and getting the entire inline message as well, so invisible communication is required without anyone noticing that the communication will happen in some cases. This is the reason behind the need for a steganographic mechanism. Some hiding methods use spatial space, in which the secret message is embedded directly to the image points, and among these methods are the most common (LSB) and Histogram-Based[4].                                                                                
         Several researches on the science of cloaking have been published in recent years. In the current work, these researches have been reviewed and studied. In the current research, concealment research in the spatial domain was described, which was published five years ago and until now. The review focused on reviewing the basic concepts of concealment, evaluating the security aspect of the reviewed research and making a comparison between them in terms of choosing the concealment medium and the ability to include it, as well as the maximum amount of the secret message that can be included in a covered image without affecting the quality of the image. Since it is necessary to collect these new publications and review them again and briefly for the purpose of identifying all the proposed techniques and knowing their weaknesses and strengths, as well as their pros and cons, and will help researchers design techniques for including advanced spatial domains.                                           
2.Hide information
        Hiding is also known as the art of embedding the data to be sent (may be text messages or images) within sent data (may be images, audio or video files) because it contains a sufficient amount of data that enables the user to hide the data inside [11]. There are two ways to hide information, which are as follows:-                                                                                                                                                  
A. Spatial Domain Methods: In this method the secret data is directly embedded in the pixel density, this means that some pixel values ​​in the image are changed directly while the data is hidden.
B. Transformation field methods: In the frequency domain, the image is first transformed into its frequency distribution. Unlike the spatial domain where changes are made to pixel values ​​directly, in the frequency domain, the rate at which pixel values ​​change is dealt with in the spatial domain. Whatever processing has to be done is done in the frequency domain and the resulting image undergoes inverse transformation to get the desired image. Discrete cosine transform (DCT), discrete Fourier transform (DFT), discrete wavelet transform (DWT) etc. are examples of frequency domain. Table (1) shows the advantages and disadvantages of both methods of image masking in spatial and transformational domains.                                                                                                                     
Table 1: Pros and cons of masking images in the spatial and transformational domains.
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Spatial domain techniques are classified into the following categories[5]:-
1. Least significant bit (LSB).
		2. Pixel value differencing (PVD).
3. Edges based data embedding method (EBE).
4. Random pixel embedding method (RPE).
 .(5. Histogram shifting methods (HS
Spread Spectrum Method (SS). .6
      7. Texture based method( Texture).   The first method will be explained with the least significant bit of LSB because this method is the most commonly used method to hide data. In this method, embedding is done by replacing the less important pixels of the image with bits of confidential data. The image obtained after embedding is almost the same as the original image because the change in LSB of the image pixel does not bring much difference to the image [6]. The general advantages of LSB spatial domain technology are:                                    
There is less chance of deterioration of the original image..1
. More information can be stored in an image.2
-:  The disadvantages of LSB technology are
. Less powerful, hidden data can be lost with image manipulation.1
Hidden data can be destroyed easily with simple attacks[7]..2
Table (2) shows the advantages and disadvantages of the spatial domain methods [8].
Table 2: Advantages and Disadvantages of Spatial Domain Methods
	Technology

	 Advantages
	 Disadvantages

	

LSB
	-It's easy to understand
Ease of implementation-
-Good load capacity
-The resulting mask file will be similar to the cover file after including confidential information
	-Got hacked by a third party (unauthorized user)
-Increasing the embedding capacity negatively affects the quality of the cover file

	
PVD
	-Image quality is preserved
-High embedding ability
	-The level of complexity is very high
-Weak defense against geometric attacks, pressure and stats


	GLM
	-The level of complexity is lower than PVD
	-Data gets lost sometimes

	

PCM
	-A simple mechanism of even and odd equivalence is used. One per pair, zero per person.
-It can import message bits from all locations
	
-Low data storage

	

EMD

	-Strict security measures for the transmission of confidential messages.
	-Data storage capacity is greater than PCM’ but the maximum value is (1.61 bits per pixel)

	
Diamod Encoding(DE)

	
-high capacity

	-This editing process introduces additional distortion to the masking image

	
OPAP
	
-Improve image quality
	-A little bit of distortion after hiding information
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3.A Review of the Latest Techniques for Hiding Information in the Spatial Domain
             Stealth is intended to protect important data in the transmission process. The amount of confidential data that can be included, the quality of the image used to hide, and the security of the data are all important factors to finding a good masking method. In this study, we conducted a review of the methods used in the spatial domain to explore the term staganography by reviewing and collecting various studies related to this field published from 2015 to 2021.This study was evaluated through the following factors:-                                                                                                                                   
1.Image quality
         This is assessed using the human visual system (HVS). The human visual system includes any organ that gives a human being the ability to compare and contrast properly between objects of dissimilar appearance. The shape of the image usually changes when data is hidden in it. The greater the differences between the original image and the hidden image, the less secure the method of steganography.                                                        
The image before hiding the message and the image after hiding the message will be placed nearby in order to notice any difference in appearance just by looking. HVS helps distinguish the two images. Figure (1) shows two images - one before hiding the message and the other after hiding the message.
[image: ]
Figure 1: The original image and the masking image
2.Message capacity
     In steganography, a method that can handle a larger message is more effective. A steganographic method that can handle only 15 bytes of message is considered to be of low capacity, medium capacity of 20-30 bytes, and 40 bytes and above are considered to be of high capacity. The following is a presentation of the most important methods that have been studied in the current research:
[bookmark: _Toc64375321]The method in [9] depends on hiding six message bits in two pixels, the first three message bits will be hidden in the first pixel and the last three message bits will be hidden in the second pixel, Figure (2) illustrates this. According to this method only 2 bits are changed for each character of the cover image, 1 bit from the blue layer and 1 bit from the green layer. According to the proposed method, the cover image and the secret message are taken as input, and each byte of the secret message is represented by a binary using [LSBraille] 10 where the byte of the secret message is represented by only 6 bits.                                                                                         
Next, the cover image is converted into three layers (red, green and blue). Each pixel in the two layers (blue and green) is then converted by binary using the ASCII encoding format. First we start with the blue layer, then the green layer of the same pixel and so on to include the complete secret message. In the blue layer, two bits are included for each pixel, and the message is contained not only in the first least significant bit (LSB), but also in the second least significant bit, and it is allowed to change the third least significant bit. However, during each operation only 1 bit of the blue layer will be allowed to change, and this operation is done by taking the last three bits of the blue layer pixel and inserting them into the XOR gate, and applying the following equations(1),(2):                                                                                                           
 𝐵1 𝑋𝑂𝑅 𝐵2 = 𝑁2 .................................... (1)
 𝐵2 𝑋𝑂𝑅 𝐵3 = 𝑁3 ..................................... (2) 
Where, B1 is the first least significant bit, B2 is the second least significant bit, and B3 is the third least significant bit in the blue layer. Figure(2) shows the proposed method with the spatial domain of the cover image.
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Figure 2: Suggested method for cover image spatial domain
In this method, if the outputs N2 and N3 are the same as the secret message bits, we do not make any change to the pixel. If the message bits, which are included, are different from any of those outputs, then we have to change only one bit of the original pixel in such a way that it outputs equations (1), (2) equal to the embedded bits. The goal is to change only one bit in the blue layer pixel, the message bits are included by changing only one bit, which may be one of the following:
. The least important bit is first.1
  The least important bit is the second.2
. The least important bit is the third.3
The method in [11] It is proposed to use a new technique for staganography based on the LSB matrix. Four matrices are defined as LSB0, LSB1, LSB2 and LSB3. One of the four matrices was chosen and shaped according to the length of the secret message. For long messages, the LSB3 matrix can be selected. The different words of the secret message are plotted on the chosen matrix, where and the maximum match occurs, and the low starting indices are noted there. If one word is used in a part of the group, that part becomes unavailable for subsequent words. The length of each word and its start pointers are all encoded by the RSA algorithm. The obtained cipher text is compressed and then included in some reserved location in the image. This reserved location was not used to form the LSB matrix used.                                                                                                                                                                                                                   
 The sender embedding algorithm is described in the following steps. Figure (4) illustrates this.
  Insert the image. Enter the message..1
2.Do not change the pixels from 1 to 3000, as the image properties may be distorted. Keep the pixels from 3001 to 34999 to include identical word lengths and pointers.
3.The 35,000 to 95,000 pixels (or even the last pixel) are used to formulate the various matrices.
 The LSB0 array is formed by taking at least one significant bit from each pixel, i.e. the eighth bit of the pixel. The LSB1 array is formed by taking at least two significant qubits of pixels. The LSB2 array is formed by taking three less significant bits of a pixel. The LSB3 array is formed by taking four less significant bits of a pixel. One of these arrays will be chosen to include the different words of the secret message in it. If our message is longer, the LSB3 group can be selected for a better match.                    
4.Do this with every word in the secret message. Hover the binary word over the chosen binary array, the max identical Steganograph is there and note below the starting index. In this way all word indications are codified. Suppose the indices are index1, index2, ... and indexn
5.Calculate the length of each word, which is length1, length2, length3, ..., lengthn. Where length1, index1, length2, index2, ..., lengthn, indexn are in the E array.
6.Encrypt E by RSA algorithm, then compress it with ZIP zip, let's say it is E1. Find the length of E1
 7.Include E1 at least two significant pixel positions in the reserved area, i.e from 3001 to 34999 pixels. So we have a stego image.
Stop..8
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Figure 4: represents the data embedded in the image,(a), (c), (e), (g) are the original images and (b), (d), (f), (h) are their hidden images respectively with various amounts of data included

The extraction algorithm at the sender is described in the following steps:-
 1.Receive a image.
2.Format the selected set, ie LSB0, LSB1, LSB2, or LSB3, from 35,000 pixels to 95,000 pixels (or even the last pixels) of the image.
 3.E1 retrieves the matrix of the two least significant segments for locations from 3001 to 34999 pixels of the image.
4.Decode it, then decompress and thus we get E.
 5.Calculate length 1, index 1, length 2, index 2, ........, length n, index n from E.
 6.Retrieve words from the selected group with the help of these pointers and different word lengths format the message.
The method in [12] This method is based on LSB substitution by reversing the value of some bits that have the secret bits. The image is divided into two parts, one is to include the secret message and the change is applied to the value of some bit containing the secret bit obtained through the simple form of LSB substitution technique. The other segment is used to indicate any change that is applied to each pixel in the first segment. It consists of two stages, the embedding stage and the extraction stage. Let's say I = p1,p2,…..pn is the original 8-bit cover image made up of an array of pixels:-                                                                                                              
                                                                                                                           
|pi|= 8bits , pi= (b1,b2……b8) ,bj ∈ (0,1)….(3)  
The image size is calculated as: N = H × W .... (4), where H, W is the height and width of the image
Straight. Assume that M are the secret data bits, of length n,
M = m1, m2, · · · · ·, mn where mi ∈ (0,1)....(5)
 : The maximum hiding amplitude h in image I in terms of bits is
 (N x 8)…..(6) ≥h ≥  (1
      In the embedding process we assume that the pixels in the cover image consist of 256 gray values. The cover image is divided into two parts according to the amount of data included, the first part is used to include the secret message and make changes to it. The second part is used to indicate bits unused Initially, the number of secret message bits in each Pi pixel will be included with a gray value yi in the cover image I fixed on all pixels.                                                                                                               
 Divide the secret message into k blocks.-
 .-In the first part, directly replace each block in k
 LSB of yi, this produced y′i, then pick the value closest to the original value of yi and replace them together. Then return 0 or 1 as an indicator to show the change that was selected.
In the second part, we start from the end. Note that each LSB bit of each pixel in this segment represents the change applied to one pixel in the first segment. Embed the pointer into the LSB of the pixel. Then apply the optimized LSBs style to each pixel. To restore the original confidential data, I must be known by the original image to determine which change is applied. Key sequences must be followed at the receiving end.                                                                                                                                           
      The method in [13] is a new image masking technique using pattern-based bit-mixing method and Magic LSB for grayscale images. The proposed method provides a convenient block diagram and easy-to-understand examples. PBSA (Pattern based Bits Shuffling Algorithm), M-LSB embedding method, and extraction algorithms are also shown. A complete overview of the steganography framework is presented in Figure (5).                                                                                                                            
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Figure 5: Pattern-based bit-shuffle algorithm
The PBSA algorithm in the proposed model plays a vital role. It converts the secret data into a bit representation and shuffles it based on a certain pattern and stego key. Using PBSA makes it difficult for attackers to extract the original hidden data.
 : The bit-shuffle algorithm based on the input pattern is as follows
[image: ]
      In the embedding algorithm, secret data encoded at image densities is based on the embedding method based on the M-LSB substitution. The M-LSB substitution plays an important role in breaking the confidential data into the entire cover image, which increases the security of the proposed method. The embedding algorithm is as follows:-                                                                                                   
[image: ]
 To fully illustrate the idea of ​​the magical LSB method, we give a simple example. Let's consider an IH host image consisting of nine (9) pixels {30, 46, 31, 65, 75, 22, 34, 98, 59} and secret message bits M = (01101011)2. To include this bit stream, a magic matrix is created A size equal to the size of the host image (3 x 3 in this case) as shown in Figure (6) below.                                                                          
IH =         MAGCM =
after hiding
IS=
Figure 6: Creating a magic array with a size equal to the size of the host image (3 x 3)

In the given example, the secret bits are included based on MAGCM indexes, that is, the first secret bit of M is hidden in the pixel value (46), the second bit of M is included in 59, and the third bit of M is hidden in 65. Going forward in the same way, the Include the 4th bit in 35, the 5th bit in 75, the 6th bit in 31, the 7th bit in 22, and the last 8th bit in the pixel value 30. In the given example 4 only changes which pixels appear in bold. In the case of image dimensions 256 x 256, MAGCM will have dimensions of 256 x 256. On the receiver side, we have to extract the hidden bits according to the indices of the magic matrix and finally apply the inverse operations of PBSA.                                                            
The extraction algorithm is as follows: The extraction algorithm extracts the embedded data from the stego image received from the sender. The extracted bits are then decoded using the inverse operations of PBSA.                                                                                                                                                
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The method in [14] is introduced the Private Domains Approach (PDA) technique, which relies on MSB, which hides the data in the most important part of the picture. Each area is made up of RGB pixels from the cover image. Once we randomly get the domains we need, we can then perform the masking process. Private domains are randomly available based on image size. See Figure(7) which represents the embedding process.
[image: ]
Figure 7: shows the embedding process
However, the embedding process is done by taking one of the parts of the Private Domains Policy (PDA), masking will be in bits 5, 6, 7 or 8; It may be masking in the field (red, green, blue) of the pixel, etc. to insert the entire secret text. , the higher bit rate steganography has the lowest probability of error rate being used to mask bits of confidential information. According to the approach presented, the entries for the cover photo and the secret message are under pre-processing; All bytes in the secret text are represented by binary. After each character is given an encoding where the data is hidden in the most significant bit.                                                                                                                                           
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 The method in [15]The secret data of the system has been combined into digital techniques using the techniques of masking the spatial domain of images and note the effect of this on the frequency domain through statistical properties such as IQM proposed by Avibas. Figure (8) shows the structure of the proposed model. Cover image preprocessing removes unnecessary data so that high accuracy in analysis can be achieved. Features extracted from a given input. The set of those features used to classify the input image class. The domain classifier classifies the image class to which it belongs. There are different classifiers available that have their own advantages such as FLD, SVM, NN and Multivariate Regression. SVM is not scalable with respect to feature set dimensions.                                                
[image: ]
Figure 8: the proposed model
In the mathematical model the co-occurrence of a DCT parameter with a high-dimensional feature set is used for the purpose of Steganalysis, if there is any difference indicating intra- and inter-block dependencies. The multispectral components of the image are determined by the pixels in the i and j position and in the range                                                                                                                         
 Ck(i,j), where k = 1 … 3 for color images. Suppose C(i,j), C^(i,j) is used to represent multispectral pixel vectors of position (i,j). C and C^ are used to represent a multiscale image matrix let's say Mi, i = 1 .... 10 represent features IMQ used in the detector.                                                                                       
 1.Minkowsky Measures: is the average of the differences in pixels in space and then chromaticity (i.e. above the bands)                                                                                                                                   
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 2.Czekanowski distance correlation measures are used to compare vectors (non-negative components) as in the case of images,
[image: ]
Correlation angle is used to calculate the difference between two vectors as follows:-
[image: ]
The image in the proposed work will be divided into smaller blocks to obtain better results for steganography analysis. The secret message is hiding in the area containing high energy blocks. In general, the Steganalysis algorithm takes entire images for processing. Work focused on finding the difference between masses with a high energy difference. SS-SPAM l Block features are computed. The link of that block is stored for further calculations.                                                                                 
 The method in [16] algorithm dynamically divides the image into three regions based on density and exploits pixels up to LSB 3, the three unique regions are low density, medium density and high density, denoted as L, M and H respectively. The threshold value t1 and t2 divide the image into three unique regions. The size of each region can vary dynamically from image to image. In the low-density (first) region, we exploit pixels up to three less significant bits. Confidential data in the third LSB were combined with the first and second LSB tuning, while the medium-density region (seconds) with the second LSB worked with the first LSB tuning. In the high-density region (the third), only the first LSB is used to include the data. These three gray level ranges are used to insert confidential data.                                                         
As the embedding algorithm first reads the random grayscale values ​​with the pixel pointer, if the value is in the first region, then modify the third LSB and preserve the image quality with 2 optimization and 1 LSB. In the case of the second region, only the second LSB is used with 1 LSB set and if the pixel density value is in the third region, only the first LSB is turned on. The secret key to determine the pixel index value is calculated randomly before the embed and extract procedures. The real number range from 2 to 9 is used to calculate the value of the secret key. If someone intercepts the media of LSBs in the stego image, they will not be able to completely destroy the confidential data. Figure (9) shows the block diagram of the method.     
In the embedding process, the embed algorithm first calculates the available bytes in the host image for modification. If the host image capacity available for embedding is less than or equal to the SDB (message) size, the embed process will start, otherwise an error occurs. The secret data bits are combined one by one with the LSBs in the host image. If the pixel density range is in the first region, adjust the third LSB and adjust the second and first LSB. If the pixel density range is in the second region, adjust the second LSB and adjust the first LSB, and if the pixel density range is in the third region, only adjust the first LSB.                                                                                                               
In the extraction process, the extraction process will start by reading the gray pixel index values ​​from the stego image using the secret key as shown in Figure (9).                                                                         
[image: ]
Figure 9: is a block diagram of the method



Table 3: a review of the methods that have been studied in the spatial domain
	
Search Name
	
Capacity

	
Security
	Peak signal
to noise ratio
(PSNR)
	Computational
complexity
	
Advantages

	
Disadvantages




	" A Modified Image Steganography Method based on LSB Technique" [9]

	Moderate
	Low

	Moderate
	High
	LSB technology performance has been improved
	No development

And security is low


	"A novel steganography technique by mapping words
With LSB array"[11]
	High
	High
	Moderate
	Moderate
	 High Capacity
 Provides two levels of
security one in
coding level and the other at the staganography level
Hiding ability is very good

	No development
Low image quality (no distortion caused by embedding can be obvious)


	"High Capacity Image Steganography Technique based on LSB Substitution Method"[12]
	High
	Low

	High
	High
	 High image quality
High merging capacity
High amount of data included
	No development

	"A New Image Stenographic Technique using Pattern based Bits Shuffling and Magic LSB for Grayscale Images"[13]
	Low

	High
	High
	Moderate
	• Very high security due to embedded information encryption
• High quality masking image
	Small amount of data
No development

	"A Private Domains Approach for Improved MSB Steganography Image"[14]

	Moderate
	Moderate
	High

	Low

	•	High quality
• Highest masking rate and least chance of error
• Simple and easy to implement based on randomly available domain values High efficiency
	No development

	"Analysis of Effect of Spatial Domain Steganography Technique on DCT
Domain using Statistical Features for Digital Images"
[15]
	Low

	Low

	Moderate
	Moderate
	• Useful in analyzing spatial domain masking and its effect on the DCT domain by which a new spatial algorithm that will leave no trace behind can be devised for tracking embedding technique


	The proper size of the images has not been discussed

	"A Dynamic Three-Bit Image Steganography Algorithm for Medical and
e-Healthcare Systems"
[16]

	High
	Moderate
	High
	Low

	• Confidential data of various sizes are included, up to 100% of the capacity of the host images
• The cloaking images are invisible to the human eye and are almost similar to the images of the original host
• The proposed IRD method can be extended to include other methods of high-dimensional images of different parts of the body in addition to color images.
	Not using all kinds of images





4. Conclusion
       Information security is a critical issue in many aspects of human life. Not everyone wants their private information to be seen by someone else, Information Security has become aware of the focus of attention of many researchers and interested parties who are trying to obtain and update new solutions and technologies to ensure that the information you send and receive across the World Wide Web (Internet) is protected without any Interruption or disclosure by the intruder. Therefore, it was necessary to keep pace with the development of information security and the establishment of advanced technologies and means, hence the emergence of images (hiding information). The objective gained by the hijacking process is to not raise any suspicion of the existence of hidden data, while the objective analyzer of the hiding is to suspect all the messages sent, and to check for the presence of hidden data in them.
This study aims to conduct a review of the latest publications and relevant steganography techniques related to image steganography in the spatial domain, some more complex than others and to identify strengths and weaknesses after studying, analyzing and then identifying gaps, and comparing certain items between the selected studies. Discussions will be conducted in According to the pixel selection of images, payload capacity and image quality after the embedding process and the security of the embedding algorithm, which will enable important research issues for future research. It is also intended to enhance the security of a more powerful concealment technique.                                                            
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Algorithm 1. Pattern based Bits  Shuffling
Algorithm

‘Tnput: Secret Information (M) and Secret Key (K)
Initialize: K —key, M —secret information,
Msize— size(M), FinalBits— (length(3)"8),
KeyBits— (length(K)*§), starting=1, j=8 and
ending=s
. for each character M) and K(y) in secret data
Mand stego key K do
a. Convert M (i) into 8-bits &
concatenate (FinalBits, 8-bits binary).
b, Convert K(3) into 8-bits & concatenate
(KeyBits, 8-bits binary).
end for
2. for i1 to length (FinalBits) do
temp «— FinalBits(:1+7);
fork—It04 do
a. tempVar — temp(k);
b temp(k) —FinalBits()
¢ FinalBits() —tempVa
d eyl
end for
=8
FinalBits(1:1,starting:ending)=temp(1:1,1:8);
starting=ending*+1;
ending=starting+7;

end for

Output: Cipher data
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Algorithn 2 Embedding Algoritim,

Stego key ()

1. Inidalize ¥ —Hostimage, M —sscret
information, K stego key

2. pply Algorithm 1 on secretinformation M 10
‘et the cipher data.

3. Embed cipher data ucing Magic LS az
Jellows:

4. Generats a magic matrix (MAGCM) with size
equa t the size of host image .
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Algorithm 2. Embedding Algorithm

Tnput: Host Image (FF), Secret information (M),
Stego key (K)
1. Initialize /¥ <Host image, M —secret
information, K« stego key
2. Apply Algorithm 1 on secret information M to
get the cipher data.
3. Embed cipher data using Magic LSB as
Jellows:
4. Genarate a magic matrix (MAGCM) with size
equal to the size of host image I*.
5. While counter <=size of message do
a. Consider apixel ' i, j)
b, Search for the index of a given message
bit in MAGCM.
¢ Replace the LSB of the pixel at that
particular index
d.counter— counter +1;
end

Output: Stego Image (I)
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Algorithm: Message embedding using MSB approach.
Input: Cover Image I, PDA, Secret Message M.

Output: Stego Image Is.

Steps:
1: Read the Ic and M that is to be hidden in the Ic.
: Change M to binary, M € (0. 1).
: Get each byte of hidden information from M. adjust it Byte hide, then get bits of Byte hide in role.
: Get PDA of I
: Calculate MSB of each pixel of PDA.

: Replace MSB of PDA with each bit m of M one by one
‘Where (mEM). m is the bit to be embedded
: If MSB of PDA (1. j) is similar to m, Ic (i, j) keep value unchanged.
8: Else: adjust the MSB of PDA (i, j) to m, (PDA (i, j)) subject of MSB of Ic (1, j) of Ic.1=row.j =
column pixel in the cover image.

9: Repeat step 5 until the whole M has been embedded in Ic.
10: Display Is. where Is =(Ic +M).
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