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Internet of Things (IoT) devices have found applications in numerous areas, including smart homes, health-
care monitoring, smart metering, waste management, and industrial systems. These devices frequently
collect and transmit data to fog nodes or cloud platforms for further processing. Ensuring the security of
such data remains challenging, particularly when resource-constrained devices are involved. This paper
presents a lightweight chaos-based image encryption scheme based on a two-stage confusion—diffusion
structure. The proposed method employs the three-dimensional Intertwining Logistic Map (ILM) to gener-
ate chaotic sequences that control the encryption operations. In the confusion stage, the input RGB image
is decomposed into its red, green, and blue components, from which two color components are dynam-
ically selected according to the generated chaotic sequences. Diagonal strips of varying positions and
directions are then repeatedly exchanged between the selected components to disrupt both the spatial ar-
rangement and cross-channel distribution of the image pixels. In the diffusion stage, a chaos-generated
mask is combined with the scrambled image through bitwise XOR operations to modify the pixel intensities
while maintaining computational simplicity. The proposed scheme is evaluated through a range of statis-
tical and security analyses. Experimental results yield an average information entropy of 7.9975, close to
the ideal value of 8 for an 8-bit image, while an average encryption time of 0.4269 seconds is obtained
under the specified conventional computing environment. These results demonstrate the effectiveness and
computational feasibility of the proposed approach and indicate its potential for resource-conscious image
security applications. Validation on resource-constrained loT and embedded platforms remains an impor-
tant direction for future investigation.

Povzetek: Clanek predstavlja racunsko ucinkovito metodo Sifriranja slik za potencialno uporabo v
napravah interneta stvari (IoT), ki temelji na kaoticnem preslikavanju in dvostopenjskem postopku zmede
in difuzije ter z visoko informacijsko entropijo in kratkim ¢asom Sifriranja izkazuje obetavne rezultate pri
zagotavljanju varnosti slikovnih podatkov.

1 Introduction tems. These [oT devices play a pivotal role in sensing, stor-
ing, and transmitting data, much of which can be highly
sensitive and, therefore, requires utmost protection. Se-
curing data on IoT nodes and safeguarding its transmis-
sion from source to destination against potential intrud-
ers is of paramount importance. One straightforward ap-
proach to achieve this security is by encrypting data imme-
diately after its sensing or collection within the IoT device
itself. Several encryption algorithms have been developed
for this purpose, including the International Data Encryp-
tion Algorithm (IDEA) [[12], the Data Encryption Standard
(DES) [4], and the Advanced Encryption Standard (AES)

As the Internet of Things (IoT) continues to gain
widespread recognition, a secured transmission of infor-
mation within the IoT ecosystem has attained an increas-
ingly vital importance. loT technology has seamlessly in-
tegrated into our everyday lives, with applications ranging
from health-monitoring smart bands to smart home sys-
tems. Government organizations are investing substantial
resources in endeavors like smart grid infrastructure, smart
traffic management, and smart cities, while industries are
already implementing smart factories and smart grid sys-
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[[l]. However, their applicability in [oT devices is lim-
ited due to the significant computational overhead and ex-
tensive time requirements associated with decryption and
encryption processes. Moreover, these algorithmic tech-
niques have been found to be less suitable to encrypt large
volumes of data, like images.

Encrypting data for IoT devices necessitates an encryp-
tion algorithm with minimal computational time. Chaotic
encryption techniques have emerged as promising candi-
dates for achieving security with a reduced computational
overhead. These techniques/algorithms typically com-
prise two key phases: confusion (scrambling) and diffu-
sion (changing intensity values) [38]. During the phase
of scrambling, pixels’ positions in data or image are shuf-
fled to render secret information appear meaningless. Con-
versely, diffusion phase involves replacing pixel intensity
values in data or image with alternative values. Encryption
schemes that rely solely on permutation [37)] are not suffi-
ciently robust because they only alter pixel positions while
leaving the histogram unchanged, making them susceptible
to compromise. To enhance encryption algorithms’ secu-
rity, a diffusion phase is combined with the confusion phase
[L0].

In an era dominated by digital communication and mul-
timedia applications, the security of visual data, particu-
larly images, has emerged as a paramount concern. The
ubiquitous use of images in fields ranging from healthcare
to social media underscores the need for robust crypto-
graphic solutions to safeguard these visual assets. Tradi-
tional cryptographic techniques have proven effective for
securing textual data; however, they face significant chal-
lenges when applied to images [20]. Cryptography, the
science of secure communication, has long been the cor-
nerstone of data protection [2]. Historically, cryptographic
methods have been tailored to secure textual data, and these
techniques have thrived in conventional computing envi-
ronments. Nevertheless, the landscape of information ex-
change has evolved dramatically, with digital imagery be-
coming a dominant mode of communication. It is becoming
more and more clear in this context that specialized crypto-
graphic solutions are required for images.

By solving the drawbacks of conventional cryptographic
techniques when used with images, the rapidly expand-
ing discipline of lightweight cryptography has gained pop-
ularity [39]. A paradigm change in the cryptographic
field, lightweight cryptography focuses on creating effec-
tive and resource-efficient algorithms that are appropriate
for the limitations of contemporary devices and applica-
tions. Specifically, lightweight image cryptography aims
to close the gap between secure data processing and effec-
tive handling of visual input [[13].

Images pose unique challenges for cryptographic pro-
tection. Their voluminous data size, real-time process-
ing requirements, and diverse applications make them a
formidable domain for cryptographic innovation [[11]]. Con-
ventional cryptographic methods, which often demand ex-
tensive computational resources, are ill-suited for these
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characteristics. Consequently, there is a pressing need for
cryptographic techniques that can secure images without
compromising their utility. In light of these challenges, this
research endeavors to advance the field of lightweight im-
age cryptography. Our work aims to develop novel crypto-
graphic algorithms tailored specifically for images, priori-
tizing both security and efficiency. By addressing the lim-
itations of existing cryptographic techniques, our research
seeks to empower applications that rely on secure image
transmission, storage, and authentication.

The domain of image cryptography stands at the cross-
roads of security, mathematics, and digital imaging. One
captivating avenue within this realm is the integration of
chaotic maps, a branch of mathematics that explores the
deterministic yet unpredictable behavior of nonlinear dy-
namical systems [|15]. Chaotic maps have emerged as a po-
tent tool for lifting security of image encryption algorithms,
owing to their intrinsic complexity and sensitivity to initial
conditions [33].

Chaotic systems/maps are characterized by their sensi-
tive dependence on initial conditions, often referred to as
the “butterfly effect.” A minuscule alteration in the start-
ing point of a chaotic system can lead to vastly different
trajectories, rendering prediction nearly impossible. This
inherent unpredictability aligns seamlessly with the core
tenets of cryptography, where security hinges on the inabil-
ity to deduce meaningful information from encrypted data
without the proper decryption key. In the context of im-
age cryptography, chaotic maps serve as the driving force
behind key generation and substitution-permutation opera-
tions. By employing chaotic dynamics, cryptographic al-
gorithms can generate highly random and unpredictable se-
quences of numbers. These sequences, often referred to as
keystreams, are then used to encrypt and decrypt the image
data.

A lot of lightweight image ciphers have already been de-
veloped by the cryptographers to provide the security to
the digital images. For instance, the work [L6] wrote a
novel algorithm in edge computing to provide the security
to the images residing in the IoT devices in the cloud. This
work fused the short comparable encryption based on slid-
ing window (SCESW) and the traditional Feistel architec-
ture [[14]. Besides, it significantly cut the time complexity.
Moreover, their algorithm can be installed in some hard-
ware platform.

An other work [26] secured the Internet of Things (IoT)
communication network. This work introduced a dynamic
encryption algorithm (DSIT) for the security of the IoT
communication. The suggested algorithm employed the
Feistel and Substitution—Permutation Network. Apart from
that, DSIT being a block cipher, takes input of the 64-bit
block of plaintext, 64-bit secret key, and a secret dynamic
box (D-box). Resultantly, it renders a 64-bit ciphertext after
carrying out the 8 rounds of suggested algorithm of DSIT.
During each round, both D-box and key are upgraded. The
incorporation of this dynamic handling renders heightened
security to the corresponding loT network. Raspberry Pi 3
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Model B+ was used as a platform and Avalanche effect to
the tune of 50% average was obtained. Lastly, the security
analyses validated that the suggested algorithm is furnished
with a capability of defying the varied cryptanalytic attacks.

By employing the theory of chaos, the work [44] wrote a
lightweight nonlinear mechanism to secure the digital im-
ages in the global networks. Moreover, a block cipher
through the usage of theory of lightweight chaos, was im-
plemented. More than one chaotic systems were exploited
to spawn the random keys for each channel of the given im-
age. In particular, chaotic gingerbread map and Arnold cat
map were utilized for the realization of diffusion and confu-
sion effects. In the confusion phase, the given pixels were
re-ordered. In the same fashion, image pixels were dis-
turbed in the diffusion phase through the aid of gingerbread
map. Varied security parameters were used to demonstrate
the prowess and immunity of the suggested lightweight im-
age cipher from the attacks.

Table [l summarizes representative recent image encryp-
tion schemes in terms of their principal methodology, key
space, and commonly reported security measures. Al-
though existing approaches demonstrate competitive statis-
tical and differential security, many employ conventional
row-, column-, or pixel-level permutation mechanisms,
while some introduce comparatively complex transforma-
tion procedures. Furthermore, lightweight operation re-
mains particularly important for resource-constrained ap-
plications. These observations motivate the proposed ap-
proach, which introduces chaos-controlled cross-channel
diagonal-strip permutation combined with computationally
simple XOR diffusion. The objective is to provide effective
confusion and diffusion while retaining relatively simple
primitive operations suitable for resource-conscious image
security applications.

By taking inspiration of the above literature, this work
is providing a solution to the hot problem of lightweight
cryptography of the images. To spawn the streams of ran-
dom numbers, this work has used the Intertwining Logistic
Chaotic map [43]. Moreover, a novel idea of scrambling
the pixels data of the given color image has been conceived
in this study. As the given color image is input, it is de-
composed into its principal planes of red, green and blue.
Two randomly chosen diagonal strips from any two arbi-
trary planes have been swapped a large number of times
to inject the necessary feature of confusion/scrambling in
the given plain image. Chaotic data governs the selection
of two planes out of the three planes in each iteration. To
increase the security effects, XoR operation has also been
carried out between the confused image and the stream of
random numbers.

Motivated by the aforementioned challenges, this study
aims to design, implement, and evaluate a lightweight
chaos-based encryption scheme for RGB images, with par-
ticular emphasis on computational simplicity and security
for resource-conscious applications. The proposed frame-
work investigates whether chaos-controlled cross-channel
diagonal-strip permutation, combined with lightweight
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XOR-based diffusion, can provide effective image protec-
tion without introducing computationally expensive oper-
ations. Accordingly, the following research questions are
formulated:

RQ1: Can chaos-controlled diagonal-strip permutation

across RGB components effectively reduce the sta-
tistical and spatial dependencies present in plaintext
images?

Can the integration of Intertwining Logistic Map
(ILM)-based chaotic sequences with XOR diffusion
provide adequate resistance against statistical, differ-
ential, and key-related attacks?

Can the proposed encryption framework achieve com-
petitive computational performance while maintain-
ing a lightweight algorithmic structure suitable for
resource-conscious IoT image security applications?

Based on these research questions, the principal objec-
tives of this study are as follows:

— To design a lightweight RGB image encryption
scheme based on ILM-controlled dynamic diagonal-
strip permutation and XOR-based diffusion.

— To evaluate the security of the proposed scheme us-
ing established statistical, differential, key-sensitivity,
cryptanalytic, and reconstruction measures.

— To assess the computational efficiency of the proposed
scheme through encryption time, throughput, and the-
oretical computational and memory complexity anal-
yses.

The intended outcome of this study is a reversible and
computationally simple RGB image encryption framework
that provides strong image randomization and resistance to
commonly considered cryptanalytic attacks, while demon-
strating the potential for resource-conscious IoT applica-
tions. Direct implementation and validation on resource-
constrained embedded hardware remain subjects for future
investigation.

Having said that, the following bullet points shed light
on the salient features of the suggested work:

— Security has been imparted to the RGB images for the
IoT devices.

— Randomly generated diagonal strips of varied lengths
have been swapped with each other for a number of
times to inject the confusion effects. Previous studies
worked only on the horizontal and vertical strips. In
this way, the proposed approach boosted the security
effects.

— Comprehensive security analysis has been carried out
to validate the idea given in the second bullet.
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Table 1: Overview of representative state-of-the-art image encryption schemes

Scheme Main Technique Key Space Entropy NPCR (%) UACI (%) Time (s)
Ref. [24] Chaotic map + Elliptic curve 25N 7.99 99.58 33.18 0.5634
Ref. [6] Multiple chaotic maps 10144 7.9972 99.6254 33.0704  2.750966
Ref. [8] Hyperchaotic system 103168 7.99911 99.6078 29.4973  0.230717
Ref. [27] Chaotic map + self reversible strategy 2312 7.902474  99.61306  33.46204  0.9196
Ref. [B0] Chaotic map framework 2568 7.9934 99.607 33.44 -

Remaining work has been scheduled as follows. Section 2
describes the chaotic systems and their importance. More-
over, this section also mentions the Intertwining Logistic
Map which has been used in the proposed work. In the
Section P, suggested algorithm has been narrated in detail.
Moreover, the simulation has been carried out in the Section
H to demonstrate the workability of the suggested encryp-
tion and decryption algorithms. To validate the proposed
work, Section [J evaluates the suggested algorithm by us-
ing the various state of the art security parameters. Lastly,
the Section [] closes the paper by providing the concluding
remarks.

2 Chaotic systems

Chaotic systems are dynamic and highly sensitive systems
in which small variations in initial conditions can lead to
significantly different outcomes over time [41[]. This sensi-
tivity to initial conditions is a fundamental aspect of chaos
theory, often illustrated by the “butterfly effect.” The but-
terfly effect suggests that the flap of a butterfly’s wings in
one part of the world could set off a chain of events that
might eventually lead to a tornado or a typhoon in another
part of the world. In chaotic systems, even tiny disturbances
can amplify and lead to unpredictable and divergent trajec-
tories, making long-term predictions challenging or impos-
sible. This work has employed Intertwining Logistic Map
[20].

x(n+1)=[u xk; xy(n) x (1 —x(n)+z(n)Jmod 1

y(n+1) =1 xky x y(n) +z(n) x 1/(1+x2(n+1)))mod 1

zn+1)=[ux(x(n+1)+y(n+1)+ks)x

sinz,| mod 1
(1

The generation of chaotic data is subject to some condi-
tions. These conditions include 0 < u < 3.999, |k;| > 33.5,
|ka| > 37.9, |k3| > 35.7. Moreover, n =0,1,2,3,.... This
3D map exhibits more pronounced chaotic dynamics com-
pared to the previous logistic map. Additionally, this map
displays a uniform distribution (as seen in Figures [1d to [Ld)
and does not exhibit any vacant regions [20]. Besides, Lya-
punov exponent of ILM is positive (Figure [Ld) which is
symptomatic to the fact that it is furnished with nicer be-
havior of chaoticity.

3 Suggested lightweight RGB image
cipher

The proposed encryption scheme is designed with an em-
phasis on computational simplicity for resource-conscious
image security applications. Its lightweight nature primar-
ily arises from the use of simple diagonal-strip permuta-
tion and bitwise XOR-based diffusion operations, thereby
avoiding computationally intensive transformations during
the main encryption stages. In the confusion stage, dy-
namically selected diagonal strips are exchanged between
selected RGB components to disturb both the spatial ar-
rangement and cross-channel distribution of image pixels.
The diffusion stage subsequently employs simple bitwise
XOR operations to modify pixel values with comparatively
low computational overhead. Chaotic sequences are uti-
lized to control the dynamic operations required by these
stages. These design choices are intended to limit com-
putational complexity while maintaining the confusion and
diffusion properties required for image encryption, making
the proposed framework a potential candidate for resource-
constrained IoT applications, subject to further validation
on embedded IoT hardware.

Figure P shows suggested algorithm consisting of some
phases. In first phase, a color image img has been given to
the proposed algorithm with the size of m x n x 3. For em-
bedding plaintext sensitivity to the suggested cipher, an im-
age characteristic using the formula sum(sum(sum(img)))
has been extracted from the given RGB image. We de-
scribe the peculiar way of this formula at the appropriate
place. The incorporation of plaintext sensitivity defies the
potential differential attacks launched by the hackers and
the other adversaries. For all the given input plain images,
distinct random numbers streams would be generated —the
underlying philosophy behind the notion of plaintext sensi-
tivity [36]. In the second phase, the Intertwining Logistic
Map (ILM) has been ignited by giving it security key xo,
Y0, 20, U, k1, ko, and k3. This map rendered the streams
choice,direction, x,y, mask of random numbers. In the third
phase, confusion, which is one of the chief operations of
any cryptographic product, has been carried out through
the module of Diagonal Strips Based Scrambler (DSBS).
In the fourth phase, mask image mask has been generated
through the module of Key Image formation. Lastly, to
add effects of diffusion in the proposed image cipher, diffu-
sion operation was made between the scrambled image and
key/mask image to get the final color cipher image.
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Figure 1: 3D chaotic intertwining logistic map with the distribution of its streams:(H) sequence x bifurcation diagram; (H)
sequence y bifurcation diagram; (g) sequence z bifurcation diagram; (d) lyapunov exponent

3.1 Development of initial values of chaotic
map/system

In this study, this is our assumption that m x n x 3 are the
dimensions/size of the given input color image img. Call
the Algorithm ([l]) for developing streams of random num-
bers with the tuple of parameters xq, vo, 20, U, k1, k2, k3, m, n.

Here, this algorithm will be explained in detail. Line
1 finds sum of all pixels for the three planes of given
image img. Since image img under consideration is
3-dimensional, hence the built-in function sum has been
invoked for three times to get the final sum of all the
pixels. Moreover, it divides the result with 232. In this
way, the value of xp will stay in the allowed range.
In the line 2, System ([[) has been invoked which re-

turns these random numbers streams, i.e., {x(t)}™,

dmn 3mn

{y(r)}ere, ;M. Lines 3 —7 initialize the streams
Jchoice(s) ™, {direction(r) 7%, {p(t)}m, {q(r)}3™,
{mask(t)}>™ with the arrays of zeros having the dimen-
sions of (1,3 x m x n). Next, the for loop (Line 8) iterates
for 3mn times. We get the required streams {choice(t)}>™,
{direction(t)}77. {p()}2. {a(0)}7. {mask(e)}
of random numbers in the ranges [1,3], [1,2], [1,256],
[1,256], [0,255] respectively. Lastly, this algorithm returns

the streams choice, direction, p,q, mask.

{z(1)

3.2 Image encryption procedure

Algorithm (B)) named as Diagonal Strips Based Scrambler
(DSBS) has been called with the parameters of img, choice,
direction, p, q, m, n. Here we explain this Algorithm in
different steps.
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Figure 2: Proposed lightweight image cipher based on dsbs

Algorithm 1: Generation of chaotic data

Input: img,xo,y0,20,U,k1,k2,kz,m,n
Output: choice,direction, p,q,mask

I X0 <_XO_’_Sum(sum(zsg)l;m(img)))

2: Spark the System () with the parameters xo, Yo, 20, U, k1,k2,k3,m,n which returns the streams {x(z)

o,
3: {choice(t)}" « zeros(1,3 x m x n)
4: {direction(t) }>™ < zeros(1,3 x m x n)
5: {p(t)}2m < zeros(1,3 x m x n)
6: {q(t)};™ + zeros(1,3 x m x n)
7: {mask(t)}>™ < zeros(1,3 x m x n)
8: for ¢ < 1to3mn do
9:  choice(t) < mod (floor(x(t) x 1014),3) +1
direction(t) <— mod (floor(y(t) x 10'4),2) +1
p(t) < mod (floor(z(t) x 1014),256) + 1
q(t) < mod (floor(x(t) x y(t) x 10'4),256) + 1
mask(t) < mod (floor((x(t) +y(t)) x 10'4),256)
: end for
: return choice,direction, p,q,mask

dmn
t=1>

3mn
t=1>

{»(@®)

Step 1: Lines (1-3) access three constituent planes of
red, green and blue from the given color image img.

Step 2: Line 4 uses the for loop which iterates for 3mn
times.

Step 3: The switch — case structure (Lines 5-12) uses
the index choice(i). In each case, the Algorithm B
SwapDiagStrips has been invoked with the parameters of

two planes (out of the three planes red, green and blue),
direction(i), p(i), q(i), m and n. This algorithm returns
those two planes after swapping the diagonal strips. We
explain this algorithm shortly.

Step 4: Line 14 initializes the array img’ with the values of
zeros having the dimensions of (m,n,3).

Step 5: Lines (15-17) merge the constituent planes to come
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up with the final scrambled image img’ and this image has
been returned by the last line 18.

Now, we will explain the Algorithm B which carries out the
main “manufacturing” task of the proposed scheme. This
algorithm fundamentally consists of if part (Lines 3-19)
and else part (Lines 21-36).

Step 6: Lines (1 - 2) save the current values of p and ¢ to
the variables savep and saveq respectively.

Step 7: If the condition at the line 3 is true, then the while
loop at the line 4 iterates to swap the pixels of the diagonal
strips of the two images img| and img;.

Step 8: Lines 8 and 9 update the values of p and ¢ so that
the coming pixels of the diagonal strips may be accessed.
Step 9: Lines 11 and 12 initialize the values of p and g for
the other part of the diagonal strip.

Step 10: The while loop at the line 13 swaps the remaining
pixels of the diagonal strips.

Step 11: In the same way, if the if condition at the line 3
evaluates to be false, the swapping of the pixels between the
diagonal strips of the two images img; and img, has been
carried out in the else part spanning the lines (21 - 36). Fi-
nally, lines 38 and 39 assign to the images img/, img} the
confused images.

Step 12: Line 40 returns the confused images img) and
img), to the calling program.

Step 13: Resize mask image mask as (m,n,3). To embed
the necessary diffusion effects, the following XoR opera-
tion between mask image mask and scrambled image img’
has been performed.

img" (i) = mask(i) ® img' (i) )

where 1 < i < 3mn. img"” is the final color cipher image.

Unlike conventional permutation mechanisms that pri-
marily rearrange pixels along rows, columns, or prede-
termined spatial positions, the proposed method performs
cross-channel permutation through dynamically selected
diagonal strips. The diagonal-strip swapping operation
simultaneously disturbs the spatial arrangement of pixels
and their distribution across different RGB components.
Furthermore, the dynamic selection of the participating
color components and diagonal regions introduces variabil-
ity into the confusion process. This design, combined with
lightweight bitwise diffusion, aims to achieve effective im-
age randomization without introducing computationally ex-
pensive operations.

3.3 Image decryption procedure

The decryption process is carried out by reversing the op-
erations performed during encryption. Since the XOR op-
eration is self-inverse, the diffusion stage can be reversed
by applying the same mask image to the cipher image. Let
img" denote the cipher image and mask denote the identi-
cal mask regenerated using the secret key. The scrambled
image img’ is recovered as

img' (i) = mask(i) ®© img" (i), 3)
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where 1 <i < 3mn. This operation successfully removes
the diffusion introduced during encryption because

(img' (i) ® mask(i)) ® mask(i) = img' (i). @

After recovering the scrambled image, the confusion
stage is reversed by applying the diagonal-strip swapping
operations in the reverse order. Specifically, whereas the
encryption process performs the swapping operations from
i = 1 to 3mn, the decryption process (Algorithms [ and [
applies the corresponding operations from i = 3mn down
to 1. Since each pixel-swapping operation is self-inverse,
reapplying the same swap to the same pair of image com-
ponents restores their previous values. Consequently, the
combined inverse XOR and inverse diagonal-strip opera-
tions reconstruct the original red, green, and blue compo-
nents of the plaintext image.

Since the proposed cipher is based on the principles of
private key cryptography, so, secret key will be shared man-
ually to the destination.

4 Simulation and machine
experimentation

To evaluate the effectiveness of suggested image security
algorithm, we have chosen four color images whose names
are Lena, Baboon, House, and Starfish, each with a size
of 256 x 256 pixels. If someone is interested in these im-
ages, they can be downloaded from the USC-SIPI Image
Database. Experimentation process was conducted using
MATLAB R2024a version.

To generate the random numbers, system’s parameters
and initial values of the used chaotic map (3D Intertwining
Logistic Map) were set as follows: x¢ = 0.36, yo = 0.25,
20 =0.78, u = 1.5, k; =35.5, k» = 38.2, and k3 = 36.0 to
initiate System ([l). The Figures B, i, and f depict plain-
text input images, ciphertext output images, and recovered
images, respectively. It is noteworthy that the plaintext im-
ages have been transformed into completely unrecogniz-
able forms, confirming the successful encryption process.
Additionally, these encrypted images have been success-
fully decrypted, demonstrating effectiveness of the decryp-
tion process proposed in this work.

(@) (b) (© (d)

Figure 3: Plaintext images: (B) lena; (H); baboon; (g) house;
(d) starfish
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Algorithm 2: Diagonal strips based scrambler (dsbs)

Input: img,choice,direction,p,q,m,n
Output: img’

1: red + img(:,:,1)

2: green + img(:,:,2)

3: blue + img(:,:,3)

4: for i < 1to3mn do

5. switch (choice(i))

6: case I:

7: [red, green] <+ SwapDiagStrips(red,green,direction(i), p(i),q(i),m,n)
8: case2:

9: [green, blue] < SwapDiagStrips(green,blue,direction(i), p(i),q(i),m,n)
10:  case3:

11: [red,blue] < SwapDiagStrips(red,blue,direction(i), p(i),q(i),m,n)

12:  end switch

13: end for

14: img' < zeros(m,n,3)
15: img'(:,:,1) < red

16: img'(:,:,2) < green
17: img'(:,:,3) < blue
18: return img’

(@ (b) (©) (d)

Figure 4: The ciphertext output images:(H) lena; (H) ba-

boon; (g) house; () starfish
()

Figure 5: The decrypted/retrieved images: (@) lena; (H) ba-
boon; (d) house; (d) starfish

(d)

S Security and performance
analyses with varied metrics

To demonstrate resilience of suggested image cryptosys-
tem against various attacks from hacker community, a wide
range of validation parameters/metrics have been devised.
In upcoming subsections, we would employ some of the
most widely recognized ones.

5.1 Analysis of key space

A brute-force assault is a tactic employed by adversaries
where they systematically test all possible secret keys in

order to discover the correct one. This approach necessi-
tates a substantial key space. The cryptographers recom-
mend setting the minimum key space of 2!% [9]. In this re-
search, system parameters and initial values function as the
keys for the image cipher. With 7 such key components, the
key space expands to 10'**7 = 10”8, where number 10~
is acting as computer precision of the system where this
project has been carried out. This magnitude offers robust
protection against brute-force assault. Furthermore, Table i
provides a key space comparison between suggested cipher
and other image security solutions within the field. Unfor-
tunately, we could not beat any of the studies but we have
maintained the minimum deterrence of 2'%°.

5.2 Key sensitivity

Key sensitivity is an important security property of an im-
age cryptosystem, as a very small modification in the secret
key should produce a substantially different cipher image.
A cipher exhibiting strong key sensitivity reduces the possi-
bility of obtaining meaningful information using a key that
differs only slightly from the correct one.

Let the original secret key be represented as

SKO:{XO7y0,Z(),‘u,k],k2,k3}. (5)

To evaluate the sensitivity of the proposed scheme, a
small perturbation § = 10~ is introduced into one key pa-
rameter while all other parameters remain unchanged. For
example, perturbing the initial condition x¢ gives

x6:x0+5, 6)

which results in the modified key
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Algorithm 3: Diagonal-strip swapping

Input: img,,img,,direction, p,q,m,n
Output: img), img)
1: savep < p
2: saveq < q
3: if direction = 1 then
4 while p > 1 && g <mdo
5 temp < img1(p,q)
6 img(p,q) < img2(p,q)
7: imgs(p,q) < temp
8: p—qg—1
9: qg+—q+1
10:  end while
11:  p<savep+1
12: g <4 saveq—1
13:  whilep<m&&qg>1do

14: temp < img1(p,q)

15: img1(p,q) < imga2(p,q)
16: imgy(p,q) < temp

17: p+p+1

18: g—q—1

19:  end while

20: else

21:  whilep>1&&qg>1do
22: temp <+ img1(p,q)

23: img1(p,q) + img>(p,q)
24: img2(p,q) < temp

25: p—p—1

26: qg+—q—1

27:  end while

28:  p<—savep+1

29: g <4 saveq+1

30  whilep<m&&g<ndo

31 temp <+ img1(p,q)

32: img1(p,q) < img>(p,q)
33: imgs(p,q) < temp

34: pp+1

35: qgq+1

36:  end while

37: end if

38: img)  imgi
39: imgl <— img,

. ! /
40: return img, img,

SKl :{xé)aYOaZOJJ,kl,kz,kﬁ- (7)

The same procedure is independently applied to the re-
maining key parameters to examine their influence on the
encryption output. The resulting modified keys are denoted
by SK;, where t = 1,2,...,14. For each experiment, the
same plaintext image is encrypted separately using the orig-
inal key SKy and the corresponding perturbed key SK;. The
percentage difference between the resulting cipher images
is then calculated to quantify the effect of the small key per-
turbation.

Table J summarizes the key-sensitivity results. The
minimum observed difference between two cipher images
is 99.5876%, indicating that even a perturbation of only
10~ in a key parameter produces a substantially differ-
ent encryption output. Furthermore, the proposed scheme
achieves an average key sensitivity value of approximately
99.61%, which is better than the result reported in [40].
These results demonstrate the strong sensitivity of the pro-
posed encryption scheme to small variations in its secret
key parameters, thereby strengthening its resistance to at-
tacks that rely on approximating or slightly modifying the
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Algorithm 4: Inverse diagonal strips based scrambler (i-dsbs)

Input: img’, choice,direction, p,q,m,n
Output: img

. red < img'(:,:,1)

. green + img'(:,:,2)

. blue <+ img'(:,:,3)

: for i < 3mn downto 1 do

[red, green] < InverseSwapDiagStrips(red,green,direction(i), p(i),q(i),m,n)

else if choice(i) =2 then

3

[green, blue| < InverseSwapDiagStrips(green,blue,direction(i), p(i),q(i),m,n)

1
2
3
4
5. if choice(i) = 1 then
6
7
8
9

. else
10: [red,blue] < InverseSwapDiagStrips(red,blue,direction(i), p(i),q(i),m,n)
11:  endif
12: end for

13: img < zeros(m,n,3)
14: img(:,:,1) < red

15: img(:,:,2) + green
16: img(:,:,3) < blue
17: return img

correct key.

5.3 Statistical analysis

Statistical analysis encompasses gathering, interpreting,
and presenting data to reveal patterns, trends, and relation-
ships, facilitating well-informed decision-making. It em-
ploys various mathematical and computational methods to
analyze and draw meaningful conclusions from data sets.

A statistical attack is a commonly employed strategy by
hackers against ciphers. For showing the resilience of sug-
gested image crypto-system against such attacks, this study
utilizes two specific measures: namely, the examination of
histogram and the and correlation analyses.

5.3.1 Histogram

Distribution of pixel color values is denoted by a graphi-
cal tool known as a histogram. Typically, the histogram
of plaintext images exhibits a pronounced slanting pattern,
characterized by peaks and valleys. Such histograms cap-
ture the interest of cryptanalysts due to their information-
rich nature, making them susceptible to histogram-based
attacks. However, when an image is encoded by employ-
ing encryption technique over it, resulting histogram of ci-
phered image shows a consistently smooth and uniform dis-
tribution, which is highly resistant to attacks of histogram
[29].

Histogram analyses for ciphertext and plaintext images
of Lena are presented in Figures | and i, in a respective
way. The figures vividly illustrate that the plain image ex-
hibits a dynamic and slanting histogram pattern, whereas
encrypted image histogram is notably uniform and smooth.
This uniformity and smoothness serve as robust defenses

against potential histogram-based attacks, reinforcing se-
curity and resilience of suggested approach.

Red Channel Green Channel

Blue Channel
1200 600 1000
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Figure 6: Plaintext lena image histogram in varied compo-
nents. (H) red, (H) green, (@) blue
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Figure 7: Ciphertext lena image histogram in varied com-
ponents. (H) red, (B) green, () blue

Moreover, scientists and cryptographers employ the con-
cept of variance to quantitatively assess the smoothness of
a histogram. Lower values of variance indicate a smoother
histogram, and conversely [3]. Table f displays the vari-
ance values of histogram distributions for ciphered images
of Lena, Baboon, House and Starfish. Based on the table,
the calculated average variance value for the selected im-
ages is 266.0039. Additionally, our research surpasses the
findings in the study by [47]. Consequently, we argue that
our proposed approach is both effective and secure.
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Algorithm 5: Inverse diagonal-strip swapping

Input: img',img,,direction,p,q,m,n
Output: imgy,img;
1: savep < p
2: saveq < q
3: if direction = 1 then
while p > 1 && g <m do

4
5: temp « img' (p,q)
6: img}(p,q) < imgs(p,q)
7: imgh(p,q) < temp
8 pqg—1
9: qg<—q+1

10:  end while

11:  p<—savep+1

122 q <4 saveq—1

13:  whilep<m&&g>1do

14: temp < img' (p,q)

15: img\(p,q) < imgh(p,q)
16: imgh(p,q) < temp

17: p+—p+1

18: qg+—q—1

19:  end while

20: else

21:  whilep>1&&qg>1do
22: temp < img' (p,q)

23: img\(p,q) < img5(p,q)
24:; imgh(p,q) < temp

25: p+—p—1

26: qg—q—1

27:  end while

28:  p<—savep+1

29: g <4—saveq+1

30.  whilep<m&&g<ndo

31: temp < img' (p,q)

32: img (p,q) < imgh(p,q)
33: img(p,q) < temp

34: p+—p+1

35: qg—q+1

36:  end while

37: end if

38: img) < img)
39: imgy < img)
40: return img,img;

5.3.2 Correlation coefficient analysis

The correlation coefficient measures both the extent and di-
rection of a linear relationship between two variables, with
values spanning from -1 (indicating perfect negative corre-
lation) to 1 (indicating perfect positive correlation). In nor-
mal and unaltered images, pixels exhibit a high degree of
correlation, leading to elevated correlation coefficient val-
ues. However, when a plain image undergoes an image en-
cryption process, this robust correlation diminishes, result-
ing in a substantial drop in the coefficient value. The corre-
lation coefficient typically ranges from -1 to 1 as described

earlier, where a value of zero indicates no discernible corre-
lation among adjacent pixels, while values of 1 or -1 signify
maximum pixel correlation.

To illustrate this characteristic of the proposed scheme,
5,000 randomly selected pairs of pixels were analyzed in
both ciphered and plain images. This analysis was con-
ducted in diagonal, vertical, and horizontal directions, em-
ploying the following formula for correlation coefficient
(CC) [19]:
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Table 2: Key space of suggested technique and its compar-
ison with other schemes

Study Key space
Suggested 10”8 ~ 2%
Ref. [45] 2*%
Ref [17] 10
Ref. [46] 247
Ref. [[7] 10144
Ref. [H] 21754
N N N
NY (xjxyj)— X xjx ¥y
cC— j=1 =17 =l
N N 2 N N 2
(vEs-(50)) (vha- (1))
Jj=1 Jj=1 j=1 Jj=1

®)
The equation pertains to the image’s total pixel count de-
noted by the variable N, with consecutive pixel color values
denoted as x and y. Figure f depicts the correlation distribu-
tion among neighboring pixels in diagonal, horizontal, and
vertical directions for both the original Lena image and its
encrypted counterpart. Table [ depicts this coefficient be-

(@) (b) (©)

(d) (© 6]

Figure 8: Distribution of pixel correlations in the speci-
fied channel and lena image: (H) red component, horizontal,
original image; (H) green component, vertical, original im-
age; (d) blue component, diagonal, original image; () red
component, horizontal, cipher image; (g) green component,
vertical, cipher image; (ff) blue component, diagonal, cipher
image

tween two adjacent pixels for cipher and plain images of
Lena. Based on the data provided in this table, the metric
value is nearly equal to 1 for the original image, whereas
it approaches zero for encrypted/ciphered images. Figure
B and Table [ collectively emphasize the significant reduc-
tion in the potential correlation between pixels in ciphered
and plain images. Furthermore, to underscore the superior-
ity of the proposed approach over other published works, a
comparative analysis is presented in Table §. Undoubtedly,

A.R. Altaf et al.

the results of suggested work are highly competitive. It is to
be noted that these metrics having been obtained by taking
the average values of three color planes of red, green and
blue.

5.4 Entropy analysis

Entropy or Information entropy (IE) characterizes degree
of randomness and disorder present in given image pix-
els. When assessing the security of an encrypted image, a
higher information entropy value is desirable. Essentially,
this metric quantifies the extent to which the pixels have
been rearranged, providing a measure of the signal’s unpre-
dictability and randomness. In 1949, Claude Shannon in-
troduced a formula to quantify this notion, as documented
in his work [25].

2| 1
E(t)= kgf) P(tk)loé’m ©

In the above mathematical formula, E(¢) denotes an in-
formation source’s entropy denoted as ¢. Additionally,
p(t) signifies the notion of probability of given informa-
tion source 7. When an image has been ideally randomized
with 256 different grayscale values, peak attainable value
for entropy comes out to be 8. To ensure strong security in
image ciphers, it is desirable for this metric to approach the
value of 8.

The table in reference [] displays the information entropy
values for various images. It is obvious that average in-
formation entropy values across the four selected RGB im-
ages closely approximate the ideal value of 8. Hence, our
scheme demonstrates resilience against entropy-based at-
tacks. A comparison of our proposed scheme with other
schemes is also detailed in Table []. Notably, the informa-
tion entropy value for the Lena RGB image in our proposed
scheme surpasses that of the references [45, [7, 22] for the
256 x 256- sized images. Besides, suggested work beats
the works [, [L8] in case image size is 512 x 512.

5.5 Avalanche attack/plaintext sensitivity
analysis

Assessment of the attack’s resilience relies on two secu-
rity parameters namely, Unified Average Changing Inten-
sity (UACI), the Number of Pixels Change Rate (NPCR)
as described by [49]. These parameters evaluate the im-
pact of modifying a one pixel value on cipher image. In
this particular analysis, attackers introduce a subtle change
in given plaintext image. Subsequently, they create two
copies/versions of cipher image: one using unaltered plain-
text image and other using the plaintext image with a lit-
tle modification. This process is the essence of the special
jargon “Differential.” By carefully examining the poten-
tial relation between these two encrypted/coded images of
plaintext, they aim to uncover potential patterns. Through
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Table 3: Difference rates between cipher images generated using slightly different keys.

Security keys (SK) Rates of difference(%)
Lena Baboon House Star Fish

SKi(xo'=x0+0) 99.6170 99.6287 99.6209  99.5995
SKr(yo' =y0+90)  99.6271 99.6058 99.6312  99.6006
SK3(z0' =20+ 9) 99.6166 99.6046 99.6276  99.6112
SK4(pt=p+9) 99.6373 99.6023 99.6299  99.6051
SKs(ki' =k +6) 99.6169 99.5876 99.6256  99.6376
SKe(ky! =ko+68)  99.6267 99.6265 99.6109  99.6256
SK7(ks' =ks+6)  99.6151 99.6111 99.6276  99.6055
SKs(xo'=x0—8)  99.6363 99.6098 99.6213  99.6089
SKo(yo'=yo—06)  99.6150 99.6372 99.6266  99.6273
SKi0(zo'=z20—8) 99.6168 99.6261 99.6209  99.6361
SKi1(u=u->9) 99.6374 99.5987 99.6156  99.6100
SKia(ki' =k —8) 99.6312 99.6209 99.6122  99.5876
SKi3(ky' =k —8)  99.6199 99.6097 99.5906  99.6069
SKi4(ks' = k3 —38)  99.6255 99.6265 99.6022  99.6156
Average 99.6242 99.6140 99.6188 99.6127
Average of all 99.6174 - - -

Table 4: Histogram variance findings for cipher images

Algorithm Lena Baboon House Starfish Average
Proposed  268.4141 263.6250 2759922 255.9844 266.0039
Ref. [47]  273.300
Table 5: Results of metric correlation coefficient
Image Component  Correlation direction
Horizontal Vertical Diagonal
Plain image of Lena Red 0.9551 0.9263 09154
Green 0.9503 0.9365 0.9276
Blue 0.9423 0.9235  0.8721
Encrypted Lena image Red 0.0035 0.0081  -0.0042
Green -0.0052 0.0072  0.0045
Blue 0.0052 -0.0073  0.0034

Table 6: Comparative assessment of correlation coefficients across different encryption methods

Image Encryption scheme  Correlation direction
Horizontal Vertical Diagonal

Plaintext image of Lena 0.9492 0.9288 0.9050

Encrypted Lena image  Suggested 0.0012 0.0027 0.0012
Ref. [[17] 0.0013 -0.0009 -0.0023
Ref. [45] —6.11x 1074 —5.12x 107 3.46x10~*
Ref. [46] 0.001 0.0029 0.0019
Ref. [[7] 0.0007 0.0031 -0.0051
Ref. [B5] 0.0156 0.0156 0.0027
Ref. [5] 0.0095 0.0004 0.0006
Ref. [[18] -0.0013 0.0006 0.0018

401
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Table 7: The outcomes of the analysis on information entropy

Encryption algorithms  Images Size Original  Encrypted
Suggested Lena 256 x 256  7.2507 7.9975
Baboon 256 x256 7.6942  7.9976
House 256 x 256  6.4311 7.9975
Starfish 256 x256 7.8740  7.9975
Average 7.3125 7.9975
Lena 512x512  7.6287  7.99929
Ref. [49] Lena 256 x 256 7.9974
Ref. [44] Baboon 512 x 512 7.9993
Ref. [22] Lena 256 x 256 7.9924
Ref. [[7] Lena 256 x 256 7.9966
Ref. [39] Lena 512 x 512 7.99941
Ref. [5] Lena 512 x512 7.999
Ref. [[1§] Lena 512 x 512 7.9992

further analysis of this relationship, they can deduce the en-
cryption key. The mathematical expressions for these two
parameters are as follows:

Zs,dY(Sad)
AxC (10)

The dimensions of the provided image are denoted by A for
width and C for height. Y (s,d) can be defined by:

NPCR = x 100%

1, if Y(s,d)#Y'(s,d)

Y(Svd)—{ 0, if Y(s,d)=Y'(s,d). v

1
AxC

|U(S,d)—U/(S,d)|

Z 255

s,d

UACI =

] x 100% (12)

The images denoted as U and U’ correspond to en-
coded/cipher images before and after a single pixel alter-
ation in the plaintext image, respectively. Apart from that,
Table § displays UACI and NPCR values for the chosen set
of four RGB/color images. Across these four color images,
mean NPCR value is found to be 99.6097%, while the av-
erage UACI value is 33.4982%. These values provide clear
evidence of the robustness of the suggested encryption tech-
nique against avalanche attacks involving NPCR and UACI.

Furthermore, Table P offers a comparison of our NPCR
and UACI values for the Lena RGB image with those of
several other image encryption schemes. It is evident that
our proposed encryption scheme outperforms [4€, 43, [18,
22] in terms of NPCR and also surpasses [22] concerning
UACLI.

5.6 Analysis of chosen-plaintext,
known-plaintext, and ciphertext-only
attacks

In cryptanalysis, ciphertext-only, known-plaintext, and
chosen-plaintext attacks are commonly considered when

Table 8: Mean npcr and uaci values across diverse images

Images NPCR(%) UACI(%)
Lena 99.6277 33.4585
Baboon  99.6094 33.4291
House 99.6028 33.5780
Starfish ~ 99.5987 33.5270
Average 99.6097 33.4982

evaluating the security of a cryptosystem [23]. In a
ciphertext-only attack, the adversary has access to one or
more ciphertexts and attempts to recover the correspond-
ing plaintexts or obtain information about the secret key.
In a known-plaintext attack, the adversary possesses one
or more plaintext—ciphertext pairs and attempts to exploit
their relationship. A chosen-plaintext attack represents a
stronger attack model in which the adversary is assumed
to have temporary access to the encryption mechanism and
can obtain ciphertexts corresponding to selected plaintexts.
Consequently, resistance to chosen-plaintext analysis pro-
vides stronger evidence than evaluation under ciphertext-
only and known-plaintext scenarios.

To experimentally investigate the resistance of the pro-
posed scheme to chosen-plaintext analysis, special images
with highly predictable pixel distributions are considered.
First, an all-black image, shown in Figure Pd, is selected as
the plaintext and encrypted using the proposed scheme to
obtain the corresponding cipher image shown in Figure PH.
The adversary is assumed to exploit the known structure
of this plaintext—ciphertext pair in an attempt to derive in-
formation equivalent to the chaotic data or keystream em-
ployed during encryption. The recovered information is
subsequently used in an attempt to decrypt the ciphertext
corresponding to another arbitrary plaintext image, namely
Lena, shown in Figure Pd. As illustrated in Figure Pd, this
attempt does not successfully recover the Lena image, indi-
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Table 9: Results of npcr and uaci, their mean, and a comparison on the lena image

Algorithm Image Average NPCR(%) Average UACI(%)
Our Algorithm Lena  99.6277 33.4585

Ref. [46] Lena  99.6040 33.4736

Ref. [45] Lena  99.5999 33.5060

Ref. [118] Lena  99.6213 33.4468

Ref. [22] Lena  99.61 33.78

cating that information obtained from the specially selected
black image cannot be directly reused to decrypt a different
ciphertext.

The experiment is repeated using an all-white image as
another chosen-plaintext input, as illustrated in Figures Pd-
PH. Again, the information obtained from the selected
plaintext—ciphertext pair does not enable successful recov-
ery of the independently encrypted target image. These ex-
perimental results indicate that the encryption output is suf-
ficiently dependent on the input and associated encryption
parameters to prevent direct reuse of information extracted
from the tested special plaintexts. Therefore, under the con-
sidered experimental attack model, the proposed scheme
demonstrates resistance to the evaluated chosen-plaintext
scenario and, consequently, provides evidence of robust-
ness against the weaker known-plaintext and ciphertext-
only scenarios.

(b) (©) (d)

© ® (® (h)

Figure 9: Using black and white images chosen plaintext
attack analysis: () black image; () cipher black image;
(B) cipher lena image; (d) decrypted lena image with possi-
ble secret key from black image; (§) white image; (f) cipher
white image; (&) cipher lena image; (H) decrypted lena im-
age with possible secret key from white image.

5.7 PSNR analysis

PSNR being a yet another metric, and standing for Peak
Signal-to-Noise Ratio, is also employed by the image cryp-
tographers to measure the optimal distinction between two
images: the input plain image and resulting encrypted im-
age. Its mandate is to assess dissimilarity between these

images. The mathematical formulation associated with this
concept is defined in [50].

{PSNR = 20l0g10(255//#SE)dB 13

MSE = 55 YN YV (Ro(j,1) = Pi(j,1))?

The variables used in the equation above are explained as
follows:

- (N, U): The dimensions of the image.

- Py(j,1): Pixel value of the original image at position (j,/).
- Pi(j,1): Pixel value of the encrypted image at position
(D).

- MSE: Mean Squared Error.

Larger values of the security parameter MSE and lesser
values of PSNR indicate more effective encryption and
hence improved security. Table |L{ presents the PSNR val-
ues obtained by different studies. In this table, ‘O-C’ refers
to PSNR metric value between cipher and plain images,
while ‘O-D’ represents the PSNR between the original and
decrypted images. The table reveals that PSNR values are
consistently infinite (eo) for the original and decrypted im-
ages, implying that MSE equals 0. This observation leads
to the conclusion that suggested encryption scheme is loss-
less. Furthermore, suggested algorithm achieves superior
results in the PSNR metric for the Lena image when it is
compared to the different works [50, B4, 42, 48].

5.8 Mean absolute error (MAE)

This security metric has been designed to assess the dis-
parity between the ciphertext and plaintext images. In the
context of enhanced security concerns, a higher value for
this metric is preferred. In the language of Mathematics,
this is usually expressed as:

1 Lo
MAE = p Z Z |C(u,c) — P(u,c)|

u=1c=1

(14)

In the above equation for calculating the value of the metric
MAE, the variable P denotes plaintext image, and variable C
denotes ciphertext image. Additionally, /" and p refers to the
dimensions (length and width) of the image. Moreover, Ta-
ble [L1] provides the outcomes of this significant metric. Fur-
thermore, this table offers a comparison of our results with
those of other schemes mentioned in [48, 44, 34, B1]. More-
over, our scheme has the superior results than the works
[48, #4] against the Lena image.
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Table 10: The PSNR results

Lena Baboon House Starfish

Proposed (O-D) oo ) oo oo

(0-0) 7.8074 8.7850  9.8038 8.2633
Ref. [50] PSNR (O-D) 96.2956

PSNR (O-C) 9.0348
Ref. [B4] PSNR (O-C) 8.6878
Ref. [42] PSNR (O-C) 9.0486
Ref. [48] PSNR (O-C) 8.1300

A.R. Altaf et al.

Table 11: The results of MAE

Name of image MAE

Lena 77.6436
Baboon 76.2506
House 75.2209
Starfish 84.7547
Average 78.4675
Ref. [48] 77.5379
Ref. [44] 74.93

Ref. [34] 82.8419
Ref. [31] 79.2186

5.9 Encryption time

The proposed image cipher was implemented on a system
equipped with a Processor 11th Gen Intel(R) Core(TM) i5-
1135G7 @ 2.40GHz, 2419 Mhz, 4 Core(s), 8 Logical Pro-
cessor(s) Installed Physical Memory (RAM) 8.00 GB Sys-
tem Type x64-based PC. MATLAB R2024a was used as
the programming language. Security is the primary con-
cern in any cryptographic endeavor, and while encryption
time is of lesser importance compared to security, it remains
a crucial factor for cryptographers. Ciphers with shorter
response times have more practical applications in the in-
dustry. Typically, security and time are inversely related,
requiring cryptographers to strike a balance between these
two competing demands when designing a cipher.

Table [12 presents the computational time required by the
proposed algorithm to encrypt the four test images. An av-
erage encryption time of 0.4269 seconds was obtained un-
der the specified experimental environment, indicating the
computational feasibility of the proposed scheme. The re-
ported execution time is also compared with that presented
in [46, [17, 22, 21|, 11, 28, 32]. The proposed method shows
a lower execution time against five studies in this compar-
ison, the values reported across different studies should be
interpreted with caution, since they may have been obtained
using different processors, software platforms, program-
ming environments, image dimensions, and implementa-
tion strategies. Therefore, the comparison with these stud-
ies is intended to provide an indicative performance refer-

ence rather than a strict controlled benchmark.

Another important metric for evaluating the computa-
tional performance of an encryption scheme is encryp-
tion throughput (E7T). Encryption throughput represents the
amount of image data that can be encrypted per unit time
and therefore provides an indication of the processing effi-
ciency of the cipher. A higher throughput value indicates
that a larger amount of data can be encrypted within a given
time interval. It is mathematically expressed as

o Imageg;;, (bits)
 Encryptionim (seconds)

(15)

The encryption throughput values obtained for the pro-
posed scheme are reported in the fifth column of Table [12.
The experimental results show that the proposed cipher
achieves favorable throughput. These results provide fur-
ther evidence of the computational efficiency of the pro-
posed encryption scheme.

5.10 Computational and memory
complexity analysis

In addition to the experimental execution time analysis,
the computational and memory requirements of the major
stages of the proposed cipher are analyzed theoretically.
Let the input RGB image have dimensions m X n x 3 and
let

N =3mn (16)

denote the total number of color-component values. Fur-
thermore, let

d = min(m,n) (17)

denote the maximum possible length, in asymptotic
terms, of a diagonal traversed during a diagonal-strip swap-
ping operation.

The proposed encryption procedure consists mainly of
plaintext-dependent initialization, chaotic sequence gener-
ation, construction of control sequences, diagonal-strip per-
mutation, mask generation, and XOR-based diffusion. Ta-
ble |L3 summarizes the time and memory complexities as-
sociated with these stages.
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Table 12: Algorithm’s computational/encryption speed, throughput and comparison with other schemes

Algorithm Image name Image size Speed (sec) Mbit/sec

Suggested Lena 256 x 256  0.4254 3.8322
Baboon 256 x 256  0.4034 4.2442
House 256 x 256  0.4267 3.2253
Starfish 256 x 256  0.4521 3.7327
Average 0.4269 3.7586

Ref. [4g] Baboon 0.9447

Ref. [17] - 0.54

Ref. [22]  Lena 0.38

Ref. [21]]  Lena 2.5607

Ref. [[11]  Lena 3.1143

Ref. [28] - 1.48

Ref. [B2] - 0.067230

Finite-precision arithmetic may affect the behavior of
digitally implemented chaotic systems because rounding
and quantization can cause deviations from their ideal
continuous-precision trajectories and may eventually in-
troduce periodic behavior. This issue can become more
pronounced on resource-constrained embedded processors
employing reduced numerical precision. The present im-
plementation uses MATLAB double-precision arithmetic;
therefore, a detailed investigation of fixed- and reduced-
precision implementations of the proposed ILM-based ci-
pher is beyond the scope of this study and will be consid-
ered during future embedded-platform implementation.

6 Discussion

The experimental results indicate that the proposed encryp-
tion scheme provides a reasonable balance between se-
curity and computational simplicity. The four RGB test
images, namely Lena, Baboon, House, and Starfish, pos-
sess different textures and statistical characteristics, yet
the obtained security measures remain relatively consistent.
The average information entropy is approximately 7.9975,
while the mean NPCR and UACI values are 99.6097% and
33.4982%, respectively. Moreover, the correlation coef-
ficients of the cipher images remain close to zero. These
results suggest that the proposed method is not strongly de-
pendent on the particular statistical structure of a single test
image.

The main methodological novelty of the proposed
scheme lies in its cross-channel diagonal-strip permuta-
tion mechanism. Unlike conventional row-, column-, or
position-based permutation approaches, the proposed Di-
agonal Strips Based Scrambler (DSBS) dynamically selects
two RGB components and exchanges diagonally oriented
pixel strips according to chaotic control sequences. There-
fore, the confusion process affects both the spatial arrange-
ment of pixels and their distribution across color channels.
The Intertwining Logistic Map further controls the selec-

tion of channels, directions, positions, and diffusion mask,
while the plaintext-dependent initialization causes different
images to generate different chaotic control sequences.

This additional structural complexity introduces a com-
putational trade-off. Chaotic sequence generation, control-
sequence construction, mask formation, and XOR diffusion
require O(mn) time for an m x n RGB image. The DSBS
stage is computationally dominant because it performs 3mn
scrambling iterations, each of which may traverse a diago-
nal of length proportional to min(m,n). Hence, its worst-
case complexity is

O (mnmin(m,n)),

(18)

which becomes O(n?) for a square n x n image. Never-
theless, the operations involved are primarily simple pixel
swaps and XOR operations rather than computationally ex-
pensive transforms or optimization procedures. The av-
erage encryption time of 0.4269 seconds obtained for the
256 x 256 RGB images indicates that the proposed design
remains computationally manageable in the current soft-
ware implementation.

The memory requirement of the proposed cipher grows
linearly with image size because the dominant data struc-
tures, including the RGB image planes, chaotic sequences,
control arrays, mask, scrambled image, and cipher image,
all contain a number of elements proportional to mn. Con-
sequently, the overall memory complexity remains O(mn).
This linear growth is favorable for resource-conscious ap-
plications, although actual RAM and energy consumption
on embedded hardware still require direct experimental val-
idation.

The practical interpretation of the results should also con-
sider the experimental platform. The current implemen-
tation was evaluated using MATLAB R2024a on an 11th-
generation Intel Core i5 system with 8 GB RAM, rather than
on a resource-constrained IoT processor. Therefore, the re-
ported execution time and throughput demonstrate the com-
putational characteristics of the proposed algorithm under a
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Table 13: Computational and memory complexity of the major stages of the proposed cipher

Stage Principal Operations Time Complexity Memory Complexity
Plaintext-dependent Summation of the 3mn RGB com- O(mn) O(1) auxiliary
initialization ponent values to modify the initial

chaotic parameter

Chaotic sequence gen- Generation of the ILM sequences x, O(mn) O(mn)
eration v, and z for 3mn iterations
Control-sequence and  Generation of choice, direction, p, q, O(mn) O(mn)
mask generation and mask from the chaotic sequences
over 3mn iterations
RGB channel decom- Extraction of the red, green, and blue  O(mn) O(mn)
position image planes
Diagonal-strip permu-  3mn calls to the diagonal-strip swap-  O(mnd) O(mn)
tation (DSBS) ping routine; each call processes
at most O(d) pixels, where d =
min(m,n)
Mask formation Organization of the generated mask  O(mn) O(mn)
sequence into an m X n X 3 mask im-
age
XOR diffusion One XOR operation for each of the  O(mn) O(mn)
3mn RGB component values
Overall encryption Chaotic generation + control genera- O(mnd) O(mn)
tion + DSBS + diffusion
Overall decryption Mask regeneration + inverse XOR + O(mnd) O(mn)

reverse-order diagonal swapping

conventional software environment, but they do not directly
establish real-time performance or energy efficiency on em-
bedded hardware. Evaluation on representative platforms
such as Raspberry Pi or ARM-based processors would pro-
vide stronger evidence regarding practical IoT deployment.

The proposed cipher is based on symmetric-key cryp-
tography, where the initial conditions and control param-
eters of the chaotic system act as secret-key components.
In a practical deployment, these parameters should be se-
curely provisioned or established through an appropriate
key-management mechanism rather than transmitted over
an unsecured channel. Reuse of identical key parameters
over a large number of sessions should also be avoided. Al-
though the plaintext-dependent initialization helps modify
the generated chaotic sequences for different images, peri-
odic key renewal would remain advisable in a real-world
implementation.

The results reported in this study are obtained mainly
from standard RGB benchmark images. While their dif-
ferent textures provide some evidence of consistency,
broader validation using application-specific images, in-
cluding surveillance, medical, industrial, and other IoT-
generated visual data, would strengthen the generalization
claims. Similarly, the influence of image resolution and
color depth deserve further study. The current results in-
dicate that the statistical randomization capability is main-
tained for the tested image sizes, but larger-scale experi-
ments would provide a more complete assessment of scal-
ability.

Overall, the proposed combination of ILM-controlled
diagonal-strip permutation and XOR diffusion offers a dis-
tinctive image-encryption framework with competitive sta-
tistical and differential security characteristics. Its principal
advantage lies in introducing dynamic cross-channel spatial
transformations while retaining relatively simple primitive
operations. Future work will therefore focus on embedded
implementation, reduced-precision arithmetic, broader im-
age datasets, and systematic evaluation across multiple im-
age resolutions and color depths.

7 Conclusion

This paper presented a lightweight chaos-based RGB im-
age encryption scheme designed for resource-conscious im-
age security applications, with particular relevance to IoT
environments. The proposed framework combines Inter-
twining Logistic Map (ILM)-based chaotic control with a
dynamic cross-channel diagonal-strip permutation mecha-
nism and XOR-based diffusion. Unlike conventional row-
or column-oriented scrambling strategies, the proposed
confusion stage repeatedly exchanges chaos-controlled di-
agonal strips between dynamically selected RGB compo-
nents, thereby disturbing both the spatial arrangement and
cross-channel distribution of image pixels.

The experimental results demonstrate that the proposed
scheme achieves strong statistical and differential charac-
teristics. The average information entropy approaches the
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ideal value of 8, while the obtained NPCR and UACI values
are close to their expected theoretical levels. The correla-
tion coefficients of the cipher images remain close to zero,
and the key-sensitivity analysis confirms that very small
perturbations in the secret-key parameters produce substan-
tially different encryption outputs. In addition, the recon-
struction analysis verifies lossless decryption, with zero
MSE and infinite PSNR between the original and recovered
images. The proposed scheme also achieves an average en-
cryption time of 0.4269 seconds for the tested 256 x 256
RGB images under the specified conventional computing
environment.

The theoretical analysis shows that chaotic sequence
generation and XOR diffusion require O(mn) time, whereas
the diagonal-strip permutation dominates the computa-
tional cost with worst-case complexity O(mnmin(m,n)).
The overall memory requirement remains O(mn), indicat-
ing linear memory growth with image dimensions. Al-
though these results support the computational feasibility
and security potential of the proposed design, the current
implementation has been evaluated on a conventional com-
puting platform rather than directly on embedded IoT hard-
ware. Therefore, practical deployment claims should be in-
terpreted in this context.

Future work will focus on implementing the proposed
cipher on resource-constrained platforms such as Rasp-
berry Pi and ARM-based processors, where execution
time, memory utilization, energy consumption, and finite-
precision effects can be investigated directly. Additional
evaluation using larger and more diverse image collections,
multiple image resolutions and color depths, as well as
application-specific images such as surveillance, medical,
and industrial imagery, will further establish the scalability
and generalization capability of the proposed framework.

Source code availability

The source code used to implement the proposed encryption
and decryption scheme is available from the corresponding
author upon reasonable request.
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