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Existing pseudonym schemes in Vehicular Ad-Hoc Networks (VANETS) incur significant communication
and storage overhead. Moreover, while RSU-dependent schemes are constrained by the cost and scala-
bility of infrastructure deployment, RSU-independent schemes frequently rely on centralized components
that introduce both privacy vulnerabilities and performance bottlenecks. To address these issues, this paper
proposes a fog-computing-based pseudonym-management architecture that utilizes distributed fog nodes to
execute pseudonym generation, distribution, storage, and accountability. Within this framework, a vehicle
entering a fog domain receives a pool of short-term pseudonyms from its nearest fog node for intra-domain
communications. This architecture significantly reduces communication latency, alleviates the burden on
the centralized certificate authority, and enhances system scalability. In addition, based on the proposed
architecture, a vehicle-centric RSU-independent pseudonym-change mechanism is introduced. The mech-
anism dynamically determines the optimal timing for pseudonym changes by quantifying driving-behavior
similarity and incorporating real-time vehicle states such as speed, direction, and relative position. Theo-
retical analysis shows that the proposed scheme provides effective privacy protection. Experimental results
demonstrate that, compared with traditional RSU-based and centralized schemes, the proposed scheme sig-
nificantly enhances anonymity while substantially reducing the risk of being tracked, offering a practical
and scalable solution for privacy-preserving VANETS.

Povzetek: Predlagan je fog pristop za upravljanje in menjavo psevdonimov v VANET omrezjih, ki zmanjsuje
zakasnitve in odvisnost od centralne infrastrukture. Rezultati kazejo boljso anonimnost, manjso sledljivost
vozil in vecjo razsirljivost sistema.

1 Introduction fic safety and efficiency, while also contributing to envi-

ronmental sustainability, commercial exploration, and pol-

With the rapid development of information technology, the
Internet of Things (IoT) has achieved widespread adop-
tion across various industries. In recent years, the evo-
lution of next-generation communication technologies has
given rise to Vehicular Ad-Hoc Networks (VANETSs), a
key technology driving intelligent transportation systems.
VANETSs are revolutionizing the automotive industry, lead-
ing to profound changes that are already demonstrating im-
measurable value and far-reaching impact [|1]]. By integrat-
ing state-of-the-art technologies such as wireless commu-
nications, vehicle positioning, data processing, and intel-
ligent decision-making, VANETs have become an indis-
pensable component of intelligent transportation systems.
As the number of vehicles continues to increase, traffic
safety has emerged as a critical concern. VANETs ad-
dress this challenge by facilitating real-time information ex-
change, thereby significantly enhancing road safety and re-
ducing accident rates [2]. This technology holds consider-
able potential for technological innovation, improving traf-

icy formulation, making it a subject of increasing research
attention.

A typical VANETSs architecture consists of a Trusted
Authority (TA), Roadside Units (RSUs), On-Board Units
(OBUs), and other fundamental components [3]. The
TA, which is managed by government agencies or vehi-
cle manufacturers, is trusted by all other entities. TA is
responsible for managing and maintaining system param-
eters, registration information, and authentication certifi-
cates. RSUs are infrastructure nodes deployed along road-
ways. They serve as intermediate nodes to facilitate com-
munication and provide various services to vehicles within
their jurisdiction [4]. Vehicles, as mobile communica-
tion nodes, are equipped with OBUs to send, receive, and
process information to other entities via Dedicated Short
Range Communications (DSRC) [5]. Vehicles periodically
broadcast beacon messages every 100 to 300 ms. From
a communication perspective, VANETSs are primarily cat-
egorized into two modes: Vehicle-to-Vehicle (V2V) and
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Vehicle-to-Infrastructure (V2I). In V2V communication,
vehicles exchange critical real-time information such as
traffic incidents, emergency braking alerts, driving condi-
tions, weather conditions, and adverse road conditions [(].
In V2I communication, RSUs respond to vehicle requests,
providing services such as traffic safety notifications, nav-
igation, and other relevant services, while also offering in-
fotainment services for drivers and passengers [[7].

However, due to their inherent characteristics such
as high node mobility and dynamic network topology,
VANETs: are highly susceptible to various attacks from both
external and internal attackers [§]. The information leakage
caused by broadcast beacons is a significant threat. This is
because these beacons contain sensitive data like vehicle
identity, GPS coordinates, speed, and direction [9], which
may be exploited for malicious tracking, violating privacy
and potentially compromising safety [[L0]. Moreover, due
to the close association between drivers and vehicles, this
linkage poses a significant threat to the confidentiality of
drivers’ locations in VANETS [|11]].

To address privacy concerns, vehicles use temporary au-
thenticated identifiers during communication, commonly
known as pseudonyms [|L2], preventing the leakage of real
identity information [[13]. While pseudonyms enhance
anonymity, they also increase the complexity of inspect-
ing and tracking. If a pseudonym is used for an extended
period, attackers may infer the vehicle’s true identity by an-
alyzing trajectory, such as the destinations, driving patterns,
and other contextual data [[14]. However, frequent changes
of pseudonyms result in additional storage and communi-
cation overhead for vehicles. Furthermore, even if only
a small number of vehicles change their pseudonyms si-
multaneously, it may still be insufficient to achieve effec-
tive privacy protection. Therefore, the core challenge of
pseudonym schemes lies in determining when and where
to change pseudonyms in a reasonable manner to ensure
unlinkability. These decisions directly impact the effec-
tiveness of privacy protection. On one hand, in order to
maximize anonymity, the number of vehicles within the
pseudonym change area should be as large as possible. This
would increase the difficulty for attackers to track a spe-
cific vehicle. On the other hand, to ensure unlinkability, it
is preferable for all vehicles within the pseudonym change
area to change their pseudonyms simultaneously, making
it difficult for attackers to establish a continuous tracking
chain. However, in the practice of pseudonym change, the
primary principle of ensuring driving safety must also be
considered [[1§]. Addressing how to protect privacy with-
out impeding necessary communication is therefore a criti-
cal challenge [|L6].

Nowadays, many pseudonym schemes have been pro-
posed. Widely adopted security standards, such as IEEE
1609.2 and ETSI 102941-v1.1.1, consider public keys cer-
tified by the Certificate Authority (CA) as pseudonyms.
Vehicles change their pseudonyms based on the CA’s in-
structions to facilitate location tracking in certain scenar-
ios [[17]. In urban environments, strategies based on hybrid
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regions have been widely implemented. These strategies
tend to implement pseudonym changes at high-traffic loca-
tions such as busy intersections, parking lots, and gas sta-
tions [|18]. However, in sparse traffic scenarios, such as
highways and suburbs, the difficulty of forming effective
hybrid regions weakens the anonymity effects [[19]. To ad-
dress this challenge, pseudonym change strategies based on
hybrid contexts have emerged. These strategies dynami-
cally determine the optimal timing for pseudonym changes
based on real-time environmental factors such as traffic
density, vehicle speed, and tracking probability. Through
collaborative pseudonym changes or exchanges among ve-
hicles, this approach can more effectively conceal their true
identities [20]. This strategy provides stronger privacy pro-
tection, as it is suitable not only for dense urban areas but
also for sparse environments, thus providing broader adapt-
ability [21]]. Compared to hybrid region-based schemes,
hybrid context-based strategies are more flexible and effi-
cient. However, existing solutions still face challenges such
as high latency and significant overhead in pseudonym is-
suance, making it difficult to balance vehicle location pri-
vacy protection with network efficiency. Additionally, hy-
brid region-based strategies are often highly dependent on
RSUs, which are expected to provide full coverage. In prac-
tice, however, this comprehensive coverage is not always
feasible [22], which incurs high costs and limits their appli-
cation. Furthermore, managing multiple pseudonyms de-
mands considerable storage allocation on OBUs, which in
turn complicates management for the TA and increases the
storage and computation overhead on RSUs. Due to these
issues, protecting vehicle location privacy both effectively
and efficiently becomes a challenging task.

To address these challenges, this paper proposes a fog-
based pseudonym management and change scheme that
does not rely on RSU to protect privacy. The main con-
tributions of this paper are summarized as follows:

(1) This paper proposes a fog-based pseudonym man-
agement scheme to reduce the communication and storage
overhead associated with pseudonym distribution and ac-
countability for RSUs. By leveraging the low-latency of
fog computing, the scheme migrates the core management
processes to the network’s fog layer, thereby reducing ser-
vice response time and alleviating the burden on the TA.

(2) A vehicle-centered, RSU-independent collaborative
pseudonym-change mechanism is introduced. Similarity of
driving behaviors is quantified using dynamic states such
as driving direction, speed and position to identify and
analyze vehicles that are about to enter the pseudonym
change area. Subsequently, the selected vehicles invoke
a proven-secure vehicular authentication and authenticated
key-establishment protocol to establish secure communica-
tion for the cooperative pseudonym-change process.

(3) The simulation environment for our scheme is built
upon the reliable vehicular network framework composed
of Veins, OMNeT++, and SUMO. Leveraging a real-world
map and actual traffic flow data, we conducted extensive
simulations to evaluate and validate the proposed scheme.
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The experimental results show that the proposed scheme
significantly enhances anonymity while substantially re-
ducing the risk of being tracked, offering a practical and
scalable solution for VANETS.

The remainder of the paper is organized as follows. Sec-
tion 2 introduces the related work. Section 3 presents the
design of the pseudonym scheme. Then, Section 4 analyzes
the security of the proposed scheme and Section 5 evaluates
the performance. Finally, section 6 concludes the paper and
discusses future work.

2 Related work

To protect the privacy and security of vehicle communi-
cations in VANETS, various pseudonym change strategies
have been proposed. The primary goal of these strate-
gies is to determine when and where vehicles change
their pseudonyms, ensuring unlinkability between differ-
ent pseudonyms and offering effective protection against
pseudonym linking attacks [23]. This section provides an
overview of these solutions for pseudonym change and
management in VANETs.

2.1 Pseudonym change mechanisms
dependent on RSU online services

Li et al. [24] employed a differential privacy index mech-
anism for pseudonym selection, enhancing anonymity but
also increasing computational complexity. This added
complexity negatively affects system performance. Addi-
tionally, the selection of differential privacy parameters is
extremely sensitive, requiring careful adjustment. Chen et
al. [29] proposed a scheme that enhances anonymity and
reduces traceability. However, its effectiveness largely de-
pends on the availability of RSUs and relies significantly
on the accuracy of real-time traffic context prediction. Kho-
daei et al. [26]suggested that selecting relay vehicles to sim-
ulate non-existent relay vehicles can enhance user privacy.
However, this method increases the communication over-
head, and its effectiveness may be limited in areas with low
vehicle density. Boualouache et al. [27] presented a scheme
that can be easily deployed on widespread roadside infras-
tructure, offering secure pseudonym changing and manage-
ment. However, this approach imposes stringent security
requirements and heavily relies on extensive roadside in-
frastructure support. Li et al. [2§] proposed a mix zone
scheme by analyzing the frequently parked locations of ve-
hicles. Within this zone, silent periods can be implemented
to enhance privacy protection. However, broadcasting pre-
vious pseudonyms before the silent period may pose poten-
tial privacy leakage risks. I, Memon et al. [29] proposed
that RSUs issue temporary keys to ensure communication
among vehicles within the area. While this enhances se-
curity, it also increases communication delays and costs,
bringing additional strain on RSUs.

The pseudonym change mechanisms dependent on RSU
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enhance vehicle privacy protection and security through
various strategies. While these mechanisms improve
anonymization effectiveness, they also come with several
challenges. This dependence leads to increased communi-
cation delays, higher computational costs, and significant
infrastructure requirements. Thus, while these mechanisms
enhance privacy protection, they also face challenges re-
lated to cost, efficiency, and infrastructure development.

2.2 Pseudonym change mechanisms
independent of RSU online service

Haider, D et al. [30] proposed a scheme that reduces re-
liance on external services, offering maximum location
confidentiality. However, it is highly dependent on a cen-
tral server, and reliance on it may pose security risks if the
algorithm or the server is compromised. Zhang et al. [31]
presented a scheme that alleviates the burden on the cer-
tificate authority, diminishes the delay in pseudonym re-
quests, and elevates overall efficiency. However, security
concerns in the fog computing environment require addi-
tional protective measures, and the reliability and credibil-
ity of fog nodes must be ensured. P. Mdee, M et al. [[7] pro-
posed a solution that operates independently of infrastruc-
ture, thereby enhancing the system’s flexibility and scala-
bility. However, frequent pseudonym changing increases
system complexity and communication overhead. Hayat, Z
et al. [B2] introduced a method leveraging differential pri-
vacy to enhance data security and privacy protection. How-
ever, the incorporated noise impacts data accuracy, and
in high-density scenarios, transmitting numerous perturbed
messages escalates network load. To mitigate infrastructure
dependency, A.P. Mdee et al. [33] proposed a method where
pseudonyms are managed within the CA’s pseudonym pool,
with unused pseudonyms being cycled out for new ones to
improve resource utilization. However, this approach in-
creases the initial registration burden and the pseudonym
usage threshold must be set appropriately to avoid compro-
mising the timeliness and effectiveness of pseudonym re-
placement. Pranav Kumar Singh et al. [34] proposed that
vehicles collaborate to exchange pseudonyms, preventing
location tracking by service providers.However, the scheme
must ensure sufficient randomness and unpredictability to
avoid potential attacks. Moreover, it increases communi-
cation overhead.

The pseudonym change mechanism independent of
RSUs offers an alternative solution to protecting vehicle
privacy, but it also brings a series of challenges. These
mechanisms often rely on a central server to manage
pseudonyms, increasing security and computation demands
on the central server and depending heavily on security
communication and storage space. This makes privacy
protection more difficult in sparsely populated traffic ar-
eas. While RSU-independent pseudonym change mecha-
nism theoretically addresses privacy concerns, its practical
implementation requires careful consideration of security,
efficiency, resource consumption, and other factors.
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The comparison among the existing pseudonym change
schemes in VANETSs is shown in Table [il.

3 The proposed scheme

This section provides a comprehensive overview of the sys-
tem model and defines the fog-based pseudonym manage-
ment strategy. Additionally, this section explores a vehicle-
centered pseudonym-change scheme that is independent of
RSUs. The relevant symbols and descriptions are presented
in Table .

3.1 System model

The system model mainly consists of the user layer, fog
layer, and cloud layer, as shown in Figure
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Figure 1: System model

Cloud Layer:The Trusted Authority (TA) is deployed on
cloud servers within government departments and servers
as the core of the cloud layer. The TA is assumed to be trust-
worthy. It consists of a long-term registration module and a
pseudonym generation module. The registration module is
responsible for verifying the real identity of vehicles. Once
verified, the pseudonym generation module generates and
assigns long-term pseudonyms to the verified vehicles. The
TA records the initial mapping between vehicles’ real iden-
tity and their long-term pseudonyms, securely storing this
information in the vehicle-long-term pseudonym mapping
database. In addition, the TA also continuously monitors all
entities in VANETSs. If the TA receives evidence of misbe-
havior from the Trusted Fog Node (FN) in the fog layer, the
TA promptly performs detection and removes the malicious
entity from VANETs to ensure the security and stability.

Fog Layer:The fog layer, situated between the user
and cloud layers, is managed by the cloud layer. The
Trusted Fog Node (FN) deployed on this layer is similar
to the RSU in function, but with a broader communication
range. The FN generates, stores, and distributes short-term
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pseudonyms to vehicles entering its coverage area for the
first time. This mechanism significantly reduces the bur-
den on the cloud layer in terms of pseudonym management
and storage. The FN consists of three components: the
short-term pseudonym pool, the local log database, and the
mapping relationship database. The short-term pseudonym
pool generates and securely stores short-term pseudonyms,
which serve as temporary identifiers for vehicles to ensure
anonymity while supporting system management and track-
ing. The local log database is responsible for recording mis-
behavior involving RSU and vehicles in the region, storing
communication information with adjacent fog layers and
enforcing mutual supervision. If misbehavior is detected,
the database blacklists the offending vehicle or RSU and
uploads the information to the cloud layer, where the ve-
hicle’s real identity is recovered for legal accountability
and removal from the system. The mapping relationship
database records the mapping between long-term and short-
term pseudonyms, enabling rapid identification of vehicles
when necessary.

User Layer: The user layer consists of vehicles, Road-
side Units (RSUs), and eavesdropping devices deployed
by attackers. The primary responsibilities of RSUs are
to authenticate vehicles within their coverage area, broad-
cast service information, and upload the authentication in-
formation to the fog layer, and assist FN in the distribu-
tion of short-term pseudonyms. Vehicles register with the
TA by submitting their real identities to obtain long-term
pseudonyms. Each vehicle is equipped with electronic de-
vices such as a Global Positioning System (GPS), an On-
board Unit (OBU) and various sensors. The OBU is used
to store both short-term and long-term pseudonyms. At-
tackers deploy eavesdropping devices, primarily trackers.
A tracker can be a server with significant resources and
the ability to implement tracking algorithms. A tracker
in the system poses various threats, including eavesdrop-
ping, tracking, and profile generation, even if it operates
passively. In the proposed scheme, the tracker is global,
meaning it covers the entire network and remains passive.
This type of attacker is referred to as a Global Passive At-
tacker (GPA) in recent literature [29]. The GPA can eaves-
drop on beacon messages but cannot modify the content of
the captured messages.

Figure 2 shows the architectural components of the
pseudonym system in VANETS.

3.2 Pseudonym management

Before joining the VANETSs, a vehicle must register with
the TA. Upon registration, the TA assigns the vehicle a pri-
vate key SK, a public key PK, a long-term pseudonym
PIDy. PIDy is associated with the vehicle’s real identity
(e.g., license plates, owner information), enabling the TA
to accurately identify the vehicle based on PIDy,.

RSUs regularly broadcast notifications about the pro-
vided services and distribution of short-term pseudonyms
from FNs. When a vehicle enters the FN managed area for
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Table 1: Pseudonym change schemes comparison
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Figure 2: System architecture

the first time and receives the broadcast announcement, it
sends a message msgy, = {Req; || PIDy || T} to the
nearest RSU, where Req, is the request identifier for the
short-term pseudonym, P1 Dy, is the long-term pseudonym
distributed by the TA, and T is the timestamp. After val-
idating the PI Dy, the RSU forwards msgy, to the near-
est FN. The FN generates a set of short-term pseudonyms
PIDs = {PID;y,PIDy,PID3,...,PID;} based on the
pseudonym generation reward function described in [31].
These short-term pseudonyms are sent back to the regis-
tered vehicle via the RSU. Within this fog area, the vehicle
uses the short-term pseudonyms for communication. The
detailed procedure is shown in Figure 3.

If the vehicle leaves the current fog area, it must re-
authenticate through a new RSU to a new FN to obtain a
new set of short-term pseudonyms for subsequent commu-
nication. If a malicious vehicle is detected by a FN, relevant
information is stored in the local log of the FN and uploaded
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Figure 3: Pseudonym acquisition process

to the TA. The real identity of the vehicle must be revealed
by the TA based on the vehicle-long-term pseudonym map-
ping database. Subsequently, long-term pseudonyms of ve-
hicle are then added to the blacklist and broadcast the black-
list to all FN in VANETs. Once FNs receive the blacklist,
they no longer distribute pseudonyms to malicious vehicles.

3.3 Vehicle similarity calculation

Considering the difficulty in the widespread deploy-
ment of RSUs, this paper proposes an RSU-independent
pseudonym change scheme. The scheme fully considers
potential attacks and tracking capabilities of attackers and
designs a dynamic area division strategy based on vehicle
similarity.

In this scheme, the vehicle initiating the pseudonym
change process is defined as Va. The set of all vehicles
within the communication coverage range of Va is denoted
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Table 2: Symbols and descriptions

Symbol Description
VRange The set of vehicles within the communication range
PID;, PID; The L-th long-term pseudonym and the i-th short-term pseudonym
T Timestamp
SK; The private key of entity ¢
PK; The public key of entity ¢
HAuth/AKE Secure authentication and authenticated key establishment
K;; Fresh session/group key
Vehange The group of vehicles undergoing a pseudonym change
C Set of eligible candidate vehicles
Simp p,rL Speed, Direction, Position and Comprehensive Similarity
Ny Threshold for pseudonym-change participation
N, Actual number of eligible candidate vehicles, where N, = |C]|
v; The speed of vehicle 7
d; The direction of vehicle 7
(zi,yi) The position of vehicle i
e Short-term pseudonym lifetime threshold
w1, W, W3 Weights of speed, direction, and position similarity, respectively
s Current road scene, where s € {highway, urban}

as VRange- Each vehicle in Vrange computes its driving simi-
larity with Va using the vehicle’s driving state, specifically
focusing on position, speed, and driving direction. These
indicators can be directly obtained from the beacon broad-
cast by the vehicle, enabling precise quantification of the
similarity of vehicle driving states.

The driving similarity contains three dimensions: speed
similarity, direction similarity, and position similarity.
These three components are combined through a weighted
summation to obtain the overall driving-state similarity.
Using V, and V} as illustrative examples, the similarity
measures are defined as follows:

(1) Speed similarity sim, between V, and Vj:

|vq — vp]
Av (1)

AV = Umax — Umin ('Umina Umax € VRange)~

simy, =1 —

where v, and vy, are the speeds of V, and V;, respectively.
Umagz and Uy, are the maximum and minimum speeds in
VRange» respectively.

(2) Direction similarity simp between V, and V}:

|da — db|
Ad (2)
dmin (dmina dmax € VRange)-

simp =1—
Ad = dmax -

where d, and d, are the movement directions of V,, and
V}, along the horizontal coordinate, and Ad is the difference
between the maximum d,,,,, and minimum d,,,;,, values of

the direction range of all vehicles, i.e., the total span of di-
rection changes.
(3) Position similarity sim, between V, and V}:

\/(xa - mb)2 + (ya - yb)2
AL A3)
V(@0 — )% + (Ya — 16)2.

simp =1 —

AL =

max
Vi, Vo € VRange

where (x4, y,) and (zp, ys) are the position coordinates
of V, and V}, and AL represents the maximum physical
distance between any two vehicles in the set. It serves as a
reference for evaluating the relative proximity of vehicles.

Based on the speed similarity, direction similarity, and
position similarity between V,, and V}, the proposed scheme
designs a comprehensive measurement function to evalu-
ate the similarity of their driving states. This measure-
ment function aims to reflect the degree of proximity in the
driving behaviors of the two vehicles. The more similar
the driving states of the two vehicles, the more consistent
their behavior patterns are, making it difficult for attack-
ers to gather information through vehicle tracking and in-
fer the relationship between the vehicles and their previous
pseudonyms. The overall driving state similarity, denoted
as sim, is calculated by combining the above three dimen-
sions:

SiMe = W1 X StMy, + Wo X Stmp + w3 X Simy, @

wy +w2 +w3z =1
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The weights wy, we, and w3 are selected according to
the current road and traffic conditions [24], allowing the
comprehensive similarity to reflect the relative importance
of speed, direction, and position. Accordingly, the weight
tuple is selected from the following two preset vectors:

(wl w2 wg) = (w{{’ wé{’ ng)7 S = hlghWay7
o (wlU’ wQUv wg), s = urban.

For each ¢ € {H, U}, the preset vector satisfies wi +
wd +wi =1 and w > 0. The values are selected offline
and remain fixed during a pseudonym-change round. Thus,
scene adaptation requires only a road-type lookup and a
weight-vector selection, preserving the interpretability and
low computational cost of the linear similarity function.

3.4 Short-term pseudonym change

After system initialization, each vehicle registers with the
TA and receives a long-term pseudonym PIDj;. When
a vehicle enters a FN’s coverage area and is successfully
authenticated, it receives a short-term pseudonym pool
PIDs = {PIDy,PIDy,PIDs,...,PID;} issued by
the FN. The vehicle initially uses PID;. Each short-
term pseudonym remains active until its elapsed usage time
reaches the lifetime threshold «, at which point the vehi-
cle initiates the cooperative pseudonym-change process and
switches to a new unused short-term pseudonym.

When the elapsed usage time of the current short-term
pseudonym reaches the lifetime threshold «, the vehicle ini-
tiates a cooperative pseudonym-change process. To estab-
lish an initiator-centric mixed area within the fog domain,
surrounding vehicles are first evaluated according to their
driving-state similarity. Vehicles with highly similar driv-
ing states are more suitable for simultaneous pseudonym
changes because their trajectories are more difficult for an
attacker to distinguish. After the eligible participating ve-
hicles are determined, the initiator and the participating
vehicles invoke the selected secure authentication and au-
thenticated key-establishment protocol to establish a fresh
shared group key Ky, v,,,... Upon successful authentica-
tion and key establishment, the vehicles jointly establish the
pseudonym-change area for the subsequent synchronized
pseudonym change.

Figure f| shows the timing diagram of the pseudonym
change. At time ¢, vehicles are in the normal driving state,
and the initiating vehicle broadcasts a request message. At
time ¢ + 1, vehicles receiving the request message vali-
date the initiating vehicle’s short-term pseudonym, quan-
titatively compute the comprehensive similarity (see the
Vehicle Similarity Calculation section for details), and de-
cide whether to participate. Vehicles willing to participate
then respond to the initiating vehicle. At time ¢t + 2, af-
ter receiving the responses, the initiating vehicle verifies
the responding vehicles and recomputes their similarity val-
ues for comparison. The eligible vehicles are then selected
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according to their similarity values and the preset partici-
pation threshold V; to form the pseudonym-change group
Vehange- The initiating vehicle and the selected participants
subsequently invoke the selected secure authentication and
key-establishment protocol to establish a fresh shared group
key Kv,, Vi and jointly establish the pseudonym-change
area. At time ¢t + 3, the initiating vehicle and the par-
ticipating vehicles simultaneously change their short-term
pseudonyms. Then, all vehicles drive with the new short-
term pseudonyms. This cooperative change mechanism
significantly raises the difficulty for an attacker to track the
real identities and locations of the vehicles.

(1) When the elapsed usage time of the current short-
term pseudonym of vehicle V,, reaches the lifetime thresh-
old a, V, initiates a cooperative short-term pseudonym-
change process. V, first broadcasts a request message

msgv, = {Req; || PID; || T},

where Req, is the pseudonym-change request, P1D, is the
current short-term pseudonym of V,, and T is the times-
tamp. This message indicates that V,, is actively seeking co-
operation with other vehicles to collaboratively establish a
pseudonym change mixed area to complete the pseudonym
change process.

(2) When a vehicle in Vrange receives V;’s request, it val-
idates PID;. If validation succeeds, the vehicle selects
(w1, wa, ws) according to the current road scene s and cal-
culates its driving similarity sim. to V, using Equations
(1)-(4). Based on sim, and the remaining time before
its own current short-term pseudonym reaches the lifetime
threshold «, it decides whether to participate. A responding
vehicle Vi, € Viange sends the message msgy, = {simqs ||
T || PIDy,} back to V,, where simyg, is the driving simi-
larity between V,, and V3, T is the timestamp, and PI Dy, is
the current short-term pseudonym used by vehicle V;. Ifa
vehicle does not respond, the message msgy, is discarded.

(3) Let the eligible-candidate set initially be C' = @. Af-
ter receiving a response, V, verifies the legitimacy of the
responding vehicle’s short-term pseudonym. If verification
is successful, V;, sets the received similarity as M7, recom-
putes the similarity M2 between itself and the responding
vehicle, and compares M7 with Ms. This comparison pre-
vents vehicles from intentionally providing false similarity
information to disrupt the normal pseudonym-change pro-
cess. If My = Ms, the responding vehicle is regarded as
an eligible candidate and added to C.

(4) Let N, = |C| denote the actual number of eligible can-
didates in the candidate set C' constructed in Step (3). The FN
determines the participation threshold N; according to service
and environmental requirements. If N, > N;, a Top-IV; pro-
cedure selects the V¢ vehicles with the highest similarity values
from C' to form Vipange. If 0 < Np < Ny, Vihange is set to C,
and the k-anonymity compensation mechanism is applied with
the target anonymity size K = N;. A total of Ny — N, aux-
iliary pseudonym-change notifications are distributed among the
N,, participants. These auxiliary notifications use the same ob-
servable format as the actual pseudonym-change notifications and
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Figure 4: Vehicle pseudonym-change example

are transmitted within the same change interval. If N, = 0, no co-
operative pseudonym-change event is executed. This mechanism
increases the difficulty for an attacker to distinguish the actual par-
ticipants of a successfully executed pseudonym-change event.

(5) After V,, determines Vipange, the initiating vehicle and the se-
lected participants invoke a selected proven-secure vehicular au-
thentication and authenticated key-establishment protocol. We ab-
stract this replaceable protocol interface as

(accept, KVQ,Vchangc) — HAuth/AKE(Vm ‘/changm PID7 T) (5)

Here, PID denotes the current valid short-term
pseudonyms of the participating vehicles used as their au-
thentication identifiers in the selected protocol, accept de-
notes successful authentication and key establishment, and
KV, Vi 18 the tesulting fresh session/group key. If au-
thentication or key establishment fails, the current cooper-
ative pseudonym-change event is terminated.

(6) Once the selected protocol has successfully authen-
ticated the eligible vehicles and established the shared key
KV, Vi the initiating vehicle and the participating vehi-
cles jointly establish the pseudonym-change area. Within
this area, communications are encrypted using Kv, vi,...-
During the validity period of the mixed area, V,, and all ve-
hicles in Vipange simultaneously select new, unused short-
term pseudonyms from their respective pseudonym pools,
thereby achieving a synchronized pseudonym change and
further protecting location privacy. The overall flowchart
is shown in Figure .
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Figure 5: Pseudonym-change flowchart

4 Security analysis

4.1 Security assumptions and adversarial
model

The TA and authorized FNs are trusted to correctly per-
form vehicle registration, pseudonym issuance, mapping
maintenance, revocation, and accountability. Each legit-
imate vehicle is assigned a short-term pseudonym pool
by the FN, whose pseudonyms are used sequentially with
only one serving as the active communication identity at a
time. Participating entities are assumed to be loosely time-
synchronized for message-freshness verification.

We consider both external and internal security threats.
An external network attacker may intercept, inject, modify,
or replay messages over public wireless channels, but can-
not compromise the trusted TA or authorized FNs or break
the security guarantees of the selected proven-secure au-
thentication and authenticated key-establishment protocol.
A malicious registered vehicle may attempt to simultane-
ously misuse multiple short-term pseudonyms from its as-
signed pool to impersonate multiple vehicles, which is con-
sidered in the Sybil-attack analysis.

We also consider a Global Passive Adversary (GPA) that
continuously observes publicly broadcast beacons and at-
tempts to reconstruct vehicle trajectories. The GPA knows
the proposed pseudonym-change strategy and can observe
short-term pseudonyms, timestamps, positions, speeds, and
directions, but cannot modify messages. Its objective is to
link pseudonyms before and after a change and continu-
ously track the target vehicle. Accordingly, the external
attacker is considered in secure communication and replay-
attack resistance, while the GPA is considered in location
privacy, pseudonym unlinkability, and the formal privacy
analysis.

4.2 Security properties

Traceability and accountability: Traceability and ac-
countability ensure that the real identity of a malicious ve-
hicle can be traced by authorized entities when misbehav-
ior occurs, while legitimate vehicles remain anonymous
during normal communication. The proposed scheme in-
troduces a mapping mechanism between long-term and
short-term pseudonyms at the fog layer, while establishing
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Algorithm 1 Fog-assisted pseudonym-change algorithm

Input: Initiating vehicle V4 ; neighboring set VRange; short-term pseudonym lifetime threshold «; participation threshold N¢; current road scene
s € {highway, urban}; current timestamp 7'; fog-issued short-term pseudonym pools; protocol I, /AkE
Output: Pseudonym-change group Vihange and a synchronized pseudonym-change result

return NoChange
end if
(w1, w2, w3) + SelectWeights(s).
Ve broadcasts msgy, = {Regq; || PID; || T}.
: Initialize the eligible-response set C' < @.
: for all Vi, € VRange receiving msgy, do
9: if PID; is legitimate then
10: V} calculates stmc(a, b) using Equations (1)—(4).

AR A S

: The FN supplies the short-term pseudonym pool, the corresponding lifetime threshold v, and the regional participation threshold V.
: if the elapsed usage time of the current short-term pseudonym of V,, has not reached « then

11: if V}, intends to participate based on simc(a, b) and the remaining time before its current pseudonym reaches c then

12: Vp returns msgy, = {simqy || T || PIDvy;, }.

13: Va sets My < simgp, verifies PI Dy, , and recomputes Mz < simc(a, b).

14: if M1 = Mo then
15: C+ CU{W%}
16: end if

17: end if

18: end if

19: end for

20: Np « |C).

21: if Np > Ny then

22: Vehange <= Topy;, (C, simc) using a Top-N¢ selection procedure.

23: elseif 0 < Np < N¢ then
24: Vehange = C and set the target anonymity size to k = Ny.

25: Distribute exactly N; — IN) auxiliary notifications among the NV}, participants.
26: else

27: return NoCooperativeChange

28: end if

29: (accept, KVa 7‘/changc) A HAuth/AKE(Vm chhangev PID, T)
30: if accept = false then

31: return NoCooperativeChange

32: end if

33: V4 and all vehicles in Vipange simultaneously select new, unused short-term pseudonyms.

34: return (Vpange, Success).

an association between vehicles’ identities and long-term
pseudonyms at the cloud layer. For instance, when sur-
rounding vehicles report a malicious vehicle to the nearby
RSU, the RSU forwards this report to a fog node. The
fog node then uses the short-term pseudonym provided by
the reporting vehicles to find the corresponding long-term
pseudonym and forwards it to the TA. The TA, utilizing its
records, retrieves the true identity associated with the long-
term pseudonym, enabling it to hold the malicious vehi-
cle accountable. Therefore, the proposed scheme provides
traceability and accountability.

Location privacy: Location privacy ensures that an at-
tacker cannot continuously track a vehicle and infer its
real-time location and driving trajectory from periodically
broadcast information. An attacker may eavesdrop on bea-
cons broadcast by vehicles to track their locations and pre-
dict their future positions based on the vehicles’ current
speed and lane [[l]]. To defend against this threat, the initiat-
ing vehicle collaborates with surrounding vehicles to estab-
lish a pseudonym-change area. After the eligible vehicles
are determined, the initiating vehicle and the participating
vehicles invoke the selected secure authentication and key-
establishment protocol to establish a fresh shared group key
KV, V- Within this area, communications are encrypted

using Ky, vy,... preventing the attacker from obtaining
valuable information exchanged during the pseudonym-
change process. Furthermore, to increase the difficulty
of tracking, all participating vehicles within this encrypted
communication area change their short-term pseudonyms
simultaneously. Moreover, the driving states of the partic-
ipating vehicles are similar, and their behavior patterns are
consistent, making it difficult for attackers to distinguish
the vehicles and infer the relationship between their previ-
ous and new pseudonyms. The proposed scheme not only
confuses attackers but also greatly protects the vehicles’
driving trajectories and real-time location privacy.

Secure communication: Secure communication en-
sures that the messages exchanged during the cooperative
pseudonym-change process are protected against unautho-
rized disclosure and modification [35]. In the proposed
scheme, after the eligible vehicles are determined, the ini-
tiating vehicle and the participating vehicles invoke the se-
lected proven-secure vehicular authentication and authen-
ticated key-establishment protocol. As abstracted in Equa-
tion (5), successful execution of the protocol authenticates
the participating entities and establishes a fresh shared
group key Ky, v, The subsequent coordination mes-
sages within the pseudonym-change area are protected us-
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ing the secure communication mechanism associated with
the selected protocol and the established group key. There-
fore, under the security guarantees of the selected proto-
col, an external network attacker cannot obtain the pro-
tected coordination information or successfully inject or
modify such messages without being detected. Moreover,
a fresh group key is established for each new cooperative
pseudonym-change event, avoiding the reuse of the same
session key across successive events. Therefore, the pro-
posed scheme provides secure communication during the
cooperative pseudonym-change process by relying on the
security guarantees of the selected authentication and au-
thenticated key-establishment protocol.

Vehicle anonymity: Vehicle anonymity ensures that the
real identity of a vehicle cannot be directly obtained by
other communicating entities or external observers during
normal communication. In all communication exchanges,
the sending vehicle uses only its pseudonym for transmit-
ting information, which effectively ensures that the receiv-
ing party cannot obtain the real identity of the sender [36].
In the proposed scheme, the sending vehicle only uses its
short-term pseudonym PI D; for communication, ensuring
that the receiver cannot obtain the real identity of the sender.
The receiver verifies the validity of the sender based on
PID;. The real identity of the vehicle is never disclosed
during communication. The real identity of a vehicle can
only be traced with the cooperation of both the TA and the
FN, thereby ensuring vehicle anonymity.

Pseudonym unlinkability: Pseudonym unlinkability
makes it difficult for an attacker to link messages sent by
the same vehicle using two different pseudonyms [37]. In
the proposed scheme, vehicles first acquire a long-term
pseudonym, and when they enter a new fog area, they reg-
ister through the nearest RSU as an intermediary to obtain
short-term pseudonyms for communication within the fog
area. Each short-term pseudonym is assigned the lifetime
threshold «, and once its elapsed usage time reaches «, the
vehicle switches to a new short-term pseudonym. To fur-
ther enhance unlinkability, the proposed scheme designs a
vehicle-centered pseudonym-change area. In this area, all
participating vehicles simultaneously change to new short-
term pseudonyms. Moreover, the driving states of the vehi-
cles within the area are similar, and their behavior patterns
are consistent, making it difficult for attackers to track the
vehicles and deduce the correlation between their current
and previous pseudonyms. The proposed scheme signifi-
cantly reduces the risk of attackers linking two messages
sent by the same vehicle under different pseudonyms, as
the participating vehicles change their pseudonyms within
nearly the same interval, making it difficult for attackers to
continuously track and link their trajectories. Therefore, the
proposed scheme achieves pseudonym unlinkability and re-
duces the risk of continuous vehicle tracking.

Replay-attack resistance: Replay attacks can under-
mine the integrity of the communication by allowing an at-
tacker to capture and retransmit messages, which may lead
to unauthorized actions or breach of privacy [|IL5]. To effec-

C. Zhao et al.

tively prevent replay attacks, the proposed scheme embeds
a timestamp 7" in all transmitted messages and encrypts it
along with the message. The proposed scheme assumes that
the clocks of all entities are loosely synchronized. By em-
bedding the timestamp 7', the receiving entity checks the
embedded timestamp 7" and determines whether the mes-
sage is within the accepted freshness interval. Messages
containing expired or previously processed timestamps are
rejected and cannot be reused to trigger a new pseudonym-
change operation. The proposed scheme enhances the secu-
rity of the system and prevents attackers from successfully
performing replay attacks by retransmitting old messages.

Sybil-attack resistance: A Sybil attack occurs when an
attacker uses multiple pseudonyms to impersonate several
vehicles simultaneously [22]. To defend against this threat,
the proposed scheme restricts the simultaneous use of short-
term pseudonyms assigned to each legitimate vehicle. The
FN assigns a pool of unique short-term pseudonyms to each
legitimate vehicle, and these pseudonyms are used sequen-
tially, with only one serving as the vehicle’s active commu-
nication identity at any given time. Before participating in a
cooperative pseudonym-change process, the current short-
term pseudonyms of the initiating and responding vehicles
are validated. Once the current pseudonym is replaced by
a new one, the previous pseudonym is no longer used as
the vehicle’s active communication identity. Therefore, a
malicious registered vehicle cannot legitimately participate
in the same communication state using multiple simulta-
neously active pseudonymous identities, thereby providing
resistance to pseudonym-based Sybil attacks.

4.3 Formal anonymity and privacy analysis

The above analysis explains the privacy properties of the
proposed scheme from the perspective of the pseudonym-
change mechanism. To further quantify the anonymity
and unlinkability achieved during a cooperative pseudonym
change, this section analyzes the observable anonymity set
and the linking probability of the GPA.

Let A; denote the anonymity set observed by the GPA
during a successfully executed pseudonym-change event at
timet. When N, > N, Algorithm [I] selects the NV, vehicles
with the highest driving-state similarity to participate in the
synchronized pseudonym change. When 0 < N, < N,
the participating vehicles transmit a total of IV, — NN, ad-
ditional pseudonym-change notifications. These notifica-
tions use the same observable format and are transmitted
within the same pseudonym-change interval. Therefore,
from the perspective of the GPA, IV, plausible pseudonym-
change records are observed in both cases, and the observ-
able anonymity-set size is

Np 2 Nt7

(6)
0 < N, < Ny

N,
A =<
Np + (Nt 7NP)7

Thus, both cases yield |A;| = N; = k. Accordingly, for
each successfully executed cooperative pseudonym-change
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event with NV, > 0, the observable anonymity-set size
reaches the target value £ = N;. If N, = 0, Algorithm
terminates the current round without executing a cooper-
ative pseudonym change, and no anonymity guarantee is
claimed for that round.

Let p; denote the GPA’s posterior probability that candi-
date i« € A; corresponds to the continuation of the target
vehicle’s previous pseudonym. The uncertainty of the GPA
can be measured using the Shannon entropy H; and the nor-
malized degree of anonymity D;,:

Ay
[ At H,

H, = —Zpi logy pi, Dy = m7
i=1 &2 |4t

0<D, <1 (7)

A larger D, indicates greater uncertainty for the GPA in
distinguishing the target vehicle from the other candidates.
The driving-state similarity calculation in Equations (1)—(4)
selects vehicles whose observable motion states are close
to those of the initiating vehicle. This reduces the distin-
guishability among the participating vehicles and makes the
GPA’s posterior distribution closer to the uniform distribu-
tion.

In the ideal case where all candidates are equally indis-
tinguishable to the GPA,

1
Di = 7>
C A
and the entropy reaches its maximum value H; =
log, |A¢|, yielding D; = 1. Under this maximum-

anonymity condition, the GPA’s optimal one-shot linking
probability is

111
Al "N &

Therefore, increasing the target anonymity-set size k de-
creases the GPA’s linking probability under the ideal in-
distinguishability condition. In practical traffic scenarios,
the posterior distribution may deviate from the uniform dis-
tribution; therefore, the entropy-based anonymity degree
Dy, together with the traceability and confusion metrics
evaluated in Section 5, is used to characterize the actual
privacy protection achieved by the proposed pseudonym-
change mechanism.

Pink(t) = max p; = (3

5 Performance evaluation

5.1 Complexity and scalability

The computational overhead of the proposed scheme can
be divided into vehicle-side pseudonym-change processing
and fog-node pseudonym-management processing.
Vehicle-side computational complexity: Let d denote
the number of neighboring vehicles within the communica-
tion range of an initiating vehicle. For each candidate ve-
hicle, the proposed scheme evaluates speed, direction, and
position similarities and combines them using a weighted
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linear function. Since each similarity calculation requires
only a constant number of arithmetic operations, process-
ing all neighboring candidates requires O(d) time. After
collecting the eligible responses, the initiating vehicle per-
forms a Top-V; candidate selection. With a fixed-size Top-
N candidate set, this operation requires O(d log N;) time.
Since V; is a preset participation threshold and does not
scale with the number of neighboring vehicles, log N, can
be treated as a constant. Therefore, the overall vehicle-side
pseudonym-change decision scales linearly with the num-
ber of neighboring candidates, i.e., O(d). Hence, increas-
ing vehicle density results in linear rather than quadratic
growth in the dominant vehicle-side computation.

Message complexity: For each cooperative pseudonym-
change event, the initiating vehicle broadcasts one re-
quest message and receives at most d response messages
from neighboring vehicles. Subsequent coordination is re-
stricted to the selected pseudonym-change group, whose
size is bounded by N;. Excluding the internal opera-
tions of the replaceable authentication and authenticated
key-establishment protocol, the message complexity asso-
ciated with the pseudonym-change decision is therefore
O(d + N), which reduces to O(d) when N, is fixed.
More importantly, participating vehicles select new un-
used pseudonyms from the short-term pseudonym pools
that have already been distributed by the FN. There-
fore, an online pseudonym request to the FN or TA is
not required for every pseudonym-change event, avoid-
ing repeated infrastructure communication during normal
pseudonym changes.

Fog-node storage and processing complexity: Let
Py denote the number of short-term pseudonym records
maintained by one FN and ¢ denote the number of short-
term pseudonyms allocated in one pool request. The
FN maintains the PID—PID; mapping records together
with expiration information, revocation states, the local
pseudonym pool, and accountability records. With an in-
dexed mapping structure, pseudonym lookup, revocation
checking, and state update require O(1) average time per
record. Allocating a local pool containing ¢ short-term
pseudonyms requires O(q) processing, which remains con-
stant with respect to vehicle density when ¢ is fixed. The
FN storage requirement is O(Py) and therefore increases
linearly with the number of short-term pseudonym records
managed by the fog node.

Fog-node scalability evaluation: To evaluate the lo-
cal processing performance of the FN under different
pseudonym-record scales, a benchmark was conducted on
the hardware platform listed in Table . For each value
of P, 25,000 pseudonym-management requests were pro-
cessed in each run, and the test was repeated 30 times. Each
request included pseudonym lookup, revocation check-
ing, state update, local pseudonym-pool allocation, and ac-
countability recording. The Mean Request Time in Table
represents the average local processing time required for
one request over the 30 runs, while the throughput repre-
sents the number of requests processed per second. Net-
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Table 3: Fog-node processing performance

p Mean Request | Throughput
f Time (us) (req./s)
1,000 0.0290 3.4 x 107
5,000 0.0325 3.1 x 107
10,000 0.0333 3.0 x 107
50,000 0.0385 2.6 x 107
100,000 0.0376 2.7 x 107
250,000 0.0397 2.5 x 107
500,000 0.0512 2.0 x 107
1,000,000 0.0749 1.3 x 107

work transmission and cryptographic operations were ex-
cluded from the measurement.

The results are presented in Table B. The first column
gives the number of short-term pseudonym records man-
aged by one FN. The second column reports the mean lo-
cal processing time per composite FN request over 30 runs,
while the third column reports the corresponding process-
ing throughput. When the number of managed records in-
creases from 102 to 10°, the mean request-processing time
increases from 0.0290 us to 0.0749 us, corresponding to
an increase of approximately 2.58 times. Meanwhile, the
throughput remains on the order of 107 requests per second
throughout the tested range. These results are consistent
with the average O(1) complexity of the indexed lookup
and state-maintenance operations, indicating that the lo-
cal pseudonym-management workload does not become a
rapidly growing computational bottleneck as the number of
records managed by the FN increases.

5.2 Simulation

5.2.1 Simulation setup

The simulation in this paper utilizes the Privacy Extension
version (PREXT) of the Veins VANETSs simulator, which
is based on the OMNET++ platform and integrates with
the Simulation of Urban Mobility (SUMO) software to uti-
lize the Veins framework, PREXT implements various pri-
vacy protection schemes and incorporates adversary mod-
ules capable of eavesdropping on beacon and tracking ve-
hicle movements. These adversary modules are instrumen-
tal in evaluating the strength of privacy protection schemes.
The attacker uploads the received beacons to a central entity
known as the Vehicle Tracker [3§]. The specific parameters
used in the experiment and their corresponding values are
listed in Table H. In our experiment, The real roadmap of
Munich city from SUMO is adopted in the experiment, as
shown in Figure f.

5.2.2 Results and discussion

We compared the proposed scheme with the schemes based
on hybrid regions (Khodaei et al. [26], TCCM [8]) and
hybrid contexts (CAPS [40], SLOW [42], LSHPC [4])
based on four dimensions: traceability, average pseudonym
change per trace, average confusion per pseudonym
change, and average confusion per trace.
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Figure 6: Sumo network based on munich city

Traceability: Traceability quantifies the probability that
an attacker can successfully trace more than 90% of a ve-
hicle’s trajectory. The objective is to construct a compre-
hensive audit trail to enable precise identification and ret-
rospective analysis of the target vehicle’s historical trajec-
tories and interaction locations [9]. The metric can be cal-
culated using Formula [:

1
AS

P; denotes the probability that the i-th vehicle is tracked,
AS denotes the anonymity-set size, i.e., the number of ve-
hicles among which the target vehicle is indistinguishable
to the attacker.

During the traceability measurement, the system auto-
matically filters trajectory segments that have not under-
gone pseudonym changes. It is important to emphasize that
for an attacker to successfully compromise vehicle privacy,
continuous tracking of the target vehicle is required, and
the effectiveness of such tracking heavily depends on the
completeness of the reconstructed trajectory and the min-
imization of errors. The simulation results are illustrated
in Figure []. As illustrated in the figure, the x-axis repre-
sents the number of vehicles, while the y-axis represents
traceability. The proposed scheme consistently achieves
the lowest traceability among all compared schemes un-
der different traffic densities, indicating stronger resistance
to continuous vehicle tracking. From a quantitative stand-
point, compared with the Khodaei et al., TCCM, CAPS,
and SLOW schemes, the proposed scheme reduces the av-
erage traceability by approximately 94.3%, 94.4%, 94.2%,
and 91.0%, respectively. Compared with LSHPC, which
exhibits the best traceability performance among the five

P = €
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Table 4: Simulation parameters

Module Parameter Values
13th Gen Intel(R) Core(TM) i5-13400 @ 2.50 GHz, 16
Hardware Platform System GB RAM (R) (TM) @
Operating System Ubuntu Version 16.04, 64-bit
. OMNeT++ Version 5.0

Simulator -
PREXT Version 1.0
Version 44
MAC Layer IEEE 802.11p
Bit rate (Mbps) 18
Beacon Rate 10 Hz

Veins Traffic Simulator SUMO 0.25.0

Map Munich
Coupling Using TraCl
Simulation Time (s) 300
Number of Vehicles 50, 100, 150, 200
Type Global Passive (Eavesdropping)

Adversary ]Fi(a;:/legid(r;[;per Communication 300
Eavesdropper Overlap (m) 30
Tracking Interval (s) 1

Traceability
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Figure 7: Traceability performance comparison

baseline schemes, the proposed scheme further reduces the
average traceability by approximately 33.2%. These results
demonstrate that the proposed scheme provides more effec-
tive protection against continuous trajectory tracking under
different traffic densities.

Pseudonym change per trace: The average pseudonym
change metric for each tracking indicates the frequency of
a vehicle changing its pseudonym when being tracked by
an adversary. A higher frequency of pseudonym changes
complicates an adversary’s efforts to trace the vehicle [32].
The metric can be calculated using Formula [L0:

Pseudony;@Changes (10)

where T PseudonymChanges represents the cumula-
tive number of pseudonym changes that occurred across
all vehicles during the traces, and T represents the total
number of traces or time intervals. A higher APCT indi-
cates a more frequent pseudonym-change strategy, which
enhances privacy by reducing the linkability of vehicles’
activities across different time intervals. This makes it more

APCT =

difficult for adversaries to trace or track the movements of
vehicles over extended periods.

The results are illustrated in Figure B, where the y-
axis represents the pseudonym changes per trace. Exper-
imental results indicate that LSHPC exhibits the highest
pseudonym-change frequency, whereas the scheme pro-
posed by Khodaei et al. shows the lowest frequency among
all compared schemes. In contrast, the proposed scheme
maintains a moderate and relatively stable pseudonym-
change frequency under different traffic densities. It should
be noted that pseudonym-change frequency is not a perfor-
mance metric for which either a higher or a lower value is
always preferable. More frequent pseudonym changes can
reduce the linkability between consecutive pseudonyms,
but excessive changes may introduce additional communi-
cation and pseudonym-management overhead. Conversely,
an excessively low change frequency may increase the pos-
sibility of continuous trajectory linking. From a quanti-
tative perspective, the proposed scheme requires approxi-
mately 32.5% fewer pseudonym changes than LSHPC. Al-
though LSHPC changes pseudonyms more frequently, it
still exhibits higher traceability and lower confusion per
pseudonym change and average confusion per trace than the
proposed scheme. These results indicate that the privacy
advantage of the proposed scheme is not achieved by sim-
ply increasing the pseudonym-change frequency. Instead,
it achieves stronger overall privacy protection with a mod-
erate number of pseudonym changes, providing a better bal-
ance between pseudonym-change frequency and location-
privacy protection.

Average confusion per pseudonym change: The av-
erage confusion per pseudonym change aims to quantify
the average degree of confusion caused by pseudonym
changes, thereby assessing the system’s ability to protect
user privacy [B4]. A higher value of this indicator implies
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Figure 8: Pseudonym change per trace comparison

better performance of the scheme in protecting user privacy.

The experimental results are presented in Figure ], where
the y-axis represents the average confusion per pseudonym
change. As shown in the figure, the proposed scheme
consistently achieves the highest average confusion per
pseudonym change under different traffic densities, while
CAPS exhibits the lowest performance among the com-
pared schemes. From a quantitative perspective, compared
with CAPS, the proposed scheme achieves more than four
times the average confusion per pseudonym change. Com-
pared with SLOW, TCCM, LSHPC, and Khodaei et al., the
proposed scheme achieves average improvements of ap-
proximately 112.6%, 110.7%, 98.0%, and 90.3%, respec-
tively. It is worth noting that Khodaei et al. exhibits the
best performance among the five baseline schemes for this
metric, yet the proposed scheme still maintains a substan-
tial advantage. The relatively lower confusion values of
the compared schemes indicate their limited ability to con-
fuse an adversary after pseudonym changes. In contrast, the
proposed scheme produces a significantly higher degree of
confusion, making it more difficult for the adversary to as-
sociate pseudonyms before and after a change and thereby
providing stronger location-privacy protection.

Average confusion per pseudonym change
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Figure 9: Average confusion per pseudonym change
comparison

The advantage remains visible under different traffic
densities, confirming that the improvement is not driven
by a single traffic condition. Overall, the proposed scheme
provides stronger privacy protection after each pseudonym
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change than the retained baselines.

Average confusion per trace: The average confusion
per trace measures the level of confusion imposed on at-
tackers by the scheme, where a higher value indicates
stronger privacy protection performance [[13]. A definition
of confusion per trace is given in Formula [L1:

7|

Confusion = % Z M (5(r;), S (1)) (11)
i=1

where | 7| is the number of traces, 7; is the i-th trace, S(7;)
is the set of actual vehicles present in 7;, S’(7;) is the set of
vehicles inferred from 7;, and M quantifies the discrepancy
between the real and inferred sets.

As illustrated in Figure [[0, the y-axis represents the aver-
age confusion per trace. The experimental results demon-
strate that the proposed scheme consistently achieves the
highest average confusion per trace under different traffic
densities. Among the five baseline schemes, LSHPC ex-
hibits the best performance for this metric. From a quan-
titative perspective, compared with CAPS and Khodaei et
al., the proposed scheme achieves more than eleven times
the average confusion per trace. Compared with SLOW
and TCCM, the proposed scheme achieves more than five
times and more than twice the average confusion per trace,
respectively. Even compared with LSHPC, which per-
forms best among the five baseline schemes, the proposed
scheme still achieves an average improvement of approx-
imately 33.6%. These results demonstrate that the pro-
posed scheme generates substantially greater overall con-
fusion throughout a vehicle trajectory, making it more dif-
ficult for an adversary to continuously associate and recon-
struct the target vehicle’s movements. Together with the
moderate pseudonym-change frequency shown in Figure §,
this result further indicates that the privacy improvement
of the proposed scheme is achieved through more effec-
tive pseudonym changes rather than simply increasing the
number of changes, thereby providing stronger and more
reliable location-privacy protection.

Average confusion per trace

i D B
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¥}
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Figure 10: Average confusion per trace comparison
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6 Conclusions

This paper proposed an improved pseudonym manage-
ment scheme for VANETSs based on fog computing. The
primary objective is to mitigate the communication and
storage overhead inherent in the lifecycle management of
pseudonyms, including their generation, distribution, and
revocation. The fog-based pseudonym system is geo-
graphically distributed, responsible for distributing multi-
ple short-term pseudonyms to legitimate vehicles and for
tracing malicious ones. By leveraging the distributed pro-
cessing capabilities of the fog layer, the proposed sys-
tem significantly reduces service-response latency, de-
creases communication-bandwidth consumption, and alle-
viates both computational and storage burdens on the TA.
Additionally, this paper proposed a vehicle-centric coop-
erative pseudonym-change protocol that operates indepen-
dently of RSUs. Vehicles select cooperative neighbours
based on driving-state similarity and establish a dynamic
mix-zone to change pseudonyms. Notably, a higher simi-
larity in driving states leads to more uniform behavioral pat-
terns among the cooperating vehicles, thereby significantly
increasing the difficulty of vehicle tracking and pseudonym
correlation. Comprehensive security, privacy, and perfor-
mance analyses demonstrate the scheme’s reliability, feasi-
bility, and scalability, highlighting its high practicality for
real-world deployment.

However, the proposed scheme has several limitations.
First, its trust model relies on TA-authorized fog nodes and
does not account for coordinated or cross-domain failures.
Second, driving-state similarity is computed using fixed
weight vectors for road scenes, whose adaptability under
rapidly changing traffic conditions remains unverified. To
address these issues, future work will develop adaptive fog-
node trust and fault-tolerance mechanisms, refine similar-
ity computation through dynamic weight adjustment and
nonlinear scoring functions, and conduct large-scale multi-
domain experiments that simultaneously evaluate resilience
to positioning errors, cross-domain failures, and bandwidth
constraints in realistic vehicular environments.
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