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Underwater wireless sensor networks (UWSNs) are essential for naval operations, as they are used for ob-
Ject monitoring (surveillance), environmental monitoring, and tactical defense. However, their deployment
faces serious challenges due to the limitations of underwater acoustic communication, such as high latency,
low bandwidth, high packet loss rates, and severe energy constraints. Under these conditions, conventional
centralized data processing approaches are impractical, necessitating a shift toward decentralized intelli-
gence. This paper presents an Energy-Aware Clustered Federated Learning (CFL) framework specifically
designed for UWSNs in naval systems. The proposed approach organizes sensor nodes into logical clusters,
where local models are trained and aggregated at cluster heads before being transmitted to a central unit.
1o extend network lifetime, an energy-conscious participation scheme is employed, ensuring that only nodes
with sufficient residual energy participate in model training. Moreover, a robust median-based aggregation
strategy is introduced at the cluster level to mitigate the effects of noisy and lossy underwater communi-
cation. Simulations conducted under realistic underwater conditions demonstrate that the proposed CFL
[framework achieves a model accuracy of up to 91.2%, which is comparable to centralized learning and
outperforms conventional federated learning approaches. Furthermore, CFL improves network lifetime
by approximately 40% and reduces communication overhead by nearly 68%, thereby enhancing overall
energy efficiency compared to traditional federated learning methods. The results also show improved ro-
bustness to packet loss and communication failures, highlighting the suitability of the proposed framework
for autonomous underwater operations. Overall, this work illustrates the potential of federated learning to
enable intelligent, resilient, and energy-efficient underwater sensor networks, opening new opportunities
for future naval and maritime applications in challenging underwater environments.

Povzetek: Clanek predstavija energijsko ozavescéen grucen federativni ucni okvir, ki izboljSuje tocnost
modelov, podaljsuje zivijenjsko dobo omrezja in zmanjsuje komunikacijske stroske v zahtevnih podvodnih
okoljih.

1 Introduction

The underwater sensor networks (UWSNs) have gained
significance in a broad spectrum of military applications,
such as submarine surveillance, environment, mine de-
tection and strategic maritime domain awareness [1],[2].
Those networks are made up of spatially distributed au-
tonomous sensors in difficult underwater conditions in
which radio-frequency communications are not feasible
and acoustic communications, though possible, are charac-
terized by high latency, low bandwidth, high energy cost,
and high noise. These limitations place vital restraints re-
garding data aggregation, provision of energy and prompt
decision regarding the naval operations [3].

Historically, the sensor systems deployed underwater
have been based on centralized architecture, and sensor
nodes were transmitting raw or pre-processed data to a cen-
tral processing unit. Nevertheless, when deployed in un-
der water conditions centralized data collection is energy-
intensive, as well as extremely vulnerable to any single
points of failure because of the extreme environmental con-
ditions, failure of nodes or communication issues. Further-
more, the transfer of large amounts of raw data across the
acoustic channels radically shortens the network life and
may result in the loss of important information throughout
the process of transmission [4].

In order to overcome these issues, Federated Learning
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(FL) has become a promising paradigm. FL allows net-
work nodes to cooperatively learn a common global model
without sharing raw data therefore maintaining privacy of
data, minimizing communication costs, and localising in-
telligence at the edge [5]. Although FL has demonstrated
tremendous potential in environments that require it to be
used in terrestrial scenarios, such as IoT and mobile net-
works, its direct application to UWSNs presents new chal-
lenges, with non-1ID data distributions, unstable communi-
cations connections, and extremely low-energy limits that
characterize the underwater environment [6].

Having identified these issues, this paper comes up
with an Energy-Aware Clustered Federated Learning (CFL)
framework especially applied to underwater sensor net-
works in the use of the navy. The key inspirations of this
work are:

— Reduction of communication overheads caused by de-
creasing the rate and volumes of data communications
among nodes and the central server.

— Energy efficiency through tuned participation in train-
ing rounds with only energy adequate nodes.

— Improving the robustness of the models through the
implementation of a robust aggregation mechanism to
counter the effect of corrupted or noisy updates due to
underwater communication losses.

— Maintaining scalability through the arrangement of
sensor nodes into logical groupings, which allows the
local model training and aggregation to be effectively
performed.

Provided by CFL framework, it is a hierarchical learn-
ing approach in which local models are initially merged at
the cluster heads with the help of strong statistical meth-
ods, and then relayed to a central server. The engagement
in training rounds is dynamic on the basis of the remaining
energy in each node, thereby extending the period of oper-
ation of a network. In addition, to resist unstable paths of
communication and possible loss of packets, the median-
based aggregation technique is employed over the more
conventional averaging technique, and is more resistant to
noisy updates. In contrast to existing federated learning
approaches, the proposed CFL framework is not a direct
adaptation of terrestrial FL techniques, but is explicitly co-
designed to address the unique constraints of underwater
sensor networks. In particular, the proposed methodology
introduces the following distinguishing design elements:

— Integrated energy-conscious participant selection sys-
tem and hierarchical federated learning, directly tar-
geted to increase network life in UWSNs.

— Atwo-level robust aggregation scheme that will be ex-
ecuted at the cluster-head level and also at the global
level to overcome the impact of acoustic noise and un-
trustworthy underwater communication channels.
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— A hierarchical learning architecture, that is communi-
cation efficient and fits into underwater networking re-
ality e.g. large latencies and low bandwidth, instead of
traditional terrestrial FL assumptions.

This paper has made significant contributions as summa-
rized below:

— Problem Formulation Underwater FL: We pre-
cisely define and describe the shortcomings of conven-
tional FL models to underwater sensor networks with
focus on communication, energy, and environmental
issues.

— Clustered FL Architecture Design: We suggest a hi-
erarchical clustering scheme that will be used to carry
out local aggregation and reduce the number of unnec-
essary long-range communications and improve scal-
ability.

— Energy-Aware Participation Strategy: This is anew
adaptive method of participation grounded on node en-
ergy state, where training will not cause disproportion-
ate consumption of resources in vulnerable nodes.

— Strong Aggregation with Noisy Communication:
We propose a model Aggregation strategy in cluster
heads to deal with the negative impact of packet loss
and communication noise.

— Large-Scale Performance Analysis: We test the pre-
sented CFL framework with complex simulations that
simulate real-life conditions in the ocean and prove to
be more accurate, energy-saving, have communication
savings, and be more robust than the traditional feder-
ated learning methods.

The manuscript is presented as follows, section 2 pro-
vides a literature review of the work on underwater sen-
sor networks and federated learning. Section 3 presents
the proposed methodology, including the architecture and
major components of the CFL framework. Section 4 will
be about the experimental setup to be used in performance
evaluation. Section 5 contains the findings and discussion
of the suggested method concerning baseline techniques.
Lastly, Section 6 will wrap up the paper and also give di-
rections of possible future research.

2 Related work

The rise of the need of intelligent underwater surveillance
in the naval systems has boosted the research in Underwa-
ter Wireless Sensor Networks (UWSNS), specifically in re-
gard to the efficiency of communication, energy savings,
and resistance to environmental uncertainty. In the mean-
time, a new strategy, Federated Learning (FL), has proven
to be quite a promising solution that allows distributed in-
telligence without violating data privacy even on edge de-
vices. Nevertheless, further usage of FL in the underwater
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setting is under-researched, in the first place, because of the
extreme conditions and limitations of the resources of such
setting.

2.1 Underwater sensor networks and
problems

The core differences between UWSNs and terrestrial WSNs
are that acoustic communication is utilized and thus it gen-
erates high propagation delays, low bandwidth, and is prone
to multipath fading and Doppler shifts. Various papers have
suggested energy-saving protocols, a self-scheduling topol-
ogy control and mobility-conscious routing algorithms in
order to counter these problems [7,8,9]. As an example,
Khedo et al. [7] proposed energy-conscious clustering to
UWSN s to increase the node lifetime and the article in [8]
optimized MAC protocols in underwater channels. Never-
theless, these solutions normally presuppose the centralized
processing architecture, which cannot be employed in long-
term autonomous missions of the navy because of high en-
ergy prices and possible single point of vulnerability.

Therefore, the requirement to have distributed and
energy-conscious intelligence in UWSNs, which work ef-
fectively without central management is very clear, espe-
cially when it is deployed on a long-term basis.

2.2 Edge intelligence federated learning

FL enables remote devices to train machine learning models
jointly without communicating raw data, which minimizes
communication overhead and improves privacy of data. It
has been effectively used in such areas as mobile comput-
ing, IoT, and healthcare [5,6] and client selection, gradient
compression, and model training tailored have been offered
advanced strategies to use.

Hierarchical federated learning (HFL) has also been pro-
posed recently to be used in terrestrial wireless network
where nodes are organized into logical clusters, and aggre-
gation is done at both the local and global levels [10]. The
architecture is very cost effective in uplink communication
and has a scaling factor. These approaches do, however,
presuppose radio-based communication conditions of more
stable and higher-bandwidth connections than those in un-
derwater.

2.3 Federated learning under harsh
conditions

Other researchers have started to modify FL to conditions of
intermittent connectivity or severe operational conditions.
An example is that methodology explored [11] applications
of FL to space-based systems, and the study concentrated
on the model robustness to the presence of high-latency
and node failures, whereas the research in [12] also ven-
tured into FL on vehicular ad-hoc networks (VANETS) with
delay-tolerant aggregation techniques. This fact highlights
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the fact that conventional FL algorithms cannot be effec-
tively applied in the context of the loss of packets, low
power consumption, and dynamic topological dynamics —
all of which are worse in underwater systems.

2.4 Federated learning in underwater
networks

There is very little literature on the implementation of FL
on underwater networks. There were some of the early at-
tempts like the study [9] which applied distributed learn-
ing methods in detecting anomalies underwater but did not
provide actual federated training. Others looked at model
update transmission based on acoustic, but failed to cover
energy-conscious participation and resistance to noisy com-
munication channels. In addition, there is no formal pro-
posal of hierarchical FL that uses cluster-level aggregation
especially in underwater sensor nodes.

Although the federated learning (FL) has achieved con-
siderable progress and can be utilized in terrestrial net-
works, the current FL systems cannot be effectively used
to address the singular operational conditions of the Under-
water Wireless Sensor Networks (UWSNs). The existing
solutions are mostly insensitive to critical communication
constraints, energy consumption, and packet loss of under-
water acoustic communication channels. Furthermore, the
strong aggregation techniques that can manage the noisy
updates have not been well studied and the energy-adaptive
participation schemes that are vital in battery-constricted
nodes under water are not common. It has been proposed
that hierarchical and clustered FL designs can be applied to
terrestrial IoT systems, and these designs have not been ad-
justed to the unique topology and mobility patterns as well
as environmental uncertainties of the underwater deploy-
ment.

In order to overcome these shortcomings, this paper sug-
gested a new approach, Energy-Aware Clustered Feder-
ated Learning (CFL), that clusters sensor nodes into log-
ical groups to conduct local model training and aggrega-
tion. The dynamic participation is achieved by considering
residual energy of each node to increase the operation life,
and an effective median-based aggregation strategy is pro-
posed to reduce the impacts of the packet corruption and
loss. This has been not only scalable and privacy preserv-
ing and intelligent underwater naval systems but has also
reduced the communication overhead significantly and en-
hanced the model resiliency in very adverse environments.

2.5 Comparative analysis and research gap

In Table [Il, a comparative study of the representative feder-
ated learning approaches is provided in relation to the appli-
cability to underwater sensor networks. Current hierarchi-
cal and robust FL systems are developed with a terrestrial
wireless or [oT setting in mind and do not take into account
terrestrial and air configuration changes, as well as the pres-
ence of relatively constant and high-bandwidth communi-
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cation connections and energy supply. Consequently, they
fail to clearly discuss the compounded issues of extreme en-
ergy limitations, noise from acoustic communication, and
long propagation delays that are inherent in UWSNSs.

In contrast, the Energy-Aware Clustered Federated
Learning (CFL) framework introduced is a joint solution
to energy-adaptive participation, clustered hierarchical ag-
gregation, and robust median-based model fusion, which is
more applicable to long-term autonomous underwater naval
surveillance deployments.

3 Proposed methodology

In this work, we present an energy-aware, clustered feder-
ated learning framework tailored for underwater sensor net-
works (UWSNSs) deployed in naval surveillance systems.
The methodology is intended to meet the most important
challenges of energy limitations, long communication de-
lays, and the presence of a noisy transmission environment,
which are specific to underwater operations.

The methodology is organized around three major in-
novations as illustrated in Figure [l| and they include: (i)
Energy-Aware Participant Selection, (ii) Clustered Hierar-
chical Federated Learning, and (iii) Robust Aggregation
under Noisy Conditions.
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Figure 1: Proposed energy-aware clustered federated learn-
ing methodology for underwater sensor networks.

3.1 Energy-aware participant selection

Conventional federated learning presumes that the different
devices equally contribute to training rounds. Nevertheless,
sensor nodes in underwater conditions have a low battery
capacity and cannot be recharged during deployments. In
order to maximize energy consumption and increase net-
work life time, we propose a network life-time energy con-
scious participant selection mechanism.
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The node has an energy score of the level of residual en-
ergy and the communication history of the node. Prior to
every round of training, nodes whose energy level meets
a dynamic threshold are allowed to participate. This is an
adaptive threshold which is determined by the variance and
the mean of the residual energy of the network. There is also
a participation probability per eligible node that encour-
ages the trade-off between exploiting high-energy nodes
and providing low-energy nodes with a participation op-
portunity every now and then to ensure that the model is
diverse.

Formally, the participation probability P; of node i is
given by:

E;
P, =ax (Emax>+(la)><m (1)

where F; is the residual energy of node ¢, Epx is the max-
imum observed energy in the network, 7; is a randomiza-
tion factor promoting fairness, and « € [0, 1] controls the
energy-awareness weight. Justification: The parameter o
in Eq. ([)) balances fairness and energy efficiency. A higher
« prioritizes nodes with more residual energy, extending
network lifetime, while a lower « allows low-energy nodes
to contribute occasionally, enhancing model diversity un-
der non-IID data distributions.

3.2 Clustered hierarchical federated
learning

End-to-end communication between all the nodes and a
central server is not practical underwater conditions mainly
because of bandwidth constraints and high error rates that
define acoustic communication channels. As a result, a
two-level clustering strategy is taken.

Intra-Cluster Training: Nodes that lie within a geo-
graphically/acoustically defined cluster independently train
local models and broadcast updates only within a cluster.
Each of these local updates is then aggregated by a Clus-
ter Head (CH) which is decided by the amount of residual
energy and the reliability of communication.

Inter-Cluster Aggregation: The Cluster Heads then in-
teract with the Naval Base Station which can be any of a
surface ship, a buoy, or an underwater gateway. The base
station will combine the received cluster models to improve
and update the global model.

The hierarchical paradigm significantly reduces over-
head in the communication; many local updates are aggre-
gated as one cluster update before communication. Cluster
formation is also semi-static: early clusters are formed ac-
cording to Received Signal Strength Indicator (RSSI) val-
ues, and periodically re-evaluated when there is a change of
network topology or change in energy availability of nodes.
Justification: Cluster Heads are elected based on residual
energy and link reliability to maximize the lifespan of high-
traffic nodes and ensure stable intra-cluster communication.
This selection strategy is particularly important in under-
water environments where link quality is highly variable.
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Table 1: Comparison of federated learning approaches for underwater sensor networks

Approach Energy-Aware Par- | Hierarchical / Clus- | Robust Aggrega- | Suitability for
ticipation tered FL tion UWSNs

Conventional FL (Fe- | No No No Low

dAvg)

Hierarchical FL (Ter- | No Yes No Low

restrial)

Energy-Aware FL | Yes No No Medium

(IoT-based)

Robust FL (Median /| No No Yes Medium

Trimmed Mean)

Proposed CFL (This | Yes Yes Yes High

Work)

Cluster Head Sustainability: To prevent rapid depletion
of high-energy nodes, Cluster Heads (CHs) are dynamically
selected at each round based on a combination of residual
energy and link reliability. This ensures that no single node
is overused across rounds, thereby improving the sustain-
ability of the network. While explicit CH rotation is sug-
gested as a future enhancement, the current dynamic selec-
tion already mitigates the risk of early node exhaustion.

3.3 Robust aggregation under noisy
conditions

Underwater communication is also prone to error, and so
corrupted model updates are obtained. To this we shall sug-
gest a strong aggregation mechanism both on the cluster
level and at the base station level. Otherwise, we employ
a median-based aggregation technique (rather than con-
ventional weighted averaging such as Fed Avg). Specif-
ically, for each model parameter, the coordinate-wise me-
dian across updates is taken rather than the mean, mitigating
the influence of outlier or corrupted updates.

Given updates {wy,ws, ..., w,} for a particular param-
eter across n participants, the aggregated parameter w,gg is
computed as:

Wege = Median(wy, wa, . .., wy) 2)

This method is computationally very simple and suit-
able for resource-constrained nodes and empirically more
resilient to noisy transmissions compared to traditional av-
eraging. Justification: Median-based aggregation is re-
silient to corrupted or extreme updates, which frequently
occur due to acoustic channel noise and partially non-1ID
local updates. Unlike averaging, it ensures that outliers do
not disproportionately affect the global model, improving
robustness in real underwater deployments.

3.4 Communication scheduling and
compression

To make communication even more efficient, update com-
pression methods are added, in which model updates are

quantized prior to transmission. Also, asynchronous com-
munication timing is used where nodes and clusters are free
to send updates at any time depending on the conditions at
the local level and not at global rounds. This can be adapted
to the very inconsistent communication delays of underwa-
ter conditions.

Justification: Asynchronous updates accommodate the
highly variable communication delays typical in under-
water networks, allowing nodes to transmit updates when
available rather than waiting for synchronous rounds. This
reduces idle time and mitigates the impact of network het-
erogeneity on model convergence.

On the whole, the suggested energy-conscious, clustered
federated learning strategy is specific to the specifics of
underwater naval sensor networks. The system can also
generate efficient and resilient hierarchical collaborative
intelligence by intelligently choosing participants, hierar-
chically updating and using robust aggregation techniques
without compromising operational life and mission objec-
tives of underwater surveillance networks. The overall pro-
cedure of the proposed energy-aware clustered federated
learning framework is summarized in Algorithm [I.

4 Experimental setup

In order to test the efficiency of the proposed energy-aware
clustered federated learning (CFL) structure to the under-
water sensor networks in the naval systems, we create a
simulation environment, which is realistic and mimics the
specifics of the underwater environment, energy restric-
tions, communication delays, and noisy transmissions.

4.1 Simulation environment

We conduct a high-fidelity simulation of a 3 km x 3 km un-
derwater operational area with the most recent edition of the
Python (3.12.3) programming language, and with scientific
computing packages such as NumPy, SciPy and PyTorch
and a CUDA-enabled graphics card to operate with great
efficiency in parallel. There are 200 randomly distributed
underwater sensor nodes on the spatial grid and they are
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Algorithm 1: Energy-Aware Clustered Federated Learning for UWSNs

Input: Set of underwater sensor nodes N = {1, 2, ..., N'}; Initial global model w(®); Residual energy EZ-(t

) for

node ¢ at round ¢; Clustering function C(-); Maximum training rounds 7’

Output: Optimized global model w(™)
1 fort=1to 71 do

2 Energy-Aware Participant Selection:
3 Compute dynamic energy threshold #*) using mean and variance of {Ei(t) }
4 Determine eligible nodes:

Select participating nodes based on probability:
Pi(t) =«

5 Cluster Formation:
6 Partition S into clusters:

7 Intra-Cluster Local Training:
8 for each cluster C;, do
9 Each node i € Cj, performs local update:

10 Inter-Cluster Aggregation:
1 Base station aggregates cluster models:

12 Energy Update:

S® 5 40,,C, . ..
Elect Cluster Head (CH) for each cluster based on energy and link reliability;

s ={ien|EP =00}

7CK}

wz(t) — w(tfl) _ ‘uvgl(w(tfl))
Cluster-level aggregation using coordinate-wise median:

w,(:) = median ({wgt) | i€ Ck})

w®) = median ({w,(:) lk=1,... 7K})

13| Update residual energy Ei(t'H) based on computation and communication costs;

14 return w™)

programmed to observe multi-dimensional environmental
and security such as; the presence of hydroacoustic signals,
object detection and thermal gradients.

The nodes are modelled with realistic underwater acous-
tic modem characteristics including:

— Bandwidth: Limited to 10-20 kbps.

— Latency: 0.5-2 seconds per message as a function of
distance.

— Packet Loss: 5%—10% randomly modelled to model
noise to communication and environmental interrup-
tions.

To provide the global aggregation, a symbolic Naval

Base Station (NBS) is placed at a fixed position (which is
usually in the form of a ship or a buoy in real scenarios).

The entire Python implementation of the simulation is
based on a simulation framework written in Python and the
framework combines both underwater network modelling
and federated learning orchestration components. NumPy,
SimPy, and custom communication layer scripts are used
to simulate the underlying underwater communication dy-
namics (delay in the propagation of acoustic signals, pack-
ets loss, bandwidth limitations), which do not need external
network simulators such as NS-3.

To implement federated learning, TensorFlow Federated
(TFF) is employed to determine and control the decentral-
ized training rounds over virtual sensor nodes. PyTorch and
CUDA acceleration are used to improve the environment
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by simulating computations on the edges and nodes (energy
modeling).

4.2 Node characteristics

Each node is modelled with:

— Initial Energy (I.LE.): Randomized between 1000—
1200 joules to reflect battery variations.

— Computation Power (C.P.): Equivalent to a low-
power microcontroller (such as ARM Cortex-M se-
ries). The local model (~5,000 parameters) is
lightweight and fits comfortably within the RAM con-
straints of typical low-power ARM Cortex-M micro-
controllers (e.g., M4 or M7 series), assuming 32-bit
floats and minimal memory overhead.

Sensing and Local Model:

— Task: Local anomaly detection (binary classification)
based on time-series acoustic features.

— Model: Lightweight two-layer neural network
(~5,000 parameters).

Nodes consume:
— Computation Energy: 0.5 joules per local epoch.

— Transmission Energy: 2 joules per kilobyte transmit-
ted.

Energy consumption values are based on empirical stud-
ies of underwater acoustic modems and microcontrollers.

4.3 Federated learning settings

Baseline Methods:

— Centralized Learning (CL): Serves as an upper-
bound reference, representing the ideal scenario where
all data is collected centrally at the Naval Base Station
(NBS). It allows assessment of the maximum achiev-
able accuracy without communication constraints.

— Conventional Federated Learning (FedAvg): Stan-
dard FL method with synchronous updates from all
participating nodes. This baseline allows a direct eval-
uation of the benefits introduced by energy-aware par-
ticipant selection, hierarchical clustering, and robust
aggregation in our proposed CFL framework.

Justification for Baseline Selection: While other hi-
erarchical or robust FL variants exist in terrestrial or IoT
networks, their direct implementation in underwater sensor
networks is not feasible due to severe constraints of under-
water acoustic communication, including low bandwidth,
high latency, high packet loss, and strict energy limitations.
Therefore, the selected baselines provide a meaningful and
fair evaluation of the proposed CFL approach, highlighting
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improvements in energy efficiency, communication over-
head reduction, and robustness under realistic underwater
conditions.

Proposed CFL Method:

— Cluster size: Average 10—12 nodes per cluster.

— Energy threshold: Dynamic, initially set at 60% of
maximum energy.

— Aggregation: Median-based at both cluster heads and
NBS.

— Training Rounds: 200 communication rounds.
— Local Epochs per Round: 2.
— Update Compression: 8-bit quantization applied be-
fore communication.
4.4 Evaluation metrics

Performance is assessed using the following metrics:

Global Model Accuracy: Final detection accuracy on
a held-out test set.

Energy Consumption:
node until convergence.

Average energy spent per

Network Lifetime: Number of rounds until 50% of
the nodes deplete their energy.

— Communication Overhead: Average bytes transmit-
ted per round.

— Resilience to Noise: Degradation in model accuracy
under varying packet loss rates (0%, 5%, 10%).

4.5 Experiment variants

To validate robustness, we further simulate two additional
environments:

— High-noise environment: Packet loss up to 15%.

— Dynamic cluster reformation: Triggered every 50
rounds based on node energy depletion.

5 Results and evaluation

5.1 Global model accuracy

The progression of model-accuracy within 200 communi-
cation rounds is shown in Table fl. The developed con-
strained federated learning (CFL) paradigm achieves a final
detection accuracy of 91.2%, which is quite close to the cen-
tralized training accuracy (92.5%) and out of range of the
regular federated learning techniques (88.3%). The small
difference compared with centralized training is expected
considering the non-identical (non-IID) data allocation be-
tween nodes and random packet loss. However, a strong
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median-based aggregation strategy coupled with a hierar-
chical aggregation mechanism instrumental in mitigating
the effects of noisy updates makes the model accuracy very
high. CFL achieves even higher accuracy than Fed Avg
in noised conditions (up to 15 per cent packet loss) which
highlights its increased resilience to untrustworthy commu-
nications.

5.2 Energy consumption

Resource average node energy consumption is significantly
lower in the CFL paradigm compared to the conventional
federated learning. Specifically, the standard FL algorithm
needs an average of 640 joules per node, but the CFL plan
has been able to cut it down to 470 joules per node.

This reduction could be explained by a number of de-
sign considerations: firstly, selective participation is pre-
conditioned by the current energy level of each node; sec-
ondly, local aggregation leads to a reduction in the number
of long-range communications; and fourthly, the transmis-
sion of updates is compressed, which reduces the spending
on energy further. Besides, nodes with relatively low en-
ergy reserves have a prolonged survival period because of
the adaptive probability of participation, thus improving the
overall network lifetime.

5.3 Network lifetime

Network lifetime, defined as the number of rounds until
50% node depletion, is critical for naval surveillance mis-
sions. CFL prolongs the network lifetime by approximately
40% compared to conventional FL.

This improvement ensures that mission-critical coverage
is maintained for longer periods without human interven-
tion.

5.4 Communication overhead

One of the major impediments in underwater systems is
communication overhead.

— Traditional FL: 20 KB/node/round.
— Proposed CFL: 6.5 KB/node/round.

Hierarchical aggregation and compression schemes fos-
ter an element of 68% reduction in communication cost and
thus significantly increase the feasibility of these systems
under the limit of low-bandwidth underwater acoustic chan-
nels. At the same time, the asynchronous communication
system minimizes the periods of idle time as well as the
heterogeneous latency situations.

5.5 Impact of packet loss

Experiments were performed regarding three cases of
packet loss, namely 0%, 5%, and 10%. CFL had less degra-
dation in accuracy than Conventional FL, and this was ev-
ident in Table [.
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The median aggregation technique played a crucial role
in filtering out corrupted updates, preserving model perfor-
mance even under adverse channel conditions.

6 Discussion

The results of the experiments confirm the idea that the sug-
gested CFL framework:

Has a high model accuracy similar to the centralized
methods without breaking data privacy.

Prolongs the network life significantly by enhancing
the energy-usage.

Reduces the overheads of communication, making
real-world use across acoustic channels practicable.

Improves resiliency to underwater noise of communi-
cation and lost packets.

The implications of these benefits in the case of opera-
tional naval operations are that underwater sensor networks
may be used to conduct extended autonomous patrol oper-
ations with little risk of communication failure or node de-
pletion. More so, the architecture itself is scalable by nature
— more clusters can be added to monitor larger areas but
this does not overwhelm the network.

Still, there are some limitations, though. The selection
of cluster head has not been fully refined yet to achieve a
load balance on a per-need basis and the extreme cases of
network partitions (e.g., disconnection of the whole cluster)
have not been properly managed yet and are left as areas of
future research. Additionally, it should be noted that the
experimental validation is currently limited to simulations.
Although the simulation environment has been carefully
designed to reflect realistic underwater conditions, general-
ization to real-world underwater deployments or more com-
plex learning tasks may present additional challenges. Fu-
ture work will focus on testbed-based evaluation and extend
the approach to more complex applications to further vali-
date the effectiveness of the proposed CFL framework.

7 Conclusion and future work

This article presents a proposal for an Energy-Conscious
Clustered Federated Learning (CFL) protocol used in un-
derwater sensor networks applied in underwater naval
surveillance. The given CFL method has a number of ad-
vantages because it focuses on the specifics of underwa-
ter conditions such as low energy, low-bandwidth acoustic
communications, and high packet loss.

First, it employs hierarchical clustering, which enables
local aggregation of the model in clusters and thereafter,
sends to the central naval base. Second, an adaptive energy-
conscience participation strategy will guarantee that only
nodes with adequate energy are used in training, which will
conserve the longevity of the node. Third, the framework
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Table 2: Model accuracy progression

Method

Final Accuracy (%)

Centralized Learning (CL)
Conventional FL (Fed Avg)

Proposed CFL

92.5
88.3
91.2

Table 3: Network lifetime analysis

Method Rounds before 50% Node Depletion
Conventional FL 120
Proposed CFL 170
Table 4: Packet loss vs. accuracy
Packet Loss (%) Accuracy (Conventional FL) Accuracy (Proposed CFL)
0 88.3 91.2
5 85.1 89.5
10 81.8 86.9

uses a median-based aggregation method to reduce the ef-
fect of noisy transmissions.

According to the simulation findings, the CFL has a
high model accuracy (91.2 percent), which is equal to cen-
tralized learning and higher than the traditional federated
approaches. It also means that it has about 40-percent
long network life and 68-percent communication overhead,
which are that it would be possible to apply in extended
duration application in underwater environment with low
bandwidth.

In addition, CFL can support small footprint underwater
nodes through lightweight construction of the local mod-
els and the compression of updates, offering an efficient
and privacy-preserving decentralized intelligence platform
to be used in the navy.

Future challenges will involve various extensions such as
cluster head rotation to make the energy consumption bal-
anced, solve node mobility and cluster reformation in the
drifting underwater scenarios, enable wider sense by using
multi-task federated learning, and use reinforcement learn-
ing to optimize real-time communication scheduling. Fur-
ther, there will be an attempt to test the results of the sim-
ulated research by real-life underwater deployment experi-
ments.

On the whole, this work preconditions the development
of the effective and sustainable underwater surveillance
systems, but it also clearly mentions that all the conclusions
are made on the basis of the simulation experiments and the
real implementation is another direction of research in the
future.
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