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Traditional unsalted hash functions and static neural hashing schemes produce identical outputs for iden-
tical inputs, making them vulnerable to rainbow-table and precomputation attacks when no per-account
diversification mechanism is used. To address this, this paper presents the Temporal-Stochastic Neural
Cipher (TSNC), a novel framework that achieves both input-dependent stochastic transformation and re-
producible deterministic verification. TSNC removes the training phase by deriving SHA-256/SHA-512-
based seeds from the account creation timestamp and password to initialize a training-free stochastic neu-
ral pipeline. The framework establishes a hashing pipeline through three logically cascaded modules:
(1) timestamp-driven dynamic dictionary construction that ensures temporal uniqueness for character em-
beddings; (2) sequential feature extraction utilizing recurrent transformations with layer normalization to
capture inter-character dependencies; and (3) feed-forward stochastic neural blocks with input-dependent
depth and width for nonlinear irreversible transformation. Theoretical analysis confirms the method’s com-
putational irreversibility and intractability against reverse engineering. Comprehensive simulations vali-
date TSNC's security properties, demonstrating zero observed collisions in 107 empirical trials, a strong
avalanche effect with output feature vectors exhibiting near-zero cosine similarity under minimal input
perturbations, and temporal orthogonality—properties that reduce the practicality of rainbow-table and
precomputation attacks. Furthermore, TSNC achieves timing-stabilized execution of approximately 200 ms
across password lengths from 1 to 1000 characters, with an intermediate memory footprint (~7.84 MB). To
promote reproducibility and further research, the source code of the proposed algorithm is publicly avail-
able at https.://github.com/vonggianxiao/TSNC.

Povzetek: Studija predstavi TSNC, ki s ¢asovnim Zigom in stohasticnimi nevronskimi bloki oblikuje deter-
ministicno preverljivo, a ireverzibilno funkcijo za zgoscevanje gesel. Okvir zmanjsuje tveganje mavricnih

tabel in predizracunanih napadov ter izboljsuje casovno stabilnost preverjanja.

1 Introduction

In an era characterized by pervasive digitalization, pass-
words remain a primary authentication mechanism for pro-
tecting user data, system integrity, and access control [[7,
28, 8]. However, they are increasingly challenged by brute-
force guessing, rainbow-table attacks, precomputation, col-
lision attacks, and Al-driven assaults [21], 12, 2, 9]. Tra-
ditional cryptographic hash functions such as MD5 and
SHA are efficient but deterministic, enabling large-scale
lookup and precomputation attacks when no diversification
mechanism is used [21, [12], which has contributed to se-
rious password-database breaches [2]. Moreover, quantum
search may reduce the effective margin of brute-force re-
sistance, motivating password hashing schemes with higher
per-guess cost and stronger precomputation resistance [9].

To mitigate these vulnerabilities, memory-hard functions
such as berypt [25], PBKDF2 [[13, 19], scrypt [24], and

Argon2 [] increase the computational and memory costs
of offline guessing [4]. Nevertheless, their resource in-
tensity may become a bottleneck in high-throughput de-
ployments [4], and careful implementation is still needed
to reduce timing and power side-channel leakage [|16, [15].
In distributed, IoT, and cloud environments, static hash-
ing mechanisms may also face replay or synchronization-
related risks when dynamic time-variant factors are ab-
sent [, 17, 20]. Thus, purely deterministic mechanisms
remain less suitable for time-correlated authentication sce-
narios [5].

In response to these challenges, the intersection of deep
learning and cryptography has emerged as a fertile research
frontier [29, [L8, [I]. Neural networks (NNs) offer unique
advantages, including high-dimensional non-linearity and
adaptive feature extraction. Randomly initialized neural
networks can act as nonlinear mixing operators, producing
statistically hard-to-invert outputs. Training-free stochas-
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tic networks further avoid the gradient-inversion risks of
trained models while retaining nonlinear diffusion capabil-
ity.

Extensive studies have also applied neural models
to security-related sequential data processing, including
LSTM-based key generation in vehicular networks [30],
error-resilient encrypted traffic detection [31], and inter-
pretable flow classification [26]. Neural cryptography
has shown that neural networks can learn communication-
protection strategies without prespecified cryptographic
algorithms. In password security, GAN-based models
such as PassGAN learn password distributions for stronger
guessing attacks, while neural methods have also been used
for password-strength evaluation [|10, 3, [14]. These studies
motivate hashing mechanisms resistant to Al-assisted pass-
word analysis.

CNN-based architectures have been explored in security
tasks and deep hashing. However, conventional deep hash-
ing is often similarity-preserving, whereas password hash-
ing requires minimally different inputs to produce statisti-
cally unrelated outputs.

Despite these advancements, neural networks for pass-
word hashing remain limited by fixed trained parameters.
Existing schemes such as deep self-learning hashing [27]
and RNN-based text hashing [32] usually require training
and become static mappings after deployment: identical
passwords yield identical feature vectors, and the feature
dimensionality remains fixed. This reintroduces dictionary
and rainbow-table risks, while training cost and possible
gradient inversion further hinder lightweight or real-time
authorization deployment [[14]. Consequently, a training-
free, dynamic, and unpredictable neural hashing framework
is needed.

Formally, TSNC aims to satisfy four requirements: (i)
deterministic verifiability, where the same password and
stored timestamp reproduce the same authentication vec-
tor; (ii) precomputation resistance, where identical pass-
words with different timestamps yield decorrelated outputs;
(iii) avalanche behavior, where small input changes cause
global output changes; and (iv) timing stability, where
latency is independent of password length and internal
state [[16].

The considered threat model includes offline
dictionary/rainbow-table attacks, timing side-channel
attacks, and gradient-based inversion attacks. TSNC is
a standalone password hashing scheme rather than an
augmentation layer and requires no pre-trained model. We
evaluate three hypotheses: (H1) no observed collisions in
107 empirical trials; (H2) stable hashing latency across
password lengths under the tested configuration; and (H3)
decorrelated outputs for identical passwords registered at
different timestamps.

To address these limitations, this paper proposes an in-
novative framework: the Temporal-Stochastic Neural Ci-
pher (TSNC). Unlike traditional static architectures, TSNC
leverages account creation timestamps as dynamic seeds to
generate cryptographic keys for stochastic neural networks.

Y. Xiao et al.

This approach reconciles input-dependent stochastic trans-
formation with reproducible deterministic verification by
ensuring that the hashing topology itself adapts to the user’s
temporal context. TSNC exhibits several distinctive fea-
tures: (1) Dynamic Orthogonality: Hashed feature vectors
of identical passwords across different accounts are statis-
tically independent due to unique timestamps, effectively
neutralizing rainbow table attacks; (2) Training-Free Ef-
ficiency: It eliminates the need for backpropagation, rely-
ing solely on forward inference through randomly initial-
ized blocks, which sustains high computational efficiency;
(3) Irreversibility: The combination of dynamic dictionar-
ies and stochastic weights increases the difficulty of reverse
engineering under the considered threat model.

Table || summarizes the key properties of representative
password hashing schemes and TSNC, highlighting the dis-
tinctions in terms of determinism, dynamic salting, train-
ing requirement, side-channel resistance, and architectural
flexibility.

The main contributions of this paper are summarized as
follows:

1. A timestamp-driven dynamic hashing architec-
ture: We introduce a mechanism where account cre-
ation timestamps and passwords jointly generate cryp-
tographically secure random seeds. This design avoids
generating an additional random salt, since the stored
timestamp serves as a per-account diversification fac-
tor, and ensures that identical passwords produce sta-
tistically independent authentication vectors across
different registration times.

2. Multi-stage stochastic transformation for irre-
versibility: We design a three-stage pipeline compris-
ing character embedding, sequential extraction, and
stochastic neural blocks. By cascading randomness
with non-linear operations, the framework ensures that
password reverse-engineering is computationally in-
tractable, providing resistance against brute-force at-
tempts.

3. Adaptive adjustment with side-channel defense:
The framework dynamically adjusts structural
parameters—such as neural block count and feature
dimensions—to prevent fixed-pattern vulnerabilities.
Furthermore, it incorporates timing-stabilized exe-
cution mechanisms to mitigate timing and gradient
inversion attacks, making it suitable for real-world
authentication systems.

2 Methodology

In this section, we propose the Temporal-Stochastic Neu-
ral Cipher (TSNC), a novel password hashing framework
that uniquely leverages stochastic neural networks to recon-
cile stochastic transformation with deterministic verifica-
tion. The approach combines account creation timestamps
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Table 1: Comparison of representative password hashing schemes and TSNC.

. ... Dynamic Salt - Side-Channel Dynamic Neural
Scheme Deterministic /Timestamp Training-Free Resistant Topology Based
MDS5 / SHA-256 v X v x X X
berypt [25] v Static salt v Partial x x
PBKDF2 [13, [19] v Static salt v Partial x x
scrypt [24] v Static salt v Partial X x
Argon2 [{] v Static salt v Partial X X
Deep Hashing [27] v X x x x v
RNN Hashing [32] v X X X x v
TSNC (Ours) v Timestamp v v v v

with password content to generate deterministic yet unpre-
dictable feature vectors. This framework ensures that even
identical passwords yield distinct hashed representations
across different user accounts, enhancing security against
rainbow table attacks and credential stuffing. Furthermore,
it relies solely on forward inference through randomly ini-
tialized neural networks, eliminating the need for compu-
tationally expensive training procedures while maintaining
its security properties.

2.1 System overview

The general architecture of the proposed TSNC algorithm
is depicted in Fig. [l| (a). The framework accepts a pass-
word string p,, and a timestamp 7T as inputs, outputting
an authentication vector that is stored locally for autho-
rization validation. For login verification, the account cre-
ation timestamp 7 is stored with the authentication vector,
analogous to a salt. The system retrieves T, recomputes
the vector from the submitted password and stored 7, and
performs exact comparison; no timestamp drift tolerance
or fuzzy matching is required. A critical design choice
in our system is the source of randomness; specifically,
the timestamp, combined with the password information,
serves as the foundation for generating cryptographically
secure random seeds through SHA-512 hashing, provid-
ing stronger security guarantees than conventional pseudo-
random number generators [23, 22].

The hashing pipeline is structured into three logically
cascaded components: (1) Cryptographically Secure Ini-
tialization: Generating a sequence of secure seeds from the
timestamp-password pair to initialize a dynamic dictionary.
(2) Sequential Context Extraction: Processing the password
feature matrix through recurrent transformations to capture
inter-character dependencies. (3) Stochastic Neural Net-
work Processing: Transforming the feature vector through
a series of neural blocks with dynamic topology to ensure
irreversibility.

2.2 Cryptographically secure weight
generation and character embedding

The first component of TSNC involves the joint utilization
of the account creation timestamp 7T and password p,, to
construct a Cryptographically Secure Pseudorandom Num-

ber Generator (CSPRNG). This generator produces a se-
quence of seeds s;,7 € [0, Ng] used for deriving weight
matrices in subsequent steps. This dual-dependency en-
sures that the randomness is both temporally unique and
password-specific, significantly enhancing the security of
the hashing process.

Given a timestamp seed 7 and password p,,, the com-
bined seed for the CSPRNG is computed as:

Se = (Ty & H(p,)) mod (2% — 1), (1)
where H (-) denotes the SHA-256 cryptographic hash func-
tion, and @ represents the XOR operation. Based on S,
a sequence of cryptographically secure seeds is generated
through SHA-512 to construct the dictionary and stochas-
tic neural network blocks.

Subsequently, we construct a dynamic character embed-
ding dictionary D7, given a timestamp seed T and feature
dimension d:

Dr, = {ci = v; | ¢; € C,v; € R}, )
where C is the set of all possible characters (including al-
phanumeric, special symbols, and Unicode characters), and
v; represents the embedding vector for character ¢;. Each
v; is deterministically derived from the CSPRNG-driven
weights seeded by S.. Consequently, identical characters
produce identical embeddings if and only if they share the
same account creation timestamp and password.

For a password string with length ¢, each character p,, ; €
C is transformed into a feature vector via the constructed
dictionary:

¢(Pw,i) = o(Dr, (Pw,i)) (3)

where ¢(p,;) € R? fori € [1,] denotes the embed-
ding feature vector. It is essential to incorporate all pos-
sible password characters into the dictionary construction
to improve the embedding security, as characters outside C
would otherwise yield identical feature vectors.

2.3 Sequential feature transformation

Following character embedding, we perform a sequential
transformation to capture the dependencies between char-
acters. This step ensures that the permutation of characters
fundamentally alters the final hashed representation.



150 Informatica 50 (2026) 147-160 Y. Xiao et al.
@ = ® =
Cryptographically
secure seeds <
Password [: - :] :> :
Feature Matrices . (¢)

ﬂ - - . . o
Account iy Sequence Password Stochastic  Encrypted
creation Feature Feature Encryption  Feature

. | timestamp E> CSPRNG Extraction Block
(4 i I 1 e :\
[ : : . )\ ol
- : , L !
1 : Lo : : |
I | o | | N
! o000 ABY | o0 B =51 w0 B
| Text Sequence | Lo . : v X 1
| Feature Pur=A¢(Pu0) 1 bue=APun i L P =APuss
\(b) Extraction i +Bo(pu) ! ! + B (pu,2) | i +Bé(pur) i |
N o e e e e e e e o e e e o e e
—— N, < Ny < M, Ny <
; Pur ) P — Pu —
€ d N N,
’ - €ER eR™ eR™
Stochastic —>

Encryption
() “NOP

Figure 1: Schematic overview of the TSNC hashing system.

(a) Seed Generation & Embedding: A CSPRNG driven

by the timestamp-password pair initializes a dynamic dictionary. (b) Sequential Extraction: Recurrent transformations
with LayerNorm capture inter-character dependencies. (c) Stochastic Transformation: A chain of randomly initialized
neural blocks performs the final non-linear mapping to ensure high entropy and irreversibility.

Given the embedded feature vectors ¢(p,, ;) for i =
1,---, L, we initialize two random matrices A € R?*?
and B € R%*? ysing distinct seeds generated from the
CSPRNG:

(67 «

where U(0, 1) denotes a uniform distribution, and « is a
scaling factor. The normalization term id draws inspi-
ration from Xavier/Glorot [|L1]] initialization principles. It
maintains signal magnitudes within the responsive regions
of nonlinear activation functions, preventing saturation ef-
fects that would otherwise diminish feature distinctiveness
during recursive transformations. Simultaneously, it reg-
ulates the evolution rate of the feature representation in
the sequential processing pipeline, establishing an equi-
librium between computational stability and cryptographic
variability.

A~ U(0,1)

To prevent hashing latency from scaling linearly with
raw password length, we preprocess the password using a
cryptographic hash to output a fixed-length string of size
L prior to feature extraction. As shown in Fig. [[ (b), the
sequence is processed using a recurrent formula with layer
normalization:

buw,i = LayerNorm(Apy, i1 + Bo(pwi)), (5

where dA)w,i indicates the i-th feature vector after ¢ recursive
transformations; ¢,, o € R is generated by the CSPRNG
with the first seed; ¢ = 1,2,--- , L, and LayerNorm is de-
fined as:

LayerNorm(z) = a; - + B, 6)
with 1 and o2 being the mean and variance of z, e = 107

for numerical stability, and vy, (1 as the scaling and shifting
parameters. The output of this process, ¢, € R?, is a
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feature vector that captures the sequential information of
the password.

LayerNorm plays a critical role by preventing numeri-
cal instability; without it, repeated matrix multiplications
could cause feature values to grow exponentially, poten-
tially undermining security. By stabilizing feature distribu-
tions, it ensures consistent cryptographic properties regard-
less of password length while introducing additional non-
linearity.

2.4 Stochastic neural network processing

To further enhance security and irreversibility, the feature
vector is processed through a series of stochastic neural net-
work blocks. Each block B is a feed-forward neural net-
work whose weights, biases, and output dimensions are ran-
domly initialized based on the secure seeds.

The transformation is defined as

¢i = Bi(pi—1), @)

where ¢; € RV and ¢;_; € RMi~1 indicates the output
and input feature vector of the i-th stochastic block, respec-
tively; and ¢g = ¢, 1, € RY. Specifically, each block con-
sists of two hidden layers with tanh activation functions:

hl,i = tanh(WlTl- . d_)ifl + bl,i)
ha,; = tanh(Wy; - hy; + bo ;) (®)
Gi =Wii hoi+bp

where ¢ € [1, M] denote the number of stochastic blocks;
Wl,i S RN"’IXK, Wgﬂ; S RKXK, Wf,i € REXN: and
b1 € R, by; € R, by; € R are randomly generated
weights and biases by the cryptographically secure seeds
s;. K = 2N;_; is the number of neurons in hidden lay-
ers. hy; and hg ; are the outputs of hidden layers of the i-th
stochastic block.

A key innovation of TSNC is its dynamic topology. To
enhance the irreversibility, the number of stochastic blocks
M is randomly generated based on the intermediate feature
¢w7L:

M = I_U(wr—rrL : (bw,L) : (Mmax - Mmin) + MminJ> )
where w,, € R? is a random vector with the seed s, =
si + 1; |-] and o denote the floor function and sigmoid
function, respectively.

Similarly, the number of neurons in the output layers of
each block, NNV;, is determined based on the input feature
vector ¢;_1 via Eq. ([L0), ensuring that the dimensionality
of the feature space evolves dynamically:

Ni = |o(wy; - ®i-1) - (Nmax — Nmin) + Nmin, (10
where ¢g = (ﬁw} s Nmax and Np;, are the maximum
and minimum allowed number of neurons in output layers;
wy,; € RNi=1 is generated with the seeds with W7y ;, Wa ;,
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and Wy ;. For the last block, we enforce Nj; = d. Fur-
thermore, the seed for the subsequent block is derived by
combining s;41 with the current block’s output via a hash
function H;, creating a dependency chain that resists re-
verse engineering:

siv1 = Hi(sit1,9i)s (11)
where H; is a cryptographic hash function. The final irre-
versible feature vector is denoted as v, = ¢ ;.

Remark 1 Convolutional layers are not adopted because
TSNC uses abstract feature vectors without spatial locality,
and its input-dependent block count M and output dimen-
sion N; are more naturally implemented by fully connected
stochastic transformations.

2.5 Side-channel defense

To mitigate timing side-channel attacks, our algorithm en-
forces constant-time execution through a two-fold mech-
anism. First, input passwords are normalized via SHA-
256 hashing to eliminate length-dependent processing vari-
ations. Second, to counterbalance the timing discrepancies
introduced by the dynamic depth and dimensionality of the
stochastic blocks, we implement a computational padding
strategy. TSNC quantifies the gap between the current in-
stance’s computational load and the theoretical upper bound
(determined by the maximum block count and feature di-
mensions). It then executes supplementary dummy matrix
operations to bridge this gap, ensuring that the total hash-
ing latency remains statistically independent of the specific
password structure and internal state.

The implementation pipeline is summarized in Algo-
rithm [Il. The proposed algorithm ensures determinism, un-
predictability, sensitivity, and one-way transformation.

3 Analysis of irreversibility

In this section, we provide a theoretical analysis of the
computational irreversibility of the proposed TSNC frame-
work. Unlike traditional static cryptographic primitives,
TSNC constructs a dynamic, data-dependent transforma-
tion pipeline. The irreversibility is established through a
hierarchical argumentation, progressing from the structural
non-invertibility of the dynamic topology to the computa-
tional intractability of the parameter space, and finally, the
robustness against specific cryptanalytic vectors.

3.1 Structural irreversibility

Proposition 1 The mapping function f : (pw,Ts) — ¥p,
constructed by TSNC constitutes a dynamic one-way trans-
formation where the transformation structure is dependent
on the input p,, itself, rendering the inversion process log-
ically circular and structurally ambiguous.
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Algorithm 1 TSNC password hashing

Require: Password string p,,, account creation timestamp
T, embedding dimension d, scaling factor a, Max,
Mmina Nmax; ]Vmina Ns;

Ensure: hashed feature vector 1, ;

1: /* Secure Seed Generation */

2: Calculate combined seed S, by ([ll);

3: Construct a CSPRNG to generate a sequence of secure
seeds {sg, $1,. .., Ns} based on Sg;

4: Initialize ¢ = 0;

5: /* Character Embedding */

6: Construct dictionary Dr, using seed sy, ¢, ¢ = c+ 1;

7: Preprocess p,, to fixed length L via cryptographic hash;

8: Embed characters to obtain ¢(p,, ;) by @) for i €
1, L];
9: /* Sequential Transformation */
10: Initialize matrices A and B according to () using seeds
SN.—c— land sy,_c — 2;
11: Initialize éw,O using seed sy, — 3,and c = c+ 1;
12: fori =1to L do A
13: ¢'w,i — LayerNOHn(A¢uz,i—1 + B¢(plll,i));
14: end for
15: /* Stochastic Neural Network */
16: ¢0 — ¢w,L;
17: Determine the number of stochastic blocks M by (B)
using seed sy, ¢, and c = c+ 1;
18: fort =1to M do
19:  N,;_1 < dimension of (;_Si,l;
20:  Generate weights using sy, _.: Wy,; € RNi-1xK,
W27Z' € RKXK, Wffi € RKXN'i, WN,; € RN“I;
21:  Generate biases: b ; € RE, by ; € RE by, € RV

22:  if 1 < M then

23: Determine output dimension N; by ([L0);
24:  else

25: N; < d;

26:  end if

27. K + 2. N,;_1; {Hidden layer size}

28:  Calculate ¢; = B;(¢;_1) by ®);

29: c=c+1;

30:  Update seed sy, + H;(sn._c, ¢i) by (I]);
31: end for

320 Py, = dms

Analysis 1 The structural irreversibility stems from three
intertwined architectural mechanisms:

1. Input-Dependent Dynamic Topology: A critical in-
novation of TSNC is that the neural network architecture
itself—specifically the number of blocks M (Eq. () and
the dimensionality of each layer N; (Eq. (L0))—is dynami-
cally determined by the intermediate features of the pass-
word. Consequently, an attacker attempting to reverse-
engineer the input v, faces a causality dilemma: to in-
vert the neural network, one must know its precise topology
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(weights, biases, depth, and width); however, this topology
is stochastically generated based on seeds derived from the
password p,, itself. This circular dependency creates a log-
ical deadlock for any inversion algorithm that does not pos-
sess the original password.

2. Non-Linear Information Compression: The hash-
ing process employs a cascade of non-linear operations,
including tanh activations, LayerNorm (Eq. (8)), and di-
mension reduction operations. These transformations ef-
fectively compress the input space into the feature space,
creating a many-to-one mapping. This entropy maximiza-
tion ensures that for a given output 1, , the set of potential
pre-images is theoretically large and computationally in-
distinguishable, thereby preventing unique reconstruction
of the plaintext.

3. Cascading Avalanche of Randomness: The seed up-
date mechanism (Eq. (1)) establishes a strictly sequen-
tial dependency chain. The randomness of the (i + 1)-th
block depends not only on the initial timestamp but also on
the non-linear output of the i-th block. This design ensures
that the cryptographic entropy diffuses rapidly throughout
the network layers, making the relationship between the in-
put characters and the final feature vector highly complex
and statistically uncorrelated.

3.2 Computational intractability

Proposition 2 Inverting the hashing function is computa-
tionally intractable due to the combinatorial explosion of
the parameter space and the cryptographic strength of the
seed generation process, even under the assumption that
the account creation timestamp T is public.

Analysis 2 The computational hardness is guaranteed by
the following factors:

1. Cryptographically Secure Parameter Generation:
The neural network weights are not learned parameters but
are generated via a CSPRNG seeded by S.. Since S, is de-
rived from the SHA-256 hash of the password and times-
tamp (Eq. ([)), recovering the weights requires solving the
pre-image problem of the SHA-256 function. Even if T is
known, the unknown p,, renders the seed S. unpredictable.

2. Combinatorial Explosion of the Search Space: The
theoretical search space is the Cartesian product of the
password space and the timestamp space. Let |C| be the
character set size, { the password length, and |T| the ef-
fective timestamp space (e.g., millisecond precision over
decades). The total state space is defined as Siotqr ~
[T x Zf:l C|®. While a specific Ty might be known in
a database breach, this multiplicative factor |T| is crit-
ical for resisting pre-computation attacks. Unlike fixed-
structure networks, TSNC requires the attacker to simulate
the dynamic network generation process for every candi-
date pair (py, Ts). With the hidden layer size K and output
dimension N; varying dynamically, the computational cost
of verifying a single guess is significantly higher than that
of standard hash functions, imposing a prohibitive compu-
tational burden on attackers. Thus, under the considered
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offline setting, an attacker must test candidate passwords
by regenerating the SHA-256/SHA-512-derived seeds and
the corresponding dynamic neural pipeline. The unpre-
dictability of these seeds relies on the pre-image resistance
of SHA-256, for which no practical generic inversion attack
is known [9].

3.3 Robustness against cryptanalytic attacks

Proposition 3 The TSNC framework provides resistance
under the considered threat model against both classical
cryptanalysis (Rainbow Tables, Differential Attacks) and
modern Al-driven attacks (Gradient Inversion).

Analysis 3 We analyze the defense mechanisms against
three primary attack vectors:

1. Defense Against Rainbow Table and Precomputa-
tion: The account creation timestamp T functions as a
mandatory, high-entropy dynamic salt. As demonstrated
in the simulation section, identical passwords generate
orthogonal feature vectors under different timestamps.
This “Temporal Orthogonality” invalidates precomputed
lookup tables (Rainbow Tables), as an attacker would need
to build a separate table for every distinct timestamp (mil-
lisecond precision), which is storage-infeasible.

2. Immunity to Gradient-Based Inversion: Traditional
neural network attacks often utilize gradient descent to op-
timize an input that matches the target output. However,
TSNC is immune to such attacks for two reasons: (a) Dis-
continuous Loss Landscape: The discrete nature of the dy-
namic topology (integer changes in M and N; based on
thresholding) makes the function non-differentiable with re-
spect to the input; (b) Stochastic Weights: The weights are
not fixed values optimized for a task but are pseudo-random
variables dependent on the input. Therefore, gradients can-
not be backpropagated to update or approximate the input
password.

3. Resistance to Differential Cryptanalysis: The se-
quential feature transformation (Eq. (B)) and the multi-
stage neural blocks support a strong avalanche-like effect.
A single bit change in the input password alters the initial
seed S., which completely re-initializes the dictionary Dr,
and all subsequent network weights. This global decorrela-
tion prevents attackers from exploiting similarities in output
vectors to deduce relationships between input passwords.

3.4 Comparison with salted and
probabilistic hashing schemes

Salted password hashing schemes such as berypt [25] and
Argon2 [(]] use a stored salt to diversify identical passwords
across accounts. TSNC follows the same verification prin-
ciple by storing the timestamp as a per-account diversifi-
cation value, but differs in its internal computation: the
timestamp-password pair determines both the random seeds
and the stochastic neural topology. Thus, even when T}
is known after a database breach, each password guess re-
quires regenerating the corresponding dynamic pipeline.
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Compared with existing neural hashing schemes [27, 32],
which rely on fixed trained weights, TSNC is training-free
and input-dependent. Its main distinction is the combi-
nation of per-account structural diversification, absence of
learned model parameters, and timing-stabilized execution,
which helps mitigate timing leakage in practice [[1€].

4 Simulation

In this section, we conduct a rigorous empirical evalu-
ation of the proposed temporal-stochastic neural cipher
(TSNC). The objective is to validate its cryptographic ro-
bustness from four progressive dimensions: statistical in-
distinguishability, temporal-stochastic orthogonality, sen-
sitivity to input perturbations (avalanche effect), and re-
sistance to physical implementation attacks (side-channel
analysis).

4.1 Experimental setup

All simulations were executed on a workstation equipped
with an Intel Core 19-11900KF CPU (3.5GHz) and 64GB
RAM, running the Windows 11 operating system. The
structural parameters of the TSNC framework employed in
our experiments are detailed in Table P.

Table 2: Parameter settings of the proposed TSNC frame-
work.

Param Ts‘ N, max N, min M, max A/[min
Value 1761106370865 400 32 10 3
Param a o b1 d N;
Value 0.1 1 0 128 100

To ensure a comprehensive evaluation across varying en-
tropy levels, we constructed six distinct password datasets:

— Simple: Common passwords such as “password”,
“123456”;

— Complex: Strong passwords with mixed characters,
e.g., “P@sswOrd!”, “COmpl3x#Pwd”;

— Unicode: Passwords containing non-ASCII charac-
ters, e.g., “café¥”, “liber123”;

— Similar pairs: Password pairs with minor variations
(swaps, additions, substitutions), e.g., (“secure” vs
“secrue”) and (“adminl23”, “admin1234”).

— Different lengths: Randomly generated passwords
with lengths from 1 to 1000 characters;

— Special chars: Passwords
of special characters, e.g.,
C@HSYN&E*()_ .

Trained deep hashing baselines [27, B2] are not empir-
ically compared because they require supervised training
and fixed learned weights, whereas TSNC is training-free
and dynamically generated.

composed entirely
“l@#$%"&*()”,
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4.2 Statistical uniformity and feature
whitening

A desirable property of password hashing outputs is the ab-
sence of obvious statistical structure related to the plaintext.
We first analyzed the statistical moments of the generated
feature vectors. As shown in the top subfigure of Fig. [, re-
gardless of the input password category (ranging from low-
entropy “Simple” to high-entropy “Complex”), the hashed
feature vectors exhibit a zero-centered mean with a stable
standard deviation. This indicates that TSNC successfully
normalizes the feature space, preventing statistical bias at-
tacks. The near-zero mean and stable standard deviation
suggest feature whitening and reduced category-dependent
bias in the tested samples.

To further visualize the high-dimensional manifold of
the hashed features, we employed t-Distributed Stochastic
Neighbor Embedding (t-SNE). As illustrated in the bottom
subfigure of Fig. [, the feature vectors from different cat-
egories are uniformly scattered and inextricably mixed in
the 2D projection. Unlike classification tasks where cluster
separability is desired, the absence of discernible clusters
here is a strong indicator of security. It confirms that TSNC
destroys the semantic structure of the original passwords,
reducing observable structure in the output features.

4.3 Temporal-stochastic orthogonality

The core innovation of TSNC lies in its temporal-stochastic
mechanism, where the account creation timestamp acts as
a dynamic, non-reproducible seed. We define this prop-
erty as “Temporal Orthogonality”—the ability to generate
statistically independent representations for the identical
password under different temporal contexts. We first ex-
amined a standard password (“password123”) across vary-
ing timestamps. Fig. P visualizes the t-SNE projection,
where the distinct spatial separation between points con-
firms that temporal variations induce a global shift in the
feature space. This observation is quantitatively supported
by the cosine similarity matrix in Fig. §. The pairwise sim-
ilarities between hashed representations of the same pass-
word consistently remain below 0.2, demonstrating that the
timestamp effectively acts as a “dynamic salt”, rendering
precomputed rainbow tables obsolete.

To rigorously test the lower bound of this security mech-
anism, we analyzed the simplest possible input: the single-
digit password “1”. In conventional hashing, such low-
entropy inputs are the most vulnerable. However, Fig. [
reveals that even for this trivial input, minimal timestamp
variations trigger drastically different activation patterns in
the first 32 dimensions. This divergence is further corrob-
orated by Fig. [, which plots the feature value distributions
for these instances. As observed, each timestamp condi-
tion yields a distinct statistical footprint, effectively ensur-
ing that the feature space is reshaped rather than merely
shifted. Finally, the cross-timestamp similarity matrix in
Fig. [ shows near-zero off-diagonal values. This confirms
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Figure 2: Feature distribution analysis. Top: Statistical
moments across categories. Bottom: t-SNE visualization
showing the uniform mixing of feature vectors, indicating
high entropy and resistance to pattern recognition.

that TSNC transforms even this low-entropy password into
a complex, high-dimensional representation that is orthog-
onal across the temporal domain.

4.4 Cryptographic sensitivity and collision
Resistance

Building upon the statistical and temporal properties, we
further evaluate the algorithm’s “Avalanche Effect”—a
strict criterion where a slight change in input must result
in a drastic, unpredictable change in output. We evalu-
ated sensitivity using similar password pairs with minimal
edit distances (e.g., “secure” vs. “secrue”). As shown in
Fig. B, these pairs exhibit high Euclidean distances (> 20)
and near-zero cosine similarities (< 0.1), comparable to
the relationship between two completely unrelated random
strings. Moreover, Fig. [ details the position sensitiv-
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Figure 3: t-SNE visualization of feature vectors for

“password123” generated under different timestamp seeds,
demonstrating spatial separation.

Cosine Similarity Between Different Timestamp Encryptions o

+0- 1.00 20.17 003 007 0.04
+1 (O 0.09 0.12 -0.10 0.15 0.8
o +10 ] -0.00 -0.08
g 0.6
2
£ +10? 12 0.18 JEEON 0.03  -0.06
[a)]
g 0.4
3§ +10° S0 -0.00 0.03
8
E
= +104 -0.08 -0.06 J 0.2
+10° -0.01 0.08
0.0

+10° -0.03 -0.03

l
+10  +10*> +10® +10* +10° +10°
Timestamp Difference

+0 +1

Figure 4: Cosine similarity matrix for “password123”
across different timestamps. Low similarity scores (<0.2)
indicate orthogonality.

ity. Modifying a character at any position triggers a global
transformation of the feature vector. This proves that the se-
quential feature extraction module effectively diffuses local
changes across the entire high-dimensional space.

Theoretical sensitivity implies practical collision resis-
tance. To empirically validate this, we conducted exten-
sive collision tests involving over 107 trials. We quantized
the floating-point feature vectors to impose a stricter colli-
sion condition. The tests covered two scenarios: (1) Fixed
Timestamp, Variable Passwords (5 x 106 trials), and (2)
Fixed Password, Variable Timestamps (5 x 106 trials). Zero
collisions were detected in all trials. This empirical evi-
dence demonstrates that TSNC maintains robust injectivity,
satisfying the stringent requirements of large-scale authen-
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Encryption Pattern Evolution for Password "1"
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Figure 5: Heatmap of the first 32 feature dimensions for
password “1” under varying timestamp differences, show-
ing non-linear pattern evolution.
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Figure 6: Distribution of feature values for password “1”
across timestamps, indicating distinct statistical properties
for each temporal instance.

tication systems.

Furthermore, we executed a targeted differential stress
test on 10° password pairs with single-character variations
(minimal Hamming distance) under fixed timestamps. Zero
collisions were detected. This confirms that the frame-
work’s non-linear diffusion layers successfully amplify mi-
croscopic input perturbations into macroscopic output di-
vergences, effectively thwarting differential cryptanalysis.

4.5 Timing side-channel resistance

Finally, we address the operational security of the algo-
rithm. In real-world deployments, hashing latency can
leak information about password length or internal state.
Fig. [[( compares TSNC with berypt, PBKDF2, scrypt,
and Argon2. TSNC maintains approximately 200 ms la-
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Figure 8: Sensitivity analysis for similar password pairs.
High Euclidean distances and low cosine similarities con-
firm a strong avalanche effect.

tency across password lengths from 1 to 1000 characters,
with a standard deviation below 5 ms over 50 repeated runs
per length. In contrast, scrypt and Argon2 show mono-
tonically increasing or configuration-dependent timing pro-
files, and Argon2d involves data-dependent memory access
patterns [6]. This timing-stabilized behavior is achieved
by fixed-length preprocessing and computational padding.
Specifically, TSNC executes dummy matrix operations to
bridge the gap between the actual workload and the upper
bound determined by M.« and Ny, reducing timing vari-
ation compared with data-dependent designs such as Ar-

Y. Xiao et al.

gon2d [6].
Fig. [ compares peak memory consumption across

TSNC, PBKDF2, berypt, scrypt, and Argon2 for password
lengths from 1 to 1000 characters. Memory use shows
little dependence on password length and is mainly de-
termined by algorithmic design. PBKDF2 and berypt re-
quire negligible memory, whereas scrypt and Argon2 are
memory-hard and consume more memory according to
their configurations [6, 24]. This increases parallel-attack
cost but may limit deployment in memory-constrained en-
vironments [4]. TSNC maintains an intermediate footprint
bounded by Ny.x and M,.x, balancing timing stability and
memory cost.

In terms of collision resistance, conventional schemes in-
herit the resistance of their underlying cryptographic prim-
itives [25, 6], consistent with TSNC’s zero observed colli-
sions over 107 trials in Section f.4.

5 Conclusion

This paper proposes the Temporal-Stochastic Neural Ci-
pher (TSNC), a training-free password hashing framework
that uses account creation timestamps to initialize stochas-
tic neural transformations. By combining timestamp-
driven seed generation, sequential feature extraction, and
input-dependent stochastic blocks, TSNC produces decor-
related authentication vectors for identical passwords un-
der different temporal contexts, reducing the practical-
ity of cross-account rainbow-table and precomputation at-
tacks. Empirical results show zero observed collisions,
whitened feature statistics, strong avalanche behavior,
timing-stabilized execution, and an intermediate memory
footprint. These results indicate that TSNC is suitable for
authentication scenarios requiring a balance among latency,
memory cost, and resistance to precomputation threats.
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