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Intelligent surveillance systems require video anomaly detection methods that operate reliably under real-
world conditions rather than controlled benchmark settings. This paper presents a deployment-oriented
hybrid CNN-LSTM-MIL framework that integrates spatio—temporal feature learning, weakly supervised
anomaly scoring, and reconstruction-based regularity modeling to address the practical challenges of
large-scale video surveillance. The proposed framework is evaluated on widely used benchmark datasets,
including UCF-Crime, CUHK Avenue, ShanghaiTech, and UMN, as well as on diverse real-world CCTV
footage captured from urban streets, shopping malls, traffic intersections, and railway stations.
Experimental results demonstrate competitive detection performance, achieving AUC scores of 85.9% on
UCF-Crime and 91.3% on CUHK Avenue, while maintaining near real-time inference speeds of 28-50
frames per second on GPU and edge platforms through deployment-oriented optimizations such as
pruning and quantization. Additional evaluation on real-world surveillance data shows reduced false
alarm rates and stable detection performance under challenging conditions, including illumination
variations, background clutter, occlusions, and varying crowd densities. By jointly analyzing detection
accuracy, computational efficiency, and deployment feasibility, this work bridges the gap between
benchmark-oriented research and practical intelligent surveillance deployment for public safety and
traffic monitoring applications.

Povzetek: Raziskava predstavlja hibridni CNN-LSTM pristop za zaznavanje anomalij v videonadzoru, ki

omogoca zanesljivo in skoraj realnocasovno delovanje tudi v dejanskih pogojih nadzornih sistemov.

1 Introduction

Video anomaly detection (VAD) plays a crucial role in
intelligent surveillance systems by enabling the automatic
identification of rare, irregular, or suspicious events in
long and untrimmed video streams. Such events may
include accidents, violent activities, unauthorized access,
or abnormal crowd behavior, all of which are highly
relevant for public safety and traffic monitoring. With the

rapid expansion of camera networks in urban
environments—including  streets, shopping malls,
transportation hubs, and critical infrastructure—the

volume of surveillance data has grown far beyond the
capacity of continuous human monitoring. This has
motivated extensive research into automated and reliable
VAD systems [1,2].

Early research in video anomaly detection primarily relied
on handcrafted spatio—temporal features and statistical
motion modeling to characterize deviations from normal
behavior in surveillance scenes [3,4]. While these
approaches demonstrated the feasibility of automated
anomaly detection, they were often scene-dependent and
sensitive to illumination changes, background dynamics,

and camera viewpoints. The availability of large-scale
public benchmark datasets, such as UCF-Crime, CUHK
Avenue, ShanghaiTech, and UMN, subsequently enabled
a shift toward learning-based methods and facilitated
significant progress in detection accuracy [5-8]. These
datasets have become standard testbeds for evaluating
VAD performance under controlled experimental
conditions.

Recent advances in VAD have been driven largely by

deep learning architectures designed to improve
representation  learning and temporal modeling.
Reconstruction-based approaches, including spatio—

temporal autoencoders and future frame prediction
models, aim to learn regular motion and appearance
patterns from normal video data and identify anomalies
through elevated reconstruction error [9-11]. Memory-
augmented architectures further enhance normality
modeling by explicitly storing representative patterns of
regular behavior [12]. In parallel, weakly supervised
approaches based on Multiple Instance Learning (MIL)
have been proposed to reduce the cost and subjectivity of
frame-level annotation by relying on video-level labels,
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enabling scalable learning on realistic surveillance
datasets [5,13].

Despite strong performance on benchmark datasets,
models developed and evaluated primarily under
controlled conditions often fail to generalize effectively to
real-world  surveillance  deployments.  Operational
environments are characterized by non-ideal and highly
variable conditions, including illumination changes,
dynamic backgrounds, occlusions, camera motion, and
varying crowd densities [10,14]. In addition, practical
deployments impose strict constraints on inference
latency, computational efficiency, scalability, and false
alarm rates, particularly in multi-camera and smart-city
scenarios [15-17]. These limitations highlight the need for
anomaly detection frameworks that extend beyond
benchmark accuracy and explicitly consider deployment
feasibility.

To address these challenges, recent studies have
emphasized deployment-oriented design strategies, such
as lightweight temporal modeling, model pruning and
quantization, knowledge distillation, and edge-based
inference architectures [15-17]. Hybrid deep learning
architectures that combine complementary modeling
paradigms have gained attention due to their ability to
balance representation power and computational
efficiency. In particular, hybrid CNN-LSTM models have
demonstrated effectiveness in applied domains such as
medical diagnosis, where spatial feature extraction and
temporal dependency modeling must be jointly optimized
under practical constraints [18]. In parallel, research on
reliable visual data processing, including image
authentication using chaotic and nonlinear functions, has
highlighted the importance of robustness and
trustworthiness in visual pipelines—an increasingly
relevant concern for safety-critical surveillance systems
[19].

Motivated by these observations, this work presents a
deployment-oriented hybrid CNN-LSTM-MIL
framework for video anomaly detection, explicitly
designed to operate under weak supervision and real-
world surveillance constraints. The proposed framework
integrates spatio—temporal feature learning, efficient
temporal modeling, and weakly supervised anomaly
scoring with reconstruction-based regularity modeling to
balance detection accuracy, robustness to unseen
scenarios, and computational efficiency.

The proposed approach is evaluated on widely used
benchmark datasets as well as on diverse real-world
CCTV footage collected from operational surveillance
systems. This evaluation strategy enables analysis not
only of detection accuracy but also of robustness, false
alarm behavior, and deployment feasibility under realistic
conditions.

The objectives of this work are formalized
through the following research questions:

e RQ1: How can weakly supervised video
anomaly detection be designed to operate
reliably under real-world surveillance
conditions beyond curated benchmark
datasets?
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e RQ2: To what extent can hybrid spatio—
temporal modeling improves robustness
and cross-domain generalization across
diverse CCTV environments?

e RQ3: How can detection accuracy, false
alarm behavior, and inference efficiency
be jointly optimized to support practical
deployment in large-scale surveillance
systems?

By addressing these research questions, this
work advances video anomaly detection toward
scalable, robust, and deployment-ready
intelligent surveillance systems, bridging the gap
between benchmark-oriented research and real-
world operational requirements.

2 Related work

This section reviews representative work in video
anomaly detection with emphasis on supervision
strategies, modeling paradigms, and deployment
considerations relevant to real-world surveillance
systems.

2.1 Traditional and learning-based video
anomaly detection

Early video anomaly detection approaches relied on
handcrafted spatio—temporal features and statistical
motion modeling to characterize deviations from normal
behavior in surveillance scenes [3,4]. Such methods
demonstrated effectiveness in controlled or highly
structured environments, particularly for crowd analysis,
but were strongly scene-dependent and sensitive to
illumination changes, background dynamics, and
camera viewpoints.

With the emergence of large-scale public datasets,
learning-based approaches became the dominant
paradigm. Reconstruction-based methods aimed to learn
regular motion—appearance patterns from normal data
and detect anomalies through elevated reconstruction
error. Representative techniques include spatio—
temporal autoencoders and future frame prediction
models [9-11]. Memory-augmented architectures were
later introduced to improve modeling of complex normal
behaviors by explicitly storing representative patterns of
regular activity [12]. While these approaches often
report  strong benchmark  performance, their
generalization under domain shifts and real-world
variability remains limited.

2.2 Weakly supervised and hybrid learning
frameworks

To reduce the high cost and subjectivity of frame-
level annotation, weakly supervised approaches based
on Multiple Instance Learning (MIL) were proposed. In
this formulation, videos are treated as bags of temporal
instances, enabling scalable learning using only video-
level labels. The MIL-based framework introduced for
real-world surveillance videos demonstrated that
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competitive performance can be achieved without dense
annotations [5]. Subsequent works improved temporal
localization and stability through snippet-level learning
and temporal mining strategies [13].

Despite their scalability, purely weakly supervised
approaches may struggle to detect subtle anomalies or
previously unseen irregular patterns that deviate from
the training distribution. To mitigate this limitation,
hybrid frameworks combining weak supervision with
reconstruction-based or regularity modeling have been
explored. By integrating complementary learning
signals, hybrid approaches aim to balance detection
accuracy and generalization capability. Similar hybrid
CNN-LSTM architectures have shown effectiveness in
applied domains such as medical diagnosis, where
spatial representation learning and temporal dependency
modeling must be jointly optimized under practical
constraints [1], motivating their adoption in
surveillance-based anomaly detection.

2.3 Operational metrics and deployment-
oriented considerations

While much of the existing literature emphasizes
benchmark accuracy metrics such as AUC, real-world
deployment of video anomaly detection systems
requires careful consideration of operational factors,
including inference latency, throughput, scalability
across multi-camera systems, and false alarm rates.
Deep spatio-temporal models based on 3D
convolutional networks provide strong representation
power but incur high computational cost and limited
real-time performance [15].

To address efficiency constraints, recent research
has explored deployment-oriented techniques such as
model pruning, quantization, and knowledge distillation
to reduce computational overhead while preserving
detection  performance [16,17]. Edge-computing
architectures further support scalable surveillance by
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enabling localized processing and  reducing
communication latency. In parallel, research on reliable
visual data processing, including image authentication
and integrity verification using nonlinear and chaotic
functions, has highlighted the importance of robustness
and trustworthiness in visual pipelines—an aspect
increasingly relevant for safety-critical surveillance
applications [2].

2.4 Comparative summary and research
gap

Table 1 summarizes representative video anomaly
detection approaches, highlighting differences in
supervision level, core modeling strategy, strengths, and
key limitations. The comparison indicates that many
existing methods prioritize benchmark performance
under controlled conditions, while robustness, false
alarm behavior, and deployment feasibility are often
treated as secondary considerations.

In contrast, the present work adopts a deployment-
oriented hybrid perspective, integrating weakly
supervised learning, spatio-temporal modeling, and
reconstruction-based regularity analysis within a unified
framework. By  explicitly = addressing  both
methodological ~ performance  and  operational
constraints, the proposed approach aims to bridge the
gap between benchmark-driven research and practical
intelligent surveillance deployment.

In addition to qualitative comparison, quantitative
performance differences between representative state-
of-the-art methods and the proposed framework are
summarized in Table 4. This comparison highlights that
while some methods achieve marginally higher accuracy
under controlled benchmark conditions, the proposed
approach offers a more balanced trade-off between
detection accuracy, robustness, and deployment
efficiency.

Table 1: Summary of representative video anomaly detection approaches

Category Representative Supervision Core Idea Strengths Limitations
Approach
Traditional Handcrafted ST Unsupervised Statistical Low computational | Scene-specific;
methods features [3,4] motion cost sensitive to
modeling illumination
Reconstruction- Spatio— Unsupervised Normality No annotations | Weak Cross-
based temporal AE via required domain
[9-11] reconstruction generalization
Memory- MemAE [12] Unsupervised Memory- Models”  complex | Domain-shift
augmented guided normality sensitivity
reconstruction
Weak MIL-based Weakly Video-level labels | Scalable to Limited unseen
supervision VAD [5] supervised realistic data anomaly
detection
Temporal Snippet-level Weakly Temporal mining Improved Higher
refinement MIL [13] supervised localization computation
Graph-based ST graph Weak/ Multi-entity Context-aware High complexity;
Models reasoning [14] Supervised context detection slow inference
Proposed Hybrid CNN- Hybrid Multi-branch Balanced accuracy | Performance
method LSTM-MIL fusion & drops in
deployability extreme
conditions
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2.5 Research gaps and motivation

Despite notable advances in video anomaly detection,
existing approaches remain limited in their ability to
simultaneously address detection accuracy, robustness to
real-world variability, and deployment feasibility in
operational surveillance systems. Most existing methods
are primarily evaluated on curated benchmark datasets,
which only partially reflect the complexity and variability
of real-world surveillance environments [5,9-11]. As a
result, generalization across domains, lighting conditions,
and crowd densities remains a persistent challenge.

Moreover, practical deployment considerations such
as inference efficiency, scalability across heterogeneous
camera networks, and false alarm behavior are often
underreported or treated as secondary objectives, despite
their critical importance for large-scale surveillance
applications [15-17]. While recent studies have begun to
explore efficiency-oriented optimizations and edge-based
inference, a unified treatment of detection performance,
operational reliability, and deployment constraints is still
lacking.

Motivated by these gaps, this work adopts a system-
level perspective on video anomaly detection,
emphasizing real-world  validation, cross-domain
robustness, and deployment-oriented evaluation. By
integrating complementary learning paradigms within a
unified hybrid CNN-LSTM-MIL framework and
explicitly accounting for operational constraints, the
proposed approach aims to bridge the gap between
benchmark-driven research and scalable, deployment-
ready intelligent surveillance systems.

3 Proposed Hybrid CNN-LSTM-
MIL framework

This section presents the proposed deployment-
oriented hybrid CNN-LSTM-MIL framework for video
anomaly detection. The framework is designed to jointly
address detection accuracy, robustness under real-world
surveillance variability, and computational efficiency
required for practical deployment.

3.1 Problem formulation

Let an untrimmed surveillance video Vbe divided into
a sequence of Nnon-overlapping temporal snippets:
V={x1,x2,...,xN}. Following the weakly supervised
setting commonly adopted in realistic surveillance
scenarios [5], only video-level labels are available during
training. A normal video contains no anomalous snippets,
whereas an anomalous video contains at least one
anomalous snippet. The objective is to learn a scoring
function that assigns an anomaly score s; € [0,1]to each
snippet x;, where higher values indicate a higher
likelihood of abnormal behavior.

To enable effective learning under weak supervision,
the formulation assumes that anomaly scores within a
video are sparse, such that anomalous behavior is
temporally localized rather than uniformly distributed [5].
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This assumption is consistent with real-world surveillance
scenarios, where abnormal events typically occur over
short temporal intervals [3,4]. The scoring function is
optimized to maximize the separation between normal and
anomalous videos while preserving temporal coherence
across neighboring snippets [7,18]. This formulation
allows the model to jointly capture discriminative cues
and temporal context under video-level supervision.

3.2 Framework overview

The proposed video anomaly detection
framework follows a hybrid, multi-branch design
that integrates  complementary  learning
paradigms to address the limitations of single-
model approaches in real-world surveillance
environments. The framework is motivated by
prior findings showing that the combination of
spatio—temporal feature learning, temporal
dependency modeling, and regularity-based
analysis improves robustness and generalization
under weak supervision and domain variability
[5,9-11].

Specifically, the framework consists of three
coordinated components:

e A spatio-temporal anomaly scoring
component  that captures  motion—
appearance cues under weak supervision
using Multiple Instance Learning (MIL)

[5];
e A temporal dependency modeling
component that captures long-range

temporal context using recurrent neural
networks, which have been shown to
improve temporal consistency and stability
in video analysis tasks [18,7];

e A regularity modeling component that
learns normal behavioral patterns via
reconstruction-based learning, enabling
the detection of previously unseen or
subtle anomalies [9-11].

Each component produces a complementary
anomaly score at the snippet level. These scores
are subsequently combined through a weighted
fusion strategy to obtain the final anomaly score,
allowing the framework to balance sensitivity to
abnormal events with robustness against noise
and transient motion fluctuations. Ensemble-
style fusion of heterogeneous anomaly cues has
been shown to improve detection reliability in
complex surveillance settings [10,11].

An overview of the proposed hybrid
framework, illustrating the interaction between
the three components and the anomaly score
fusion process, is shown in Figure 1. In addition,
Table 2 summarizes the role and contribution of
each component within the overall framework,
highlighting how the proposed design jointly
addresses detection accuracy, robustness, and
deployment feasibility.
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Figure 1: Overview of the proposed hybrid CNN-LSTM-MIL framework for video
anomaly detection.

Table 2: Components of the proposed hybrid CNN-LSTM-MIL framework and their functional roles

Component Learning Paradigm Primary Function Supported
By

Spatio—temporal Weakly supervised Discriminative anomaly scoring using video-level | [5]

anomaly scoring (MIL) labels

Temporal dependency | Recurrent modeling Capture long-range temporal context and improve | [7,18]

modelling (LSTM) score stability

Regularity Reconstruction-based Model normal behavior and detect unseen anomalies | [9-11]

modeling learning

Score fusion Ensemble strategy Balance sensitivity and robustness [10,11]

3.3 Spatio-temporal anomaly scoring under
weak supervision

In the first component, spatio—temporal features are
extracted from each video snippet using a convolutional
neural network pretrained on large-scale video data. To
accommodate weak supervision, anomaly scoring is
formulated within a Multiple Instance Learning (MIL)
framework, which has become a standard approach for
large-scale video anomaly detection [5,13].

For an anomalous video V*and a normal vide

0 V', a ranking constraint is enforced between their
highest-scoring snippets. Let

S* =max 5,57 = max s,
i j

M

denote the maximum anomaly scores for anomalous
and normal videos, respectively. The MIL ranking loss is
defined as

Ly, =max(0,m—S*+S57), )
where mdenotes a margin parameter. This
formulation, adapted from prior MIL-based video

anomaly detection methods [5], encourages at least one
snippet in an anomalous video to receive a higher anomaly
score than any snippet from a normal video. By focusing
on the most discriminative snippets, the MIL formulation

enables scalable learning under weak supervision while
maintaining sensitivity to temporally localized anomalies.

3.4 Temporal dependency modeling

Local spatio—temporal features alone are often
insufficient to capture gradual or context-dependent
anomalies. To model long-term temporal dependencies,
the second component employs a recurrent neural network
based on Long Short-Term Memory (LSTM) units, which
are widely used for sequence modeling in video analysis
[18].

Let h;denote the hidden representation corresponding
to snippet x;. The temporal anomaly score is computed as

st = fuy), 3)

where f(-)denotes a learnable mapping function. By
incorporating contextual information from neighboring
snippets, temporal dependency modeling improves score
smoothness and reduces sensitivity to short-term motion
noise. Similar CNN-LSTM formulations have been
shown to enhance temporal consistency and stability in
video anomaly detection and related video understanding
tasks [7,18].

3.5 Regularity modeling via reconstruction
error

To explicitly capture deviations from normal
behavior, a reconstruction-based regularity modeling
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component is trained exclusively on normal video data.
Reconstruction-based approaches have been widely
adopted for unsupervised and semi-supervised anomaly
detection due to their ability to model normality patterns
[9-11].

Given a snippet representation x;, the model produces
a reconstruction x;. The reconstruction error is computed
as

e; =l x; — % I, 4)

where higher values of e;indicate stronger deviation
from learned normal patterns. The reconstruction error is
normalized to obtain a regularity-based anomaly score

si(R) € [0,1], which complements discriminative anomaly

cues by enabling detection of previously unseen or weakly
represented abnormal events.

3.6 Anomaly score fusion

Combining complementary anomaly cues has been
shown to improve detection robustness in complex
surveillance environments [10,11]. The final anomaly
score for snippet x;is obtained by fusing the outputs of the
three components.

Let s, s, and s denote the normalized anomaly
scores from spatio—temporal scoring, temporal modeling,
and regularity modeling, respectively. The fused anomaly

score is defined as

)

T
5; = W1s; ™

+w,s; '+ W3S(R), %)

i
subject to the constraints
wy +w, +wz; =1,w, =0. (6)

Equations (5) and (6) define a convex combination of
complementary anomaly cues. The fusion weights are
selected using validation data to balance sensitivity to
abnormal events with robustness against noise and
transient motion variations, following common practice in
ensemble-based anomaly detection frameworks [11].

3.7 Training and inference strategy

During training, the spatio—temporal anomaly scoring
and temporal dependency modeling components are
optimized under weak supervision using video-level
labels, while the regularity modeling component is trained
exclusively on normal video snippets [5,9]. This
separation allows the framework to jointly exploit
discriminative supervision and normality modeling.

During inference, all components operate jointly to
produce snippet-level anomaly scores according to Eq.
(5). The resulting scores reflect the combined evidence
from discriminative, temporal, and regularity-based
perspectives, enabling stable and reliable anomaly
detection in long and untrimmed surveillance videos.

The spatio-temporal feature extractor is implemented
using a ResNet-based convolutional backbone pretrained
on large-scale video datasets. Temporal dependency
modeling employs a single-layer LSTM with 256 hidden
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units. Videos are segmented into fixed-length snippets of
16 frames. Training is performed using the Adam
optimizer with a learning rate of 1e—4 and a batch size of
32 for 50 epochs. Fusion weights are selected using
validation data.

3.7.1 Algorithm description — pseudocode:

Algorithm 1: Hybrid CNN-LSTM-MIL
Inference Pipeline
Input: Untrimmed video V

Output: Snippet-level anomaly scores

. Divide video V into N temporal snippets.

. Extract spatio-temporal features for each snippet using
CNN.

. Compute MIL-based anomaly scores for each snippet.

Model temporal dependencies using LSTM to refine
anomaly scores.

. Compute reconstruction error for each snippet using
the regularity model.

. Fuse anomaly scores from all components using
weighted combination.

. Output final anomaly score sequence.

3.8 Deployment considerations

Consistent with recent deployment-oriented video
analysis research [15-17], the proposed framework is
designed to support efficient and scalable inference in
real-world surveillance systems. Lightweight temporal
modeling, shared feature extraction across components,
and modular design enable near real-time performance
without sacrificing detection accuracy.

The framework is compatible with GPU-based
systems as well as resource-constrained edge platforms
commonly used in large-scale surveillance deployments.
These design choices ensure that the proposed approach
balances detection performance, robustness, and
computational efficiency, aligning with practical
deployment  requirements in intelligent video
surveillance applications.

4  Experimental setup

This section describes the datasets, preprocessing
steps, evaluation metrics, experimental protocol, and
implementation settings used to assess the proposed
video anomaly detection framework. The experimental
design is intended to evaluate detection performance on
standard benchmarks as well as robustness, false alarm
behavior, and computational efficiency under realistic
surveillance conditions.

4.1 Datasets

4.1.1 Benchmark datasets

The proposed framework is evaluated on four
widely used public video anomaly detection datasets that
have become standard benchmarks in the literature [20—
23]:
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e UCF-Crime [20]: A large-scale dataset
comprising untrimmed real-world surveillance
videos across multiple anomaly categories,
including assault, theft, and traffic accidents.
Videos are annotated only at the video level,
making the dataset suitable for weakly
supervised learning.

e CUHK Avenue [21]: A campus surveillance
dataset containing annotated abnormal events
such as running, loitering, and object throwing,
commonly used for pixel- and frame-level
evaluation.

e ShanghaiTech [22]: A multi-scene dataset
characterized by complex crowd dynamics and
significant  intra-scene  variability, posing
challenges for generalization.

e UMN [23]: A crowd-based dataset focusing on
panic and escape behaviors in controlled
environments.

These datasets enable standardized comparison with

existing methods and evaluation under controlled
benchmark conditions.

4.1.2 Real-world CCTV dataset

To evaluate the performance of the proposed
framework under practical deployment conditions,
additional experiments are conducted on real-world
CCTV footage collected from operational surveillance
systems. The dataset comprises 112 untrimmed video
sequences with a total duration of approximately 37 hours,
captured across diverse environments including urban

streets, shopping malls, traffic intersections, and railway

stations.

The videos are recorded at frame rates ranging from
25 to 30 frames per second using static and semi-static
camera viewpoints, reflecting typical configurations in
real surveillance infrastructures. Across the dataset,
approximately 180 anomalous events are identified, with
individual videos containing one to three anomalous
segments on average. The anomalies include traffic
violations, accidents, sudden crowd dispersions,
unauthorized access, and abnormal loitering, representing
common yet challenging real-world surveillance
scenarios.

Owing to the absence of frame-level annotations in
operational CCTV systems, all videos are labeled
exclusively at the video level, in accordance with weakly
supervised learning assumptions [5]. Such real-world
surveillance environments exhibit substantial variability
in illumination conditions, background dynamics, and
crowd density, which are well-known challenges for video
anomaly detection methods [8,22].

To ensure annotation reliability and minimize
subjectivity, anomaly labels are verified through
independent review and cross-validation by multiple
annotators. Table 3 summarizes the key characteristics of
the benchmark datasets and the real-world CCTV dataset
used in this study, including scene type, supervision level,
and annotation granularity.
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4.2 Data preprocessing

All videos are temporally segmented into fixed-
length snippets to enable snippet-level anomaly scoring.
This snippet-based formulation is widely adopted in
weakly supervised video anomaly detection to support
localized anomaly detection under video-level
supervision [5,20]. Individual frames are resized and
normalized according to the input requirements of the
spatio—temporal feature extraction backbone.

To evaluate cross-domain generalization, no scene-
specific fine-tuning or adaptation is applied during
training or inference. This preprocessing strategy
preserves temporal structure while ensuring consistent
input representation across benchmark datasets and real-
world CCTV footage.

4.3 Evaluation metrics

Performance is assessed using  multiple
complementary metrics commonly adopted in video
anomaly detection research [5,20-22]:

Area Under the ROC Curve (AUC): Used as the
primary metric for benchmark dataset evaluation to
measure overall detection accuracy under weak
supervision.

False Alarm Rate (FAR): Defined as the proportion of
normal snippets incorrectly classified as anomalous and
reported for real-world CCTV data to quantify
operational reliability.

Inference Speed (FPS): Measured in frames per second
to evaluate computational efficiency and suitability for
real-time deployment.

Detection Stability: Qualitative assessment of temporal
consistency under varying illumination conditions,
background dynamics, and crowd density.

These metrics provide a balanced evaluation of
detection accuracy, robustness, and deployment
feasibility.

4.4 Experimental protocol

For benchmark datasets, experiments follow the
standard train—test splits and evaluation protocols
defined for each dataset [20-23]. In all cases, only
video-level labels are used during training to maintain a
weakly supervised learning setting, consistent with prior
MIL-based anomaly detection studies [5,13].

The real-world CCTV dataset is excluded from
training and used exclusively for evaluation. This
protocol enables assessment of cross-domain
generalization across unseen environments, camera
viewpoints, and scene dynamics. Benchmark results and
real-world evaluation results are reported separately to
ensure clarity and interpretability.

4.5 Implementation details

All experiments are conducted on GPU-based
systems, with additional evaluation on representative
edge platforms to assess deployment feasibility. Model
training and inference follow the methodology described
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in Section 3, employing shared feature extraction,
lightweight temporal modeling, and modular design.

The emphasis on computational efficiency and
scalability aligns with deployment-oriented video analysis
frameworks targeting real-time and large-scale
surveillance applications [15-17,25]. Implementation
settings are kept consistent across datasets to ensure fair
comparison and reproducibility.

All experiments are implemented using the PyTorch
deep learning framework and conducted on systems
equipped with NVIDIA RTX-class GPUs. Additional
evaluation is performed on embedded GPU-based edge
devices to assess deployment feasibility. Training and
inference are executed under a Linux-based environment
with CUDA acceleration.
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4.6 Summary

The experimental setup combines standardized
benchmark evaluation with real-world CCTV testing to
provide a comprehensive assessment of the proposed
framework. By jointly evaluating detection accuracy,
robustness to domain shifts, false alarm behavior, and
computational efficiency, this setup enables a systematic
analysis of the framework’s suitability for deployment-
ready intelligent surveillance systems. The use of both
curated benchmarks and operational surveillance footage
ensures that the evaluation reflects practical constraints
encountered in real-world deployments.

For clarity and completeness, a consolidated summary
of all datasets used in this study, along with their
supervision levels and annotation characteristics, is
provided in Table 3.

Table 3: Summary of datasets used for evaluation

Dataset Supervision | Scene Type Number of | Annotation
Level Videos Type
UCF-Crime Weak Real-world surveillance 1,900+ Video-level
CUHK Avenue Semi- Campus 16 Frame-level
supervised
ShanghaiTech Unsupervised | Multi-scene crowd 437 Frame-level
UMN Unsupervised | Crowd panic 11 Frame-level
Real-World CCTV | Weak Urban / transport / public | 112 Video-level
(Proposed) spaces

5 Results and analysis

This section presents a comprehensive quantitative
and qualitative evaluation of the proposed hybrid CNN—
LSTM-MIL framework.

The analysis assesses detection accuracy on
standard benchmark datasets, generalization
performance on real-world CCTV  footage,
computational efficiency under deployment constraints,
and the individual contribution of each architectural
component through ablation analysis.

5.1 Benchmark Results

The proposed framework is evaluated on four
widely used benchmark datasets—UCF-Crime, CUHK
Avenue, ShanghaiTech, and UMN—following their
standard evaluation protocols [20-23]. Detection
performance is primarily measured using the Area
Under the ROC Curve (AUC), which is widely adopted
for weakly supervised video anomaly detection [20-22].

On UCF-Crime, the proposed method achieves an
AUC of 85.9%, demonstrating competitive performance
on large-scale, untrimmed videos containing diverse
anomaly categories. This performance is comparable to

recent weakly supervised and hybrid approaches
reported in the literature [5,20]. The integration of
temporal dependency modeling and reconstruction-
based regularity analysis contributes to improved
stability across long video sequences.

On CUHK Avenue, the framework attains an AUC
of 91.3%, reflecting strong performance in structured
surveillance environments with localized anomalous
events. Compared to reconstruction-only approaches
that rely solely on modeling normality [9-11], the
proposed  hybrid  framework  benefits  from
discriminative spatio—temporal cues, resulting in more
consistent anomaly detection.

Performance on ShanghaiTech and UMN further
demonstrates the robustness of the proposed framework
across multi-scene environments and crowd-centric
scenarios. Although slight performance degradation is
observed in highly crowded scenes, similar trends have
been reported in prior studies due to increased motion
ambiguity and occlusions [22,23]. Overall, the
benchmark results confirm that the proposed approach
achieves competitive accuracy while maintaining a
lightweight and deployment-oriented design.

A guantitative comparison with representative state-
of-the-art methods is summarized in Table 4.



A Deployment-Oriented Hybrid CNN-LSTM—-MIL System for Real...

Informatica 50 (2026) 129-142 137

Table 4: Quantitative comparison with representative state-of-the-art methods on benchmark datasets (AUC %).

Method UCF-Crime | CUHK Avenue | ShanghaiTech | UMN
Hasan et al. (Temporal AE) [10] 70.2 85.9 60.8 96.0
Luo et al. (Stacked RNN) [7] 76.4 88.1 68.0 97.1
Sabokrou et al. (Deep-Anomaly) [23] | — 90.0 71.2 97.5
Ravanbakhsh et al. (P&P CNN) [22] | - 90.5 73.0 98.1
Liu et al. (Future Frame) [20] 83.1 90.8 72.8 96.9
Peng et al. (Weakly Sup.) [13] 84.2 91.0 74.0 -
Ullah et al. (Graph-TAN) [14] 85.0 91.2 74.6 -
Proposed CNN-LSTM-MIL 85.9 91.3 75.2 96.8
5.2 Real-world CCTV results (@) Normal Video
To evaluate generalization beyond curated of

benchmark datasets, the proposed framework is tested on
real-world CCTV footage collected from operational
surveillance systems. These videos exhibit substantial
variability in illumination conditions, background clutter,
camera viewpoints, and crowd density—factors that are
often underrepresented in benchmark datasets [8,22].

Qualitative analysis indicates stable anomaly
detection performance under challenging conditions such
as partial occlusions, low-light environments, and
dynamic backgrounds. Quantitative evaluation further
demonstrates the effectiveness of the proposed approach.
At the operating threshold used for deployment
evaluation, the framework achieves an average false alarm
rate (FAR) of 6.8% on real-world.

CCTV footage. This corresponds to a relative
reduction of approximately 18-22% compared to single-
branch baseline models, highlighting the benefit of multi-
branch anomaly score fusion in suppressing spurious
detections.

Maintaining a low FAR is particularly critical in
operational surveillance systems, where excessive false
alarms can significantly degrade usability and operator
trust [5,25]. Performance remains consistent across
diverse scene types, including urban streets, shopping
malls, traffic intersections, and railway stations, indicating
robustness to domain shifts and previously unseen
environments. These results support the effectiveness of
the proposed hybrid design in addressing key limitations
of benchmark-centric anomaly detection approaches [20—
22]. Representative qualitative examples and anomaly
score visualizations are presented in Figure 2.

Further condition-wise evaluation reveals stable
performance across varying environments. The system
achieves comparable detection accuracy during daytime
and nighttime conditions, with only a marginal increase in
false alarms under low-light scenarios. In crowded scenes,
detection performance shows a moderate decline
compared to sparse scenes due to occlusions and dense
motion patterns; however, temporal modeling and
regularity-based analysis mitigate severe performance
degradation.
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Figure 2: Representative anomaly score evolution over
time on real-world CCTV footage. Peaks correspond to
anomalous events, while stable low scores indicate
normal behavior.

5.2.1 False alarm rate analysis under different
conditions

To further assess the deployment suitability of the
proposed framework, we report quantitative false
alarm rate (FAR) statistics under representative
operational conditions commonly encountered in real-
world surveillance. The analysis considers variations
in illumination (daytime vs. nighttime scenes) and
crowd density (crowded vs. sparsely populated
environments), which are known to significantly
influence anomaly detection reliability.

Table 5: False alarm rate (FAR) of the proposed
framework under different real-world conditions

Condition FAR (%)
Daytime scenes 4.6
Nighttime scenes 6.1
Sparse crowd scenes 4.2
Crowded scenes 7.4
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False alarm rates are computed as the proportion of
normal video snippets incorrectly classified as anomalous
during inference. The reported values are averaged across
the real-world CCTV evaluation set and reflect stable
operational behavior of the proposed hybrid framework.
The results demonstrate that the integration of temporal
dependency modeling and reconstruction-based regularity
analysis effectively suppresses spurious detections caused
by illumination changes, background motion, and
transient crowd dynamics.

Quantitative FAR results under different conditions
are summarized in Table 5. FAR values are reported at the
operating threshold used for real-world CCTV evaluation
and averaged across all relevant video sequences.

5.3 Efficiency and deployment analysis

Computational efficiency is evaluated to assess the
suitability of the proposed framework for real-time and
large-scale deployment. Inference speed is measured in
frames per second (FPS) on GPU-based systems and
representative edge platforms, following standard
evaluation practices for real-time video analytics [25,26].

The proposed framework achieves near real-time
inference speeds ranging from 28 to 50 FPS, depending on
hardware configuration and input video resolution. This
performance is enabled by lightweight temporal modeling,
shared feature extraction, and deployment-oriented
architectural choices. Compared to heavier spatio—
temporal architectures that incur significant computational
overhead [15], the proposed approach offers a favorable
balance between detection accuracy and computational
efficiency.

Runtime performance across different hardware
configurations is reported in Table 6. The results show that
the proposed framework maintains near real-time
performance across diverse hardware environments,
including  resource-constrained  edge  platforms,
confirming an effective balance between computational
efficiency and anomaly detection accuracy for practical
large-scale surveillance deployment.

Table 6: Runtime performance of the proposed
framework under different deployment settings.

Platform | Hardware | Input Inference

Type Resolution | Speed
(FPS)

Desktop | NVIDIA 224 x 224 | 50

GPU RTX-class

Laptop Mid-range | 224 x 224 | 38

GPU GPU

Edge Embedded | 224 x 224 | 28

Device GPU

Edge Embedded | 160 x 160 | 42

Device GPU

R. Gupta et al.

5.4 Ablation study and component-wise
analysis

To analyze the contribution of individual
components in the proposed hybrid CNN-LSTM-MIL
framework, an ablation study is conducted. Given the
multi-branch design, this analysis verifies that the
observed performance gains arise from the
complementary interaction of spatio—temporal
anomaly scoring, temporal dependency modeling, and
reconstruction-based regularity learning.

The ablation experiments are performed on
representative benchmark datasets using identical
training and evaluation protocols. Starting from a
baseline weakly supervised CNN-MIL model,
additional components are progressively integrated:

e CNN-MIL (Baseline): Weakly supervised spatio—
temporal anomaly scoring using video-level labels
and MIL, reflecting commonly adopted VAD
formulations [5].

e CNN-MIL + LSTM: Incorporates temporal
dependency modeling to capture long-range
context and improve temporal consistency [7,18].

e CNN-MIL + Reconstruction: Adds a
reconstruction-based regularity modeling branch to
enhance detection of previously unseen or subtle
anomalies [9-11].

e Full Hybrid CNN-LSTM-MIL (Proposed):
Integrates all components with weighted anomaly
score fusion.

Figure 3 visually illustrates the performance
contribution of individual components of the proposed
framework, highlighting the incremental gains
achieved by temporal dependency modeling and
reconstruction-based regularity learning.

The ablation results, summarized in Table 7, show
that each component contributes positively to overall
performance. The baseline CNN-MIL model exhibits
unstable anomaly scores and higher false alarm rates
in complex scenes.
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Figure 3: Ablation analysis illustrating the
contribution of individual components of the
proposed framework on the UCF-Crime dataset
(AUC %).
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Incorporating temporal dependency modeling
improves score smoothness and robustness to transient
noise, while the addition of reconstruction-based
regularity modeling further enhances sensitivity to
deviations from normal behavior. The full hybrid model
consistently achieves the best performance across
datasets, confirming that the complementary integration of
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discriminative learning, temporal modeling, and regularity
analysis is critical for reliable video anomaly detection.
Importantly, these performance gains are achieved
without a prohibitive increase in computational cost,
preserving near real-time inference capability and
supporting deployment feasibility.

Table 7: Ablation study showing the contribution of individual components in the proposed hybrid

framework (AUC %).
Model Configuration UCF-Crime | CUHK Avenue | ShanghaiTech | UMN
CNN-MIL (Baseline) 82.1 88.4 716 94.1
CNN-MIL + LSTM 84.0 89.9 73.4 95.6
CNN-MIL + Reconstruction 83.2 90.5 72.8 95.0
Full Hybrid CNN-LSTM-MIL (Proposed) | 85.9 91.3 75.2 96.8
5.4 Summary controlled conditions, they often incur significantly

The experimental results demonstrate that the
proposed hybrid CNN-LSTM-MIL framework achieves
competitive benchmark performance while maintaining
robustness and efficiency under real-world surveillance
conditions. By combining benchmark evaluation with
real-world CCTV testing and deployment-oriented
analysis, the results provide strong empirical support for
the framework’s suitability in practical intelligent
surveillance systems.

6 Discussion

This section contextualizes the experimental findings
by comparing the proposed approach with state-of-the-art
(SOTA) video anomaly detection methods, analyzing
observed performance differences, and clarifying the
novelty and contributions of the proposed framework.

6.1 Comparison with state-of-the-art methods

On standard benchmark datasets such as UCF-Crime,
CUHK Avenue, ShanghaiTech, and UMN, the proposed
hybrid CNN-LSTM-MIL framework achieves detection
performance that is competitive with recent SOTA
methods operating under weak or limited supervision
[5,20-23]. While several existing approaches report
strong benchmark accuracy, many rely on either purely
reconstruction-based modeling [9-11] or discriminative
learning with complex temporal architectures [15], which
can limit robustness or deployment feasibility.

Compared to reconstruction-based methods, which
often struggle in dynamic or highly crowded scenes due to
background variability [9,10], the proposed framework
benefits from incorporating discriminative spatio—
temporal features and weakly supervised learning.
Similarly, relative to MIL-based approaches that rely
solely on ranking-based supervision [5,13], the integration
of regularity modeling enables improved detection of
previously unseen or subtle anomalies. These design
choices result in more stable anomaly scoring across
diverse scenarios.

Importantly, although certain SOTA methods
achieve marginally higher benchmark AUC under

higher computational cost or require extensive scene-
specific tuning [15,22]. In contrast, the proposed
framework emphasizes a balanced trade-off between
detection accuracy and computational efficiency, which
is essential for large-scale and real-time surveillance
deployment [25,26]. It is worth noting that several recent
methods achieve strong performance under specific
dataset assumptions or controlled settings; however,
their practical deployment often requires additional
computational resources or scene-specific adaptation.

6.2 Analysis of performance differences

Performance variations across datasets can be
attributed primarily to differences in scene structure,
crowd density, and anomaly characteristics. On
structured datasets such as CUHK Avenue, where
anomalous events are well-defined and localized, the
proposed framework achieves high detection accuracy,
consistent with trends reported in prior work [21]. On
more complex datasets such as ShanghaiTech, which
feature multiple scenes and dense crowds, performance
degradation is observed, reflecting the inherent
difficulty of distinguishing subtle anomalies from
normal crowd dynamics [22,23].

Evaluation on real-world CCTV data further reveals
that false alarms are influenced by factors such as abrupt
illumination changes, partial occlusions, and camera
noise—conditions that are often underrepresented in
benchmark datasets [24]. The fusion of complementary
anomaly cues mitigates these effects by reducing over-
reliance on any single modeling paradigm. Temporal
dependency modeling improves score smoothness,
while  reconstruction-based  regularity  analysis
suppresses transient background motion, leading to
improved operational reliability.

6.3 Novelty and contribution

The primary novelty of this work lies in adopting a
deployment-oriented, system-level perspective on video
anomaly detection rather than proposing an isolated
algorithmic component. Unlike many benchmark-
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centric studies, this work jointly evaluates detection

accuracy, robustness, false alarm behavior, and

inference efficiency within a unified framework.

Rather than optimizing a single detection objective,
the proposed framework prioritizes operational stability
and scalability, which are critical yet often underexplored
in video anomaly detection research.

Key contributions include:

e The integration of weakly supervised MIL-based
anomaly scoring with temporal dependency
modeling and reconstruction-based  regularity
analysis,

e Explicit evaluation on real-world CCTV data in
addition to public benchmarks,

e Systematic analysis of deployment feasibility
through efficiency and edge-device evaluation.

By emphasizing practical considerations alongside
detection performance, the proposed framework addresses
a critical gap between academic research and real-world
intelligent surveillance deployment [24-26].

6.4 Limitations and future directions

Despite its advantages, the proposed framework has
limitations. Performance degradation is observed in
extremely crowded scenes and under severe illumination
degradation, where visual cues become ambiguous and
anomaly boundaries are less distinct. Additionally, fusion
weights are selected empirically and may require
adaptation for highly dynamic environments.

Future work will explore adaptive fusion strategies,
incorporation of contextual metadata, and self-supervised
domain adaptation to further enhance robustness and
scalability. These directions aim to improve reliability in
increasingly complex and heterogeneous surveillance
scenarios.

Failure cases are primarily observed in extremely
crowded scenes and under severe illumination
degradation, where visual ambiguity reduces the
separability between normal and anomalous behavior.
Sudden camera noise or abrupt lighting changes may also
introduce transient false positives. These limitations
highlight the need for adaptive fusion strategies and
context-aware modeling in future work.

7 Conclusion

e This work presented a deployment-oriented
hybrid CNN-LSTM-MIL framework for video
anomaly detection, designed to function reliably
under real-world surveillance conditions rather
than being optimized solely for curated
benchmark datasets.

e By integrating weakly supervised anomaly
scoring, temporal dependency modeling, and
reconstruction-based regularity analysis within a
unified multi-branch architecture, the proposed
framework achieves a balanced trade-off
between detection accuracy, robustness, and
computational efficiency.

R. Gupta et al.

e Experimental evaluation on widely used
benchmark datasets demonstrated competitive
detection performance under weak supervision,
while real-world CCTV experiments confirmed
reduced false alarm behavior, stable detection
across diverse environments, and near real-time
inference capability suitable for large-scale
deployment.

e A central contribution of this work lies in
adopting a system-level perspective on video

anomaly  detection, jointly  addressing
performance, robustness to domain shifts,
operational  reliability, and  deployment
feasibility.

e Overall, the proposed hybrid framework
provides a scalable, robust, and deployment-
ready solution for intelligent surveillance
systems, with direct applicability to public safety
and traffic monitoring scenarios.

8 Future work

e Although the proposed framework performs
effectively in most scenarios, challenges remain
in extremely crowded environments and under
severe illumination variations, where visual
ambiguity reduces anomaly separability.

e Future work will investigate adaptive fusion
mechanisms that dynamically adjust the
contribution of individual branches based on
scene context and environmental conditions.

e Incorporating self-supervised and domain-
adaptive learning strategies represents a
promising direction for improving generalization
across unseen surveillance environments.

e The integration of contextual metadata, such as
scene semantics and temporal priors, may further
enhance detection reliability and reduce false
alarms.

e Extending the framework to support continual
and online learning will be explored to enable
long-term deployment in dynamic and evolving
surveillance settings.
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