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Driver drowsiness is one of the main leading causes of traffic crash accidents. Preventing these mishaps
and limiting consequential damage and losses, whether human or material, has been the subject of many
research studies these recent years. Fulfilling this task requires a reliable drowsiness detection system
installed in the vehicle that can function on limited hardware such as edge devices with real-time execu-
tion speed. The present study proposes a computer vision-based driver drowsiness detection system using
Convolutional Neural Networks. The traditional approach is to extract some features from the captured
driver’s face images such as PERCLOS, blink speed, or blink frequency, and determine the driver state us-
ing machine learning methods, predefined thresholds, or rules. However, deep learning techniques allow
us to directly identify the driver state from the captured video, yet these techniques are usually computation-
ally intensive and unsuitable for edge computing applications. To overcome these obstacles, we propose
a lightweight 2D-1D CNN model for driver drowsiness detection. We deployed a 2D-CNN model for the
eyes feature extraction of both the left and right eyes of the driver from every captured frame. In addi-
tion, we applied a 1D-CNN model to capture the temporal information of the concatenated features over
a defined period. We implemented and evaluated the model's performance under both centralized learn-
ing and federated learning. Experimental results show that our approach achieves 99% accuracy on the
DROZY dataset and 98.06% on subjects excluded from the training set in the CL, while in the FL it achieves
95.27% on the same dataset and 77.86% on unseen subjects. Furthermore, the model runs in real time on
an NVIDIA Jetson Nano, reaching 25.6 FPS. While FL offers enhanced privacy by enabling local model
training without sharing raw user data, it exhibits limited generalization capability. In contrast, CL pro-
vides higher accuracy and a more robust model. Comparative analysis reveals a performance trade-off for
FL, balanced by improved data privacy. This work highlights the potential of privacy-preserving, real-time
drowsiness detection systems using advanced deep learning architectures.

Povzetek: Studija predstavi lahek 2D—1D CNN za realnocasovno zaznavanje zaspanosti voznikov na rob-
nih napravah, ki iz ocesnih slik izIlusci prostorske znacilke in prek casovne konvolucije modelira dinamiko,
pri Cemer primerja natancnejse centralizirano ucenje z zasebnostno ugodnejsim federiranim ucenjem.

1 Introduction

Enhancing the safety of the road and guaranteeing the
driver’s safety has been the concern of both the automotive
industry and governments alike. Despite the huge progress
that has been made in technology, automation systems, and
regulations, road accidents still cause major losses, whether
human or material. According to the World Health Organi-
zation (WHO) [1], approximately 1.19 million fatalities and
more than 20 million non-fatal injuries are reported around
the world each year. In addition, it is estimated that about
3% of the gross domestic product (GDP) of most countries
is spent on road traffic accidents. As long as humans are in-
volved, mistakes will be made. This is especially true when
performing life-or-death jobs like driving. Drowsy driving

plays a major role in car accidents, contributing to 2.3% of
road traffic accident fatalities in the USA and about 33,000
injuries in 2015, based on the National Highway Traffic
Safety Administration (NHTSA) report [2].

A fatigue state involves a reluctance to make efforts,
leading to reduced efficiency, alertness, and performance
in individuals [3]. Sleepiness, fatigue, and drowsiness are
widely used interchangeably in the literature. Nevertheless,
sleepiness has a more specific meaning than fatigue, but
they are all used to denote the sleepiness effect related to
working for a certain amount of time without taking the ad-
equate rest, which affects performance [4].

Detecting driver drowsiness can be divided into three
approaches based on the nature of the input data. The
first one is the physiological approach; it uses physiologi-
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cal signals such as the electrocardiogram (ECG), electroen-
cephalogram (EEQG), electrooculogram (EOG), skin tem-
perature, galvanic skin response (GSR), and electromyo-
graphy (EMG). These signals are collected via electrodes
placed on the driver’s body. The fatigue state stimulates
the different organs of the body, hence affecting the pro-
duced signals, where EEG is considered the most reliable
because it records the neurophysiological activity of the hu-
man brain (electrical brain activity). However, the attached
electrodes can be intrusive and uncomfortable for the driver
since they can affect the driving experience negatively. The
second approach takes advantage of vehicle signals. These
signals are collected through sensors attached to the vehicle
components such as the steering wheel and pedals, which
provide information about the driving behavior, for exam-
ple, steering wheel movement, lane deviation, acceleration,
and braking. However, this collected information can be
misleading since it is also subject to other factors such as
road and weather conditions. The final approach, and the
one that is used in our study, is monitoring the driver’s be-
havior by capturing the visual features via one or multiple
visual lights or near-infrared (NIR) cameras installed in the
vehicle. The processing of the extracted information from
the captured images such as yawning, blink speed, blink
frequency, percentage of eye closure (PERCLOS), gaze re-
gion, and head pose, can help determine the driver’s state.
This approach is suitable for real-life applications because
it is non-intrusive and does not disturb the driving experi-
ence; in addition, it gives accurate and robust results. How-
ever, it can be affected by other factors such as illumination
variations, wearing glasses, and head movement [5].

Edge computing is a decentralized computing paradigm
that processes data at the source instead of centralized
servers. Edge Al involves deploying Al algorithms and
models directly on edge devices (e.g., smartphones, [oT de-
vices), bringing Al capabilities nearer to the data source.
This reduces latency, saves bandwidth, enhances privacy,
and enables offline operation. The next evolution of Edge
Al is called Federated Learning (FL). FL extends beyond
local inference to training models at the edge. While sin-
gle edge devices lack resources for heavy model training,
combining multiple devices allows decentralized training
while keeping data local [6]. In the context of video-based
drowsiness detection, particularly when using data from di-
verse user environments, FL is especially relevant. It en-
ables on-device model training, while federated aggrega-
tion ensures that the model generalizes well without com-
promising individual data privacy.

This study aims to reduce driving risks and enhance
road safety by proposing a real-time, vision-based driver
drowsiness detection system using deep learning. We pro-
pose a complete system for drowsiness detection, starting
from face localization and tracking to eye region extrac-
tion and feature extraction, ending with drowsiness classi-
fication. We focus on improving both accuracy and pro-
cessing speed, as the system is intended for deployment
on resource-constrained edge devices. Our approach for
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drowsiness detection from eye state analysis uses a hybrid
2D-1D CNN architecture that concatenates two lightweight
2D-CNN models for feature extraction and applies a 1D-
CNN for drowsiness detection within a predefined time
window. Additionally, we evaluate the model’s perfor-
mance under both centralized and federated learning set-
tings to explore the trade-offs between accuracy and pri-
vacy. The system was evaluated and compared with pre-
vious works. Our model achieved state-of-the-art accuracy
of 98.06% on unseen subjects, and 99% accuracy on the
test set during the centralized training phase, alongside real-
time performance of 25.6 FPS on a Jetson Nano edge de-
vice, demonstrating its robustness and efficiency under tra-
ditional centralized learning. However, accuracy decreased
under the federated learning framework, achieving 95.27%
on the test set and 77.86% on unseen subjects. Our findings
demonstrate that federated learning offers a viable pathway
for deploying real-time drowsiness detection systems while
preserving user data privacy.

Our conducted experiments are guided by three core
research questions. RQI: Can a hybrid 2D-1D CNN
achieve competitive drowsiness detection accuracy while
remaining lightweight enough for deployment on edge de-
vices? RQ2: How effectively does the proposed architec-
ture generalize to unseen subjects compared to state-of-the-
art approaches evaluated on the DROZY dataset? RQ3:
What is the performance trade-offs between from central-
ized to federated learning in driver drowsiness detection?
By addressing these research questions through empirical
evaluation, this work contributes both a practical edge-
deployable drowsiness detection system and insights into
the performance-privacy trade-offs in FL.

The remainder of this paper is organized as follows.
Section 2 summarizes existing and related work on driver
drowsiness detection. Section 3 presents an overview of
federated learning. The proposed method is described in
Section 4. The experimental results and their discussion
are presented in Sections 5 and 6. Finally, in Section 7, the
conclusion and the potential future work are provided.

2 Related works

Many studies have been conducted on driver drowsiness
detection; however, numerous challenges have been en-
countered, as each approach and method has its limitations.
Many studies have focused on physiological signals be-
cause they are directly related to driver’s physical state,
making them reliable such as EEG [7], EOG [8], EMG [9],
and ECG [10] with heart rate variability (HRV) and heart
rate (HR) being widely used features. Furthermore, com-
bining multiple physiological signals is also common in de-
tecting driver drowsiness [11, 12, 13]. The main limitation
of the physiological approach lies in the intrusive sensors
that affect driver comfort and movement, making it difficult
to deploy in real-world systems and to collect data. Fur-
thermore, the majority of studies were conducted on small
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datasets with limited subjects and mostly in laboratory-
controlled environments.

Therefore, studies on non-intrusive approaches provide
more realizable solutions by using vehicle-based data such
as lateral deviation [14] and steering wheel [15] to deter-
mine driving behavior. However, this approach can be
affected by road and weather conditions which can alter
driving performance. This leads us to the last approach,
processing video data to monitor driver behavior where
many valuable features can be extracted from the captured
images. After detecting the face, the eye or mouth re-
gions are used to extract several features, including yawn-
ing [16], PERCLOS [17], blink frequency [18], and Eye
Aspect Ratio (EAR) [19], which have been widely used
by researchers. In [17], the authors calculated PERC-
LOS from the iris region extracted from the input video
of YawDD dataset to determine driver state. First, they
applied histogram equalization to adjust frame intensity to
overcome changing outdoor illumination. Next, they used
the Viola-Jones method to detect the face and eye regions.
Then, the Hough algorithm was used for iris region ex-
traction, and morphological filters were applied to measure
iris area. Finally, PERCLOS was calculated after estimat-
ing the area. However, the accuracy was not reported. In
[19], the authors obtained temporal information by apply-
ing an SVM model to classify 15 consecutive EARs into
three different states (open eye, short blink, or long blink)
and applied two rules to detect driver drowsiness based
on model output, achieving an accuracy of 94.44% on the
DROZY dataset on unseen subject. In [16], the authors em-
ployed four CNN models (FlowImageNet, VGG-FaceNet,
AlexNet, and ResNet) to predict respectively behavioral
features, facial expressions, environmental features, and
hand gestures trained on NTHU-DDD dataset. The final
state was determined using a simple averaging ensemble
method, achieving an accuracy of 85% on custom dataset.

Other studies worked on detecting driver drowsiness di-
rectly from input video such as [20], where the authors pro-
posed a 3D-CNN model to extract spatio-temporal features
from consecutive video frames on the NTHU-DDD dataset,
achieving 78.48% accuracy on unseen subject validation.
In addition, a filter pruning sub-network was proposed to
reduce the inference time. The authors in [21] applied two
CNN models to extract fatigue feature representations from
the eyes and mouth and fed the fused features using a fac-
torized bilinear feature fusion model into a long short-term
memory (LSTM) to capture temporal information and de-
termine driver state. Their approach achieved 75.8% accu-
racy on NTHU-DDD on unseen subject. In [22], the au-
thors developed an ADAS (advanced driver assistance sys-
tem) for driver drowsiness detection using a sequence of
600 frames. Two systems were proposed and compared:
one based on LSTM and the other on fuzzy logic, using
YawDD and UTA-RLDD datasets. The first system applied
arecurrent CNN (combination of RNN and CNN) for driver
state classification. The second system combined Al tech-
niques and a CNN model for blink and yawning detection
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with a fuzzy inference system. The reported accuracy was
approximately 60% on the UTA-RLDD test data across 5-
fold cross-validation.

Nevertheless, these studies did not take into considera-
tion the processing time and the resources required for op-
timal system functioning. These parameters are important
to consider in driver drowsiness detection, where systems
must be lightweight, installed in-vehicle, and capable of
making real-time decisions.

Therefore, other studies on driver drowsiness detection
systems oriented toward edge computing and mobile de-
vices have been conducted. The particularity of edge de-
vices is their limited computational and memory resources,
which make it challenging to develop real-time systems
that do not require heavy computational power and achieve
high accuracy. In [23], the authors proposed an optimized
model for the edge computing device NVIDIA Jetson Nano
that can run up to 58 FPS. The system first locates the
face and classifies it as “normal” or “distracted” based on
CNN and face alignment. Moreover, features such as EAR,
MAR, and head pitch angle are extracted from the “normal”
state to detect driver fatigue. The other state “distracted” is
used to detect driver distraction. The accuracy achieved by
their system is 89.55% across multiple datasets, including
YawDD, AFLW and DriverEyes, although it was not ex-
plicitly reported if it was tested on unseen subject. In [24],
a CNN-based system was developed and trained on YawDD
and custom datasets. The system was tested on a Raspberry
Pi 4 device, achieving 94.7% accuracy on real driving en-
vironment and a speed of 10.4 FPS which is considered a
real-time speed for an embedded system according to the
authors. It consisted of two CNN stages, one for the facial
feature extraction and eye and mouth region localization.
The other network has the role of classifying the state of
the eyes and mouth into “open” and “closed”. In [25], the
authors proposed a lightweight CNN for driver drowsiness
detection system from facial, eye, and mouth regions and
implemented it on a smartphone device, achieving 94.39%
accuracy on custom dataset on unseens subject and real-
time performance with 60 FPS.

As FL emerged as a new paradigm, a number of stud-
ies addressed it in the context of driver drowsiness detec-
tion. In [26], the authors proposed a FL framework for
drowsiness detection. Employing 3D-CNN and 2D-CNN
with the FedAvg strategy, they achieved 90.1% and 99.2%
accuracy, respectively on the YawDD dataset. In [6], the
authors compared the federated and centralized approaches
with the same CNN parameters for drowsiness detection
on DDD dataset using non-Independently and Identically
Distributed (non-IID) data. The centralized model reached
83% accuracy, while the federated model achieved 66%.
However, these studies on FL did not evaluate unseen sub-
jects nor consider edge deployment.
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3 Overview of federated learning

Federated Learning (FL) is a distributed machine learning
paradigm that was introduced by Google [27, 28, 29]. Its
main idea is to enable multiple clients or edge devices to
collaboratively train a common model without sharing their
local data. Unlike traditional centralized learning meth-
ods, where data is aggregated on a central server for train-
ing, FL ensures that raw data stays on local devices by
only exchanging the model parameters. This approach sig-
nificantly enhances data privacy and security, particularly
in applications involving sensitive or confidential informa-
tion. It also reduces communication latency and efficiently
manages large amounts of data [30].

The standard FL training process consists of multiple
rounds of communication between client devices and a cen-
tral server. During each round, the global model is dis-
tributed to the clients, who then train the model locally us-
ing their private data. Next, each client sends model up-
dates to the central server, which aggregates them to cre-
ate an updated global model via an aggregation algorithm
such as federated averaging. The global model is evaluated
and redistributed to the clients for the next training round.
This process repeats iteratively across multiple communi-
cation rounds to improve the global model [31]. The Figure
1 shows the process of FL training.

Model Aggregation
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e ¢®  centralserver %, . %
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& Y % N (A
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Local Model Update

Global Model Update
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Figure 1: Overview of the federated learning training pro-
cess

Client

Client

FL has several advantages compared to traditional cen-
tralized learning, namely privacy preservation, as only
model updates are shared with the server while raw data re-
mains on client devices. Additionally, the transfer of large
datasets is greatly reduced in FL, thus lowering bandwidth
requirements and improving data efficiency. Enhanced se-
curity is another advantage; by keeping data on client de-
vices, the risk of data leakage and unauthorized access is re-
duced. Moreover, FL can enable faster inference and lower
latency on edge devices in some scenarios, improving over-
all performance [6].

Despite its benefits, FL introduces unique challenges,
including expensive communication due to limited band-
width, energy, and power. To address this issue,
communication-efficient methods that minimize both the
number of communication rounds and the size of sent mes-
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sages need to be developed. Another challenge is the het-
erogeneity of the system, since devices can vary in hard-
ware, network connectivity, and power. Additionally, only
a limited number of devices is active at any time, requir-
ing FL methods to handle low participation, heterogeneous
hardware, and device failures. Furthermore, statistical het-
erogeneity can also be considered a challenge where data
across devices is non-identically distributed, with varying
data size. Moreover, although FL avoids sharing raw data,
transmitting model updates may still pose privacy concerns
regarding the leakage of sensitive information. Techniques
like secure multiparty computation (SMC) and differen-
tial privacy improve privacy but may reduce model perfor-
mance or efficiency, requiring careful trade-offs [32].

The aggregation strategy plays a critical role in FL. The
most used method is Federated Averaging (FedAvg), which
combines the model updates from all clients using averag-
ing. While FedAvg is effective in many scenarios, it may
struggle with non-IID data, prompting the development of
alternative strategies such as Weighted Average, FedProx,
FedAdapt, and FedPer, which aim to provide better adapt-
ability and customisation for the unique requirements of
non-IID datasets and learning scenarios [6].

4 Proposed method

Our proposed system detects the driver’s face region F'r;
from each frame f; € [f1, f2, ..., fr] where T denotes the
number of frames in the video, using a Haar-Cascade algo-
rithm at first, and then a correlation tracking algorithm is
applied to keep track of the face region when the head posi-
tion changes. Additionally, using the Dlib [33] pre-trained
facial landmarks detector, the system determines 68 facial
coordinates, as shown in Figure 3, in order to extract the
eye regions. After the left L; and the right R; eye images,
each of size 52 x 52 pixels, are extracted and normalized
by dividing by 255, they are fed into our 2D-CNN model,
and then the resulting feature vectors X; and Y; are con-
catenated into a vector V;, which is added to a set Seq con-
taining a certain number N of concatenated feature vectors
from previous frames. This sequence is the input of the 1D-
CNN model, which is used to capture temporal changes and
determine the driver’s state Sy, € {57, S2}. The full archi-
tecture of the proposed system is illustrated in Figure 2, and
Algorithm 1 describes the overall system.

In this section, we describe the architecture of the pro-
posed system and explain its functionality. Moreover, we
define the structure of the CNN models used for eye feature
extraction and for determining the final driver state.

4.1 Face detection and tracking

For face region detection, we used the well-known Haar-
cascade classifier for its efficiency and fast processing time.
While modern deep learning face detection models like
RetinaFace [34] offer higher accuracy and greater robust-
ness than the traditional Haar cascade, they also come with
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Figure 2: The architecture of the proposed system

Algorithm 1 Driver Drowsiness Detection System

Input: Video = [f1, f2, ..., fT]
Output: S;, € {S1, 52}
while s < T do
if F'r was not detected previously then
Fr; «+ faceDetection(f;)
else
Fr; « faceTracking(f;, Fr)
end if
L;, R; + eyeAreaExtraction(Fr;)
Reshape L; and R; to 52 x 52 x 1
Normalize L; and R; by dividing by 255
Xi7 Y, « 2D-CNN(LZ, Rz)
V; «+ Conctenate(X;,Y;)
Add V; to Seq
if the length of Seq = N then
Sk 1D-CNN(Seq)
Empty(Seq)
end if
end while

higher computational cost [35]. In contrast, the Haar cas-
cade remains well suited for lightweight, real-time detec-
tion on embedded hardware, making it a practical choice
when efficiency and resource usage are priorities. This
algorithm is based on the Viola-Jones algorithm [36] and
is implemented in the OpenCV library. The classifier is
made using Haar-like features, which are used to build weak
classifiers capable of detecting the edges and lines of the
face. Furthermore, the calculation of the integral image (see
Equation 1) reduces the overall complexity and the process-
ing time. These weak classifiers are combined using the
AdaBoost algorithm to form a strong classifier capable of
detecting face regions.

2.

(2’ <z,y'<y)

ii(z,y) = i(x',y') (0

Where ii(z, y) is the integral image at location z, y, it com-
putes the sum of the pixel values above and to the left of
x,y, including i(x, y).

After the face region is detected for the first time, a face
tracking algorithm is applied to follow head movements and
prevent losing the face trace between frames or under facial
occlusions, since using the Haar-Cascade classifier alone
did not yield good results in this context. Hence, we de-
ployed the Dlib implementation of a correlation tracking al-
gorithm [37] for this task. The tracker learns discriminative
correlation filters, based on a scale pyramid representation,
for separately estimating translation and scale, which pro-
vides improved performance compared to certain tracking-
by-detection approaches [38]. Additionally, its computa-
tional efficiency makes it well-suited for deployment on
edge-oriented hardware.

4.2 Eye extraction

After face localization, the left and right eye patches are
extracted via identification of the positions of 68 (x,y) fa-
cial coordinates. Their position is illustrated in Figure 3
[39]. Furthermore, these coordinates are detected using the
DIib pre-trained facial landmarks detector that is based on
an ensemble of regression trees [40]. The facial landmarks
position allow the localization of a few important facial re-
gions such as the eyes, nose, and mouth. However, we are
only interested in the position of the facial landmarks of the
left and right eye regions in this study.

The eye patches are scaled to 52 x 52 pixels to reduce the
computational power needed by the CNN model to process
each image and thereby reduce the execution time of the
system. In addition, it maintains the useful information that
can be extracted from the eye images.

4.3 Convolutional neural network

Convolutional Neural Network (CNN), also called Con-
vNet, is a Deep Neural Network (DNN) algorithm that is
widely used for 2D data classification, especially for tasks
such as image recognition , due to its strong performance
across various domains. DNNs are neural networks with
multiple hidden layers capable of feature extraction directly
from the input by selecting the most relevant features, re-
ducing the need for human expertise, unlike traditional al-
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Figure 3: 68 facial landmarks position

gorithms that require a dedicated feature extraction phase.
The CNN’s structure consists of convolutional, pooling,
and fully connected layers. The convolutional layer is its
main component; it computes the feature map from the
previous layer’s output using multiple trained convolution
filters to obtain increasingly high-level feature representa-
tions, as expressed in Equation 2 [41].

L= I @w+b) b

J

Where I f is the output matrix, ® is the convolution operator,
wﬁj and b represent the convolutional kernels and the bias
value respectively.

An activation function is applied to the result; in our case,
we used Rectified Linear Unit (ReLU) activation function
to address the vanishing gradient problem. It simply dis-
cards negative values and preserves positive ones, as shown
in Equation 3.

f(x) = max(0, z) )

The pooling (or subsampling) layer typically follows the
convolutional layer and reduces the dimensionality of the
feature maps, thereby reducing the number of trainable pa-
rameters and the computational cost of the network. The
most commonly used pooling operations are max pooling,
which returns the maximum value in the pooling region,
and average pooling, which returns the average value in the
pooling region. The max pooling formula can be expressed
as follows [42]:

Yij = MAX(pq)eP;; Lpq 4)

Where P;; is the pooling region around (3, j), y;; is the
value at (¢, j) of the output feature map and x,, is the value
of the input map at (p, q).

Finally, the feature maps are reshaped into a one-
dimensional vector using an operation called flattening and
fed to the fully connected (FC) layer for feature combina-
tion and classification. The output of each element i’ in
the fully connected layer is described using the following

A. Guettas et al.

Equation 5 [43]:

Yir = Z Wiirxi + by (5)

Where x; denotes feature ¢ of the input vector, W is the
weight matrix, and b represents the bias.

The last fully connected layer is the output layer, it calcu-
lates the probability distribution of each class by applying
the Softmax function s : R¥ — RF which is defined in
Equation 6 below:

e~
s(2); = —/—,

25:1 e

fori=1,.. kandz= (z1,...,z) € R* (6)

Where z; is an element of the input vector z and k is the
number of classes.

2D-CNN and 1D-CNN are both widely used CNNs. The
main difference between the two is the shape of the in-
put and the size of the kernels. 2D-CNN accepts two-
dimensional data in the shape of matrices such as images
and 1D-CNN inputs are one-dimensional sequential data
such as signals. The kernels or the convolutional filters are
also two-dimensional matrices for the 2D-CNN and one-
dimensional vectors for the 1D-CNN. Moreover, 2D-CNN
is effective in feature extraction, especially image recogni-
tion, and 1D-CNN is mainly used for time series classifi-
cation. In addition, 1D-CNN requires less computational
power in comparison with 2D-CNN, where the computa-
tional complexity of 2D convolution can be represented as
O(N?K?) for N x N image and kernel of size K x K
while the same 1D convolution is described as O(NK)
for input and kernel sizes of N and K, respectively [44].
The significant difference in the computational complexity
makes 1D-CNN suitable for mobile and edge device hard-
ware real-time applications.

Therefore, to create a real-time driver detection system
for edge devices and to capture both spatial and temporal in-
formation, we proposed two lightweight CNNs and trained
them separately. The first one is 2D-CNN for eye state clas-
sification; its architecture is illustrated in Figure 4 and Table
1 describes the output and number of parameters for each
layer. Its input is a grayscale image of the eye region of size
52 x 52 x 1, followed by two convolutional blocks consist-
ing of a convolutional layer with small (3 x 3) kernels to
reduce the number of parameters, and thus the computa-
tional complexity, with a ReLU activation function and a
max pooling layer with filters of size (2 x 2). For the final
classification, a fully connected layer of size 32 is applied
and a Softmax classifier to give the output over 2 classes
(open and closed).

The second proposed network is a 1D-CNN for drowsi-
ness detection from a sequence of frames as described in
Figure 5 and Table 2. The input is a concatenated feature
vector of size 64 extracted from a predefined number of
frames. The model consists of a 1D-convolutional layer
with small kernels of size 3, followed by a max pooling
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Figure 4: Structure of the eye state detection 2D-CNN
model

Table 1: 2D-CNN model architecture summary

Layer Output Shape | Param
Conv2D 50x50x 16 160
MaxPooling2D | 25x25x 16 0
Conv2D 23x23x32 4640
MaxPooling2D | 11x 11x32 0
Flatten 3872 0
Dense 32 123936
Softmax 2 66
Total params: 128,802 (503.13 KB)

layer with filters of size 2, followed by global max pool-
ing, a FC layer of size 2, and a Softmax activation func-
tion to classify the driver’s state into drowsy or awake. We
chose 1D-CNN for time series classification because it is a
lightweight model compared to RNN and LSTM and it has
proven to achieve high accuracy with fast execution time.

Both of these CNNs were used to create a hybrid 2D-
1D CNN for driver drowsiness detection. The pipeline of
the 2D-1D CNN and the training process of each model are
described in the following part.

Input 1D Conv

Softmax
> » Drowsy/Awake

Global

max
Pooling
2
1D Pooling
105x64 103 x 16

Figure 5: The architecture of driver drowsiness detection
1D-CNN model
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Table 2: 1D-CNN Model architecture summary

Layer Output Shape | Param
ConvlD 103x 16 3088
MaxPooling D 51x16 0
GlobalMaxPooling1 D 16 0
Softmax 2 34
Total params: 3122 (12.20 KB)

4.4 Eye feature extraction

The eye state is one of the best indicators of the driver’s
drowsiness. It is expected for the driver to keep their eyes
open throughout the driving time except for the blinking
interruption where increased blink frequency and eye clo-
sure duration indicate a higher likelihood that the driver is
drowsy [45]. Hence, the blink frequency, duration, PERC-
LOS, and other features related to the eyes are usually cal-
culated to identify the sleepiness of the driver. Therefore,
to capture the change in the driver’s eye states, we proposed
a 2D-CNN model shown in Figure 4, and trained it to clas-
sify the eye state into open and closed. Nevertheless, we
are working on the driver’s drowsiness detection from the
video where it is vital to capture the temporal aspect and not
only the spatial one. Thus, the state of each eye separately
at any given moment does not contain sufficient informa-
tion to determine whether the driver is drowsy or awake.
Therefore, we are interested not in the final eye state but in
its feature vector so we dropped the fully connected layers
from the trained 2D-CNN model of eye state detection since
their main purpose is the classification. This feature vector
is extracted by adding a global average pooling (GAP) layer
after the last convolutional layer of our model.

GAP was proposed in [46] in order to replace the fully
connected layers, where the traditional approach is to trans-
form the feature maps generated from the last convolutional
layer into a one-dimensional vector and feed it to the fully
connected layers which lack direct spatial correspondence
between features and output classes. However, GAP regu-
larizes the structure of the network by creating a correspon-
dence between each class and each feature map, resulting
in the same number of classes and feature maps. The ad-
vantage that global average pooling brings over a normal
flatten layer and FC layers is the dimensionality reduction
by calculating the average of each input feature map, which
is essential for a lightweight model to run on edge devices.
In addition, it does not require any parameter optimization,
unlike the FC layer, which prevents overfitting.

By replacing flatten with a GAP layer, the output feature
vector was reduced from size 3872 to size 32, improving its
performance and significantly reducing the number of pa-
rameters and the inference time. The functioning principle
of the GAP layer in our model is illustrated in Figure 6.

In addition, we concatenated the results of two of the
same 2D-CNN models, one for the left and one for the
right eye feature extraction. The feature concatenation pro-
cess is defined in Equation 7. Given two feature vectors
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x € R"and y € R™, where z = [21,29, ...,2,] and
y = [y1,Y2, ..., Ym]. The concatenation of the vectors x
and y is a vector:

h = [z,y], where h € R"*™ @)

In our case, each model takes the right and left eye patches
as input and outputs a feature vector of size 32. Their re-
sults are concatenated into one feature vector of size 64.
The concatenated model allows extraction of the spatial fea-
tures vector of both eyes at the same time for each captured
frame. The rationale behind it is to let the model learn to
classify the driver state from both eyes simultaneously at
each frame, which is less prone to misclassification than
using each eye separately. In addition, it provides better
interpretation of the driver’s state at a specific moment.

—_
* Average ’T o*

1x1x32

11x 11 x 32

Figure 6: Global Average Pooling schema

4.5 Driver drowsiness detection

The temporal analysis of video data requires more than the
spatial information of one frame. Therefore, we added the
concatenated vector to the other concatenated vectors of
each 15 frames from every second over a certain period, re-
sulting in a sequence of N concatenated feature vectors of
shape (N, 64), details are provided in the DROZY database
section. The number of these concatenated vectors depends
on the duration chosen for the experiment. We fed them to
our 1D-CNN model that is illustrated in Figure 5 for driver
drowsiness state classification. Figure 7 illustrates the full
architecture of the proposed 2D-1D CNN.

5 Experimental results

In this section, we present our experimental results. The
experiments were conducted using the publicly available
DROZY and MRL datasets. The training hyperparameters,
and federated learning configuration are described below.
The proposed system was implemented using standard li-
braries (OpenCV, Dlib, TensorFlow, Keras), and the fed-
erated learning setup was trained using the Flower frame-
work.
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5.1 MRL eye dataset

To train the 2D-CNN model for eye state classification, we
used MRL eye dataset [47]. It is a large-scale dataset con-
taining 84,898 infrared eye images from 37 subjects (33
men and 4 women) captured under different lighting condi-
tions. Additionally, it provides various information about
each image such as gender, glasses, eye state, and lighting
conditions.

We divided the dataset into three subsets of 70%, 15%,
and 15% for training, validation, and testing, respectively.
The model was compiled using the Adam optimizer [48]
with a learning rate of 0.001 and a categorical cross-entropy
loss function defined in Equation 8 [49] with a batch size of
64. We achieved an accuracy of 99% on both the validation
and test sets using the proposed 2D-CNN model described
previously.

CE=-Y_gilog(y:) ®)
1=1

where m is the number of classes, y; is the i — th prediction
value of the network, and (g;) is the ¢ — th ground truth
label of the training samples.

5.2 DROZY database

In order to train and test our model on a video dataset,
we chose the DROZY database [50] (The ULg Multi-
modality Drowsiness Database). It includes videos, physi-
ological signals (EEG, EOG, ECG, and EMQG), and other
drowsiness-related data, recorded from 14 subjects (3
males, 11 females). These subjects were asked to perform
three psychomotor vigilance tests (PVTs) on two consecu-
tive days. Each test lasted 10 minutes and occurred under
cumulative sleep deprivation conditions.

The PVT is a widely used test that measures the reaction
time (RT) of participants to press a button when a visual
stimulus randomly appears, and if the RT exceeds a certain
value, it is considered a lapse. In addition to PVTs, a subjec-
tive metric, Karolinska Sleepiness Scale (KSS) [51] score
was filled out by the participants before each PVT. The
KSS is a well-known self-evaluated indicator of drowsiness
level and has been shown coherent with drowsiness and is
commonly used by researchers. It consists of nine levels
of sleepiness, ranging from 1 (extremely alert) to 9 (very
sleepy, great effort to keep awake, and fighting sleep). Ta-
ble 3 [52] demonstrates the nine levels of KSS with their
associated labels.

The DROZY database videos were recorded using a sin-
gle near-infrared (NIR) camera with a resolution of 512 x
424. However, the database did not include all the videos of
the three PV Ts for all 14 subjects, which reduces the useful
data that can be exploited in our experiment. In addition,
two different frames per second (FPS) were used to record
the videos (15 and 30 FPS); to overcome this problem, we
adopted 15 FPS as the standard frame rate for processing all
videos by converting those of 30 FPS to 15 FPS by skipping
every other frame. Moreover, following [19], we labeled
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Figure 7: The architecture of driver drowsiness detection 2D-1D CNN model

the first PVT as “Alert” and the third PVT as ”Drowsy,”
excluding the second PVT. This choice was made to re-
move the nuance between the two states and to avoid am-
biguity in labeling intermediate drowsiness states since the
duration of sleep deprivation needed to reach the drowsy
state may differ among individuals. Thus, the second PVT
cannot be surely considered as drowsy in contrast to the
third PVT. Furthermore, to ensure accurate labeling of the
videos, we took into consideration the self-evaluation KSS
score of each subject. We only used videos with KSS < 4
for the awake state and KSS > 6 for the drowsy state be-
cause the scores between these intervals might not be ev-
ident regarding what should be labeled and since this is a
subjective evaluation based on the self-estimation of each
subject, the scores may not accurately reflect the drowsi-
ness level. Table 4 shows the subjects and their correspond-
ing KSS scores (those in bold are the ones used in this study
and those without scores are not provided in the dataset).
Subjects 1, 5, 6, 8, and 10 have PVT1 and PVT3 data that
met our constraint, so we used them to train and test the pro-
posed model whereas the remaining videos of other subjects
were used to evaluate its performance on unseen subject’s
videos, except for subject 13. The videos of subject 13 were
excluded from both training and testing because his KSS
scores did not fall within the defined interval.

5.3 Transfer learning

In general, training deep learning models requires a large
amount of data. However, in many domains, finding and
collecting such a quantity of data is not easy and manage-
able due to time, cost, or availability for example, med-

ical data. To overcome this problem, researchers resort
to fine-tuning other pre-trained models from related do-
mains and adapting them to perform the desired task. Many
well-known models are publicly available for use such as
VGG 16 [53] and AlexNet [54]. Yet, these models can be
resource-intensive and unsuitable for mobile and embedded
systems, therefore we propose our lightweight 2D-CNN
model for eye state detection, shown in Figure 4. We ran-
domly extracted 100 eye images from videos of subjects 1,
5, 6, 8, and 10 that were used to train the drowsiness model
and labeled them as open or closed. However, the num-
ber of extracted frames was insufficient for training a deep
learning model so we resorted to using the MRL eye dataset
for training and the extracted frames of the DROZY dataset
for fine-tuning the model to improve eye state detection ac-
curacy, given the differences between the two datasets, such
as image quality and camera angle.

Like the MRL dataset, the collected frames from the
DROZY dataset were divided into 70% for training, with
the remaining 30% split equally between validation and test
sets. We explored different fine-tuning configurations and
concluded that full model training was the best configura-
tion for it to converge. Freezing all layer weights except the
top layers, or partially freezing the first few layers, did not
perform well. The model achieved an accuracy of 95% on
the test set.

5.4 Centralized learning results

Videos from subjects with KSS scores of PVT1 < 4 and
PVT3 > 6 were used to train our 2D-1D CNN model for
drivers’ drowsiness detection. Only 5 subjects met these
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Table 3: The Karolinska sleepiness scale (KSS)

Scale

Description

—_

Extremely alert

Very alert

Alert

Rather alert

Neither alert nor sleepy

Some signs of sleepiness

Sleepy, but no effort to keep awake

Sleepy, some effort to keep awake

O 00| | | | K| Wb

Very sleepy, great effort to keep awake, fighting sleep

Table 4: The subjects and their corresponding KSS scores
(The PVTs in bold are the ones used in training and testing)

Subject | KSSPVT 1 | KSSPVT 3
1 3 7
2 3 6
3 2 4
4 4 9
5 3 8
6 2 7
7 - 9
8 2 8
9 - 8
10 3 7
11 4 7
12 2 -
13 6 -
14 5 8

constraints, which were subjects 1, 5, 6, 8, and 10 so
we divided the 10 minute videos from each PVT into se-
quences of a defined duration. These sequences were la-
beled as awake or drowsy according to the PVT number
and randomly divided into three subsets for training, vali-
dation, and testing at proportions of 70%, 15%, and 15%,
respectively. The model was compiled using Adam opti-
mizer with a learning rate of 0.001 and a categorical cross-
entropy loss function with a batch size of 64. We achieved
99% accuracy on both the test and validation sets using
7-second sequences, demonstrating the model’s efficiency.
The changes in accuracy and loss during model training are
reported in Figure 8.

The confusion matrix for the two classes "Drowsy” and
”Awake” on the test set is presented in Figure 9. The results
show 99% accuracy for both classes, suggesting that the
proposed model rarely misclassifies the input.

Test on unseen subjects

The remaining subjects, which were not seen during train-
ing, were used to evaluate the model’s robustness in the sec-
ond phase. By keeping the constraints of the KSS score of
PVT1 < 4 and the KSS score of PVT3 > 6, we were left
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Figure 8: The 2D-1D CNN model’s accuracy and loss graph
during the training process
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Figure 9: The confusion matrix of the 2D-1D CNN model
in the test subset

with videos of subjects 2, 3,4, 7,9, 11, 12, and 14. These
videos were also partitioned into small sequences of a de-
fined duration in order to test the model. Table 5 shows
the accuracy results for each subject along with their corre-
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sponding KSS scores when using 7-second sequences.

Table 5: The accuracy of drowsiness detection on the test
subjects’ PVTs and their corresponding KSS scores

Subject | PVT | KSS | Accuracy
2 1 3 100%
3 1 2 100%
4 3 9 96.42%
7 3 9 97.61%
9 3 8 90.58%
11 3 7 100%
12 1 2 100%
14 3 8 100%

The test results demonstrate the efficiency of our model
with five of the eight subjects achieved an accuracy of
100%, and the remaining subjects achieved accuracies over
90%. It is important to note that no video segments from
these subjects were used during training, which demon-
strates that the model performs well on unseen data and
shows strong generalization.

Furthermore, to identify the best input sequence length
in driver drowsiness detection and to study the impact of
sequence length on the results, we divided the videos into
sequences of varying lengths based on the number of sec-
onds. The results are presented in Figure 10, showing the
overall accuracy of the proposed 2D-1D CNN model on un-
seen subjects’ videos according to sequence length in sec-

onds.

7 10 13 15 17
SECONDS

® Accuracy

98.06

97.24

96.94

96.6

I 95.75
. 96.63
I 96.47

I 0523
I 95.68

-
w
@
~
)

Figure 10: The accuracy of the 2D-1D CNN model accord-
ing to input sequence lengths

Contrary to our intuition, increasing sequence length
does not improve model accuracy. We expected that longer
sequences would contain more information about driver
state and that training on these sequences would make the
model more accurate and robust. However, according to
the results shown in Figure 10, the accuracy gradually im-
proved, reaching its peak at 7-second sequences, and then
decreased thereafter. Therefore, we adopted 7-second se-
quences in our system, as they proved to be the best time
window.
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Moreover, to demonstrate the effectiveness of our
method, we ran additional tests. We used the same pipeline
without concatenating the two 2D-CNN models and fed the
feature vectors of size 32 from each 2D-CNN directly to the
1D-CNN and trained it using the same method with an in-
put size of (210,32). The results on unseen subjects’ videos
showed a higher accuracy achieved by our model using 7-
second frame sequences. Furthermore, the accuracy also
regressed when the hybrid 2D-1D CNN is applied without
fine-tuning the eye state detection 2D-CNN model on the
DROZY dataset. Furthermore, we evaluated the model per-
formance using only one eye by duplicating it to serve as
both the left and right eye inputs. These results are shown
in Table 6.

In addition, we compared the obtained results with previ-
ous works conducted on the DROZY dataset that classified
two classes and were evaluated on unseen subjects. De-
spite the different data processing approaches in each study,
our model achieved state-of-the-art accuracy of 98.06% on
unseen subjects, alongside a 99% accuracy on the test set.
Table 7 summarizes the previous studies and their attained
results.

5.5 Federated learning results

The same videos of the 5 subjects with KSS scores of PVT1
< 4 and PVT3 > 6 were used in our FL framework to train
our 2D-1D CNN model for driver drowsiness detection. In
this setup, each subject was treated as an individual client
in the federated learning (FL) framework. The 10-minute
videos of each PVT were segmented into sequences of a de-
fined number of seconds and labeled as ‘awake’ or ‘drowsy’
based on the corresponding PVT number. The same 2D-1D
CNN architecture with identical training parameters (Adam
optimizer with a learning rate of 0.001, categorical cross-
entropy loss function, and batch size of 64) was used for lo-
cal training on each client. Federated Averaging (FedAvg)
was employed as the aggregation algorithm, with a total of
300 communication rounds and 5 local training epochs per
client in each round. The aggregated global model achieved
an accuracy of 95.27% on the test set using 7-second se-
quences, demonstrating the effectiveness of our federated
approach. The accuracy and loss throughout the training
process are shown in Figure 11.

The FL training curves in Figure 11 demonstrate sta-
ble convergence. Validation accuracy improves steadily
while validation loss decreases consistently across training
rounds. This indicates effective federated aggregation de-
spite data heterogeneity, where each client represents a sin-
gle subject. Table 8 presents the model accuracy on each
client’s local data.

The global model achieved high accuracy on most clients,
with four clients achieving above 94%. Client 4 recorded
the lowest accuracy at 85.29%, which may reflect data
heterogeneity across subjects, a common challenge in FL
settings where each client’s local data distribution differs.
Overall, the global model demonstrates reasonable gener-
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Table 6: The accuracy of the tested models on unseen subjects
Model Awake state | Drowsy state | Total
2D-1D CNN (Our model) 100% 96.91% 98.06%
2D-1D CNN without concatenation 100% 91.21% 94.5%
2D-1D CNN without fine-tuning 96.82% 94.29% 95.24%
2D-1D CNN using one eye 92.16% 90.47% 91.53%
Table 7: Comparison of our model with previous works on the DROZY dataset
Model Accuracy Classes Sequence length
2D-1D CNN (Our model) 99% (test set) 2 7s
98.06% (unseen subjects)
SVM + rules [19] 94.44% (unseen subjects) 2 0.7s input, 60s window
MobileNet + logistic function [55] 91.13% (test set) 2 Not reported
86.21% (unseen subjects) (10s on Android prototype)
achieved a total accuracy of 77.86%. The confusion matrix
0.9 for the two classes "Drowsy” and ”Awake” is presented in
Figure 12. The results show a balanced classification ex-
0.8 ceeding 74% accuracy for both classes. Table 9 shows the
o 0.7 1
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Figure 11: The 2D-1D CNN model’s validation accuracy
and loss graph during the FL training process

Table 8: The accuracy of the global model on the clients’
local data

Client ID | Trained on subject | Accuracy
1 1 94.11%
2 5 100%
3 6 94.11%
4 8 85,29%
5 10 100%

alization across clients.

Test on unseen subjects

The global FL model was tested on the unseen subjects
videos during training to evaluate its robustness in the sec-
ond phase. Similar to centralized training, we used videos
of subjects 2, 3, 4, 7, 9, 11, 12, and 14 that met the con-
straints of KSS scores of PVT1 < 4 and PVT3 > 6. These
videos were also partitioned into small sequences of 7-
second sequences in order to test the model. The model

0.4

Awake |

ro.s3
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T
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Figure 12: The confusion matrix of the 2D-1D CNN model
in FL

accuracy results for each subject in the FL setup.

Table 9: The accuracy of drowsiness detection on test sub-
jects” PVTs and their corresponding KSS scores

Subject | PVT | KSS | Accuracy
2 1 3 40.47%
3 1 2 100%
4 3 9 100%
7 3 9 84.52%
9 3 8 88.23%
11 3 7 9.52%
12 1 2 100%
14 3 8 100%
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The global model’s lower performance on unseen sub-
jects, particularly subjects 2 and 11, whose accuracies
dropped to 40.47% and 9.52% under FL despite achiev-
ing 100% in the centralized model, highlights a key chal-
lenge in FL, namely client drift. Since each client is trained
only on its local data, the aggregated model may fail to cap-
ture patterns that generalize across all users, a problem that
is amplified by the non-IID nature of data. Nevertheless,
the FL model demonstrates overall robustness, achieving
high accuracy for most unseen subjects. To better under-
stand data heterogeneity and the performance degradation
in FL, We generated t-SNE plots of feature vectors before
FL training (Figure 13) and after (Figure 14).

t-SNE Visualization of Client Feature Spaces Before FL Training
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Figure 13: t-SNE visualization of the feature vectors before
FL training

t-SNE Visualization of Client Feature Spaces After FL Training
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Figure 14: t-SNE visualization of the feature vectors after
FL training

The t-SNE visualizations reveal that, prior to training,
feature embeddings are unstructured and heavily client de-
pendent. Following FL training, partial mixing between
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clients becomes apparent, and features organize into more
coherent clusters, demonstrating that FedAvg effectively
aligns representations across heterogeneous clients. Never-
theless, subject-level clustering persists, reflecting the non-
IID nature of the data (one subject per client) and explaining
the reduced generalization observed on unseen subjects.
We tested multiple local training rounds in order to see
their effects on the global model accuracy. The results are
shown in Table 10. The highest accuracy of 77.86% was

Table 10: Global model accuracy over local training rounds

Local round | Accuracy
5 77.86%
10 75.78%
15 73.99%
20 71.32%
25 75.33%

achieved with only 5 local training rounds, while accuracy
decreased as the number of local rounds increased, with the
exception of 25 rounds, which can be attributed to client
drift and gradient noise. As each client trains on its local
data, excessive local updates can diverge from the global
optimum, temporarily reducing global model performance.
These results suggest that minimal local training may be
optimal for this drowsiness detection task, while excessive
local training may affect the global model generalization.

5.6 Execution time

The execution time is crucial for detecting the driver
drowsiness and preventing road traffic accidents and it
must be done in real-time using low computational power
and a low memory device. Therefore, we tested our sys-
tem using the NVIDIA Jetson Nano module which is a
small computer with NVIDIA Maxwell architecture with
128 NVIDIA CUDA® cores, Quad-core ARM Cortex-A57
MPCore processor, and 4 GB 64-bit LPDDR4, 1600MHz
25.6 GB/s, made for Al embedded application.

We achieved up to 25.6 FPS using ONNX Runtime,
which exceeds the 15 FPS required by our system for effi-
cient operation. In addition, it leaves sufficient FPS margin
in case of frame drops that may occur in real-time appli-
cations. These results confirm the system’s suitability for
resource-constrained edge devices.

6 Discussion

Comparison with previous works

Compared with prior works discussed in Section 2, the pro-
posed 2D-1D CNN achieves competitive or superior ac-
curacy while remaining significantly lighter and more suit-
able for real-time edge deployment. Studies such as [21]
and [22] rely on recurrent architectures (RNNs/LSTMs) or
3D-CNN [20] to capture temporal information. While these
models are powerful, they are computationally heavier and
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harder to deploy on constrained devices. Our use of a 1D-
CNN for temporal modelling provides a more efficient al-
ternative: it captures short-term temporal information while
maintaining a small model, enabling real-time execution.
Furthermore, some previous studies evaluate their mod-
els using RGB datasets, controlled or uncontrolled en-
vironments that differ considerably from the NIR-based
DROZY dataset. These differences in input data, subject
variability, and labelling protocol make direct comparison
challenging. Nevertheless, our results demonstrate that a
lightweight spatio-temporal architecture can reach accu-
racy levels comparable to or exceeding those of larger mod-
els.

Sequence length analysis

Our sequence-length analysis shows performance peaks at
a 7 second window, after which accuracy declines. From
a modeling perspective, ID-CNNs perform best when the
temporal window contains sufficient but not excessive in-
formation. Very short sequences (1-3 seconds) do not cap-
ture enough temporal evolution of eye behavior, while very
long sequences (15-20 seconds) introduce redundant or
noisy information that dilutes the discriminative features.
The 7-second window offers an optimal trade-off between
temporal richness and noise, making it well-suited to the
temporal capture capacity of the 1D-CNN.

Centralised and federating learning performance

The comparison between centralized learning and feder-
ated learning highlights important trade-offs between per-
formance and privacy in the context of driver drowsiness
detection. In the centralized learning, the model achieved
99% accuracy on the test set and 98.06% on unseen sub-
jects. This approach benefits from full access to diverse and
balanced data distributions, allowing the model to capture
more generalized features and avoid client-specific biases,
which explains its high performance.

In contrast, the federated learning model achieved 95.27%
accuracy on the test set. While its results are lower than
centralized learning, this performance is still strong and
demonstrates the global model’s ability to effectively learn
from decentralized data across clients. However, the accu-
racy significantly dropped to 77.86% on unseen subjects’
videos, which is substantially lower than the centralized
model’s performance. This drop in performance suggests
client drift caused by training on non-IID data, a known
challenge in FL when clients have non-IID data. Without
direct access to a globally balanced dataset during training,
certain patterns may be underrepresented, making it harder
for the global model to generalize to new subjects.

Communication cost

The proposed model is lightweight. During each feder-
ated round, only the model weights are exchanged between
clients and the server, resulting in minimal communication
overhead compared to typical deep learning models. The
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overall communication cost grows linearly with the num-
ber of rounds and participating clients, but in our case it
remains modest due to the compact model design.

Privacy leakage risks

Although federated learning prevents raw eye images from
being shared, the gradients or model updates may still
be vulnerable to refactoring attacks (reconstruction of the
training datasets), membership inference attacks (infer-
ring the identity of participants) or model extraction at-
tacks (reconstruction of similar models). Various privacy-
preserving mechanisms exist to mitigate these risks, such as
cryptography-based federated learning protocols, differen-
tial privacy (adding random noise to hide the real informa-
tion), and other privacy security techniques [56]. While our
current implementation does not apply these mechanisms,
they are complementary and could further strengthen the
privacy-preserving capabilities of our framework.

Real life application of FL

The proposed lightweight FL based drowsiness detector
have several real-world applications. In vehicles, the model
can operate locally to trigger in-vehicle alerts when drowsi-
ness is consistently detected. In fleet operations, feder-
ated learning enables vehicles to collaboratively improve
the model while maintaining driver privacy. Furthermore,
on-device processing is consistent with the European Data
Protection Board’s Guidelines 1/2020 on connected vehi-
cles [57], which recommends the local processing of per-
sonal data and data minimization, as raw facial images are
neither transmitted nor stored externally. These examples
illustrate how the proposed architecture can be integrated
into modern driver monitoring systems.

7 Conclusion

We presented a system based on CNN for detecting driver
drowsiness that excels in both accuracy and FPS. The sys-
tem was tested on the Jetson Nano, an edge device well-
suited for embedded Al applications. Our proposed ap-
proach first detects the driver’s face and then extracts the
eye patches by estimating facial landmarks. These eye im-
ages are fed into the proposed 2D—1D CNN model to deter-
mine the driver’s state.

We first proposed a 2D-CNN model trained on the MRL
eye dataset to classify eye state into open or closed, which
was then fine-tuned on the DROZY dataset. Using the same
DROZY dataset, we trained a 1D-CNN model for video
classification, achieving 99% accuracy on the test set and
98.06% on videos from subjects not included in the train-
ing set. To the best of our knowledge, these are the highest
results reported on this dataset for two-class classification
evaluated on unseen subjects, demonstrating that our sys-
tem accurately determines driver drowsiness state and gen-
eralizes effectively to new, unseen data. Furthermore, the
system achieves up to 25.6 FPS on a resource-constrained
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device such as the Jetson Nano, which is higher than the 15
FPS frame rate used to process videos in this study. The re-
sults demonstrate the feasibility of deploying the proposed
system on edge devices to monitor driver state.

In addition to traditional centralized learning, we evalu-
ated the performance of our 2D-1D CNN model using a fed-
erated learning framework, where each subject was treated
as a separate client. The aggregated global model achieved
95.27% accuracy on the evaluation set and 77.86% on un-
seen subjects’ videos. This demonstrates the potential of
FL to build privacy-preserving models while still achieving
reasonable performance, though it highlights the challenge
of generalizing from non-IID data. Future work could ad-
dress this through adaptive mechanisms such as personal-
ized federated learning or adaptive aggregation strategies,
further enhancing the framework’s applicability to real-
world scenarios while maintaining privacy.

Despite the encouraging results, our 2D-1D CNN model
relies solely on eye state to determine driver state, which
can be misleading because eye closure patterns and how
they reflect drowsiness differ among individuals. Monitor-
ing other facial regions, such as the mouth, and physiologi-
cal signals, including EEG and ECG could greatly improve
the results. In addition, incorporating a dataset with vary-
ing lighting conditions, subjects wearing glasses, and dif-
ferent cameras would improve the robustness of the system.
These limitations will be addressed in future work.
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