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In the large-scale data environment, network security situational awareness (NSSA) often faces the
problems of poor real-time performance and low early warning accuracy. Therefore, this article proposes
an intelligent early warning model that integrates multi-source heterogeneous data. This model constructs
a distributed processing architecture based on Spark+Flink, which integrates a hybrid analysis
mechanism of long-term memory network (LSTM), self-encoder and graph neural network (GNN) to
efficiently detect abnormal behaviors and infer attack paths. At the same time, a situation scoring
mechanism with dynamic weight adjustment is designed, and a time decay suppression strategy is
introduced to optimize the alarm output and reduce the false alarm rate. The experiment was conducted
on CICIDS2017 public data set and a real log of a provincial government cloud, and evaluated by F1-
score, AUC, response delay and effective alarm compression ratio. The results show that the F1-score of
this model is 0.93 on CICIDS2017, which is significantly better than the traditional method. In the real
government cloud environment, the system throughput is up to 183,000 pieces/second, the average
response delay is controlled within 300ms, and the number of effective alarms is reduced by over 65%.
This study verifies the feasibility and superiority of the proposed model in high concurrency scenarios,
and provides a practical basis for building an intelligent and extensible network security defense system.

Povzetek: Clanek predstavija inteligentni model za zgodnje zaznavanje kibernetskih grozenj v velikih
podatkovnih okoljih, ki z zdruzevanjem vec virov podatkov in naprednih nevronskih mrez izboljsuje

natancnost, hitrost odziva ter zmanjsuje Stevilo laznih alarmov v visoko obremenjenih sistemih.

1 Introduction

With the rapid development of information technology,
the global data volume has increased exponentially.
According to IDC's forecast, the total amount of global
generated data will exceed 180ZB in 2025, and enterprise
networks and cloud computing platforms are a large
number of data sources. In this context, network security
challenges become more and more complex and dynamic.
Traditional protection methods based on rule matching
and signature detection, such as firewall and IDS, are
exposed to new attacks such as APT and zero-day attacks,
and their response is delayed (Zhang et al., 2023). NSSA,
as a technical paradigm to evaluate network operation,
identify potential risks and predict trends, has been widely
concerned by academia and industry (Zhang et al., 2021).
Through multi-source information fusion, it helps security
operation and maintenance personnel to master the
"situation" of network security and improve their
decision-making and emergency response capabilities.
However, most situational awareness systems are in the
stage of "post-analysis” or "passive response”, lacking

understanding of complex attack chains and predicting
unknown threats (Yang & Zhao, 2024). In the scenario of
data scale expansion, the traditional centralized
architecture faces the performance bottleneck, and it is
difficult to meet the real-time analysis requirements.
Introducing intelligent methods to build a network
security pre-alarm model with autonomous learning and
dynamic evolution ability has become the key to
upgrading situational awareness technology (Luo et al.,
2024). Artificial intelligence (Al), especially machine
learning (ML) and deep learning (DL) technologies,
provide new tools for processing large-scale security data.
The model can automatically identify abnormal behaviors
by learning historical attack patterns, and deduce future
attacks by using time series modeling (Ma, 2025).
Combined with advanced algorithms such as GNN, the
system can also simulate the attacker's tactical path and
find hidden actions in advance (Wei et al., 2024). If these
technologies are integrated into the situational awareness
system, it is expected to improve the initiative and
intelligence level of the defense system. It is difficult to
apply intelligent algorithm to real network environment.
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On the one hand, the categories of security data are
unbalanced, the normal traffic is far more than malicious
samples, and the model tends to favor the majority
categories, which reduces the sensitivity to rare attacks
(Liu, 2020). On the other hand, the change of network
environment causes concept drift, which affects the
stability of the model (Zhang et al., 2022). In addition, DL
models are mostly "black boxes", and the decision-making
process lacks interpretability, which is unfavorable in the
security field. To clarify the technical path and validation
objectives of this study, the following verifiable research
questions are proposed in this article:

(1) Can a hybrid model combining LSTM,
autoencoder, and GNN achieve high-precision detection
of abnormal behavior while maintaining preset response
performance in a specified large-scale streaming
environment?

(2) Can the proposed dynamic weight fusion
mechanism and time decay suppression strategy
significantly improve the effectiveness of alarms while
ensuring that critical safety events are not missed?

(3) Compared to existing typical methods, does this
model have statistically significant advantages in
comprehensive detection performance indicators?

This study focuses on NSSA and intelligent pre-
alarm in large-scale data environment, aiming at breaking
through the limitations of existing technologies in data
processing, model  generalization and  system
practicability. A hierarchical fusion architecture
framework is proposed, which integrates distributed data
processing engines and various intelligent analysis models
to realize end-to-end closed-loop management from log
collection to risk pre-alarm. In terms of methods, the
anomaly detection mechanism based on LSTM and self-
encoder is mainly explored, GNN is introduced to enhance
the reasoning ability of complex attack chain, and
dynamic weight adjustment strategy is designed to
improve the accuracy and timeliness of situation scoring.
The results show that the proposed model is superior to the
traditional scheme in detection accuracy. Future work will
explore the feasibility of lightweight deployment on edge
devices with limited resources, and further introduce
external threat intelligence and federated learning
mechanism to enhance the perception of unknown threats.

2 Related theory and technical basis

NSSA is not an isolated technical module, but a
comprehensive system integrating information collection,
analysis, risk assessment and visual decision support (Xie
etal., 2020). To realize effective perception and pre-alarm
for large-scale data environment, we need to rely on a
series of mature basic theories and technical means
(Zhang et al., 2020). These technologies cover traditional
network security core methods, as well as key supporting
tools in the fields of big data processing and Al.

From the theoretical framework of situational
awareness, the three-level model is still widely used. This
model divides situational awareness into three levels:
perception, understanding and prediction (Wang & Bu,
2020). In cyberspace, this means that the system should

X. Wang

not only collect all kinds of security events, such as login
failure, abnormal outreach, port scanning, etc., but also
integrate this fragmented information to identify potential
attacks and infer their development direction (DeValk &
Elmaqvist, 2024). This logic provides a theoretical basis for
building a hierarchical analysis framework. Based on this,
some researchers put forward quantitative evaluation
methods, such as constructing an index system to score the
overall risk of the network, and often use mathematical
tools such as D-S evidence theory, fuzzy comprehensive
evaluation or analytic hierarchy process (AHP) to solve
the uncertainty problem in multi-source information
fusion (Yu et al., 2020; Lan, 2021; Cai et al., 2021).

In the big data environment, the traditional stand-
alone processing mode cannot meet the real-time analysis
requirements of PB-level logs and high concurrent traffic
(Chen & Miao, 2021). Therefore, the distributed
computing platform has become the infrastructure to
support large-scale security data analysis. In the early
days, Apache Hadoop provided batch processing
capability, which was suitable for offline mining of
historical data. With the development of streaming
computing, frameworks such as Spark Streaming and
Flink have gradually become the first choice for real-time
security analysis because of their low latency and high
throughput (Li et al., 2022). Flink, in particular, has
obvious advantages in state management and precise
semantic guarantee, and is more reliable when dealing
with continuous network event streams. Kafka, as the
mainstream message middleware, is often used to
decouple data production and consumption, and realize
efficient buffering and distribution of logs.

The application of ML technology makes it possible
to automatically discover abnormal patterns from massive
data. Supervised learning methods, such as random forest
and XGBoost, are stable in the classification task of
known attack types, especially suitable for labeled data
sets. However, in reality, most network environments lack
enough malicious samples, so unsupervised learning is
more practical. Clustering algorithms (such as K-means
and DBSCAN) can divide the baseline of normal
behavior, and alarm will be triggered once new data
deviates from the clustering center. As a deep neural
network structure, self-encoder can detect abnormal input
through reconstruction error, and has good performance
when  dealing  with  high-dimensional traffic
characteristics. In contrast, LSTM is more suitable for
modeling time series behavior, and can capture potential
covert activities without relying on labels.

Simple point anomaly detection is often difficult to
reveal the nature of complex attacks. APT attacks usually
lurk for a long time and advance in multiple stages, so it is
difficult for a single alarm to reflect the whole picture.
Therefore, in recent years, GNN has been introduced into
the security field to model the relationship network
between entities (Ullah et al., 2024). By abstracting hosts,
users, processes, services, etc. as nodes, and treating
operations such as access, call and connection as edges, a
dynamic evolution diagram is constructed. GNN can
spread information on the graph structure, identify
suspicious nodes that look normal but are in the critical
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path, and assist in judging whether there is lateral
movement or privilege promotion (Huang et al., 2025).
The integration of threat intelligence is also
extremely important. Standardized formats such as
STIX/TAXII make threat information sharing between
different organizations a reality. Matching external
intelligence (such as malicious IP, C2 domain name and
file hash) with internal monitoring data can significantly
improve the detection efficiency. At the same time,
combined with knowledge mapping technology, it can
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also realize the structural expression of attack tactics,
techniques and processes (MITRE ATT&CK framework)
and provide semantic support for automated response.
Although existing research has made some progress
in network security situational awareness and intelligent
detection, mainstream methods still have significant
shortcomings in real-time processing capabilities, multi-
stage attack modeling, and alarm effectiveness. Table 1
compares five representative related works in recent years.

Table 1: Comparison of existing network security situation awareness and intelligent detection models

Study (Year) Core Technology Dataset Main i:gﬁ::mance Main Limitations
Zhang et al. LSTM + Decision _ Handles only structured logs; cannot
(2021) Tree NSL-KDD F1=087 model inter-entity relationships
Yang & Stacked Sparse _ No real-time processing capability; relies
Zhao (2024) Autoencoder CICIDS2017 AUC =091 heavily on labeled data
Wei et al. Random Forest + Self-built _ Difficult to detect unknown attacks; unable
- - . Accuracy = 89% .
(2024) Rule Engine enterprise traffic to reason multi-stage APT
Huang et al. . _ Graph structure updates lag; unsuitable for
(2025) GNN (Static Graph) DARPA99 Recall = 0.82 dynamic network environments
Luo etal. . _ High computational complexity;
(2024) KNN + KD Tree UNSW-NB15 F1=085 throughput below 50K records/sec

The current state-of-the-art (SOTA) methods
generally have the following problems: (1) Lack high
concurrency real-time processing capabilities, making it
difficult to cope with PB level log streams; (2) Attack
modeling is isolated and often focuses on single point
anomalies, making it difficult to effectively identify cross
host, multi-stage APT attack chains; (3) The static alarm
mechanism is prone to generating a large number of
redundant alarms, which increases the burden of
operation and maintenance.

The model proposed in this article addresses the
aforementioned shortcomings from the following
aspects. Firstly, the Spark+Flink hybrid stream batch
processing architecture is adopted, which can support
high-throughput real-time analysis of over 180000 events
per second. Secondly, integrating LSTM with GNN to
achieve joint modeling of covert and multi hop attack
paths. Furthermore, introducing dynamic thresholds and
time decay suppression mechanisms can significantly
compress invalid alarms, thereby improving operational
efficiency.

3 NSSA and prediction model based
on intelligent algorithms

In the large-scale data environment, the traditional static
scoring mechanism has been difficult to cope with the
dynamic evolution of network threats. In order to
accurately describe the overall security state and
effectively predict the future trend, this article constructs
a set of NSSA and prediction model integrating multi-
modal intelligent algorithm. The model takes
"quantification-detection-reasoning-fusion™ as the main

line, and completes the transformation process from
original data to high-order situation output step by step.

At the level of situation quantification, scattered
security incidents need to be transformed into comparable
and accumulative risk values (Yu, 2024). In the field of
NSSA and intelligent early warning, although the
mainstream research focuses on the integration of deep
learning and big data architecture, the relevant
achievements from the field of control theory and
nonlinear systems can also provide methodological
reference. Boulkroune et al. (2017) proposed a
synchronization control strategy based on output
feedback, which effectively dealt with the
synchronization problem of chaotic systems under input
nonlinearity. The follow-up work further combines fuzzy
logic with fractional calculus to realize practical fixed-
time synchronization of uncertain chaotic systems
(Boulkroune et al., 2025). Zouari et al. (2012)
systematically studied the adaptive control of
multivariable complex dynamic systems, and adopted
robust neural adaptive mechanism to improve the
robustness of the system. Merazka et al. (2017) designed
an adaptive fuzzy controller based on high gain observer,
which provided a new idea for state estimation and
control of multivariable nonlinear systems. Rigatos et
al.’s (2023) exploration of nonlinear optimal control also
shows the potential of realizing high-performance
regulation in complex dynamic systems. Although these
control theory achievements are not directly oriented to
network security scenarios, their technical ideas in
dealing with uncertainty, nonlinearity and multivariable
coupling have important enlightenment significance for
building an intelligent early warning model with more
robustness and adaptive ability.
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In this article, the improved analytic hierarchy
process (AHP) combined with entropy weight method is
used for dynamic weight distribution to avoid the
deviation caused by totally relying on subjective
judgment. Let the index set corresponding to the i-
security incident be x=(x;;,xn,...,x;,), including attack
frequency, reputation of source IP, importance of target
assets and other dimensions. By constructing the
judgment matrix and calculating the feature vector, the

initial weight wj(.o) is obtained, and then the information

entropy £; is introduced to modify it:
_ L ym —_ Y
E/'_' Zi:1pij lnp,j ) P,j Zﬁl Xy (1)

Inm
Finally, the combination weight w=aw"+(1-a)w'"
is obtained by combining subjective and objective
factors, where a€[0,1] is the adjustment coefficient.
Thus, the initial risk score of a single event can be
expressed as:

R= Zf:1 Wi f(xij) (2
Here f{-) is a normalized function to ensure that all
indicators are in the same dimension. After the scores of
all events are aggregated by sliding in the time window,
the situation baseline S, of the local area is formed.
Aiming at the dynamic and nonlinear characteristics
of network security time series data, this article constructs
a multi-layer LSTM network structure for situation
evolution trend prediction (see Figure 1). The input layer
receives the network behavior feature sequence which is
streamed by Kafka and preprocessed by Spark, and
organizes it into a 3D tensor with a fixed window length
as the model input (Wang, 2021). The hidden layer
consists of two layers of stacked LSTM cells, each layer
contains 128 memory cells, and the behavior dependence
under a long-time span is captured through the gating
mechanism (Wang & Jones, 2021). In the training
process, the model uses back propagation algorithm to
optimize the weight parameters along time expansion
(BPTT) and learn the time evolution law of normal traffic
patterns. The output layer adopts fully connected
structure, which maps the final hidden state to one-
dimensional output and generates the predicted value of
abnormal risk score at the next moment.

Figure 1: Multilayer LSTM network structure

The input of the model is a 42-dimensional network
behavior feature sequence pretreated by Spark, which is
organized as a tensor with the shape of in the form of
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sliding window. Each layer of LSTM contains 128
memory cells, using tanh as the state activation function
and sigmoid as the gate activation function. The final
output layer is mapped into one-dimensional abnormal
risk score through the full connection layer, which is used
for subsequent dynamic threshold judgment.

Let the input sequence be the flow characteristic
vector x, p;,...,x; of the past 7 moments, and the LSTM
unit controls the information flow through the forgetting
gate, the input gate and the output gate. The hidden state
h, can reflect the behavior pattern at the current moment:

S=o(Wih,.x]+by) (3)
i=o(Wi[h..x,]+b;) (4)
612 tanh (Wclh.x,]+bc) (%)
Ct:f,O Ct-l+itOEt (6)
o=0(W,[h.,x,]+b,) (7)
h;=0,® tanh ( C,) (8)

In the model training stage, the goal is to minimize
the prediction error, and the loss function is defined as the
mean square error:

L==%¥, Ix &) ©)

When the residual between the actual input and the
reconstructed output exceeds the dynamic threshold z, it
is judged as abnormal behavior. The threshold is not
fixed, but is adjusted adaptively according to the
distribution of recent normal samples:

=u tk-o, (10)

Where . and o, are the historical mean and
standard deviation of the reconstruction error,
respectively, and £ is the confidence coefficient, usually
between 2 and 3.

In order to further explore the potential attack paths
across hosts and processes, this article introduces GNN
for context correlation analysis (see Figure 2 for its
structure). The network entity is abstracted as graph
G=(V,E), with node v;€V representing host or user and
edge e;EE representing communication or access

relationship. Each node carries a feature vector hl(o’,
which is iteratively updated by graph convolution
operation:

1
g (ij ot Wmh;z)) (11)

Hidden layer Hidden layer

Figure 2: GNN structure

Where N(i) is the neighbor set of node i and ¢;; is the

normalized coefficient, usually taking the reciprocal
product of the square root of the degree. After several
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layers of propagation, the node embedding vector can
capture the local structure information and can be used
for classification tasks. For example, if an internal server
frequently communicates with known malicious IP and
its permission level is high, the probability of being
marked as a "high-risk springboard" increases
significantly.

In the model fusion stage, the Stacking integration
strategy is adopted to integrate the output results of
LSTM, self-encoder and GNN. The basic model outputs
the abnormal probability p,,p,.p, respectively, and the
meta-learner (such as logistic regression) retrains it as a
new feature:

P finulzo-(ﬂ0+ﬁ WP 1By Bps) (12)

This hierarchical fusion method not only retains the
advantages of each sub-model, but also reduces the risk
of over-fitting of a single model.

The original network traffic data is preprocessed by
Kafka and Spark to form a standardized time series
feature vector. The vector is sent to two modules in
parallel: (1) LSTM module, which focuses on learning
the normal behavior pattern of traffic in the time
dimension, and detects time sequence anomalies by
predicting the eigenvalues at the next moment; (2) Self-
encoder module, which learns a compressed
representation from the high-dimensional feature space at
the current moment, and identifies point anomalies
deviating from the normal baseline through
reconstruction errors. The anomaly detection results of
the two modules are used as the primary input and fused
with the output of GNN module. GNN module uses the
dynamic relationship diagram composed of hosts, users
and other entities to evaluate the propagation influence
and context risk of primary abnormal events in the
network topology. Finally, these three complementary
signals are synthesized by meta-learner through Stacking
integration strategy to generate the final comprehensive
risk score.

The above models do not operate in isolation, but
work together under a unified framework. The situation
score is continuously fed back to the detection module to
adjust the sensitivity, and the graph structure evolves in
real time with the new connection, forming a closed-loop
optimization mechanism. Although there are still some
problems such as high training cost and insufficient
explanation, the overall architecture has strong expansion
potential and can adapt to different scale and complexity
network environments.

4 Design of intelligent pre-alarm
mechanism

After the situation assessment and threat prediction are
completed, how to turn the analysis results into
operational pre-alarm information is the key to whether
the whole system can effectively play its defense value.
The traditional alarm mechanism often adopts the fixed
threshold trigger mode. It is easy to produce many
repeated or low-priority prompts, which makes security
personnel suffer from "alarm fatigue" and even ignore
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real high-risk events. Based on this, this article conceives
a dynamic, hierarchical and context-aware intelligent
pre-alarm mechanism, hoping to reduce false positives
and improve response efficiency.

The core of pre-alarm mechanism lies in
establishing reasonable risk judgment logic. In this study,
the comprehensive risk value R, is defined as the final
threat score at the current moment, which consists of
three parts: basic anomaly score Rf, topological impact
score RS and asset association weight w,;. The overall
expression is as follows:

R=0R{+BR+y Y, 4,0; (13)

Where A, represents the asset set involved in the
current event, a, B, y is the adjustment parameter, which
is fine-tuned according to the actual environment. The
formula emphasizes not only whether the behavior itself
is abnormal, but also its occurrence position and potential
diffusion range, so as to avoid overreacting to small
fluctuations of edge equipment.

On this basis, the warning levels are divided into
four categories: Low (Green), Medium (Yellow), High
(Orange), and Emergency (Red), each corresponding to
different response strategies. The classification is not
simply based on numerical segmentation but incorporates
a dynamic threshold mechanism. Let the average value of
R, in the past 7 days be x, and the standard deviation be
o, then the thresholds at all levels will be updated with
time:

Medium:R>urop
High:R>p,+20 (14)
Emergency:R>u,+30p

This design enables the system to adapt to the
periodic changes of network activities-for example, the
overall risk level naturally rises during the peak traffic
hours on weekdays, and if static thresholds are still used,
it will easily lead to misjudgment. After dynamic
adjustment, only behaviors that significantly deviate
from the normal state will be marked as high risk.

In order to avoid the alarm triggered repeatedly by
the same kind of events in a short time, the system also
introduces a time attenuation suppression mechanism.
For continuous alarms with the same source IP and the
same attack type, their effective weight decays
exponentially with time:

W(t)=W,-e™-10) (15)

Where W, is the initial weight, the attenuation
coefficient (0.1/h in the experiment), and ¢, is the first
trigger time. When the cumulative weighted value is
lower than a certain threshold, the subsequent similar
events will not generate independent alarms, but only
make internal records. This mechanism effectively
alleviates the alarm storm problem caused by scanning
attacks.

The key hyperparameters involved in this article are
all determined on CICIDS2017 verification set through
grid search and cross-validation: the adjustment
coefficient is 0.6 to balance the expert experience and
data-driven weight. All parameters are tested by A/B for
two weeks before deployment in government cloud
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environment to confirm their stability in real business
cycle.

The pre-alarm information itself has also been
structured and strengthened. Each alarm not only covers
basic information such as time, source and destination
address, protocol type, but also includes preliminary
disposal suggestions generated by knowledge map. If a
host is detected to have SMB brute force cracking
accompanied with signs of lateral movement, it will
automatically match the technical numbers of
T1110(Brute Force) and T1021(Remote Services) in
MITRE ATT&CK, and it is recommended to close
unnecessary shared ports and reset related account
passwords. These suggestions are generated by
combining rule template with semantic reasoning.
Although they can't completely replace manual
judgment, they can greatly shorten the response
preparation time.

5 Experimental results and analysis

In order to solve the problem that the normal traffic in the
security log is far more than the attack samples, this
article does not adopt the over-sampling method such as
SMOTE to avoid high-dimensional semantic distortion,
but adopts the following strategies to alleviate it: first,
only normal traffic is used to construct the reconstruction
baseline in the self-encoder training, and the high
reconstruction error is regarded as abnormal; Secondly,
in the supervision and fine-tuning stage of LSTM and
GNN, the category weight inversely proportional to
frequency is applied to the minority samples; Finally, F1-
score and AUC are given priority in the evaluation, so as
to objectively reflect the detection ability of the model to
rare attacks. On the premise of maintaining the
authenticity of data distribution, the above methods
effectively improve the processing performance of the
model for unbalanced data.

In order to improve reproducibility, this article
provides complete key configuration and process details.
In the training stage, LSTM uses Adam optimizer, with a
learning rate of 0.001 and 50 rounds of training. Self-
encoder adopts MSE loss, with a learning rate of 0.0005
and 100 rounds of training; GNN is based on the
GraphSAGE architecture, with two layers of networks,
each layer has 64 dimensions, and the learning rate is
0.01. In the preprocessing step, after the original log is
accessed by Kafka, the fields are standardized by Spark,
and based on the sliding window segmentation, 42-
dimensional features are finally extracted, including
traffic rate, protocol distribution and session duration.

The experimental platform is deployed in a cluster
environment consisting of six servers, each of which is
equipped with a dual-channel Intel Xeon Gold 6230
processor, 128GB memory and 10GbE network interface.
The operating system is CentOS 7.9, and the underlying
layer manages Spark and Flink tasks through Kubernetes,
and Kafka supports log stream transmission as a message
bus. The experimental data covers the public data set
CICIDS2017 and the real desensitization traffic of a
provincial government cloud platform for two
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consecutive weeks, with a total amount of about 4.2TB
and an average incident inflow rate of more than
150,000/sec.

The experiment evaluates the system performance
from the aspects of detection accuracy, response delay,
scalability and resource consumption. On CICIDS2017
data set, the average F1-score of this model is 0.93, and
the standard deviation of multiple runs is less than 0.01,
showing good stability. In the reasoning stage, a single
Flink task manager can stably handle about 30,000
events/second, with the memory occupancy rate below
70%, and the average response delay is controlled within
300 milliseconds under the load of 200k events/second,
and the deviation of repeated experiments is less than 15
milliseconds. In the training stage, it takes about 32 hours
to complete the joint training of LSTM, self-encoder and
GNN, and the peak GPU memory occupation is 11GB
(using NVIDIA V100). When the system expands
horizontally, the resource consumption increases linearly
with the traffic, showing good predictability and
manageability, and meeting the requirements of large-
scale production environment deployment. Compared
with the baseline method, this model has consistent and
significant performance advantages in all indicators.

In terms of detection performance, this article
compares the proposed fusion model
(LSTM+Autoencoder+GNN) with  four benchmark
methods: Snort rule engine, random forest classifier,
Isolation Forest and single LSTM model. The evaluation
indexes are Accuracy, Recall, F1-score and AUC. Figure
3 shows the F1-score comparison results on CICIDS2017
data set. Traditional Snort has poor performance in the
face of encrypted tunnel and low-frequency scanning
attacks, and F1 is only 0.68. The model in this article
reaches 0.93, especially in APT simulation scene, which
is mainly due to GNN's ability to identify multi-stage
behaviors.

Fl-score

=}

-~

w
1

0.70 DDoS

] Botnet
0.65 Web A.Ilack
Brute Force
PortScan
0.60 - Average Fl-score

0.55 ‘ . ‘ r . .

. I ,
Snort Rule EngindRandom Forest Isolation Forest Single LSTM Proposed Model

Model

Figure 3: F1-score of Different Models on
CICIDS2017
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In order to systematically evaluate the contribution
of each component of the model, this article designed an
ablation experiment on CICIDS2017 data set. Table 2
shows the comparison results between the complete
model and each ablation variant in three key indexes: F1-
score, Recall and AUC.

Table 2: Comparison of ablation experiment results
(CICIDS2017 Dataset)

Model Variant
Full Model
(LSTM +
Autoencoder +
GNN)
Remove GNN
(LSTM +
Autoencoder
only)
Remove
Autoencoder
(LSTM + GNN

only)
LSTM only 0.81 0.79 0.84

F1-score Recall AUC

0.93 0.91 0.96

0.87 0.85 0.90

0.85 0.82 0.88

Figure 4 plots the average response delay of each
model under different data throughput. When the input
rate is increased from 50,000 to 200,000/s, the calculation
cost of random forest features increases rapidly, and the
delay exceeds 800ms; lIsolated Forest is light, but its
accuracy drops significantly; With the help of Flink's
micro-batch  mechanism and parallel reasoning
optimization, the delay of this model is always controlled
within 300ms, which meets the real-time response
requirements of most security scenarios.
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Snort
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Single LSTM
Proposed Model
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Figure 4: Response delay of each model under
different throughput
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In order to further verify the effectiveness of the
dynamic pre-alarm mechanism, this study injected
simulated attack traffic into the real government cloud
environment, including slow brute force cracking, hidden
DNS tunnels and lateral movement attempts. Figure 5
shows the changing trend of the number of original
alarms generated by the system and the number of
effective alarms after duplicate removal for 48
consecutive hours. When the attenuation suppression
mechanism is not enabled, there are as many as 12,000
alarms per day, of which duplicates account for more than
65%; After it is enabled, the number of effective alarms
is stable at about 1800, and there are no key events
missing, which reduces the burden of operation and
maintenance.
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Figure 5: Changes in the number of alarms over
time

Regarding the rationality of situation score, a real
DDosS attack event is selected for retrospective analysis.
Figure 6 shows the evolution of the comprehensive risk
value of the core switch area within 3 hours before and
after the attack. The score began to climb slowly from the
normal level (about 35 points) and jumped to 89 points
within 12 minutes after the attack was launched,
triggering a "high™ warning; With the continuous growth
of traffic, it finally broke through 95 points and entered
the "emergency" interval. The whole process is highly
consistent with the actual peak flow, which shows that the
model has good trend prediction ability to some extent.
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Figure 6: Changes in situation score during DDoS
Attacks
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In order to highlight the advantages of this model
compared with traditional adaptive or fuzzy control
methods, this article makes a supplementary comparative
experiment on CICIDS2017 data set. Two representative
methods are selected as the baseline: (1) Fuzzy Threshold
System (FTS); (2) Anomaly detection framework of
Model Reference Adaptive Control (MRAC). The
comparison indexes include F1-score, average response
delay (ms), accuracy decay rate (%/24h) in the concept
drift scene and the detection rate of low-frequency APT
attacks. The results are shown in Table 3.

Table 3: Performance comparison of the proposed
model with classic adaptive/fuzzy methods

Averag | Daily
F1- € Accura | APT
Method scor Respon cy Detecti
e se Decay | on Rate
Delay Rate (%)
(ms) (%)
Proposed
Model 0.9
(LSTM+AE+G | 3 | 287 12 89.5
NN)
Fuzzy 0.7
Threshold 6 320 3.8 52.1
System (FTS)
MRAC-based 0.7
Detector 1 410 5.6 48.7

The model in this article is significantly better than
the traditional method in all indexes. Especially in the
face of APT attacks with strong concealment and sparse
behavior, thanks to GNN's contextual reasoning ability of
attack chain, the detection rate is nearly doubled. In
addition, under the concept drift caused by the dynamic
change of network traffic pattern, this model is more
stable in accuracy through online fine-tuning and
dynamic weight mechanism. However, the classical
fuzzy method still has advantages in the interpretability
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of rules, and this model, as a "black box" of deep learning,
needs to be supplemented by an after-the-fact
interpretation module in high security compliance
scenarios.

Finally, test the performance of the system in
scalability. By gradually increasing the number of
working nodes (from 2 to 8), the change of overall
processing capacity was observed. Figure 7 shows that
when the cluster scale increases from 2 nodes to 6 nodes,
the throughput increases approximately linearly, from
78,000 to 183,000. When it continues to increase to 8
nodes, the growth rate slows down, presumably due to the
increase of metadata coordination overhead. This shows
that the current architecture has good horizontal
expansion ability under the medium-sized cluster.

200000 —

2 150000

100000

Throughput (records/sec)

50000

> 3 o4 s 6 1%

Number of Nodes

Figure 7: Relationship between cluster node
number and system throughput

In addition to the routine throughput test, this article
also carries out pressure verification on the system
elasticity: after injecting sudden flow into Kafka, it is
observed that Flink task automatically slows down due to
back pressure, but no data loss occurs; When the flow rate
drops, the system returns to the steady-state processing
capacity within 90 seconds. In addition, Kubernetes is
configured based on CPU utilization, which can
automatically migrate tasks when simulating node failure
to ensure service continuity.

6 Discussion

The intelligent early warning model proposed in this
study is suitable for government affairs with high
concurrency and high security requirements, and has
good generalization ability in architecture and algorithm
design, which can be extended to heterogeneous network
scenarios such as 10T and key information infrastructure.
This model captures the timing anomalies through LSTM,
and models the dependencies between devices with GNN,
thus effectively identifying complex threats such as
cross-device cooperative attacks. Some challenges were
also found in the experimental stage, such as slow
convergence of GNN due to sparse graph structure in the
initial training, or short-term false alarm triggered by
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legal large traffic during peak business hours, and the
asset weight adjustment strategy needs to be further
optimized. Nevertheless, the overall results show that the
model can still maintain high stability and practicability
in complex environment.

In view of the strict requirements of key
infrastructure in highly sensitive areas, such as power,
transportation, finance and so on, this study introduces
dynamic weight adjustment and time attenuation
suppression mechanism to significantly reduce alarm
fatigue and improve operation and maintenance response
efficiency. In terms of model interpretability, although
the deep learning model is often regarded as a "black box",
this article introduces gradient-based saliency map and
SHAP method to explain it afterwards in the deployment
stage. Taking the classification results of GNN nodes as
an example, asset access frequency, source IP threat
intelligence matching degree and abnormal port
connection behavior, which play a leading role in high-
risk judgment, can be identified by calculating the SHAP
value of input features. At the same time, the
visualization of the attention weight of LSTM layer
shows that the model has paid high attention to the
sudden increase of traffic and abnormal connection
concurrency 10 minutes before DDoS attack, which
proves its early warning ability. Although these
explanatory means are not directly involved in training,
they provide traceable decision-making basis for
operation and maintenance personnel.

Aiming at the detection of zero-day attacks, the
system is based on unsupervised/semi-supervised
anomaly detection kernel, and uses LSTM and self-
encoder to model massive normal traffic to identify
unknown behaviors that deviate from known patterns.
The GNN module analyzes the diffusion path and
correlation of abnormal behavior in the network topology,
and puts isolated events in the macro attack context to
reduce the risk of omission. However, for advanced zero-
day attacks whose behavior patterns are highly similar to
normal traffic, the detection rate still has room for
improvement. Future work will explore the feasibility of
lightweight deployment on edge devices with limited
resources, and further introduce external threat
intelligence and federated learning mechanism to
enhance the perception of unknown threats.

7 Conclusions

The challenges brought by massive logs and high-speed
traffic often make traditional security tools difficult to
cope with. This article tries to promote it from two
aspects:  engineering realization and algorithm
innovation. The proposed hierarchical fusion architecture
not only has the ability to handle more than 180,000
events per second, but also reduces the effective alarm by
more than two thirds in real scenes, greatly reducing the
pressure of operation and maintenance. In CICIDS2017
test, F1-score reached 0.93, indicating that the model has
a strong ability to identify complex attacks, and its
performance far exceeds that of regular systems such as
Snort.
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The model is not a simple technical stack, but a
complete closed loop from data collection to risk pre-
alarm. LSTM captures time series anomalies, GNN
mines potential attack chains, and dynamic threshold and
attenuation mechanism make alarms more context-
sensitive. These components work together, enabling the
system to detect threats and model their evolution. While
the framework shows some limitations in handling zero-
day attacks and concept drift, it demonstrates good
overall scalability and adaptability.

Although the current architecture shows good
horizontal expansion ability under medium-sized cluster,
the behavior of the system under extreme network load or
long-term operation scenarios still needs to be further
discussed. Theoretically, thanks to Flink's stateful flow
processing mechanism and Kafka's buffer decoupling
design, the system has the flexibility to cope with the
sudden increase of traffic. At the same time, the micro-
service deployment structure also helps to maintain the
stability of long-term operation. However, in a very
large-scale or  resource-constrained environment,
coordination overhead and state consistency may become
a new bottleneck, which will be an important direction
for subsequent optimization.
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