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The reliable evaluation of adversarial defenses is a critical challenge in deep learning security, often hin-
dered by evaluation methods, such as Projected Gradient Descent (PGD), that can fail by getting trapped
in local optima. This limitation can lead to a significant overestimation of a model’s true robustness. In this
work, we introduce the Simulated Annealing-Fast Gradient Sign Method (SA-FGSM), a novel two-phase
hybrid attack designed to overcome this specific weakness. SA-FGSM first employs Simulated Annealing to
perform a global, stochastic exploration of the perturbation space to find promising attack regions, followed
by a gradient-based step for finalization. We conduct a comprehensive evaluation on CIFAR-10 and CIFAR-
100 against state-of-the-art adversarially trained models (ResNet-18 andWideResNet-28-10), showing that
SA-FGSM achieves a mean attack success rate of 83.6% compared to 51.9% for a suite of strong baselines
including FGSM, MI-FGSM, PGD, and APGD. Furthermore, we demonstrate that SA-FGSM finds quali-
tatively superior perturbations, evidenced by a statistically significant reduction in both average ℓ2 norm
and perceptual distortion as measured by LPIPS (Learned Perceptual Image Patch Similarity), achieving
58.3% lower perceptual distance than gradient-based baselines. Analysis of the proposed attack variants
identifies SA-FGSM-Swift as a particularly compelling option, offering state-of-the-art success rates at a
fraction of the computational cost of stronger baselines. Our findings suggest that the robustness of even
top-tier defenses may be overestimated and highlight the necessity of incorporating global search heuris-
tics into standard evaluation protocols.

Povzetek: Za večjo varnost globokega učenja SA-FGSM združi simulirano ohlajanje in gradientni korak.
S pomočjo nasprotniških napadov realneje oceni robustnosti modelov.

1 Introduction
Deep Neural Networks (DNNs) have become the state-of-
the-art technology for a wide range of applications, from
image classification to autonomous navigation. However,
their widespread deployment is critically hindered by a
fundamental vulnerability to adversarial examples: metic-
ulously crafted, often imperceptible perturbations to inputs
that cause the model to produce an incorrect output [28].
The existence of such examples necessitates the develop-
ment of robust defense mechanisms and, just as critically,
rigorous and reliable methods for their evaluation.
The security and reliability of a given defense are con-

tingent on the strength of the attacks used to evaluate it.
Current evaluation benchmarks are dominated by gradient-
based white-box attacks, such as the Fast Gradient Sign
Method (FGSM) [18], its iterative variant, Projected Gra-
dient Descent (PGD) [24], and adaptive variants like Auto-
PGD (APGD) [13]. While computationally efficient, these
hill-climbing methods are fundamentally limited by the
complex and non-convex nature of DNN loss landscapes,
becoming trapped in poor local optima and failing to find
adversarial examples that may exist elsewhere in the search

space. This creates a false sense of security by systemati-
cally overestimating the model’s true robustness.
To address this critical limitation, we introduce Simu-

lated Annealing-Fast Gradient Sign Method (SA-FGSM),
a novel hybrid adversarial attack that transcends purely
gradient-based approaches. SA-FGSM operates through
a strategic two-phase process: first, Simulated Annealing
performs a global, stochastic search to identify promising
perturbation regions while probabilistically escaping local
minima through its temperature-guided acceptance mecha-
nism. Second, a targeted gradient-based finalization step
leverages the efficiency of gradient information to craft the
final adversarial example from this superior starting po-
sition. To systematically explore the trade-offs between
search intensity and speed, we introduce and analyze four
distinct variants of the algorithm—Core, Swift, Thorough,
and Adaptive—and identify SA-FGSM-Swift as a partic-
ularly compelling method. It offers state-of-the-art attack
success rates at a fraction of the computational cost of other
high-performing attacks, as quantified by our newly de-
fined Efficiency Score metric.
Our evaluation targets state-of-the-art adversarially ro-

bust models from the RobustBench library [13], specif-
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ically the Rebuffi2021Fixing_R18_cutmix_ddpm and
Rebuffi2021Fixing_28_10_cutmix_ddpmmodels [26],
ensuring our assessment reflects genuine advances against
modern defenses rather than improvements over weak base-
lines.
Through comprehensive and statistically rigorous eval-

uation, we demonstrate that SA-FGSM significantly out-
performs strong baseline attacks. Our method achieves
a mean attack success rate of 83.6%, a 31.7 percentage
point improvement over the baseline average—a result that
is highly statistically significant (p < 0.0001). Beyond
higher success rates, SA-FGSM generates qualitatively su-
perior adversarial examples with significantly lower aver-
age ℓ2 norms, indicating more efficient perturbations that
find direct paths to decision boundaries.
Our specific contributions are:

– A novel hybrid adversarial attack that combines global
metaheuristic search with gradient-based optimization
to overcome local optima limitations.

– Comprehensive empirical validation demonstrating
substantial improvements over established baselines
across multiple robust model architectures.

– Introduction and analysis of four algorithm variants
(Core, Swift, Thorough, and Adaptive), with SA-
FGSM-Swift identified as offering optimal efficacy-
efficiency trade-offs.

– Evidence that current gradient-based evaluation frame-
works may systematically underestimate vulnerability,
highlighting the need for more comprehensive robust-
ness assessment methodologies.

– Demonstration that SA-FGSM finds qualitatively su-
perior adversarial examples, characterized by statisti-
cally significantly lower average ℓ2 norms and a 58.3%
reduction in perceptual distortion (LPIPS) compared
to baselines, indicating more efficient perturbations
that are less perceptually detectable.

This paper is structured as follows: Section 2 reviews re-
lated work in adversarial attacks. Section 3 formally details
the proposed SA-FGSM algorithm and its variants. Sec-
tion 4 describes our rigorous experimental methodology
and evaluation metrics. Section 5 presents the empirical re-
sults, including perceptual quality and computational analy-
sis. Section 6 discusses practical implications, transferabil-
ity, limitations, and suggests directions for future research.
Finally, Section 7 concludes the paper.

2 Related work
The field of adversarial attacks has experienced rapid evolu-
tion, with research primarily focused on the white-box set-
ting where the attacker has full knowledge of the model’s
architecture and parameters. We situate our work within
this context, focusing on methods designed to generate

ℓ∞-norm bounded perturbations. Recent comprehensive
surveys have identified fundamental limitations in current
gradient-based approaches and highlighted the growing
need for alternative optimization strategies [37, 44].

2.1 Gradient-based white-box attacks

The majority of influential white-box attacks leverage the
model’s gradient to efficiently find adversarial directions.
The foundational method in this category is the Fast Gra-
dient Sign Method (FGSM) [18], which performs a single
step in the direction of the sign of the loss function’s gra-
dient with respect to the input image. Its simplicity and
speed are compelling, but its effectiveness is limited, as
it often finds suboptimal solutions. To address this, itera-
tive methods were introduced. Projected Gradient Descent
(PGD) is arguably the most important and widely recog-
nized attack, representing a strong and universal first-order
adversary [24]. PGD takes multiple smaller steps in the
gradient sign direction, projecting the resulting perturba-
tion back onto the allowed ℓ∞ ball after each step. Due
to its strength, robustness against PGD has become the de
facto standard for evaluating adversarial defenses. How-
ever, as a hill-climbing algorithm, PGD remains a local
search method and is still susceptible to getting trapped in
local optima, particularly in the complex loss landscapes of
robustly trained models.
Recent work has explicitly identified fundamental issues

with gradient-based optimization in adversarial settings.
Liu et al. [22] demonstrate that gradient calculations suf-
fer from “wrong blocking” and “over transmission” prob-
lems in ReLU networks, leading to misleading directional
guidance. Wang et al. [32] propose replacing traditional Ja-
cobian gradients with integrated gradients to address these
directional guidance issues, showing improvements over
standard gradient methods. Several enhancements to PGD
have been proposed to overcome local optima limitations.
The Momentum Iterative FGSM (MI-FGSM) incorporates
a momentum term into the iterative process [14]. By ac-
cumulating a velocity vector in promising directions, mo-
mentum helps the attack escape shallow local minima and
find more stable, transferable adversarial examples. More
recently, Wang et al. [31] introduced Global Momentum
Initialization to address the “gradient elimination and local
momentum optimum dilemma” through global search be-
fore attack initialization, improving attack success rates by
6.4% across various defense mechanisms.
The Auto Conjugate Gradient (ACG) attack [39]

represents a significant advancement in addressing ill-
conditioned problems in adversarial optimization. By us-
ing conjugate gradient methods instead of steepest descent,
ACG demonstrates that diversified search strategies can
overcome local optima where traditional gradient methods
fail. Recent extensions like ReACG [38] further improve
upon this by automatically modifying search direction and
step size control, achieving 0.4-0.9% improvement over
APGD through enhanced output diversity. Our work shares
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the goal of escaping local optima but employs a fundamen-
tally different, gradient-free global search mechanism that
addresses the root cause of gradient method limitations.

2.2 Optimization-based attacks
A second class of attacks formulates the search for an ad-
versarial example as a formal optimization problem. The
Carlini & Wagner (C&W) attack is the most prominent ex-
ample [6]. The C&W attack aims to find the minimum
possible perturbation (typically measured in the ℓ2 norm)
that induces misclassification, using a specialized objective
function and a change-of-variables technique to handle the
box constraints on the input. While extremely effective at
finding low-norm perturbations and achieving high success
rates, C&W attacks are computationally expensive, often
requiring thousands of iterations, which makes them less
practical for evaluating large models or datasets.
Recent advances in optimization-based attacks have ex-

plored multi-objective formulations. Williams and Li [34]
propose SA-MOO, which treats the loss function and ℓ2
norm as separate objectives in a bi-objective optimiza-
tion framework using evolutionary computation principles.
Similarly, Bui et al. [5] address the challenge of generat-
ing qualified and divergent adversarial examples by formu-
lating adversarial generation as a multi-objective optimiza-
tion problem with adaptive objective weighting. Advanced
global optimization techniques have also emerged. Cheng
et al. [10] leverage surrogate models as global function
priors rather than relying on local gradients, providing the-
oretical regret bound analysis that demonstrates improve-
ment when incorporating global information about the loss
landscape. Bayesian optimization approaches like BayAtk
[16] introduce pixel-level and region-based removal priors
with adaptive dynamic weighting strategies for enhanced
transferability. SA-FGSM, in contrast, is designed to sig-
nificantly improve upon the effectiveness of PGD without
incurring the prohibitive computational cost of C&Wwhile
maintaining the global search capabilities demonstrated by
these advanced optimization approaches.

2.3 Stochastic and heuristic search methods
Recognizing the limitations of local search, extensive re-
search has explored stochastic and heuristic optimization
techniques, demonstrating their superiority over gradient-
based methods across multiple domains. These approaches
have been applied in both black-box and white-box settings,
consistently showing improved performance in escaping lo-
cal optima.

Evolutionary and genetic algorithms Evolutionary al-
gorithms have established themselves as powerful alterna-
tives to gradient-based methods. The landmark GenAt-
tack [2] demonstrated that genetic algorithms require
2,126× fewer queries than gradient-based ZOO [9] on
MNIST/CIFAR-10, establishing evolutionary approaches

as fundamentally more query-efficient. Recent advances
include EvolBA [30], which uses Covariance Matrix Adap-
tation Evolution Strategy (CMA-ES) with fractal-based
initialization, demonstrating superior performance over
gradient-based methods (HSJA [8], Boundary Attack [4])
by avoiding local optima through probabilistic acceptance
mechanisms. Multi-stage evolutionary approaches have di-
rectly addressed the local optima problem. The Genetic Al-
gorithm with Multiple Fitness Functions [35] divides evo-
lution into exploration, exploitation, and stable stages with
different fitness functions for each stage, explicitly over-
coming the limitations of single-objective gradient descent.

Particle swarm optimization Particle Swarm Optimiza-
tion (PSO) has shown remarkable success in adversarial set-
tings. AdversarialPSO [25] achieves high success rates on
CIFAR-10, MNIST, and ImageNet respectively, while re-
quiring fewer queries than state-of-the-art gradientmethods.
MGRR-PSO [27] explicitly addresses local optima through
multi-group random redistribution, achieving 100% suc-
cess rate on MNIST/CIFAR-10, demonstrating that dis-
tributed population-based approaches can overcome gra-
dient method limitations. Recent developments include
MISPSO-Attack [45], which uses multiple initial solution
strategies to avoid local optima, achieving 89.50% attack
success rate on ImageNet through multi-swarm optimiza-
tion.

Simulated annealing applications Direct applications
of Simulated Annealing in adversarial contexts have vali-
dated its effectiveness. BESA: BERT-based Simulated An-
nealing [40] demonstrates significant improvements in at-
tack success rate while maintaining low word substitution
rates in the text domain. Neural Simulated Annealing [12]
presents an advanced SA framework with learnable com-
ponents, viewing SA from a reinforcement learning per-
spective for enhanced solution quality. These approaches
demonstrate the power of global, gradient-free search strate-
gies. However, many traditional metaheuristic methods in
adversarial settings have been applied primarily in black-
box scenarios or suffer from query inefficiency.

Hybrid and advanced stochastic methods Recent work
has explored sophisticated hybrid approaches that combine
multiple optimization paradigms. The Multiple Asymp-
totically Normal Distribution Attacks (MultiANDA) [17]
leverage asymptotic normality of stochastic gradient as-
cent for learning perturbation distributions, achieving supe-
rior transferability through ensemble of Gaussian distribu-
tions. Monte-Carlo Adversarial Attack (MC-AA) [4] per-
forms direct input perturbation using FGSM with multiple
forward passes, capturing overlapping class regions better
than deterministic methods. Bayesian approaches have also
gained prominence. Prior-guided Bayesian Optimization
[10] leverages global function priors and provides theoreti-
cal regret bound analysis, while BayAtk [16] introduces so-
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phisticated prior mechanisms for enhanced adversarial ex-
ample generation.

2.4 Positioning of SA-FGSM
Our work brings the global search paradigm of metaheuris-
tics into the white-box setting through a novel hybrid ap-
proach. By using Simulated Annealing, we leverage a
well-established global optimization technique known for
its ability to provably converge to a global optimum under
a sufficiently slow cooling schedule [20]. Unlike purely
heuristic methods that often suffer from query inefficiency,
we do not discard gradient information entirely. Instead, we
form a novel hybrid: using SA for its core strength in global
exploration and gradient information for a final, efficient fi-
nalization step. This approach directly addresses the local
optima problem that has been consistently identified across
recent surveys [37, 44] while maintaining computational ef-
ficiency. To our knowledge, this sequential combination
of a global metaheuristic search with a gradient-based re-
finement step represents a new approach for white-box ad-
versarial attacks that bridges the gap between the global
exploration capabilities of metaheuristics and the compu-
tational efficiency of gradient-based methods. The exten-
sive body of work demonstrating metaheuristic superiority
over gradient-basedmethods [2, 25, 39] provides strong the-
oretical and empirical justification for our approach, while
the hybrid design addresses the computational efficiency
concerns that have limited the practical adoption of purely
metaheuristic methods in white-box settings.

3 The proposed SA-FGSM attack
To overcome the limitations of local search, we propose
the Simulated Annealing-Fast Gradient Sign Method (SA-
FGSM), a hybrid white-box attack that synergistically com-
bines a global, gradient-free search with a final, efficient
gradient-based step.

3.1 Threat model and problem formulation

We operate under the standard white-box threat model, as-
suming full knowledge of the target model fθ. Given a be-
nign input image x ∈ [0, 1]d and its true label y, the at-
tacker’s objective is to find a perturbation p that solves the
following constrained optimization problem:

maximize
p

E(fθ(x+ p), y) (1)

subject to the constraints ∥p∥∞ ≤ ϵ and x + p ∈ [0, 1]d,
where ϵ is the maximum perturbation magnitude and E is
an energy function designed to be maximal when the model
misclassifies the input.

3.2 Algorithm overview

The SA-FGSM attack is structured as a two-phase process,
as detailed in Algorithm 1. The first phase leverages Sim-
ulated Annealing (SA) to perform a global search for the
perturbation p. The second phase uses the result of the SA
search, pSA, as a starting point for a final, gradient-based
finalization step to craft the adversarial example xadv.

3.3 Phase 1: simulated annealing
exploration

Simulated Annealing is a metaheuristic capable of approx-
imating the global optimum of a given function. The state
of the system is defined by the perturbation p, and the algo-
rithm seeks to maximize the energy function E.

Energy function. The energy function E quantifies the
quality of a given perturbed input x′ = x + p. We aim
to maximize this energy. The implementation supports two
primary energy functions:

– Negative Cross-Entropy Loss:

E(x′) = −LCE(fθ(x′), y)

where LCE is the standard cross-entropy loss.

– Margin Loss:

E(x′) = −(Z(x′)y −max
j ̸=y

Z(x′)j)

where Z(x′)j is the logit for class j.

Note: For all experiments in this paper, we use the negative
cross-entropy loss, the standard objective for adversarial at-
tacks [24]. This choice was based on preliminary validation
indicating superior performance for our method compared
to the margin-based alternative, another widely used objec-
tive for crafting strong adversarial examples [6].
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Table 1: Qualitative comparison of major adversarial attack methodologies. The table highlights the trade-off between
the efficiency of gradient-based methods, which are susceptible to local optima, and the global search capabilities of
metaheuristics, which are often computationally expensive or designed for black-box settings. SA-FGSM is positioned as
a hybrid solution bridging this gap.

Attack Method Core Mechanism Key Strength(s) Key Limitation(s)

FGSM [18] Gradient-Based (Single-
Step)

Extremely fast; simple imple-
mentation.

Low success rate; often finds subopti-
mal solutions.

PGD [24] Gradient-Based (Iterative) Strong baseline; widely adopted
standard.

Prone to getting trapped in local op-
tima, especially in robust models.

MI-FGSM [14] Gradient-Based (Momen-
tum)

Escapes shallow local minima;
improves transferability.

Fundamentally a local search method;
can still be trapped.

APGD [13] Gradient-Based (Adaptive) State-of-the-art for gradient at-
tacks; reliable convergence.

Still constrained by local gradient in-
formation; high computational cost.

C&W [6] Optimization-Based Finds low-norm perturbations
with high success.

Extremely high computational cost;
impractical for large-scale evaluation.

GenAttack [2] Metaheuristic (Evolution-
ary)

Gradient-free; effective at escap-
ing local optima.

Designed for black-box settings; high
query count.

SA-FGSM (Ours) Hybrid (Metaheuristic +
Gradient)

Global exploration escapes
deep local optima; high success
rate.

More hyperparameters than PGD;
higher cost than single-step meth-
ods.

Candidate generation distribution. We use Gaussian
noise for candidate generation based on theoretical foun-
dations [20, 7]: (1) symmetry/unbiasedness, (2) natural
isotropy in high dimensions [3], (3) temperature-adaptive
scaling enabling smooth exploration-exploitation transition,
(4) standard practice in SA literature [11, 41], and (5) com-
putational efficiency. Alternative distributions (Laplace,
Cauchy [29], uniform) could offer advantages—heavier
tails might aid local optima escape but reduce stability.
We acknowledge lacking systematic empirical comparison;
this represents important future work. However, strong re-
sults (83.64% ASR) validate Gaussian as at least reason-
able, with fundamental SA advantages (probabilistic accep-
tance) being distribution-independent.

The SA Process. The SA search begins with an initial
temperature T0 and a perturbation pcurr, typically initialized
to zero. For a fixed number of iterationsNSA, the following
steps are repeated:

1. Candidate Generation: At iteration k, a new can-
didate perturbation pcand is generated by sampling
from a Gaussian distribution centered at the cur-
rent perturbation, pcurr. The standard deviation of
the noise is scaled by the current temperature Tk:
p′ = pcurr + N (0, (σbase · Tk/T0)

2), where σbase is
a fixed hyperparameter (the base neighborhood stan-
dard deviation, specified in Table 2) that controls the
scale of exploration, and the ratio Tk/T0 provides
temperature-adaptive scaling that decreases the neigh-
borhood size as the search cools. The resulting per-
turbation is immediately clipped to satisfy the ℓ∞ con-
straint: pcand ← clip(p′,−ϵ, ϵ).

2. Acceptance Criterion: The energies of the current
state, Ecurr = E(x + pcurr), and the candidate state,
Ecand = E(x+pcand), are computed. The candidate be-
comes the new current state according to the Metropo-

lis acceptance probability, P (pcurr → pcand):

P (pcurr → pcand) =

{
1 if Ecand > Ecurr

exp
(

Ecand−Ecurr
Tk

)
if Ecand ≤ Ecurr

(2)
This probabilistic acceptance of inferior solutions is
the key mechanism that allows SA to escape local op-
tima. Throughout this process, the algorithm indepen-
dently tracks the best perturbation found so far, pbest.

3. Cooling Schedule: After each iteration, the tempera-
ture is reduced according to a geometric cooling sched-
ule with rate α: Tk+1 = α · Tk.

The search concludes by returning the overall best solution
found, pSA ← pbest.

3.4 Phase 2: gradient-based finalization
The perturbation pSA represents a promising region in the
loss landscape found via global search. To exploit this
position, we apply a single, decisive gradient-based step.
Starting from xSA = x + pSA, we compute the sign of
the gradient of the loss function. This gradient is used
to take a full-strength step of size ϵ: pfinal ← pSA +
ϵ · sign(∇xL(fθ(xSA), y)). The resulting perturbation is
clipped to satisfy the ℓ∞ norm, pfinal ← clip(pfinal,−ϵ, ϵ),
and the final adversarial example is generated by clipping
to the valid image range: xadv ← clip(x+ pfinal, 0, 1).

3.5 Algorithm variants
The efficacy and computational cost of the SA-FGSM at-
tack are fundamentally governed by the parameters of the
Simulated Annealing search. To systematically investigate
the trade-offs between search breadth, depth, and speed, we
designed and analyzed four distinct variants of the algo-
rithm. Each variant represents a specific strategy for nav-
igating the adversarial loss landscape.
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Algorithm 1: The Proposed SA-FGSMAttack. Hy-
perparameter values (including σbase) are specified
in Table 2.
Input Requirements:
– Model fθ, loss function L, input image x, true label y

– Perturbation budget ϵ

– SA iterations NSA, initial temperature T0, cooling
rate α

– Neighborhood std. deviation σbase (base value for
adaptive scaling)

1 Procedure SA-FGSM(x, y):
// Phase 1: Simulated Annealing
Exploration

2 pcurr ← 0
3 pbest ← pcurr
4 Ebest ← −L(fθ(x+ pbest), y)
5 T ← T0

6 for i← 1 to NSA do
// Generate candidate using

adaptive neighborhood
σ = σbase · (T/T0)

7 pcand ← GenerateCand(pcurr, T, ϵ)
8 Ecand ← −L(fθ(x+ pcand), y)
9 Ecurr ← −L(fθ(x+ pcurr), y)

// Metropolis acceptance criterion
10 if Ecand > Ecurr then
11 pcurr ← pcand // Accept

improvement
12 else if exp

(
(Ecand − Ecurr)/T

)
> rand(0, 1)

then
13 pcurr ← pcand // Probabilistically

accept
// Track best solution found

14 if Ecand > Ebest then
15 pbest ← pcand
16 Ebest ← Ecand

17 T ← α · T // Geometric cooling
18 pSA ← pbest

// Phase 2: Gradient-Based
Finalization

19 xSA ← x+ pSA
20 g← ∇xL(fθ(xSA), y)
21 pfinal ← pSA + ϵ · sign(g)
22 pfinal ← clip(pfinal,−ϵ, ϵ)
23 xadv ← clip(x+ pfinal, 0, 1)
24 return xadv

SA-FGSM-core. This variant serves as a baseline, con-
figured with balanced parameters derived from our hyper-
parameter optimization process. It is intended to provide a
robust and generally effective performance without being

Algorithm 2: Candidate Generation Procedure
(used in Algorithm 1)
Inputs:
– Current perturbation pcurr

– Current temperature T

– Perturbation budget ϵ

– Initial temperature T0 (constant)

– Base neighborhood std. σbase (hyperparameter from
Table 2)

Output: Candidate perturbation pcand
1 Procedure GenerateCand(pcurr, T, ϵ, T0, σbase):

// Adjust neighborhood size based on
temperature (adaptive)

2 σ ← σbase ·
T

T0
// σ is NOT a constant

// Generate Gaussian noise with
adaptive standard deviation

3 z ∼ N
(
0, σ2I

)
// Create new candidate by adding

noise
4 pcand ← pcurr + z

// Project onto the ℓ∞ ball
5 pcand ← clip(pcand,−ϵ, ϵ)
6 return pcand

specialized for either extreme speed or exhaustive search
quality.

SA-FGSM-swift. Designed for computational efficiency,
this variant significantly reduces the computational cost. It
employs a lower number of SA iterations (NSA), which re-
duces the total runtime. Furthermore, it uses a lower initial
temperature (T0) and a faster cooling rate (α). This combi-
nation results in a search that is less exploratory from the
outset and ”quenches” more quickly, rapidly converging to-
wards a promising local optimum. The hypothesis is that for
many loss landscapes, a fast, decisive search is sufficient to
find a solution superior to that of standard PGD.

SA-FGSM-thorough. In contrast to the Swift variant,
this version is configured for maximum search quality, pri-
oritizing attack efficacy over speed. It uses a significantly
higher number of SA iterations to allow for a much longer
exploration of the search space. Its initial temperature is
also higher, which increases the probability of accepting
inferior solutions early on, thereby broadening the initial
search and making it more likely to escape large, deceptive
local optima. Combined with a very slow cooling rate (an
α closer to 1.0), this allows the algorithm to meticulously
explore promising regions of the loss landscape before con-
verging.
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Algorithm 3:Adaptive Parameter Adjustment (SA-
FGSM-Adaptive). Thresholds justified in Sec-
tion 3.5 text.
// Adaptive Cooling Rate Adjustment
Input: Current α, acceptance rate over last 10

iterations
1 if acceptance_rate > 0.80 then
2 α← max(α− 0.05, 0.85) // Too

exploratory; cool faster
3 else if acceptance_rate < 0.20 then
4 α← min(α+ 0.05, 0.99) // Frozen; cool

slower
5 else
6 α unchanged // Healthy SA behavior

// Adaptive Neighborhood Size
Adjustment

Input: Current σ, energy improvement∆E over
last 10 iterations, patience counter

7 if ∆E < 10−3 and patience ≥ 10 then
8 σ ← min(σ × 1.2, 0.30) // Stagnation;

expand
9 patience← 0

10 else if ∆E ≥ 10−3 then
11 σ ← max(σ × 0.8, 0.05) // Progress;

contract
12 patience← 0

13 else
14 σ unchanged; patience← patience + 1 // Wait
15 Parameters: Acceptance thresholds (80%, 20%), improvement

threshold (10−3), patience limit (10), adjustment factors (0.05
for α, 1.2/0.8 for σ) determined through preliminary
experiments and SA theory. See Section 3.5 for detailed
justification.

SA-FGSM-adaptive. This variant dynamically adjusts
parameters based on search behavior (Algorithm 3): Adap-
tive CoolingAdjusts α based on acceptance rate: if> 80%
(too exploratory), cool faster; if < 20% (frozen), cool
slower [20]. Adaptive Neighborhood Adjusts σ based on
progress: if stagnation (improvement < 10−3 for 10 itera-
tions), expand; if progressing, contract. Threshold Justifi-
cation: Values grounded in SA theory [7] and preliminary
experiments during hyperparameter optimization (200 Op-
tuna trials). Thresholds represent boundaries of effective
SA behavior observed empirically. We acknowledge lack-
ing systematic ablation study varying thresholds, identify-
ing this as important future work. However, Adaptive per-
formance is statistically indistinguishable from Core (p =
0.513), suggesting thresholds are reasonable if not neces-
sarily optimal.
The specific hyperparameter configurations for each vari-

ant, obtained through rigorous Bayesian optimization, are
presented in Table 2. These parameters were optimized us-
ing Optuna with 200 trials per variant on a validation setup
(CIFAR-10, ResNet-18, 500 samples). The multi-objective

function balanced attack success rate (70% weight) and
computational speed (30% weight), with speed normalized
using a 100ms threshold based on preliminary experiments.
These fixed parameter values were used consistently across
all experiments reported in Section 5.

Table 2: Optimized hyperparameters obtained via Bayesian
optimization (200 Optuna trials on CIFAR-10/ResNet-18).
Adaptive thresholds (80%/20%, 10−3, patience=10) deter-
mined through preliminary experiments guided by SA the-
ory; see Section 3.5 for justification.

Parameter Core Swift Thorough Adaptive

NSA 50 20 81 50
T0 1.0 0.5 1.6 1.0
α 0.95 0.90 0.95 0.95
σbase 0.10 0.05 0.20 0.10

Energy Func. Neg. Cross-Entropy
Random Start False

Adaptive-Specific Parameters
Improv. Thresh. — — — 10−3

Patience — — — 10

Optimization objective: 0.7 × (ASR/100) + 0.3 × normalized_speed.

4 Experimental design

To rigorously evaluate the performance of SA-FGSM,
we designed a comprehensive experimental framework
grounded in principles of reproducibility, statistical valid-
ity, and challenging evaluation. Our methodology is con-
structed not merely to show that our attack works, but to
demonstrate its superiority under conditions that reflect the
current state-of-the-art in adversarial defense. All experi-
ments were conducted on an NVIDIA A40 GPU using Py-
Torch.

4.1 Setup

Datasets. We conduct our evaluation on two standard
benchmark datasets for adversarial robustness: CIFAR-10
and CIFAR-100 [21]. These datasets are sufficiently com-
plex to present a meaningful challenge and are the standard
choice for the majority of literature in this field, ensuring
our results are comparable to prior and future work.

Threat model. All attacks are performed under the ℓ∞
threat model, with a maximum perturbation budget of ϵ =
8/255. This is the most common and widely studied setting
for CIFAR-10/100 evaluation, where the perturbation on
any single pixel is imperceptible, forcing the attack to find
a subtle yet effective solution in a high-dimensional space.
This identical constraint was applied uniformly to all base-
line methods and SA-FGSM variants, ensuring fair compar-
ison. All attacks enforce the box constraint xadv ∈ [0, 1]d

on the final adversarial example.
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4.2 Target defenses
To provide a rigorous and meaningful assessment of
adversarial attack efficacy, we evaluate SA-FGSM
against state-of-the-art adversarially trained models with
demonstrated robustness. Our evaluation targets two archi-
tecturally distinct models from the RobustBench library
[13], both developed by Rebuffi et al. [26]: the ResNet-18
model (Rebuffi2021Fixing_R18_cutmix_ddpm)
and the WideResNet-28-10 model
(Rebuffi2021Fixing_28_10_cutmix_ddpm).
These models represent the current frontier in adversar-

ial defense, incorporating sophisticated training protocols
that combine robust optimization with advanced data aug-
mentation schemes including CutMix and diffusion-based
augmentation (DDPM). Their superior empirical perfor-
mance against established gradient-based attacks, as vali-
dated through the RobustBench leaderboard, makes them
ideal benchmarks for evaluating novel attack methodolo-
gies. The architectural diversity between ResNet-18 and
WideResNet-28-10 ensures our evaluation captures robust-
ness patterns across different network designs, thereby es-
tablishing the generalizability and practical significance of
SA-FGSM’s improvements.

4.3 Baseline methods
We compare the performance of our four proposed SA-
FGSM variants against a carefully selected suite of baseline
attacks. These baselines were chosen to represent a range
of strategies and complexities, providing a comprehensive
benchmark. For fairness and reproducibility, we utilize the
well-established implementations of these attacks provided
by the torchattacks library [19]. Our chosen baselines are:

– FGSM: The single-step Fast Gradient Sign Method
[18]. Included as a low-cost, foundational baseline.

– MI-FGSM: The Momentum Iterative FGSM [14].
This attack is specifically designed to escape shallow
local optima through momentum, making it a direct
competitor to our goal of improved exploration.

– PGD-10: Projected Gradient Descent with 10 itera-
tions [24]. This is the most widely accepted bench-
mark for evaluating adversarial defenses; outperform-
ing PGD-10 is a minimum requirement for any new
attack claiming superiority.

– PGD-100: A stronger PGD variant with 100 iterations.
This serves as a high-cost, high-performance baseline,
allowing us to evaluate whether SA-FGSM provides
benefits beyond simply running a standard attack for
more iterations.

– APGD: Auto-PGD [13], the primary component of
the AutoAttack evaluation suite and the current gold
standard for robustness assessment. APGD fea-
tures parameter-free adaptive step-size scheduling,

momentum-based optimization, and multiple loss vari-
ants, making it the strongest gradient-based baseline
available. Its inclusion validates that SA-FGSM’s ad-
vantages extend beyond improvements over standard
PGD variants.

Baseline configuration. All attacks used identical
conditions: ϵ = 8/255 (ℓ∞), dataset-specific normal-
ization (CIFAR-10: mean=[0.4914,0.4822,0.4465],
std=[0.2023,0.1994,0.2010]; CIFAR-
100: mean=[0.5071,0.4867,0.4408],
std=[0.2675,0.2565,0.2761]). PGD-10/100: zero ini-
tialization, α = 2/255 (PGD-10), α = 1/255 (PGD-100)
[24]. MI-FGSM: 10 iterations, α = 2/255, µ = 1.0 [14].
APGD: 100 iterations with adaptive step-size [13]. All
implementations from torchattacks library v3.4.0.

4.4 Evaluation metrics and derived
measures

We evaluate attack performance using both primary metrics
that measure individual dimensions of performance and de-
rived metrics that quantify multi-objective trade-offs.

4.4.1 Primary metrics

Attack success rate (ASR). The percentage of test sam-
ples for which the attack successfully induces misclassifi-
cation: ASR = 1

N

∑N
i=1 ⊮[fθ(xadvi ) ̸= yi] × 100%, where

N is the total number of samples, xadvi is the adversarial ex-
ample, yi is the true label, and ⊮[·] is the indicator function.
This is our primary measure of attack efficacy.

Average time per sample (ms). The mean wall-clock
time required to generate one adversarial example, mea-
sured in milliseconds. This is our primary measure of com-
putational cost.

Average ℓ2 norm. The mean Euclidean distance of per-
turbations: 1

N

∑N
i=1 ∥xadvi − xi∥2. While attacks are con-

strained by ℓ∞ norm, lower ℓ2 norm indicates more subtle
and efficient perturbations, serving as a measure of pertur-
bation quality.

Average perceptual distance (LPIPS). The mean
Learned Perceptual Image Patch Similarity distance
[43], which measures perceptual dissimilarity using deep
features calibrated to human judgments. Lower values
indicate less perceptually noticeable perturbations.

4.4.2 Derived multi-objective metrics

Efficiency score. To facilitate comparison across meth-
ods with different efficacy-efficiency trade-offs, we define
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the Efficiency Score as:

Efficiency Score =
ASR
100

× 1

Time per Sample (seconds)
(3)

This metric captures the rate at which an attack gener-
ates successful adversarial examples (successful attacks per
second). Higher values indicate better overall efficiency,
combining both high success rates and low computational
cost. The Efficiency Score is particularly useful for iden-
tifying Pareto-optimal methods—those that are not strictly
dominated by any other method in the ASR-time trade-off
space. We use this metric primarily in aggregate compar-
isons (Table 3) and in variant analysis (Table 4), but note
that it should not be the sole criterion for method selection,
as different applications may prioritize effectiveness versus
efficiency differently.

Constraint violation rate. The percentage of generated
adversarial examples that exceed the specified ℓ∞ budget
or fall outside the valid input range [0, 1]d. All attacks in
our evaluation maintain zero constraint violation rate, con-
firming proper implementation.

4.5 Rigorous hyperparameter optimization
The performance of metaheuristic algorithms is sensitive
to hyperparameter choices. To eliminate potential experi-
mental bias from manual tuning and to ensure fairness and
reproducibility, we adopted a principled optimization strat-
egy. The hyperparameters for all four SA-FGSM variants
were determined via a one-time, comprehensive optimiza-
tion process using the Optuna framework [1] for Bayesian
optimization with a Tree-structured Parzen Estimator (TPE)
sampler.

Optimization setup. The hyperparameter optimization
was conducted on a carefully controlled validation setup to
ensure consistent and reliable parameter selection across all
variants: Dataset: A 1,000-sample subset of the CIFAR-10
test set. Model: The robust ResNet-18 from RobustBench
(Rebuffi2021Fixing_R18_ddpm). Trials per variant:
200 independent optimization trials to thoroughly explore
the search space. Random seed: A base seed of 42 was
used to ensure deterministic trial execution for reproducibil-
ity. To align the search with the goal of each variant, we
used tailored search spaces. For instance, the optimiza-
tion for SA-FGSM-Swift explored lower iteration counts
(NSA ∈ [10, 40]) and faster cooling rates (α ∈ [0.80, 0.95]),
while the search for SA-FGSM-Thorough explored a higher
range of iterations (NSA ∈ [80, 200]) and slower cooling
rates (α ∈ [0.95, 0.995]). This guided approach ensured
that the final parameters were not only optimal but also con-
sistent with each variant’s intended design.

Multi-objective function. For each trial, Op-
tuna searched the parameter space to maximize

the following multi-objective function, which bal-
ances attack efficacy with computational practicality:
Objective = 0.7 ×

(ASR
100

)
+ 0.3 × normalized_speed,

where ASR is the Attack Success Rate (in percent) and
‘normalized_speed‘ is a score rewarding faster execution,
computed as: normalized_speed = max

(
0, 1− Tsample

Tthreshold

)
.

We set the time threshold Tthreshold = 100ms, based on
preliminary experiments suggesting that attack times
beyond this are impractical for most evaluation scenarios.
The weights (0.7 for efficacy, 0.3 for speed) reflect our
primary goal of finding highly effective attacks that remain
computationally feasible.

Fixed parameters for all experiments. The optimal hy-
perparameter sets resulting from this one-time optimization
process, detailed in Table 2, were then fixed and used
for all experiments reported in this paper. This rigor-
ous, automated protocol prevents any possibility of ”cherry-
picking” parameters for specific models or datasets and en-
sures that our results represent a fair and reproducible as-
sessment of each variant’s capabilities.

4.6 Evaluation and statistical analysis

As detailed in Section 4.4, we evaluate attacks using mul-
tiple metrics that capture different dimensions of perfor-
mance. Our statistical protocol ensures the reliability of
comparative conclusions.

Statistical protocol. To ensure the reliability of our con-
clusions, every experimental configuration was executed
three times with different random seeds. The results pre-
sented are the mean and standard deviation of these runs.
Crucially, all comparative claims are validated with formal
statistical tests. As our initial analysis revealed that the
data did not always meet the assumptions of normality re-
quired for parametric tests, we employed a robust statistical
methodology: using independent t-tests where assumptions
held, and non-parametric alternatives (e.g., Kruskal-Wallis)
where they did not. All claims of significance are based on
a threshold of p < 0.05.

5 Results

We present a comprehensive analysis of our experimental
results, drawing from an evaluation across two datasets
(CIFAR-10, CIFAR-100) and two state-of-the-art robust
model architectures (ResNet-18, WideResNet-28-10). The
findings, validated through formal statistical testing, clearly
demonstrate gradient-based baselines. the aggregated per-
formance, averaged across all experimental configurations,
is summarized in Table 3.
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Figure 1: Comprehensive performance overview of all attack methods across all experimental configurations. Each cell
represents the mean value of a metric for an attack (columns) on a given dataset and architecture (rows). (Top-Left) The
Attack Success Rate heatmap shows the superior efficacy of SA-FGSM variants (red hues). (Top-Right) The Time per
Sample heatmap reveals the computational costs, highlighting the speed of SA-FGSM-Swift. (Bottom-Left) The Average
ℓ2 Norm heatmap shows SA-FGSM finds perturbations of lower magnitude (purple hues). (Bottom-Right) The Efficiency
Score heatmap confirms the superior trade-off offered by SA-FGSM-Swift (red hues).

Table 3: Aggregated performance comparison of Baseline attacks versus the SA-FGSM family, averaged across all four
experimental configurations (2 datasets× 2 architectures). SA-FGSM demonstrates statistically significant improvements
in efficacy (ASR) and perturbation quality (L2, LPIPS) at a substantially lower average computational cost.

Attack Family ASR (%) Time (ms) L2 Norm LPIPS

Baselines (Avg.) 51.9 ± 16.5 390.4 ± 483.7 1.67 ± 0.05 0.0073 ± 0.0006
SA-FGSM (Avg.) 83.6 ± 14.2 131.2 ± 51.9 1.35 ± 0.03 0.0030 ± 0.0002

% Improvement +61.1% −66.4% −19.2% −59.1%

5.1 Adversarial effectiveness of SA-FGSM

Our primary finding is that SA-FGSM is substantially more
effective at breaking robustly trained models. As summa-
rized in Table 3, the SA-FGSM family achieves a mean At-
tack Success Rate (ASR) of 83.6%, a substantial 31.7 per-
centage point increase over the 51.9%ASR achieved by the
baselines. A formal statistical analysis confirms this differ-
ence is highly significant (p < 0.0001) and represents a

large effect size (Cohen’s d = 2.27), indicating a significant
and reliable improvement in attack performance. This ag-
gregate advantage is not an artifact of averaging; it holds
true across every individual experimental configuration.
APGD baseline added as strongest gradient-based compara-
tor [13]. Key findings: CIFAR-10/ResNet-18: APGD
40.16% (714ms) vs SA-FGSM-Core 62.96% (+22.80pp);
CIFAR-10/WideResNet: APGD 35.00% (1227ms) vs SA-
FGSM-Swift 85.83% (59ms)—+50.83pp at 20.7× speedup.
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Figure 2: Attack Success Rate vs. Time per Sample (log scale) and vs. Average ℓ2 Norm. The SA-FGSM variants
(squares) consistently achieve higher success rates than baselines (circles). SA-FGSM also finds perturbations with lower
ℓ2 norms, indicating a more efficient attack.

APGD performance nearly identical to PGD-100 despite
adaptive mechanisms, suggesting both encounter same fun-
damental limitation: local optima in adversarial loss land-
scapes. Figure 1 provides a comprehensive visual sum-
mary. The Attack Success Rate panel (top-left) imme-
diately draws the eye to the four rightmost columns (SA-
FGSM variants), which are saturated with the red hues
of high efficacy, in stark contrast to the cooler tones of
the baselines. This performance gap is most pronounced
against the stronger WideResNet-28-10 defense, illustrat-
ing that the global search of SA is particularly adept at nav-
igating the more complex loss landscapes of robust models.

5.2 Analysis of SA-FGSM variant trade-offs

Kruskal-Wallis test shows no significant ASR difference
across variants (H = 2.30, p = 0.513), validating Swift’s
efficiency advantage. Specific results: CIFAR-10/ResNet-
18: Swift 65.10% (53ms) vs Thorough 61.56% (157ms)—
3× longer for 3.5pp lower success. Adaptive achieves com-
petitive performance (83.32% ASR, 323ms) statistically
equivalent to Core, suggesting either: (1) fixed parame-
ters already near-optimal, or (2) adaptive thresholds may
require refinement for this domain. Future work should ex-
amine threshold sensitivity systematically.
This is further detailed in Figure 3. The Attack Success

Rate (%) panel (top-left) visually confirms the statistical
finding, showing that the bars for all four variants reach sim-
ilar heights across all experimental configurations. In con-
trast, theTime per Sample (ms) panel (top-middle) shows
a dramatic difference, with the bars for SA-FGSM-Swift
being consistently and significantly shorter than all others.
The direct consequence of this is seen in the Efficiency
Score panel (bottom-right), where SA-FGSM-Swift is the
clear winner. This detailed breakdown reinforces the con-
clusion from Table 4: SA-FGSM-Swift offers the best prac-
tical balance of efficacy and cost. The overall relationship

is best summarized in the Pareto frontier plot in Figure 2.
The left panel (”Success Rate vs Time Trade-off”) shows a
clear separation into distinct clusters: the baselines (circles)
occupy the low-ASR region, while the SA-FGSM methods
(squares) form a high-ASR cluster. Within this superior
cluster, SA-FGSM-Swift is positioned far to the left, firmly
in the desirable quadrant of high success and low cost.

5.3 Quantitative analysis of perturbation
efficiency

SA-FGSM’s superiority extends beyond just success rate;
it finds adversarial examples that are fundamentally more
efficient. As shown in Table 3, the mean ℓ2 norm of SA-
FGSM perturbations (1.35) is drastically lower than that of
the baselines (1.67). This 19.2% reduction is highly statis-
tically significant (p < 0.0001) with an extremely large ef-
fect size (Cohen’s d = -10.62), confirming that our method
finds qualitatively better perturbations.
Specific values demonstrate quality advantage: CIFAR-

10/ResNet-18: SA-FGSM variants 1.325-1.399 vs base-
lines 1.648-1.723. APGD achieves notably lower ℓ2 (0.406)
due to explicit ℓ2 optimization objective, but at cost:
40.16% ASR vs Swift’s 65.10% (25pp gap), 13.5× slower.
This demonstrates fundamental trade-off: APGD optimizes
perturbationminimality; SA-FGSMachieves both high suc-
cess and competitive ℓ2 under ℓ∞ constraint.

Perceptual validation. While ℓ2 provides mathematical
interpretability, we validate perceptual quality using LPIPS
in Section 5.4, confirming 58.3% reduction in perceptual
distance (p < 0.0001), demonstrating global search finds
fundamentally more subtle perturbations.
This qualitative difference is visualized from two per-

spectives. The right panel of Figure 2 illustrates that for
any given ASR, the SA-FGSM cluster is shifted to the left
(lower ℓ2 norm) compared to the baseline cluster. Figure 4
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Table 4: Performance comparison of the four SA-FGSM variants, averaged across all experiments. The Efficiency Score
(defined in Section 4.4) reveals that while all variants achieve similar high ASR, SA-FGSM-Swift provides the best effi-
ciency due to its significantly lower computational time.

Variant ASR (%) Time (ms) Avg. ℓ2 Norm Efficiency Score

SA-FGSM-Core 83.59 328.29 1.35 0.25
SA-FGSM-Swift 84.96 139.41 1.40 0.61
SA-FGSM-Thorough 82.70 516.17 1.33 0.16
SA-FGSM-Adaptive 83.32 323.47 1.34 0.26
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Figure 3: Detailed performance breakdown of the four SA-FGSM variants across all experimental configurations. The
top row shows the primary metrics (ASR, Time, ℓ2 Norm), while the bottom row visualizes internal algorithm dynamics.
This figure highlights the exceptional speed and efficiency of the Swift variant.

provides the statistical view, where the non-overlapping In-
terquartile Ranges (IQRs) for the ‘L2 Norm‘ visually con-
firm the robust statistical separation between the two fam-
ilies of attacks. This finding is critical: it implies SA-
FGSM’s global search finds a more direct, efficient path to
the decision boundary, yielding perturbations that are not
only more effective but also more subtle in the Euclidean
sense.

5.4 Perceptual quality analysis
We analyzed perceptual similarity using LPIPS [43], cali-
brated to human perceptual judgments.
Key Findings: SA-FGSM variants achieved mean

LPIPS 0.00303 vs baselines 0.00726—58.3% reduction
(p < 0.0001, Welch’s t-test). Consistent across configu-
rations: CIFAR-10/ResNet-18 (54.8% reduction), CIFAR-
10/WideResNet (56.1%), CIFAR-100/ResNet-18 (59.3%),
CIFAR-100/WideResNet (61.3%). Thorough achieved
best quality (LPIPS=0.00289). APGD lowest distortion
(0.00229) but 40.89pp lower ASR at 6.4× higher cost.

Strong correlation between ℓ2 and LPIPS (r=0.89, p <
0.0001) validates mathematical metrics align with percep-
tual quality.
Implications: SA-FGSM provides more realistic worst-

case evaluation by finding perceptually-subtle adversarial
examples gradient methods miss. Future work should in-
clude SSIM [33] for complementary model-driven valida-
tion.

5.5 Complete experimental results
Table 5 presents the comprehensive experimental results
across all dataset-architecture combinations and attack
methods. The table provides detailed performance metrics
including attack success rate (ASR), computational time,
perturbation magnitude (ℓ2 norm), and efficiency score.
For each dataset-architecture combination, the best values
are highlighted in bold, demonstrating SA-FGSM’s con-
sistent superiority in attack success rate while maintaining
competitive perturbation quality.
Several key observations emerge from this comprehen-
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Figure 4: Box plots comparing the distributions of key performance metrics for the SA-FGSM family vs. the Baseline
family. The provided p-values, derived from t-tests, confirm that the observed differences are statistically significant
across all four metrics. SA-FGSM achieves a substantially higher Attack Success Rate and a lower ℓ2 Norm (p < 0.0001),
at the cost of a higher average Time per Sample (p = 0.0198) and a correspondingly lower Efficiency Score.

sive view:

– Consistent SA-FGSM Superiority in ASR: SA-
FGSM-Swift achieves the highest attack success rate
in all four dataset-architecture combinations, with val-
ues ranging from 65.1% (CIFAR-10/ResNet-18) to
95.6% (CIFAR-100/WideResNet-28-10).

– Computational Efficiency Trade-off: While FGSM
consistently achieves the lowest execution time (5.5–
11.8 ms) and highest efficiency score when measured
purely by speed, its attack success rates are substan-
tially lower (30.9–67.7%).

– Perturbation Quality: APGD consistently achieves
the lowest ℓ2 norms (0.396–0.418) due to its explicit
ℓ2 optimization objective. However, among meth-
ods achieving high attack success rates (> 80%), SA-
FGSM variants demonstrate competitive perturbation
magnitudes (1.315–1.415).

– Performance Scaling: The performance advantage
of SA-FGSM variants becomes more pronounced on

more challenging configurations. The ASR improve-
ment over baselines increases from 25.9 percentage
points on CIFAR-10/ResNet-18 to 50.8 percentage
points on CIFAR-10/WideResNet-28-10.

5.6 Analyzing the internal dynamics of the
proposed variants

To understand the internal dynamics driving these results,
we can analyze the data from both the internal dynam-
ics panels of Figure 3 and the correlation matrix in Fig-
ure 5. The ”Convergence Generation” panel in Figure
3 directly reflects the design of the variants: Swift con-
verges in the fewest iterations, while Thorough takes the
most. The correlation matrix (Figure 5) provides deeper
insight. A key finding is the strong negative correlation be-
tween Attack Success Rate and Average Acceptance Rate
(r = −0.86, p < 0.0001). This indicates that a more ef-
fective search is not one that explores indiscriminately, but
rather one that becomes increasingly selective as the tem-
perature cools. This is further validated by the strong neg-
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Figure 5: Correlation matrix of performance metrics and internal SA-FGSM parameters. Note the strong negative cor-
relation between attack_success_rate and avg_acceptance_rate, as well as the strong negative correlation between at-
tack_success_rate and avg_final_energy, which confirms that minimizing energy successfully maximizes attack perfor-
mance. The strong positive correlation between avg_l2_norm and avg_perceptual_distance (r = 0.84) validates that math-
ematical distortion metrics align with perceptually-calibrated quality measures.

ative correlation between ASR and Average Final Energy
(r = −0.91). Since our energy function is the negative
cross-entropy loss, a lower final energy corresponds to a
higher final loss value. This confirms that the SA process
effectively optimizes the intended objective: the more the
attack succeeds at minimizing energy, the higher its proba-
bility of misclassification.

5.7 Phase-level computational analysis
Timing breakdown reveals SA phase dominates cost
(85-94% of total): Core 303ms/328ms (92.3%), Swift
119ms/139ms (85.0%), Thorough 487ms/516ms (94.4%).
Per-iteration cost remarkably consistent (5.90-6.06ms), ap-
proximately 2× PGD iterations (3.0ms)—modest overhead
given qualitative search difference. Results suggest opti-
mization efforts should focus on SA phase; Swift’s 85% al-
location with only 20 iterations demonstrates even limited
SA exploration provides substantial benefits over purely
gradient-based methods.

5.8 Transferability and black-box utility

We did not conduct transferability experiments (perturba-
tions generated on one model tested on unseen models)—
high-priority future work. However, indirect evidence sug-
gests potential favorable transfer: (1) lower ℓ2 norms cor-
relate with better transfer [14, 23], (2) superior percep-
tual quality may exploit fundamental features [42], (3)
global search may find model-agnostic adversarial direc-
tions. Conversely, challenges include: model-specific en-
ergy landscapes, lack of explicit transfer mechanisms like
MI-FGSM momentum [14], gradient finalization introduc-
ing source-specific bias. Proposed experiments: Com-
pare SA-FGSM transfer rates againstMI-FGSM,DI-FGSM
[36], TI-FGSM [15] across diverse source-target pairs (dif-
ferent architectures, training protocols). Current position-
ing: SA-FGSM is superior white-box evaluation tool; trans-
ferability properties require empirical validation before
black-box utility claims.
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Table 5: Complete Experimental Results (Mean± Std). Best values are bold. ASR: higher is better; Time: lower is better;
L2/LPIPS: lower is better; Efficiency: higher is better.

Attack Method ASR (%) Time (ms) L2 Norm LPIPS Efficiency

CIFAR-10 / ResNet-18

FGSM 35.5±0.0 5.5±0.1 1.723±0.000 0.0066±0.0 6.46±0.17
MI-FGSM 38.6±0.0 34.4±3.4 1.672±0.000 0.0066±0.0 1.13±0.12
PGD-10 39.2±0.1 31.2±2.3 1.648±0.000 0.0065±0.0 1.26±0.09
PGD-100 40.2±0.2 291.2±0.9 1.680±0.000 0.0069±0.0 0.14±0.00
APGD 40.2±0.0 714.1±269.7 0.406±0.000 0.0021±0.0 0.06±0.02

SA-FGSM-Adaptive 62.0±0.3 89.2±0.1 1.338±0.000 0.0029±0.0 0.70±0.00
SA-FGSM-Core 63.2±0.5 96.2±14.3 1.346±0.002 0.0030±0.0 0.67±0.09
SA-FGSM-Swift 65.1±0.2 52.8±1.0 1.399±0.003 0.0034±0.0 1.23±0.03
SA-FGSM-Thorough 61.6±0.4 157.3±25.4 1.324±0.004 0.0028±0.0 0.40±0.06

CIFAR-10 / WideResNet-28-10

FGSM 30.9±0.0 11.4±1.4 1.727±0.000 0.0070±0.0 2.75±0.33
MI-FGSM 34.2±0.0 108.0±57.0 1.664±0.000 0.0073±0.0 0.43±0.32
PGD-10 34.6±0.1 86.5±25.1 1.624±0.000 0.0070±0.0 0.42±0.11
PGD-100 35.1±0.1 1229.6±236.6 1.662±0.000 0.0073±0.0 0.03±0.01
APGD 35.0±0.0 1226.6±210.5 0.396±0.000 0.0023±0.0 0.03±0.01

SA-FGSM-Adaptive 83.6±0.2 129.5±0.1 1.356±0.002 0.0030±0.0 0.65±0.00
SA-FGSM-Core 84.7±0.2 141.5±6.9 1.363±0.002 0.0031±0.0 0.60±0.03
SA-FGSM-Swift 85.8±0.5 59.2±0.0 1.415±0.004 0.0035±0.0 1.45±0.01
SA-FGSM-Thorough 83.3±0.9 202.5±9.0 1.340±0.003 0.0029±0.0 0.41±0.02

CIFAR-100 / ResNet-18

FGSM 67.7±0.0 6.9±2.4 1.710±0.000 0.0076±0.0 10.56±3.04
MI-FGSM 69.2±0.0 113.3±4.7 1.663±0.000 0.0079±0.0 0.61±0.03
PGD-10 69.3±0.1 116.2±0.7 1.646±0.000 0.0079±0.0 0.60±0.00
PGD-100 69.0±0.1 779.0±445.6 1.672±0.000 0.0082±0.0 0.12±0.09
APGD 69.2±0.0 619.4±100.3 0.408±0.000 0.0024±0.0 0.11±0.02

SA-FGSM-Adaptive 91.7±0.2 93.4±3.9 1.335±0.001 0.0031±0.0 0.98±0.04
SA-FGSM-Core 92.7±0.2 91.5±7.6 1.337±0.001 0.0031±0.0 1.02±0.08
SA-FGSM-Swift 93.1±0.3 48.4±5.6 1.385±0.004 0.0036±0.0 1.94±0.24
SA-FGSM-Thorough 91.9±0.2 143.0±8.2 1.315±0.004 0.0030±0.0 0.64±0.04

CIFAR-100 / WideResNet-28-10

FGSM 62.8±0.0 11.8±1.4 1.716±0.000 0.0075±0.0 5.39±0.66
MI-FGSM 64.7±0.0 84.7±39.4 1.658±0.000 0.0077±0.0 0.86±0.32
PGD-10 64.6±0.2 61.1±2.2 1.630±0.000 0.0076±0.0 1.06±0.04
PGD-100 64.9±0.1 507.7±78.0 1.662±0.000 0.0080±0.0 0.13±0.02
APGD 65.2±0.0 638.0±198.3 0.418±0.000 0.0024±0.0 0.11±0.04

SA-FGSM-Adaptive 95.1±0.2 150.5±19.9 1.347±0.001 0.0029±0.0 0.64±0.09
SA-FGSM-Core 95.0±0.2 127.0±0.1 1.348±0.002 0.0029±0.0 0.75±0.00
SA-FGSM-Swift 95.6±0.2 78.6±10.8 1.394±0.003 0.0033±0.0 1.23±0.17
SA-FGSM-Thorough 94.9±0.2 214.2±12.2 1.331±0.001 0.0028±0.0 0.44±0.02

5.9 Failure cases and boundary conditions

Potential failure modes: (1) Metaheuristic-aware de-
fenses: Models trained explicitly against SA patterns
untested; current evidence shows advantages persist against
sophisticated defenses (CutMix, DDPM) [26]. (2) Struc-
tured data: Gaussian perturbations violate semantic con-
straints (text, tabular, graphs)—requires domain-specific
adaptation. (3) Real-time constraints: 139-516ms un-
suitable for real-time scenarios requiring <50ms. (4)
High dimensions: Curse of dimensionality, computa-
tional explosion for ImageNet (150,528 dims, 49× CIFAR);
hierarchical/patch-based strategies proposed as future work.
(5) Gradient masking: Both gradient and SA methods
struggle with non-differentiable defenses—no evidence in

RobustBench models. (6) Arms race: Once widely used,
defenses will adapt—expected limitation of all attacks.

6 Discussion

Our experimental results demonstrate that SA-FGSM con-
sistently and significantly outperforms gradient-based base-
lines across multiple metrics. In this section, we provide
deeper insights into the underlying mechanisms driving
these improvements, discuss practical implications for the
field, and acknowledge the limitations of our approach to
motivate future research.
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Figure 6: Scatter plot showing the relationship between
ℓ2 norm and LPIPS perceptual distance across all attack
methods and experimental configurations. Each point rep-
resents the mean across 3 runs for a specific attack-dataset-
architecture combination. Strong positive correlation (r
= 0.89) validates that lower ℓ2 norms correspond to bet-
ter perceptual quality. SA-FGSM variants (blue squares)
cluster in the region of low ℓ2 norm and low LPIPS dis-
tance, while gradient-based baselines (red circles) occupy
the high-distortion region. APGD (green triangle) repre-
sents the minimum-distortion extreme but achieves this at
the cost of attack effectiveness.

6.1 Why SA-FGSM excels against robust
models

A key finding is that SA-FGSM’s performance advan-
tage is most pronounced when attacking the more robust
WideResNet-28-10 architecture compared to ResNet-18
(see Figure 1). This is a direct consequence of the defense
mechanism itself. Adversarially trained models, particu-
larly those with larger capacity, develop highly non-convex
loss landscapes with numerous sharp, deceptive local min-
ima as a result of the min-max optimization inherent to their
training [24]. These landscapes are specifically designed
to trap gradient-based attacks that rely on local informa-
tion. The global, stochastic exploration of Simulated An-
nealing is particularly well-suited to navigate such rugged
terrains. By probabilistically accepting temporarily worse
solutions—guided by the Metropolis criterion and a cool-
ing temperature—SA can ”jump” out of the deceptive lo-
cal optima that ensnare purely gradient-based methods like
PGD and even the adaptive APGD.Our results strongly sug-
gest that as defenses become more sophisticated, the neces-
sity of incorporating global search heuristics into evaluation
protocols will become increasingly critical.

6.2 Practical significance of lower ℓ2 and
LPIPS norms

The statistically significant reduction in both average ℓ2
norm (1.35 vs. 1.67, p < 0.0001) and perceptual dis-
tance (LPIPS) achieved by SA-FGSM has important prac-
tical implications. These metrics indicate that SA-FGSM
finds more direct and efficient paths to the decision bound-
ary, yielding perturbations that are:

– More Imperceptible: Lower LPIPS scores, by defi-
nition, correspond to perturbations that are less notice-
able to human observers.

– More Robust to Preprocessing: Smaller, more effi-
cient perturbations are more likely to survive common
defense-in-depth strategies like JPEG compression, re-
sizing, or filtering.

– Potentially More Transferable: Prior research has
suggested that perturbations with lower norms that lie
closer to the true decision boundary often exhibit bet-
ter transferability across different model architectures
[14].

This improvement in perturbation quality suggests that SA-
FGSM not only finds adversarial examples where others
fail but finds fundamentally ”better” and more threatening
ones.

6.3 Computational cost and use case
considerations

The primary limitation of our method is its increased com-
putational cost relative to simple attacks. However, SA-
FGSM-Swift addresses this directly, achieving a state-of-
the-art success rate (85.8% on CIFAR-10/WideResNet) at
a computational cost (59.2 ms) that is highly competitive
with less effective baselines like PGD-10 (86.5 ms). This
positions our attack suite for specific use cases:

– Most Appropriate For: Rigorous, final robustness
evaluations; benchmarking new defenses; and red-
team testing where discovering true vulnerabilities is
paramount.

– Less Suited For: Adversarial training loops where
millions of attacks must be generated quickly, or real-
time scenarios with strict latency requirements, where
simpler methods like FGSM or PGD-10 may be more
practical.

6.4 Limitations and future directions
While our work demonstrates clear advantages, we ac-
knowledge several limitations that provide present clear di-
rections for future research:

1. Scalability: Our evaluation on CIFAR-10/100 (3,072
dimensions) is standard, but scaling to ImageNet-sized
inputs (150,528 dimensions) poses significant compu-
tational challenges due to the curse of dimensional-
ity. Future work should explore hierarchical or patch-
based SA search strategies to make this feasible.

2. Transferability: This work focuses on the white-box
threat model. We did not conduct experiments to as-
sess the transferability of the generated perturbations
to unseen models. While the lower perturbation norms
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suggest favorable transfer properties, empirical valida-
tion against transfer-focused attacks like MI-FGSM is
a high-priority direction for future work.

3. Failure Cases and Boundary Conditions: The ef-
fectiveness of SA-FGSM could be diminished by
defenses specifically trained to resist metaheuristic
search patterns. Furthermore, the Gaussian perturba-
tion strategy is ill-suited for structured data domains
(e.g., text, tabular), which would require domain-
specific candidate generation functions.

4. Hyperparameter Sensitivity: While we used rigor-
ous Bayesian optimization, SA-FGSM has more hy-
perparameters than PGD, which may require re-tuning
for new datasets or model architectures.

Critical future work includes a systematic ablation study
on the adaptive mechanism’s thresholds, an empirical com-
parison of different candidate generation distributions, and
a thorough investigation of transferability to establish the
method’s utility in black-box scenarios.

7 Conclusion
In this work, we introduced SA-FGSM, a novel hybrid ad-
versarial attack that integrates the global exploration ca-
pabilities of Simulated Annealing with the efficiency of
a gradient-based finalization step. Our central hypothesis
was that the tendency of gradient-based attacks—including
adaptive variants like APGD—to become trapped in local
optima leads to a systematic overestimation of the robust-
ness of modern defenses. By employing a metaheuristic
search capable of escaping these optima, we provided a
more accurate and challenging evaluation of model secu-
rity.
Our comprehensive and statistically rigorous experi-

ments confirm this hypothesis. When evaluated against
state-of-the-art, adversarially trained defenses, SA-FGSM
proved to be a significantly more effective adversary than
a suite of strong baseline attacks. We demonstrated that,
across multiple datasets and robust model architectures, our
method achieves a mean attack success rate of 83.6%, a sta-
tistically significant increase of over 32 percentage points
compared to the baseline mean (p < 0.0001).
Furthermore, our analysis revealed that SA-FGSM does

not simply find adversarial examples where others fail, but
finds qualitatively superior ones. The perturbations gen-
erated by SA-FGSM have a demonstrably and statistically
significant lower average ℓ2 norm and a 58.3% reduction in
perceptual distortion (LPIPS). This indicates that the global
search process is more efficient at identifying direct, im-
perceptible paths to a model’s decision boundary. Among
the four variants we proposed, SA-FGSM-Swift emerged as
a particularly compelling option, offering a state-of-the-art
success rate at a computational cost that makes it a practical
tool for large-scale robustness evaluations.

The success of SA-FGSM has important implications
for the field. It underscores that defenses validated solely
against first-order gradient-based attacks may not be as ro-
bust as presumed. The inclusion of attacks based on dif-
ferent, more global search paradigms is critical for a thor-
ough and reliable security assessment. Looking forward,
several key directions for future research emerge. While
our results regarding low ℓ2 norms and superior perceptual
quality suggest favorable transfer potential [14], empiri-
cal validation establishing black-box utility via comparison
with transfer-focused attacks (e.g., MI-FGSM, DI-FGSM
[36, 15]) remains essential. Additionally, addressing the
computational challenges of scaling to ImageNet through
hierarchical strategies and evaluating the method against
defenses explicitly trained to resist metaheuristic search pat-
terns represent critical next steps. Ultimately, by develop-
ing stronger evaluative tools like SA-FGSM, we can better
understand the true landscape of adversarial robustness and
drive the development of more genuinely secure models.
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