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Mobile ad hoc networks (MANETs) are wireless networks that are considered a good alternative to the 

other types of networks during the hardest times such as wars or natural environment disasters. 

MANETs have the capability of working without any need for base stations or infrastructures. However, 

MANETs are subject to severe attacks, such as the black hole attack. Many researchers in the field of 

secure routing and network security have been working on acceptable solutions to prevent black hole 

attacks in MANETs. Unfortunately, most of the proposals are not attainable or have performance 

difficulties. One of the most ambitious goals in the research is to find a way to prevent black hole attacks 

without decreasing network throughput or increasing routing overhead. Swarm intelligence is a 

research area for information models that studies the collective behavior of insects or animal swarms. 

Some algorithms have been proposed to address black hole attacks through new protocols and 

improving routing security with swarm intelligence. In this paper, we propose a parallel grid algorithm 

for MANETs that optimizes both routing discovery and security in an Ad Hoc On-Demand Distance 

Vector (AODV). The new technique, called Parallel Grid Optimization by the Daddy Long-Legs 

Algorithm (PGO-DLLA), simulates the behavior of the biological spiders known as daddy long-legs 

spiders. Experiments were conducted on an NS2 simulator to demonstrate the efficiency and robustness 

of the proposed algorithm. The results indicate better performance than the AntNet algorithm with 

respect to all metrics except throughput, for which AntNet is the better algorithm. In addition, the results 

show that PGO-DLLA outperforms the standard AODV algorithm in simulations of both a peaceful 

environment and a hostile environment represented by a black hole. 

Povzetek: Razvit je algoritem za obrambo pred napadi na omrežja MANET. 

 

1 Introduction  
Worldwide, there are more than 30,000 kinds of spiders, 

which are characterized by a unique way of hunting prey. 

Most types of spiders respond to vibrations that come 

from their web. Spiders have special methods for quick 

access to prey and capture them as soon as possible. 

Some vibrations coming from the web may signal a 

source of danger, and changing strategies is essential for 

avoiding the threat [1]. In this paper, we propose a new 

algorithm for parallel grid optimization that simulates the 

behavior of daddy long-legs spiders (PGO-DLLA). This 

type of spider responds to the first vibration that comes 

from the web and chooses the shortest path to catch the 

prey without giving it a chance to escape from the trap 

[2]. Spiders have a huge number of strategies to capture 

prey, such as trapping the prey in a sticky web [1], [2]. In 

the case of daddy long-legs spiders, all paths in the web 

are available for access to a destination, because daddy 

long-legs spiders do not use the glue that other spiders 

use. The absence of glue on the yarns of daddy long-legs 

spiders provides them with unique features, such as the 

ability to change their location in the web to avoid any 

dangers coming from outside the web. In addition, when 

there is more than one source of vibrations, the daddy 

long-legs spider chooses the smallest vibration frequency 

value to avoid the risk. This spider is sometimes called a 

hopper spider because it generates inverse artificial 

vibrations [2], which can be useful to tighten restrictions 

on its prey or to discard the prey when it is an unwanted 

kind. Daddy long-legs spiders are slightly different from 

other spiders because they have high sensing precision 
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using their eight legs, which act like sensors or agents to 

receive signals or to discover their prey’s position.  

A MANET contains many varieties of dynamic nodes. 

The network can be active in an actual environment 

without any infrastructure [3]. MANETs have numerous 

implementations in several fields, including emergency 

operations, military operations, civilian environments, 

and personal area networking [4]. However, they suffer 

from several limitations, such as short battery lives, 

limited capacities, and vulnerability to malicious 

behaviors. A black hole is one type of attack that occurs 

in MANETs. Black hole nodes attack routing protocols 

such as the AODV protocol [5], causing network packets 

to be dropped. The main goal of the AODV protocol is to 

find a path from a source to its destination node and then 

to forward the packets. The routing mechanism in AODV 

uses route requests (RREQs; for discovering routes) and 

route replies (RREPs; for receiving paths). However, this 

mechanism is vulnerable to attacks by malicious black 

hole nodes that can easily adjust the values of routing 

table fields such as hop count and DSN in order to 

deceive the source node after sending a RREQ, a source 

node will respond to the first RREP it receives. This 

RREP may be from a black hole node, and the source 

will not reply to other intermediate nodes. This could 

cause the end of cooperative work in MANET [3], [6], 

[7], [8], [9], [10].  

Intensive computations are required to make AODV 

secure against black hole attacks [11]. Most of the 

proposed solutions with limited computations such as 

trusting neighboring nodes, using cross-layer 

cooperation, or allowing route redundancy are fail to 

detect cooperative black hole attacks [6], [8], [9]. 

However, use of intensive computations as a solution to 

cooperative black hole attacks may lead to depletion of 

the limited energy of batteries. In this paper, we develop 

methods to find the shortest secure path and reduce 

overhead using the information that is available in the 

routing tables [12], [13]. However, we use this 

information as input to propose a more complex 

algorithm using swarm intelligence. Mathematical 

formulas such as Hooke’s law [14] and, Newton’s second 

and third laws [15] are utilized to evaluate the route reply 

and choose the best path. For example, the vibration 

between two nodes, depending on Hooke’s law.  

The remainder of this paper is organized as follows 

Section 2 discusses some related work, Section 3 

presents the proposed approach and methodology, and 

Section 4  presents the solution scenarios and parameters. 

Finally, Section 5 concludes the paper. 

2 Related work 
In [16], the authors proposed a new taxonomy to classify 

approaches to detecting black hole attacks in MANETs. 

This taxonomy classifies processes according to their 

computation: whether they are computationally limited 

or computationally intensive. In this taxonomy, the 

computationally limited approaches are simple processes 

that use network parameters, while the computationally 

intensive approaches use artificial intelligence techniques 

such as mobile agents, genetic algorithms, clustering, and 

fuzzy logic to implement the detection. Some approaches 

to detecting and defending against black hole attacks in 

MANETs are proposed in [6], [7], [8], [9], [10]. 

In [6], an anti-cooperative solution to black hole 

attacks that modified the standard AODV protocol was 

proposed. In the modified protocol, a source node does 

not respond directly when it receives the first RREP, but 

rather waits for a specific period of time. The source 

node has a cache list to save all RREPs and all details 

about the next hop that it gathers from other nodes. It 

then chooses the correct path from a list of response 

paths after checking for a repeated next hop node, and if 

there are none, it chooses a random path. The new 

contribution of this study was the use of a “fidelity table” 

and assigning fidelity levels to the participating nodes. 

The important point in their study is that it proposes a 

solution for collective black hole attacks. However, this 

method suffers from an increase in the control overhead, 

because of the exchanges of fidelity packets to achieve 

security. 

In [7], a dynamic anomaly training method, which is 

one of the learning methods in data mining, was used. 

The authors create a database that contains the features 

that result from attacks to compare these with a regular 

network status. They use statistical theory to produce an 

anomaly threshold by measuring a projection distance. 

This method can detect black holes in AODV with low 

overhead, but false positives are a major drawback. 

      In [8], the authors suggested a method based on 

the fact that attackers rely on changing the destination 

sequence number to the maximum number and will 

therefore acquire the routing and drop the packets. 

    In [9], the authors suggested a computationally 

limited method to detect black hole attacks during the 

routing discovery in the AODV protocol. This method 

combines the technique of trusting neighboring nodes 

with a route redundancy message parameter. When 

intermediate nodes receive a RREQ from a source node, 

they send back a new RREP contain a sequence number 

(SN) to the source node. At the same time, the 

intermediate node will generate a newly defined SN 

request (SREQ) and send it to the destination node 

through the route. The destination node receives the 

SREQ message and sends a SN reply (SREP) message 

containing its SN. The source node saves each new SN 

that it obtains from the destination node in a special field 

of a SN table (SNT), for comparison with the current 

sequence source number. The exchanges of the RREQs, 

RREPs, SREQs, and SREPs in the entire network 

between the source and destination nodes increase the 

control overhead. This method is probably not effective 

in a large topology that has high mobility. 

In [10], an algorithm was proposed that provides a 

security mechanism in AODV by trusting neighboring 

nodes based on feedback from other nodes and their 

reputations in the network. This is a distributed 

collaborative approach for ad hoc wireless networks. In 

this algorithm, each node does intrusion detection system 

(IDS) work locally and independently, but nearby nodes 

work together to monitor a larger area. Each node is 
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responsible for overseeing the activities involving local 

data. If an anomaly is detected in the local data, or if the 

evidence is not sufficient and requires a more 

comprehensive search, neighboring IDS agents cooperate 

on the global intrusion detection. However, this 

algorithm has a high routing control overhead. 

3 Proposed approach and 

methodology 

In this paper, we propose a new mechanism that works as 

an intelligent swarm algorithm based on the VDLLA 

algorithm, which is integrated into the AODV routing 

protocol. The new technique, which is intended to 

enhance security in the AODV protocol, is called Parallel 

Grid Optimization by the Daddy Long-Legs Algorithm 

(PGO-DLLA). It tries to reduce financial and technical 

constraints by reducing the number of hops in the route 

discovery for finding the destination. This algorithm is 

proposed in order to reduce the severity of black hole 

attacks and eliminate them. 

3.1 Virtual Daddy Long-Legs Algorithm 

(VDLLA) 

The VDLLA is a swarm of spiders. We assume that each 

spider has nine positions represented as a 3×3 matrix in a 

grid space, where eight of the positions are for the 

spider’s eight legs and the center position is for the 

spider’s body. Each spider evaluates the nine positions 

based on the objective function and determines the best 

location from the nine positions. The best position for 

each spider is then evaluated to choose a global position. 

The computational procedure of the VDLLA is as 

follows. 

Step 1: Generate Initial population of spider members, 

considering N as the total number of members. 

Step 2: Generate Initial location for each body of spider 

members randomly, and then calculate the legs 

position based on body position: 

Assume the body position = (X, Y), the legs 

position is eight direction where: from up = 

(X,Y+0.1), from down =(X,Y-0.1), from left 

=(X-0.1,Y), from right = (X+0.1,Y), from up 

left = (X-0.1, Y+0.1), up right =(X+0.1,Y+0.1), 

from down left =(X-0.1,Y-0.1) and downright 

=(X+0.1, Y-0.1) as shown in Table 1 below. 

 

 

Table 1: The positions of each agent (spider). 

Leg5 = 

 (X-0.1, Y+0.1) 

Leg1 = 

(X,Y+0.1) 

Leg6 = 

(X+0.1,Y+0.1) 

Leg3 = 
(X-0.1,Y) 

body =  
(X,Y) 

Leg4 =  
(X+0.1,Y) 

Leg7 = 

(X-0.1,Y-0.1) 

Leg2 = 

(X,Y-0.1) 

Leg8 = 

(X+0.1, Y-0.1) 

 

Step 3: Evaluate the fitness for each agent (spider) where 

the evaluation includes all position of agent 

(body + legs). 

Step 4: Select the best fitness for each agent (spider) and 

save the position as best   position. 

Step 5: Select the global fitness from all best fitness and 

save the position as global position. 

Step 6: Do while global fitness greater than tolerance 

value (tolerance value is based on objective 

function). 

Step 7: Find new position for each agent where the body 

move to best position and legs position change 

based on body. 

Step 8: Find new best fitness and new global fitness. 

Step 9: If new global fitness less than global fitness. 

Step 10: Global fitness = new global fitness. 

Step 11: Else if new global equal global fitness 

Step 12: Change the global position using (1)  below: 

      dRNDGposGpos oldnew ,101.0  (1) 

Where, d is the dimension of objective function. 

Step 13:  iteration=iteration +1 

Step 14: End while. 

3.2 Problem formulation and solution 

representation 

Aggregative conduct or swarm behavior in animals or 

insects is intelligent behavior of their biological group. 

The study of swarm intelligence is aimed at 

understanding the behavior of a group in nature. 

Biological scientists have found that many models can 

mimic the living systems of animals or insects.  

Most spiders do not live in communities, so swarm 

intelligence does not reflect the collective behavior 

directly:  rather, in this research we consider the sensitive 

behavior of spider legs to represent the collective 

performance. This approach is a relatively new 

orientation in the area of swarm intelligence. It is very 

important to develop new frameworks, which may be 

very useful in highly dynamic routing networks, in this 

area. We apply the new algorithm to MANETs, to 

address the problem of black hole attacks in the AODV 

routing protocol. The new proposal is based on the daddy 

long-legs spider’s behavior in nature, as described in the 

next section. 

3.3 The proposed PGO-DLLA algorithm 

In AODV routing protocol, each node has a routing table 

which includes the information such as; hop count, 

destination sequence number (DSN), life time, source IP 

address. PGO-DLLA have three routing tables; the first 

table (L1) contains a source sequence number (SSN), 

destination sequence number (DSN) and lifetime of the 

leg (LTL1). The second table (L2) contains SSN, DSN, 

and the force (F). The third table is the routing table that 

contains all a routes discovery (RD), current route 

discovery (CRD), life time (LT), and the best route (BR) 

to destination node. Figure 1 illustrates the PGO-DLLA 

routing tables. 
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L1 L2 

 

Routing Table 

 

 

 

SSN 

DSN 

      LTL1 

 

 

SSN 

DSN 

  F 
 

RD 

     CRD 

      LT 

      BR 
 

 

Figure 1: PGO-DLLA routing tables. 

 

The route discovery in PGO-DLLA is shown in Figure 2. 

The spider sends an agent (L1), to neighboring nodes to 

discover the route to the destination (prey). 

 

 

 

 

 
 

 

 

 

 

 

 

 

Figure 2: The route discovery in PGO-DLLA. 

 

After broadcasting legs to all neighbor nodes, the spider 

(source) waits for a lifetime (LT) for receive (L2), if 

source receives L2 that means this node has a route to the 

destination or it is a destination. Then, the source node 

evaluates all route reply that comes from neighboring 

nodes using (5), to find the best move and select the next 

path. The Newton second law is computed the force. 

According to [18] Newton second law is stated as “The 

vector sum of the forces on an object is equal to the total 

mass of that object multiplied by the acceleration of the 

object”. (2) shows the original Newton second law. 

 

maFnet   

 

(2) 

Where, m is the mass,  a is the acceleration where can 

be calculated also by Newton second law (3). 

 

 mFa net /  

 

(3) 

Depending on Hook’s law [14] that is stated “The 

force exerted by the spring which is proportional to the 

length of stretch or compression of the spring and 

opposite in direction to the direction of the stretch or the 

compression”. (4) shows the original Hook’s law. 

 

kxF   

 

(4) 

Where : K is constant, X is displacement. By replace the 

(3) by (4) we get the acceleration equal to (5). 

x
m

k
a 








  (5) 

We suppose that m equals to DSN, and K is constant 

number which sets 0.1.  

3.4 Solution representation  

     The PGO-DLLA algorithm has one main goal ( 

shortest secure path ). The main goal can be achieved by 

using objective function that includes two sub goal; 

shortest path and secure path. The Shortest Secure path 

in PGO-DLLA from source to destination can be 

calculated by the following process Figure 3: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3: Pseudo code of PGO-DLLA. 

Step 1: Distribute one agent to every node that is a 

central station to its neighbors, and this is 

done by checking the table of each node 

separately. 

 

Step 2: For each agent simultaneously (applied at 

same time). 

 

Step 3:  Create two tables for each agent 

 

a) The distances table which represented 

the distance between agent and 

neighbor nodes. 

 

b) The acceleration table which 

represented the evaluation function for 

agent to choose best path. 

 

Step 4: Find the result of evaluation function for 

agent using (6). 

m

kx
  

 

(6) 

Step 5: Create an ascending table for the (α) values 

(ListMin).   

 

Step 6:  Calculated the value of threshold as (7). 

 %6DSN

kx
ThDynamic   (7) 

 

Step 7:  For   ListMin (node) 

                        If ListMin (node) <=  DynamicTh  

                               select Path 

                               Exit For 

                        else  

                               delete Path from routing table             
 

Step 8:  Next For (new node)  
 

Step 9:  Stop 
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An example of the route discovery in PGO-DLLA is 

shown in Figure 4, in this figure the source A send 

requests to each neighbor node (B, C and D) to discover 

a route to the destination. The neighbor node (B and D) 

are replying to source A. The source A will evaluate the 

node B and D separately using (5). Source Node A 

decided to choose the main value that less than the 

threshold which in this example, source A choose node B 

as Best route and secure at the same time. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 4: Example of the route discovery in PGO-DLLA.  

4 Solution scenarios and parameters 
We used NS2 simulator, version 2.33 [19], to conduct 

simulation scenarios in order to determine the efficacy 

and accuracy of our AODV routing protocol. We use the 

traffic rate and mobility models similar to parameters 

setting in simulation model that reported in [17]. The 

traffic sources have a continuous bit rate (CBR). The 

mobility model is the random waypoint model. The map 

area uses a square 800×800 field with 50 nodes.  The 

pause time varies (between 10 and 100 sec.). The 

simulation were run 40 times for each scenario (1–4).       

4.1 Experimental results 

Simulation 1 tests the original AODV, simulation 2 tests 

the black hole AODV, simulation 3 tests the AntNet 

algorithm [20], [21], and simulation 4 tests the proposed 

PGO-DLLA for discovering the shortest secure path. The 

parameters for simulations 1–4 are shown in Table 2.  

4.2 Performance metrics 

Four performance indicators are used to measure the 

performance of the proposed PGO-DLLA, the standard 

AODV, the black hole AODV (BAODV) and AntNet. 

The details of these performance metrics are as follows: 

 

 The packet delivery ratio (PDR) is the 

percentage of data packets sent by the source 

that are received by the destination. A larger 

packet delivery ratio indicates better protocol 

performance. (8) shows how the packet delivery 

ratio is computed: 

 

Sent Packets Data ofNumber 

Received Packets Data ofNumber 
PDR

 
 

(8) 

 Packet loss (PL) is the percentage of packets 

that are lost during the simulation. A lower 

packet loss rate indicates better protocol 

performance. (9) shows how packet loss is 

computed: 

 

Received Packets -Sent PacketsPL

  

(9) 

 The end-to-end delay (EtoE) is the average time 

taken for data packets to reach the destination. 

Only the data packets that are successfully 

addressed and delivered are counted. A lower 

end- to-end delay indicates better performance. 

(10) shows how the end-to-end delay is 

computed: 

 






sConnection

Timeion Transsmiss - Time Arrival
EtoE

  

(10) 

 Throughput (TH) is the number of packets 

received per unit of simulation time. A higher 

throughput value indicates better protocol 

performance. (11) shows how throughput is 

computed: 

 

Time Simulation

Received Packets
TH

 

(11) 

4.3 Results of the comparison of PGO-

DLLA with AntNet and discussion 

For these scenarios, the pause time was varied from 0 to 

100 sec., as shown in the parameters for scenarios 3 and 

4 in Table 2. In Figure 5-a, the PDR for PGO-DLLA was 

better than the PDR for the AntNet algorithm for most 

sets of pause times. This is because of the new routing 

characteristics of the proposed algorithm, which finds the 

shortest route to the destination node with the smallest 

number of hops.  

     Generally, when the algorithm selects a route based 

on a smaller hop count, it chooses the shortest path to the 

destination node and thus avoids some potential link 

failures. For this reason, the average end-to-end delay 

may decrease [22]. In Figure 5-b, the value of the EtoE 

for PGO-DLLA was slightly higher than for the AntNet 

algorithm. One reason for this is the calculation that is 

required to find a new route in order to avoid attacks. 

     Throughput measures the number of packets from the 

source that are received by the destination node. If any 

delay occurs as the result of complex routing or updating 

the route, the throughput will be decreased [23].  

     As shown in Figure 5-c, PGO-DLLA has better 

throughput than the AntNet algorithm during the first 

four time periods (t = 10, 20, 30,40), and, the throughput 

of the AntNet algorithm then becomes better. 

Nevertheless, the throughput of PGO-DLLA and the 

AntNet algorithm both increase across time. 
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Figure 5 (a, b, and c) shows a distinctive peak in 

AntNet graphs, the reason behind that is the using of two 

different routing discovery in AntNet and PGO-DLLA 

algorithms. Specifically, AntNet algorithm has a 

multipath routing that helps it to avoid the link fails, 

while PGO-DLLA has multi agent's strategy that takes 

some period (from 10 to 20 Sec.) to configure the routing 

tables. Hence, some distinctive peaks have been appeared 

in the beginning of executing AntNet compared against 

PGO-DLLA. 

     In some cases where intermediate nodes make routing 

decisions, such as in self-adaptive algorithms, the nodes 

update the routing after each iteration. In  such 

algorithms, the routing discovery is not done by the 

source node, and most of these algorithms are designed 

to work in dynamic environments. As a result, the packet 

dropping rate will increase, which results in an increased 

packet loss rate. However, PGO-DLLA has a more stable 

packet loss rate than the AntNet algorithm because of its 

special way of routing to the destination node, as shown 

in Figure 5-d.  

 
 

 

 
 

 
 

 
 

 

Figure 5: The results of compression of PGO-DLLA and 

AntNet; (a) PDR, (b) PL, (c) EtoE, (d) TH. 
 

4.4 Results of the comparison of PGO-

DLLA with AODV and BAODV and 

discussion 

Even though the rate of throughput is small, because the 

pause time equals zero (continuous motion), the PDR 

may be not affected [24]. In such a situation,  the new 

proposed algorithm has more than one strategy to ensure 

that all packets are received by the destination nodes. In 

Figure 6-a, we can see some decrease in the PDR for 

BADOV and standard AODV, as the effect of black hole 

attacks from a malicious node. In contrast, the PDR rate 

for PGO-DLLA increases, because of its strategy to 

avoid black hole attacks while retaining the shortest path 

to the destination node. 

       Figure 6-b shows a comparison of PGO-DLLA, 

BADOV, and standard AODV with respect to the 

average end-to-end delay. In this figure we can see that 

PGO-DLLA has a lower rate of delay, which is because 

(a) 

(b) 

(c) 

(d) 

(f) 

(e) 

(d) 
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of its strategy to change the route when it is broken as a 

result of misbehaving nodes. In contrast, the average 

end-to-end delay for BADOV increases, as the effect of 

black hole attacks. 

       Figure 6-c shows a comparison of PGO-DLLA, 

BADOV, and standard AODV with respect to 

throughput. In this figure, we can see that PGO-DLLA 

has a higher throughput,  because it can avoid dropping 

packets as a result of black hole attacks and change the 

route to the destination if it finds any disconnection. In 

contrast, the throughput for BADOV is very low, which 

is the effect of having black hole attacks without any 

strategy to avoid the attacks. 

       Figure 6-d shows a comparison of PGO-DLLA, 

BADOV, and standard AODV with respect to the rate of 

packet loss. In this figure, we can see that BADOV has a 

higher loss rate, as the result of black hole attacks. In 

contrast, PGO-DLLA has a very low loss rate, which is 

very close to that of the standard AODV. 

 

 
 

 

 
 

 
 

 

 
 
Figure 6: The results of compression of PGO-DLLA with 

standard AODV and Black Hole AODV; (a) PDR, (b) 

PL, (c) EtoE, (d) TH. 

5 Conclusions   
This paper proposes a defense mechanism against a 

cooperative black hole attack in a MANET that relies on 

the AODV routing protocol. The new method is called 

the PGO-DLLA protocol, modifies the standard AODV 

and optimizes the routing process. The idea inspired by a 

spider called daddy long-legs is a new technique for 

finding suspicious nodes and avoiding black hole attacks. 

As a swarm algorithm, the PGO-DLLA can consolidate 

the routing mechanism. Some changes are made in the 

routing tables to store the shortest and secure path from 

source to destination node. The main objective in this 

method is to avoid black hole attacks without causing 

delays in the routing protocol. The experimental results 

show that PGO-DLLA is able to improve the 

performance of the network with respect to most of the 

performance metrics examined. For future work, we plan 

to examine the enforcement of additional complex 

(a) 
(d) 

(b) 

(c) 

(e) 
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attacks and the latest routing. The PGO-DLLA algorithm 

could not work on real maps directly, some adjustments 

would be needed (for instance, we need to adjust the 

distances between the nodes to the real distances among 

cities in the real maps, and we need to calculate a risk 

level value rather than the destination sequence number 

DSN). 
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