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The rise of digital image tampering has increased the inability to check authenticity of images. This has
made its identification as well as the localization the tampered regions a significant challenge. Watermark-
based content authentication methods provides an effective solution to it. This study proposes a strong and
reliable watermark-based authentication algorithm. It uses two watermarks that are created using the Haar
wavelet transform, discrete cosine transform, and singular value decomposition. A tamper detection mask
is also used to highlight the tampered regions of the image. The embedded watermarks were observed to
resist various attacks, including compression, cropping, noise addition, and blurring. This highlights the
robustness of the approach. The experimental evaluations show that the proposed method achieves high
imperceptibility with various near-ideal metrics. It achieved Peak Signal-to-Noise Ratio (PSNR) values
> 38 dB, Structural Similarity Index Measure (SSIM) > 99%, and Normalized Cross-Correlation (NCC)
of ∼99.8%. The method effectively detects various types of manipulation and attacks in images. The
proposed technique shows strong applicability in various domains, including digital forensics, copyright
enforcement, and the protection of sensitive multimedia contents.

Povzetek: Študija predlaga robusten in zanesljiv algoritem za preverjanje pristnosti na osnovi vodnega
žiga. Metoda uporablja dva vodna žiga, ustvarjena s pomočjo Haarove valovne transformacije, diskretne
kosinusne transformacije in metode SVD.

1 Introduction

The use of digital media has increased significantly in re-
cent years. They are considered a suitable choice to easily
share information. Among them, images are an impactful
source of information. According to a survey, more than 2.1
trillion images are taken annually for content creation [1].
However, easy access to image editing tools poses a threat
to the authenticity and integrity of digital content [2]. The
reliability of media is very important, especially in the do-
main of journalism, publishing, law enforcement, medical
diagnostics, etc. For example, in the medical field, doctors
use medical images for accurate diagnosis and treatment
planning. On the other hand, digital images and videos are
frequently submitted as evidence in legal settings. In such
scenarios, the authenticity of digital content is directly re-
lated to important decision-making. As a result, detecting
manipulation or tampering of these digital media has be-
come an important research challenge [3, 4].
The wide use of advanced digital cameras and user-

friendly editing software provides a seamless editing expe-
rience. It provides flexibility for even non-expert users for
alteration. In addition, these edits are done using such so-
phisticated methods that usually leave no noticeable visual
artifacts. It canmislead viewers and can rapidly spreadmis-

information. This poses serious social, political, and eco-
nomic risks [5]. An example of such image manipulation
in 2017 is presented in Figure 1. A senior police officer is
presented as kneeling before a politician. The investigation
revealed that the image had been manipulated by splicing a
frame from a 2011 Bollywood film into an authentic pho-
tograph [6]. Such incidents highlight the need for reliable
image tampering detection techniques. A brief overview
of historical cases of image tampering is presented in [7].
Digital image manipulation falls into four main categories

Figure 1: Illustration of image manipulation [6]: left—
tampered image; right—original scene.

based on the type of alteration: copy-move or cloning,
splicing, retouching, and resampling [8]. In copy-move
tampering, a region of an image is duplicated and pasted
elsewhere within the same image. They are usually used
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to hide or replicate an object. Splicing involves merging
segments from different images to create a composite that
misrepresents reality. Retouching focuses on improving or
modifying the image to change its visual impact without
changing the image geometrically. Resampling applies ge-
ometric operations such as scaling, rotation, affine transfor-
mations, etc., to align tampered regions with the surround-
ing context. An illustration of all these manipulations is
shown in Figure 2. These techniques pose unique chal-
lenges to detection algorithms. This presents the need to
develop specialized approaches for detection.

(a) (b) (c) (d)

Figure 2: Row 1: the forged images: (a) cloned, (b) spliced,
(c) retouched, and (d) resampled. Row 2: the original im-
ages

Tamper detection techniques are categorized into two
broad types: active and passive methods [9]. Active meth-
ods involve the integration of additional information into
the media during its creation or transmission. This in-
formation consists of watermarks, digital signatures, etc.
These features act as integrity verifiers that can be ex-
tracted or verified to detect unauthorized alterations. Wa-
termarking techniques can be divided into fragile and robust
types. Fragile watermarks are highly sensitive to changes.
They can be easily warped by even minor modifications.
Although this makes them effective in detecting tamper-
ing, they are not built to handle intentional attacks. How-
ever, robust watermarking is designed to resist various im-
age processing operations such as compression, filtering,
geometric transformations, and noise addition [10]. As
discussed in [11], an effective and robust watermarking
scheme must meet the criteria of security, imperceptibil-
ity, and robustness, collectively known as SIR. Similarly
to a watermark, digital signatures are important in active
authentication. A digital signature is a cryptographic tech-
nique that binds a unique identifier to the content. This al-
lows us to verify the origin and integrity of the image. Un-
like watermarking, it does not alter the content of the media
itself. This makes them suitable for scenarios where main-
taining the original quality of the image is important [12].
Thus, both watermarking and digital signatures play com-
plementary roles in active tamper detection systems.
Passive or blind tampering detection techniques work

without embedded information or prior access to the origi-
nal image [13]. These methods study the visual features of

the image and the statistical irregularities introduced within
them during manipulation. It assumes that every tampering
introduces some detectable traces. These artifacts may be
present in the form of irregularities in noise patterns, color
distributions, compression artifacts, etc., [14]. Various sta-
tistical, machine learning, and signal processing techniques
have been proposed to capture and analyze these varia-
tions. This analysis provides effective tamper localization
and classification [15, 16].
Motivated by the need for an efficient image authentica-

tion system, the proposed work presents an improvement
over existing dual or hybrid watermarking schemes. It pro-
poses a strategically integrated three-level transform ap-
proach: the Discrete Cosine Transform (DCT), the Singular
Value Decomposition (SVD), and the Haar wavelet trans-
form. They are combined with a dual watermark structure
that consists of a signature and a fingerprint. Unlike tradi-
tional methods that focus solely on the verification or au-
thentication of the ownership, this method inserts the sig-
nature into the fingerprint. The resultant is then embedded
in the host image. This forms a hierarchical and layered
authentication mechanism. In addition, a novel tamper de-
tection method is introduced. It uses the embedding of a
tamper detection mask into the HL1 and LH2 sub-bands
of the Most Significant Bit (MSB) plane using a two-level
DWT. This allows authenticity to be checked and the ex-
act manipulated regions to be located. This part was ob-
served to be overlooked in existing work. Integration is not
just a fusion of existing techniques but a carefully designed
extraction process. It ensures robustness, imperceptibility,
and active tamper location. It provides a comprehensive
and novel solution for the authentication and protection of
image content.
To evaluate the effectiveness of the approach, the follow-

ing research questions (RQ) are designed to highlight the
key contributions:

– RQ1: How does the proposed approach improve the
robustness and efficiency of watermark-based content
authentication and tampering detection compared to
individual techniques?

– RQ2: To what extent does the proposed model main-
tain high performance on the basis of the Peak Signal-
to-Noise Ratio (PSNR), Structural Similarity Index
Measure (SSIM), and Normalized Cross-Correlation
(NCC) when introduced to various attacks?

– RQ3: How accurately can the proposed method de-
tect and locate tampered regions, especially in com-
plex scenarios?

The remaining sections of the paper are organized as fol-
lows: Section 2 gives a brief overview of existing tech-
nological advancements in the domain. Sections 3 and 4
present an overview of the technologies used and explain
the proposed methodology, respectively. Section 5 dis-
cusses the experimental setup and analyzes the results ob-
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tained. Section 6 concludes the paper with suggestions for
future research directions.

2 Literature review
Digital watermarking is the process of inserting unique
identifiers into host signals. They are mainly used to ver-
ify authenticity, ownership, or both. They have evolved
significantly since their prominence in the 1990s based on
methodologies and applications [17]. Watermarking is used
for various purposes, including copyright protection, pre-
vention of unauthorized duplication, assurance of digital
content integrity, etc., [18]. They can be divided into two
main groups based on their primary objective: authentica-
tion models and tampering detection models.

2.1 Authentication models
The healthcare sector relies on invisible watermarking due
to its need for secure, durable, and efficient data protection
techniques. A discrete watermarking model for the preser-
vation of copyright in medical data is described in [19].
Continuing in this direction to safeguard medical images,
the authors in [20] used DWT and SVD-based methods for
invisible watermarking. Poonam andArora [21] used DWT
and SVD-based watermarking techniques. Zermi et al. [22]
introduced a blind method for medical image authentica-
tion that integrates an electronic patient record (EPR) hash
with image acquisition data. This approach ensures data
integrity by embedding the EPR hash in medical images,
making use of DWT and SVD.
The researchers in [23] suggested a hybrid digital water-

marking model for Digital Imaging and Communications
in Medicine (DICOM) that combines visible-imperceptible
and robust-imperceptible watermarking approaches. This
method preserves the integrity of EPR data while authen-
ticating the source. The technique is applied to DICOM
images with bit depths greater than 8 bpp. The approach
was tested against twenty different geometric and signal
processing operations and was found to be robust across all
scenarios tested. The researchers in [24] proposed a water-
marking model using DCT-DWT and spatial SVD for wa-
termark embedding. It achieved a PSNR of 40 dB, an NCC
of 0.9, and an SSIM value of nearly 0.99. The method is
found to withstand noise attacks, filtering, geometric de-
formations, and compression.
Rajput et al. suggested a watermark model combining

DWT, Haar Discrete (HD), and SVD that outperformed
other existing models in terms of high resistance to attacks
and better quality [25]. Hu et al. proposed a watermark-
ing model that resists instruction-driven image editing and
withstands instruction-driven image editing (IDIE) [26]. A
Partial Instruction-Driven De-noising Sampling Guidance
(PIDSG) module with the encoder-decoder training frame-
work was integrated. It improves the strength of the water-
mark against IDIE and the semantic distortions introduced
by IDIE. The researchers have experimentally proved that

the watermark offers robustness while maintaining high vi-
sual quality and editability.
Neekhara et al. proposed a multipurpose deep learn-

ing (DL)-based watermarking technique that can embed a
secret text in image pixels [27]. The researchers created
an encoder-decoder-based training framework that recovers
secrets if the found watermark was found to be untampered
with. U-Net CNN architecture is used for the encoder and
decoder network that uses 256× 256 input images. In addi-
tion, a discriminator network is used to distinguish real and
tampered images. Its robustness also extends to images and
videos.
Nadimpalli and Rattani proposed a facial image water-

marking technique for social networks that is impenetrable
against adversarial watermark removal attacks [28]. The
proposed U-Net CNN-based architecture consisted of five
components: encoder, decoder, adversary network, dis-
criminator, and critic network. FaceForensics++, CelebA,
and the IMDB-Wiki dataset were used to train and evaluate
the model.
The researchers in [29] proposed a wavelet transform-

based reversible watermarking algorithm for the authenti-
cation of image content. A focus on avoiding tampering’s
influence on the wavelet domain was considered. Each
block of the image (four pixels in each block) is transformed
as a carrier signal for watermark information. Two dif-
ferent watermarks are used, encrypted, and scrambled us-
ing chaotic mapping with different keys. It increases se-
curity and embedding randomness. Different detection and
screening levels improve accuracy. Both watermarks re-
construct category and feature information when restoring
tampered areas.
Similarly, the researchers in [30] proposed a dual-

watermarking scheme using DWT-SVD and two authen-
tication layers. The watermarking scheme uses a non-
pixelpping 8x8 pixel block with DWT transform on a
512x512 host image. This generates an authentication bit
for tamper localization. The approach was tested and eval-
uated on the SIPI dataset.
The researchers in [31] introduced a bioinspired water-

marking algorithm for retinal fundus images in computer-
aided retinopathy diagnosis. It uses the Steered Hermite
Transform (SHT) and SVD to create imperceptible water-
marks, embed them into RGB fundus images, and encrypt
them using the Jigsaw Transform for added security. The
MESSIDOR-2 dataset was used to train and evaluate the
model. In addition, four DL models were evaluated to de-
tect the application of watermarks in the images. However,
the proposed watermarking approach was resilient and re-
mains undetected against DL models.

2.2 Tampering detection models
Hu et al. proposed a tampering identification model us-
ing watermarking and alpha mattes to detect forged images
[32]. The proposed model calculated the alpha matte of the
image using component hue-difference-based spectral mat-
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ting and used a DWT-DCT-SVD-based watermarking tech-
nique to insert the watermarks. The detection method uses
the difference in singular values to identify manipulated
foreground and background photos by inserting two distinct
watermarks based on derived alpha mattes. The technique
reliably identifies forgeries produced by image matting or
image in-painting, tampered foreground and background
photos, and traded foreground and background images. An
adaptive threshold was used that makes it suitable for real-
world scenarios. Nguyen proposed a fragile model of im-
age authentication that combines DCT, DWT, and SVD,
and DCT for feature selection and quantization index mod-
ulation (QIM) for the generation and embedding of the au-
thentication code [33]. The coefficients are calibrated using
the Gram-Schmidt process to ensure the expected retrieval
of the authentication code. The model is found to produce
watermarked photos with great visual quality and excellent
tamper detection accuracy.
The researchers in [34] proposed a visual cryptography-

based watermarking scheme to detect forgeries in images.
The approach was tested against various attacks such as
noise, sharpening, median filtering, lossy compression, and
geometric distortions. The authentication and forgery de-
tection model proposed in [35] integrates vector quan-
tization (VQ), absolute moment block truncation coding
(AMBTC), and double matrix encoding to reduce distor-
tions caused to the host due to watermarking. The authors
used images from the BOWS dataset to conduct their ex-
periments. The fragile and reversible watermarking model
proposed in [36] generates twowatermarked versions of the
image. It provides complete recovery of the original im-
age when no tampering is present. It ensures high-quality
restoration if tampering is detected.
The researchers in [37] proposed a watermarking model

to detect image manipulation using adaptive matrices and
overcome the limitations of various previous methods. The
embedding process uses a two-stage authentication mech-
anism with a 16-bit validation scheme to ensure precise
forgery localization. This adaptive approach is designed
to adapt the matrix pattern to the characteristics of the im-
age. At the same time, the utilization of logistic sequencing
enables the generation of non-periodic and non-convergent
patterns. It improves authentication efficiency and accu-
racy. The approach was tested using the USC-SIPI dataset.
An average PSNR value of 55.90 dB and an SSIM greater
than 0.99 were observed.
The researchers in [38] proposed a watermarking tech-

nique using a complex wavelet transform of quaternion two
trees for the extraction of features from images. The maxi-
mal entropy random walk algorithm identifies the best em-
bedding area within the low-frequency subband. To de-
tect and localize tampering, a watermark is created using
the Swin transformer model and embedded in the chosen
blocks. In addition, a dual scrambled image is encoded us-
ing SVD-derived principal component coefficients to au-
thenticate the watermarked image before extraction. The
semi-blind extraction method verifies authenticity by com-

paring the retrieved scrambled watermark with the original
regenerated watermark. The approach was evaluated using
three datasets, including HDR images, CASIA, and other
datasets.
The researchers in [39] proposed an approach to image

tampering and localization using the integer wavelet trans-
form (IWT). IWT coefficients were used to generate face
recovery information and embed it into cover-face images
at the sender’s side. Three algorithms are proposed, with
IWT showing superior performance. The algorithm effi-
ciently identifies altered blocks and restores unaltered ver-
sions to ensure originality, integrity, and security. The ap-
proach was tested on various images that differ in dimen-
sion and size.
A detailed review of existing studies shows that vari-

ous traditional watermarking approaches use single-domain
techniques, such as standalone DWT, DCT, or SVD. It
leads to a failure to balance robustness, imperceptibility,
and tampering localization. They usually rely on DWT.
As a result, they are vulnerable to frequency-based attacks,
such as filtering, compression, or noise addition. This
occurs because of the limited stability of wavelet coeffi-
cients under such distortions. Similarly, even if DCT-based
schemes benefit from energy compaction, they suffer from
reduced spatial localization capabilities. Although SVD-
based approaches are efficient in maintaining impercepti-
bility, they lack spatial sensitivity to detect local tampering
effectively.
In addition, only a few existing frameworks focus mainly

on watermark retrieval without offering a reliable mech-
anism to locate tampered regions. In particular, limited
attention has been given to the idea of embedding auxil-
iary tamper detection structures within transform domains.
They can include spatial markers or canvases that improve
the visual identification of manipulations. The proposed
approach addresses these issues effectively by proposing a
hybrid watermarking-cum-tampering localization model.

3 Background materials
This section highlights the mathematical details of the
transforms used: the Discrete Wavelet Transform (DWT),
the DCT, and the SVD. They play an important role in var-
ious image processing tasks due to their ability to extract,
analyze, and manipulate features in the transform domain.

3.1 Discrete wavelet transform
It has the ability to break up an image into its frequency
components. It provides analysis at multiple resolutions.
Unlike the traditional Fourier Transform, which only cap-
tures frequency content, DWT provides both spatial and
frequency localization, making it particularly suitable for
hierarchical image analysis. Among various wavelet fami-
lies, the Haar wavelet is often preferred due to its simplicity
and computational efficiency.
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For two-dimensional (2D) images, the DWT applies a set
of low-pass (L) and high-pass (H) filters along the rows and
columns of the image, followed by downsampling. This op-
eration results in four sub-band images, each representing
different frequency and directional information.
Figure 3 shows the level-1 DWT decomposition of the

standard ‘cameraman’s image using the Haar wavelet. The
right image is the original, while the left image displays the
four decomposed sub-bands: (a) LL, (b) LH, (c) HL, and
(d) HH. The basic operations of the 2D Haar-DWT, specifi-
cally, horizontal and vertical filtering, are illustrated in Fig-
ure 4.

Figure 3: Level-1 DWT decomposition using Haar wavelet

Figure 4: Level-1 Haar-DWT: Horizontal and vertical op-
erations on a 2× 2 image.

In watermarking applications, embedding data in the LL
sub-band enhances robustness but can significantly degrade
visual quality. Conversely, embedding in the HH sub-band
is less perceptible but more vulnerable to attacks such as
compression or filtering. Therefore, most DWT-based wa-
termarking techniques favor the LH and HL sub-bands,
striking a balance between imperceptibility and robustness.
DWT’s ability to provide secure, resilient, and impercepti-
ble embedding makes it ideal for applications in copyright
protection, image authentication, and tamper detection.

3.2 Discrete cosine transform

It is widely used in image compression and watermarking
because of its energy-compaction property. It transforms
spatial-domain image data into frequency-domain coeffi-
cients, making it easier to manipulate significant features
while removing redundant information.
DCT segments an image into non-overlapping blocks

(NOB) of size B ×B, where B depends on the image res-
olution and processing requirements. For each block, the

forward DCT coefficients are computed using Equation (1).

FDCT (γ, ζ) =

B�1X
�=0

B�1X
�=0

NOB(α, β) ·Ker(α, β, γ, ζ)

(1)
Here, NOB(α, β) represents the pixel value at position

(α, β), and the kernel functionKer(α, β, γ, ζ) is evaluated
using Equation (2).

Ker(α, β, γ, ζ) = ω(γ) · ω(ζ) cos
�
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�
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�
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The scaling factor ω(z) is calculated using Equation (3)

ω(z) =

8>><>>:
r

1

B
if z = 0r

2

B
if z > 0

(3)

To reconstruct the image block from its frequency-
domain coefficients, the inverse DCT (IDCT) is applied us-
ing Equation (4).

RDCT (α, β) =

B�1X

=0

B�1X
�=0

FDCT (γ, ζ) ·Ker(α, β, γ, ζ)

(4)
Due to its ability to preserve important visual details

while minimizing perceptible distortions, DCT is an effec-
tive tool for embedding watermarks in mid-frequency coef-
ficients, where changes are less noticeable yet are resistant
to compression attacks.

3.3 Singular value decomposition
It is a linear algebra technique that is used in image pro-
cessing for tasks such as compression, noise reduction, and
watermarking. It decomposes a matrixA of sizem×n into
three matrices: U , S, and V T as defined in Equation (5).

Am�n → Um�mSm�nV
T

n�n (5)

Here, U is an orthogonal matrix of size m × m that con-
tains the left singular vectors, S is an diagonal matrix of
size m × n containing singular values that represent the
strength of each corresponding vector, and V T is the trans-
pose of an orthogonal matrix of size n×n that contains the
right singular vectors.
SVD identifies the directions in which the data are most

variable and separates the signal from the noise. The orig-
inal matrix A can be reconstructed from its decomposed
components using the inverse operation using Equation (6).

Am�n ← Um�mSm�nV
T

n�n (6)

In watermarking, SVD is particularly useful because
slight changes in singular values do not significantly af-
fect image quality. Embedding watermark data in singular
values ensures SIR, making SVD a preferred technique in
high-performance watermarking systems.
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4 Proposed framework
The proposed pipeline for digital image content authenti-
cation and tampering detection framework consists of the
following phases:

1. Embedding of dual watermarks and the tamper detec-
tion mask into the cover image.

2. Tampering and Attack Simulations.

3. Retrieval of embedded watermarks to verify the in-
tegrity and authenticity of the image.

4. Extraction of the tamper detection mask to detect and
locate tampered regions.

Each of the phases is designed to systematically address the
requirements of secure watermarking and tampering detec-
tion, ensuring the integrity and authenticity of the cover im-
age.

4.1 Watermark embedding phase
As presented in Figure 5, the embedding process begins by
separately processing two components of the watermark:
the signature (Ws) and the fingerprint (Wf ). Each wa-
termark undergoes a single-level DWT, yielding four sub-
bands: LL, LH ,HL, andHH . The DWT of the signature
is represented using Equation (7).

Ws
DWT−−−→ {LLs, LHs,HLs,HHs} (7)

TheHHs sub-band is selected for further processing due
to its high-frequency detail preservation and imperceptibil-
ity. A DCT is applied to HHs using Equation (8).

HHs
DCT−−→ DCT (HHs) (8)

Next, SVD is performed on the transformed sub-band and
computed using Equation (9).

DCT (HHs) = UsSsV
T

s (9)

The same operations are applied to the fingerprint (Wf )
and the cover image (I) to obtain their respective singular
values using Equation (11).

Wf
DWT!DCT−−−−−−−→ DCT (HHf ) = UfSfV

T
f (10)

I
DWT!DCT−−−−−−−→ DCT (HHI) = UISIV

T
I (11)

Next, the singular values of the signature are embedded
into those of the fingerprint using Equation (12).

S0
f = Sf + αSs (12)

The transformed singular values of the watermarks are
embedded into the singular value (SI ) of the cover image
using Equation (13).

S0
I = SI + βS0

f (13)

Here, α and β are scaling factors controlling the strength
of embedding. The inverse SVD, DCT, and DWT oper-
ations are then applied sequentially to obtain the partially
watermarked image (Ipw) using Equation (14).

Ipw = IDWT
�
IDCT

�
UIS

0
IV

T
I

��
(14)

To enhance tamper localization, a tamper detection mask
(T ) is embedded in the LH2 of HL1 sub-bands of the MSB
plane using a two-level DWT decomposition using Equa-
tions (15) and (16).

Ipw
2-level DWT−−−−−−−→ {LL1, LH1,

{LL2, LH2,HL2,HH2},HH1} (15)

HL10LH20 = HL1LH2 + T (16)

Applying inverse DWT yields the final watermarked im-
age Iw using Equation (17).

Iw = IDWT({LL1, LH1,

{LL2, LH2,HL10, LH20,HH2},HH1}) (17)

This ensures a robust and imperceptible watermark with
improved tamper localization.

4.2 Tampering and attack simulations
In this phase, the watermarked image is subjected to various
types of tamperings such as cloning, splicing, retouching,
and resampling, followed by common signal processing at-
tacks such as cropping, compression, noise addition, blur-
ring, and geometric distortions. This step plays a crucial
role in evaluating the reliability and robustness of the pro-
posed model under both malicious and nonmalicious mod-
ifications/alterations.

4.3 Watermark retrieval phase
The watermark retrieval process as shown in Figure 7 be-
gins by applying DWT and DCT to the HH sub-band of the
received watermarked image (Iw), followed by SVD using
Equation (18).

Iw
DWT!DCT!SVD−−−−−−−−−−−→ DCT (HHw) = U 0

IS
0
IV

0T
I (18)

The transformed watermark is recovered by subtracting
the original singular values of the cover image using Equa-
tion (19).

Ss =
S0

f − Sf

α
(19)

Where,

S0
f =

S0
I − SI

β
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Figure 5: Proposed watermark embedding model.

Figure 6: Flow of the watermark extraction procedure

The inverse SVD, DCT, and DWT steps reconstruct the
fingerprint and signature in the spatial domain are com-
puted using Equations (20) and (21).

W 0
f = IDWT(IDCT(UfS

0
fV

T
f )) (20)

W 0
s = IDWT(IDCT(UsSsV

T
s )) (21)
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Figure 7: Overall steps of the proposed tampering detection model

4.4 Tampering detection phase
As shown in Figure 7, tampering detection starts with ap-
plying a two-level DWT to the final watermarked image
using Equation (22).

Iw
2-level DWT−−−−−−−→ {LL1, LH1,

{LL2, LH2,HL2,HH2},HH1} (22)

The tamper detection mask T 0 is extracted from the LH2
of HL1 sub-bands of the MSB using Equation (23).

T 0 = Extract(LH2) (23)

To detect manipulated regions, the difference between
the original and extracted tamper mask is evaluated using
Equation (24).

�T = |T − T 0| (24)

Any significant non-zero values in �T are flagged as
tampered pixels. It provides accurate localization of al-
tered regions in the image. Further morphological opera-
tions, i.e., opening and closing, are applied to the extracted
tamper mask to improve the accuracy of the localization.
Together, these three phases ensure secure and layered

watermarking. It supports robust authentication and pro-
vides fine-grained localization of tampered regions.

5 Analysis and discussion of the
findings

This section presents a comprehensive evaluation of the
proposed method through a detailed experimental analysis.
Subsection 5.1 describes the experimental setup. Subsec-
tion 5.2 describes the details of the dataset. Section 5.3 de-
scribes various evaluation metrics used to assess the robust-
ness and reliability of the approach. Subsection 5.4 presents
an in-depth discussion of both qualitative and quantitative
findings from the results.

5.1 Experimental setup
The performance of the suggested approach is evaluated
through various experiments. They were conducted on a

64-bit Windows 11 Pro system (version 23H2) using an In-
tel Core i7-10700 CPU running at 2.90 GHz with 8 GB of
RAM.
In the experimental phase, two distinct watermarks—

a signature watermark and a fingerprint watermark—were
embedded in digital images along with a tamper detection
mask to evaluate the proposed authentication framework.
Signature and fingerprint watermarks serve the purpose of
verifying the authenticity and ownership of the image con-
tent. The tamper detection mask helps to localize the exact
regions where manipulations have occurred. These compo-
nents were embedded using a combination of DWT, DCT,
and SVD. It ensures robustness against common image pro-
cessing attacks. During the verification stage, both water-
markswere extracted andmatched to the original references
to confirm the authenticity. The tamper detection mask can
detect any mismatch to pinpoint the manipulated areas.
The following techniques were used during the experi-

ments to evaluate the efficacy of the watermark and tamper
detection model:

– Image manipulation operations: Retouching, resam-
pling, splicing, and cloning.

– Noise attacks: Gaussian, salt&pepper, and speckle.

– Image enhancement procedures: Filtering, sharpen-
ing, histogram equalization, blurring, and lossy com-
pression.

To quantify the performance, various metrics including,
PSNR, SSIM, NCC, and detection accuracy, were used.
The results show the efficacy of the proposed approach in
both authenticating the image and locating tampered re-
gions.

5.2 Dataset details
The USC-SIPI dataset [40] is used for experimentation. It
is organized into volumes according to the image size. It in-
cludes grayscale images at 8 bits per pixel (bpp) and color
images at 24 bpp. For simulation of experiments, six com-
monly used images were selected from the dataset: splash,
baboon, Lena, sailboat, pepper, and house. As shown in
Figure 8, all selected images are 512 × 512 pixels in size
and are 24-bit color images. The watermarks used in the
experiments, including the signature and fingerprint, were
provided by the authors. The signature, fingerprint, and
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