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Healthcare systems handle a vast amount of sensitive patient data, making privacy and security crucial

concerns. As digital health technologies expand, ensuring accurate and secure data storage becomes in-

creasingly important. However, the frequent exchange of medical information poses risks of unauthorized

access and data breaches, complicating secure data sharing. Moreover, many blockchain-based health-

care solutions face challenges related to performance inefficiencies and insufficient privacy safeguards.

To overcome these limitations, we introduce a blockchain-powered system designed to enhance privacy

protection, secure data sharing, and reliable storage in healthcare environments. Our methodology in-

tegrates an access control mechanism using SHA-256 for data integrity, RSA and ECDSA for transaction

signatures, and a Proof-of-Work (PoW) consensus mechanism to ensure decentralized trust and scalability.

The system employs cryptographic key management with RSA-generated public-private key pairs to secure

data access and prevent unauthorized modifications. Experimental results demonstrate that the proposed

system achieves an average transaction latency of 15.3 ms for 10 transactions on a single node, with a data

integrity success rate of 100% across all tested scenarios. Comparative evaluations against state-of-the-

art frameworks show our system reduces latency by 39% while maintaining robust security. Additionally,

performance analysis highlights the system’s ability to maintain low computational overhead, with trans-

action times ranging from 25.2 ms to 157.4 ms for 1 to 15 transactions across multiple nodes, ensuring

efficient processing in real-world healthcare settings.

Povzetek: V prispevku je opisano varno in razširljivo verižnoblokovno ogrodje za upravljanje zdravstvenih

podatkov, ki z uporabo SHA-256, PoW, RSA in ECDSA zagotavlja zasebnost, celovitost in nizko latenco.

1 Introduction

Blockchain technology has attracted substantial attention

and investment across various sectors, including digital cur-

rencies, supply chain management, the sharing economy,

energy trading, financial security, copyright protection, and

e-governance [1, 10]. Known for its strong security fea-

tures, blockchain plays a crucial role in supporting decen-

tralized applications and facilitating secure digital transac-

tions [8]. The integration of blockchain with healthcare

systems offers decentralized data storage, tamper-proof

records, and cryptographic security mechanisms, thereby

mitigating risks of unauthorized access and data breaches.

In this work, we propose a blockchain-based framework

that enhances healthcare data security and privacy by in-

tegrating an access control mechanism based on SHA-256

hashing for data integrity, transaction signatures using RSA

and Elliptic Curve Digital Signature Algorithm (ECDSA)

for authentication, and a Proof-of-Work (PoW) consensus-

driven security policy to ensure decentralized trust and scal-

ability.

To ensure a seamless user experience, transactions

within these applications must exhibit high speed, low la-

tency, strong security, and reliability. The growing incor-

poration of emerging technologies in healthcare is accel-

erating the expansion of health information processing [1],

making electronic health records a crucial andwidely share-

able asset. Globally, the volume of medical data is rising at

an unprecedented pace.

The rapid increase in health data within medical insti-

tutions is contributing to more intricate information man-

agement systems, emphasizing the need for enhanced se-

curity and privacy measures [17]. Manual paper-based

health records and legacy management systems are partic-

ularly susceptible to breaches in patient privacy and data

integrity. Additionally, the lack of interconnected health

centers poses challenges for the long-term storage, shar-

ing, and maintenance of medical data, hindering effective

treatment and consultations. Despite the advantages of

blockchain technology, existing blockchain-based health-

care frameworks often face challenges in balancing secu-

rity, scalability, and efficiency. For instance, ensuring
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Figure 1: General overview of the functions of public

healthcare center

real-time access to medical records while preserving pri-

vacy requires novel consensus mechanisms and encryption

strategies [17]. Additionally, interoperability between dif-

ferent healthcare providers remains a concern, necessitat-

ing standardized protocols for secure data exchange [1].

Our proposed framework directly addresses these limita-

tions by implementing a scalable blockchain architecture

with low-latency transaction processing to overcome per-

formance inefficiencies, a SHA-256 and RSA-based access

control mechanism to enhance privacy safeguards, and a

standardized key management protocol to ensure interop-

erability among healthcare providers. Furthermore, it mit-

igates computational and storage trade-offs by optimizing

the Proof-of-Work consensus process, as detailed in sec-

tion 3.

Recent studies have proposed various blockchain archi-

tectures to enhance healthcare data security. Some ap-

proaches leverage hybrid blockchain models that integrate

fog computing to improve transaction speed and reduce

computational overhead [8]. Others focus on homomorphic

encryption techniques to enhance privacy preservation in

healthcare data management [3]. However, these solutions

often come with trade-offs in terms of computational com-

plexity and storage requirements.

Blockchain technology presents offers superior security

for healthcare data storage [6]. Its decentralized structure,

combined with its capabilities for ensuring data integrity,

security, privacy, and transparency, makes it an effective

approach to healthcare data management, unlike traditional

databases that rely on centralized servers vulnerable to

single-point failures and unauthorized access. The adoption

of blockchain-based data storage in the healthcare sector

has led to the emergence of advanced digital platforms de-

signed to replace traditional health record systems, signifi-

cantly enhancing data privacy and integrity. Figure 1 illus-

trates the flow of health data within a blockchain-powered

public health center, depicting secure transactions among

authorized medical professionals, health center controllers,

and the blockchain ledger. Authorized medical profession-

als and consultants can access these centers, retrieve patient

records, and provide well-informed medical recommenda-

tions. This framework is designed to ensure the security,

scalability, privacy, and integrity of health data storage and

management through blockchain technology [12]. It lever-

ages smart contracts, which function based on a consensus-

driven mechanism.

This study aims to address the specific problem of inad-

equate privacy and efficiency in existing blockchain-based

healthcare systems by developing a framework that en-

sures secure, scalable, and interoperable health data man-

agement. Our research objectives are: (1) to design a

blockchain system with optimized access control and low-

latency transactions, (2) to enhance privacy through ad-

vanced cryptographic techniques, and (3) to evaluate its

performance against real-world requirements. Unlike prior

solutions, this work defends against Sybil attacks through

Proof-of-Work consensus, replay attacks via timestamped

nonce verification, and insider threats with RSA-encrypted

access control. A detailed threat model is presented in sec-

tion 3.2. The key contributions of this work include:

– Development of a novel blockchain-based system for

secure health data storage and sharing.

– Implementation of an optimized access control mech-

anism utilizing advanced cryptographic techniques,

specifically SHA-256 for hashing, RSA for key gen-

eration, and ECDSA for digital signatures.

– Design of an evaluation framework to assess and

demonstrate the system’s performance, including a se-

quence diagram for the proposed model.

The remainder of this paper is structured as follows: sec-

tion 2 discusses related work. section 3 describes the pro-

posed system’s design and architecture. section 4 presents

the results of the experimental evaluation and section 5

discusses these findings. Finally, section 6 concludes the

study.

2 Related work

Existing research on blockchain-based healthcare solutions

has focused on various aspects such as access control, data

confidentiality, secure storage, scalability, and informa-

tion integrity. Conventional healthcare systems frequently

struggle with maintaining secure data storage and facilitat-

ing safe information exchange across interconnected net-

works. However, state-of-the-art (SOTA) approaches often

exhibit specific shortcomings in scalability, privacy, and se-

curity, necessitating a more robust solution as proposed in

this work.

The decentralized nature of blockchain has the potential

to transform healthcare by improving clinical data monitor-

ing, ensuring secure patient data exchange, and strengthen-

ing data storage security [7]. Al-Zubaidie and Razzaq [17]

proposed a privacy-preserving framework that integrates

homomorphic encryption with blockchain to secure patient

data transactions. Their approach enhances data integrity

but suffers from increased computational overhead, limit-

ing scalability due to high processing demands. In another

study, Alshare et al. [1] explored the role of blockchain in
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�W�U�R�G�X�F�H�G �D �K�\�E�U�L�G �E�O�R�F�N�F�K�D�L�Q���I�R�J �F�R�P�S�X�W�L�Q�J �P�R�G�H�O �W�R �D�G��

�G�U�H�V�V �S�H�U�I�R�U�P�D�Q�F�H �E�R�W�W�O�H�Q�H�F�N�V �L�Q �K�H�D�O�W�K�F�D�U�H �D�S�S�O�L�F�D�W�L�R�Q�V��
�7�K�H�L�U �V�R�O�X�W�L�R�Q �U�H�G�X�F�H�V �W�U�D�Q�V�D�F�W�L�R�Q �S�U�R�F�H�V�V�L�Q�J �W�L�P�H �E�X�W �U�H��
�T�X�L�U�H�V �D�G�G�L�W�L�R�Q�D�O �L�Q�I�U�D�V�W�U�X�F�W�X�U�H �I�R�U �I�R�J �F�R�P�S�X�W�L�Q�J �G�H�S�O�R�\��
�P�H�Q�W�� �L�Q�F�U�H�D�V�L�Q�J �F�R�P�S�O�H�[�L�W�\ �D�Q�G �O�L�P�L�W�L�Q�J �V�F�D�O�D�E�L�O�L�W�\ �D�F�U�R�V�V
�G�L�Y�H�U�V�H �K�H�D�O�W�K�F�D�U�H �V�H�W�W�L�Q�J�V�� �Z�L�W�K �W�U�D�G�H���R�I�I�V �L�Q�F�O�X�G�L�Q�J �K�L�J�K�H�U
�G�H�S�O�R�\�P�H�Q�W �F�R�V�W�V �D�Q�G �G�H�S�H�Q�G�H�Q�F�\ �R�Q �I�R�J �Q�R�G�H �U�H�O�L�D�E�L�O��
�L�W�\�� �%�R�X�P�H�]�E�H�X�U �D�Q�G �=�D�U�R�X�U �>���@ �S�U�R�S�R�V�H�G �D �E�O�R�F�N�F�K�D�L�Q��
�H�Q�D�E�O�H�G �H�O�H�F�W�U�R�Q�L�F �K�H�D�O�W�K �U�H�F�R�U�G ���(�+�5�� �V�\�V�W�H�P �Z�L�W�K �D �I�R��
�F�X�V �R�Q �S�U�L�Y�D�F�\���S�U�H�V�H�U�Y�L�Q�J �G�D�W�D �V�K�D�U�L�Q�J�� �+�R�Z�H�Y�H�U�� �L�W�V �K�H�D�Y�\
�U�H�O�L�D�Q�F�H �R�Q �K�R�P�R�P�R�U�S�K�L�F �H�Q�F�U�\�S�W�L�R�Q �V�D�F�U�L�I�L�F�H�V �F�R�P�S�X�W�D��
�W�L�R�Q�D�O �H�I�I�L�F�L�H�Q�F�\�� �Z�H�D�N�H�Q�L�Q�J �L�W�V �S�U�D�F�W�L�F�D�O�L�W�\ �I�R�U �O�D�U�J�H���V�F�D�O�H
�X�V�H�� �D�V �L�W �L�Q�F�X�U�V �V�L�J�Q�L�I�L�F�D�Q�W �F�R�P�S�X�W�D�W�L�R�Q�D�O �R�Y�H�U�K�H�D�G �D�Q�G �O�D��
�W�H�Q�F�\��

�7�R �V�\�V�W�H�P�D�W�L�F�D�O�O�\ �F�R�P�S�D�U�H �W�K�H�V�H �6�2�7�$ �D�S�S�U�R�D�F�K�H�V�� �W�D��
�E�O�H�� �V�X�P�P�D�U�L�]�H�V �W�K�H�L�U �N�H�\ �F�K�D�U�D�F�W�H�U�L�V�W�L�F�V �D�Q�G �V�K�R�U�W�F�R�P��
�L�Q�J�V�� �7�K�L�V �D�Q�D�O�\�V�L�V �K�L�J�K�O�L�J�K�W�V �W�K�D�W �H�[�L�V�W�L�Q�J �V�R�O�X�W�L�R�Q�V �R�I�W�H�Q
�I�D�L�O �W�R �E�D�O�D�Q�F�H �V�F�D�O�D�E�L�O�L�W�\�� �S�U�L�Y�D�F�\�� �D�Q�G �V�H�F�X�U�L�W�\ �H�I�I�H�F�W�L�Y�H�O�\��
�)�R�U �L�Q�V�W�D�Q�F�H�� �P�H�W�K�R�G�V �O�L�N�H �>�����@ �D�Q�G �>���@ �S�U�L�R�U�L�W�L�]�H �S�U�L�Y�D�F�\
�D�W �W�K�H �H�[�S�H�Q�V�H �R�I �V�F�D�O�D�E�L�O�L�W�\ �D�Q�G �H�I�I�L�F�L�H�Q�F�\�� �Z�K�L�O�H �>�����@ �D�Q�G
�>���@ �L�P�S�U�R�Y�H �S�H�U�I�R�U�P�D�Q�F�H �E�X�W �F�R�P�S�U�R�P�L�V�H �R�Q �U�H�W�U�L�H�Y�D�O �O�D��
�W�H�Q�F�\ �R�U �L�Q�I�U�D�V�W�U�X�F�W�X�U�H �G�H�P�D�Q�G�V�� �6�H�F�X�U�L�W�\ �Y�X�O�Q�H�U�D�E�L�O�L�W�L�H�V��
�V�X�F�K �D�V �V�X�V�F�H�S�W�L�E�L�O�L�W�\ �W�R �6�\�E�L�O �D�W�W�D�F�N�V �>�����@ �R�U �L�Q�V�L�G�H�U �W�K�U�H�D�W�V
�>���@�� �I�X�U�W�K�H�U �X�Q�G�H�U�V�F�R�U�H �W�K�H �Q�H�H�G �I�R�U �D �F�R�P�S�U�H�K�H�Q�V�L�Y�H �V�R��
�O�X�W�L�R�Q�� �2�X�U �S�U�R�S�R�V�H�G �I�U�D�P�H�Z�R�U�N �R�Y�H�U�F�R�P�H�V �W�K�H�V�H �O�L�P�L�W�D��
�W�L�R�Q�V �E�\ �L�Q�W�H�J�U�D�W�L�Q�J �6�+�$�������� �D�Q�G �5�6�$���E�D�V�H�G �D�F�F�H�V�V �F�R�Q��
�W�U�R�O �I�R�U �H�Q�K�D�Q�F�H�G �S�U�L�Y�D�F�\�� �D �3�R�: �F�R�Q�V�H�Q�V�X�V �I�R�U �V�F�D�O�D�E�O�H �V�H��
�F�X�U�L�W�\ �D�J�D�L�Q�V�W �6�\�E�L�O �D�W�W�D�F�N�V�� �D�Q�G �D�Q �R�S�W�L�P�L�]�H�G �D�U�F�K�L�W�H�F�W�X�U�H
�W�K�D�W �P�L�Q�L�P�L�]�H�V �O�D�W�H�Q�F�\ �Z�L�W�K�R�X�W �D�G�G�L�W�L�R�Q�D�O �L�Q�I�U�D�V�W�U�X�F�W�X�U�H��

�� �3�U�R�S�R�V�H�G �P�H�W�K�R�G�R�O�R�J�\

�7�K�L�V �V�H�F�W�L�R�Q �S�U�H�V�H�Q�W�V �D �E�O�R�F�N�F�K�D�L�Q �E�D�V�H�G �I�U�D�P�H�Z�R�U�N �D�L�P�H�G
�D�W �H�Q�K�D�Q�F�L�Q�J �W�K�H �V�H�F�X�U�H �V�W�R�U�D�J�H �R�I �V�H�Q�V�L�W�L�Y�H �U�H�F�R�U�G�V �L�Q �S�X�E��
�O�L�F �K�H�D�O�W�K �F�H�Q�W�H�U�V�� �7�K�H �S�U�R�S�R�V�H�G �V�R�O�X�W�L�R�Q �I�R�F�X�V�H�V �R�Q �H�Q�V�X�U��
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�X�V�H�U�V ���F�R�Q�V�X�O�W�D�Q�W�V���� �W�K�H �G�L�V�W�U�L�E�X�W�H�G �F�R�Q�W�U�R�O�O�H�U�� �D�Q�G �W�K�H �E�O�R�F�N�F�K�D�L�Q �O�H�G�J�H�U�� �6�W�H�S �� ���¶�5�H�Y�H�U�W �U�H�V�S�R�Q�V�H�¶�� �L�V �F�R�Q�G�L�W�L�R�Q�D�O �D�Q�G
�R�F�F�X�U�V �R�Q�O�\ �L�I �Y�H�U�L�I�L�F�D�W�L�R�Q �I�D�L�O�V ���H���J���� �D�I�W�H�U �6�W�H�S ������ �L�I �W�K�H �X�Q�L�T�X�H �,�' �R�U �D�F�F�H�V�V �U�H�T�X�H�V�W �L�V �L�Q�Y�D�O�L�G��

�L�Q�J �W�K�H �F�R�Q�I�L�G�H�Q�W�L�D�O�L�W�\ �D�Q�G �L�Q�W�H�J�U�L�W�\ �R�I �K�H�D�O�W�K�F�D�U�H �S�U�R�F�H�V�V�H�V
�Z�K�L�O�H �V�W�U�H�D�P�O�L�Q�L�Q�J �R�S�H�U�D�W�L�R�Q�V�� �,�W �I�X�U�W�K�H�U �G�H�V�F�U�L�E�H�V �W�K�H �F�R��
�R�U�G�L�Q�D�W�L�R�Q �R�I �K�H�D�O�W�K�F�D�U�H �D�F�W�L�Y�L�W�L�H�V�� �V�H�T�X�H�Q�F�H �G�L�D�J�U�D�P�V�� �D�Q�G
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������ �+�H�D�O�W�K�F�D�U�H �F�H�Q�W�H�U �P�R�G�H�O�L�Q�J �X�V�L�Q�J
�E�O�R�F�N�F�K�D�L�Q

�7�K�H �S�U�R�S�R�V�H�G �I�U�D�P�H�Z�R�U�N �L�V �G�H�V�L�J�Q�H�G �W�R �L�P�S�U�R�Y�H �K�H�D�O�W�K��
�F�D�U�H �V�\�V�W�H�P �H�I�I�L�F�L�H�Q�F�\ �E�\ �U�H�L�Q�I�R�U�F�L�Q�J �S�U�L�Y�D�F�\�� �V�H�F�X�U�L�W�\�� �L�Q��
�W�H�J�U�L�W�\�� �D�Q�G �Y�H�U�L�I�L�D�E�L�O�L�W�\ �R�I �D�X�W�K�R�U�L�]�H�G �K�H�D�O�W�K �U�H�F�R�U�G�V�� �7�K�L�V
�V�H�F�W�L�R�Q �G�H�V�F�U�L�E�H�V �W�K�H �V�\�V�W�H�P�¶�V �R�Y�H�U�D�O�O �D�U�F�K�L�W�H�F�W�X�U�H�� �D�V �L�O�O�X�V��
�W�U�D�W�H�G �L�Q �I�L�J������ �Z�K�L�F�K �S�U�R�Y�L�G�H�V �D �F�R�P�S�U�H�K�H�Q�V�L�Y�H �G�L�D�J�U�D�P �R�I
�W�K�H �E�O�R�F�N�F�K�D�L�Q���E�D�V�H�G �K�H�D�O�W�K�F�D�U�H �G�D�W�D �P�D�Q�D�J�H�P�H�Q�W �I�U�D�P�H��
�Z�R�U�N �I�R�U �S�X�E�O�L�F �K�H�D�O�W�K �F�H�Q�W�H�U�V�� �7�K�H �D�U�F�K�L�W�H�F�W�X�U�H �L�Q�W�H�J�U�D�W�H�V
�X�V�H�U �L�Q�W�H�U�D�F�W�L�R�Q�V ���H���J���� �F�R�Q�V�X�O�W�D�Q�W�V �U�H�T�X�H�V�W�L�Q�J �,�'���S�D�V�V�Z�R�U�G
�D�Q�G �V�X�E�P�L�W�W�L�Q�J �K�H�D�O�W�K �G�D�W�D�� �6�W�H�S�V ���� ���� ������ �D�F�F�H�V�V �F�R�Q�W�U�R�O
�P�H�F�K�D�Q�L�V�P�V �P�D�Q�D�J�H�G �E�\ �W�K�H �G�L�V�W�U�L�E�X�W�H�G �F�R�Q�W�U�R�O�O�H�U ���6�W�H�S�V
�������� ������������ �H�Q�I�R�U�F�H�P�H�Q�W �D�Q�G �Y�H�U�L�I�L�F�D�W�L�R�Q �S�U�R�F�H�V�V�H�V ���6�W�H�S
�������� �D�Q�G �E�O�R�F�N�F�K�D�L�Q �R�S�H�U�D�W�L�R�Q�V �L�Q�F�O�X�G�L�Q�J �V�H�F�X�U�H �G�D�W�D �V�W�R�U��

�D�J�H�� �3�R�: �F�R�Q�V�H�Q�V�X�V�� �D�Q�G �E�O�R�F�N �F�U�H�D�W�L�R�Q ���6�W�H�S�V �������� ������
�7�K�H�V�H �F�R�P�S�R�Q�H�Q�W�V �F�R�O�O�H�F�W�L�Y�H�O�\ �H�Q�V�X�U�H �S�U�L�Y�D�F�\�� �L�Q�W�H�J�U�L�W�\��
�D�Q�G �V�H�F�X�U�H �D�F�F�H�V�V �W�R �K�H�D�O�W�K �U�H�F�R�U�G�V�� �%�\ �L�P�S�O�H�P�H�Q�W�L�Q�J �D
�E�O�R�F�N�F�K�D�L�Q �E�D�V�H�G �V�H�F�X�U�H �F�O�R�X�G �V�W�R�U�D�J�H �P�R�G�H�O�� �W�K�L�V �V�R�O�X��
�W�L�R�Q �H�Q�V�X�U�H�V �K�L�J�K���S�H�U�I�R�U�P�D�Q�F�H �D�X�W�K�R�U�L�]�D�W�L�R�Q �I�U�D�P�H�Z�R�U�N�V
�W�K�D�W �X�S�K�R�O�G �S�U�L�Y�D�F�\ �D�Q�G �G�D�W�D �L�Q�W�H�J�U�L�W�\��

�7�K�L�V �E�O�R�F�N�F�K�D�L�Q �E�D�V�H�G �V�\�V�W�H�P �H�Q�K�D�Q�F�H�V �W�K�H �U�H�O�L�D�E�L�O�L�W�\
�D�Q�G �V�F�D�O�D�E�L�O�L�W�\ �R�I �K�H�D�O�W�K �G�D�W�D�� �I�R�V�W�H�U�L�Q�J �J�U�H�D�W�H�U �F�R�Q�I�L�G�H�Q�F�H
�D�P�R�Q�J �V�W�D�N�H�K�R�O�G�H�U�V �L�Q �G�D�W�D �V�H�U�Y�L�F�H�V�� �7�K�H �F�R�U�H �I�X�Q�F�W�L�R�Q�D�O
�H�O�H�P�H�Q�W�V �R�I �W�K�H �S�O�D�W�I�R�U�P �U�H�Y�R�O�Y�H �D�U�R�X�Q�G �W�K�U�H�H �N�H�\ �H�Q�W�L��
�W�L�H�V�� �W�K�H �K�H�D�O�W�K �G�D�W�D �X�V�H�U�V���F�R�Q�V�X�O�W�D�Q�W�V�� �W�K�H �K�H�D�O�W�K �F�H�Q�W�H�U �F�R�Q��
�W�U�R�O�O�H�U�� �D�Q�G �W�K�H �V�H�F�X�U�H �G�D�W�D �U�H�S�R�V�L�W�R�U�\�� �7�K�H �K�H�D�O�W�K �F�H�Q�W�H�U
�F�R�Q�W�U�R�O�O�H�U �J�R�Y�H�U�Q�V �W�K�H �D�F�W�L�Y�L�W�L�H�V �R�I �G�D�W�D �X�V�H�U�V���F�R�Q�V�X�O�W�D�Q�W�V
�Z�L�W�K�L�Q �W�K�H �E�O�R�F�N�F�K�D�L�Q �E�D�V�H�G �V�\�V�W�H�P�� �(�D�F�K �X�V�H�U���F�R�Q�V�X�O�W�D�Q�W
�D�F�W�V �D�V �D �G�D�W�D �F�X�V�W�R�G�L�D�Q�� �U�H�V�S�R�Q�V�L�E�O�H �I�R�U �P�D�Q�D�J�L�Q�J �S�D�W�L�H�Q�W
�K�H�D�O�W�K �U�H�F�R�U�G�V �V�H�F�X�U�H�O�\�� �:�L�W�K�L�Q �W�K�L�V �P�R�G�H�O�� �R�Q�O�\ �D�X�W�K�R�U�L�]�H�G
�L�Q�G�L�Y�L�G�X�D�O�V �F�D�Q �D�F�F�H�V�V�� �F�U�H�D�W�H�� �R�U �X�S�G�D�W�H �V�P�D�U�W �F�R�Q�W�U�D�F�W�V �U�H��
�O�D�W�H�G �W�R �K�H�D�O�W�K �U�H�F�R�U�G�V �R�Q �W�K�H �E�O�R�F�N�F�K�D�L�Q�� �&�R�Q�V�X�O�W�D�Q�W�V �F�R�O��
�O�H�F�W �S�D�W�L�H�Q�W �L�Q�I�R�U�P�D�W�L�R�Q �D�Q�G �V�W�R�U�H �L�W �R�Q �W�K�H �E�O�R�F�N�F�K�D�L�Q �X�V�L�Q�J
�S�X�E�O�L�F �N�H�\�V�� �Z�K�L�O�H �D �X�Q�L�T�X�H �S�U�L�Y�D�W�H �N�H�\ �L�V �D�V�V�L�J�Q�H�G �W�R �H�D�F�K
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�F�D�W�L�R�Q ���H���J���� �G�X�H �W�R �D�Q �L�Q�Y�D�O�L�G �V�L�J�Q�D�W�X�U�H �R�U �K�D�V�K �P�L�V�P�D�W�F�K����
�W�K�H �V�\�V�W�H�P �U�H�Y�H�U�W�V �W�R �W�K�H �´�,�Q�L�W�L�D�O�L�]�D�W�L�R�Q�´ �S�K�D�V�H�� �S�U�R�P�S�W�L�Q�J
�W�K�H �S�U�D�F�W�L�W�L�R�Q�H�U �W�R �U�H�V�X�E�P�L�W �F�R�U�U�H�F�W�H�G �G�D�W�D�� �H�Q�V�X�U�L�Q�J �U�R�E�X�V�W
�H�U�U�R�U �K�D�Q�G�O�L�Q�J �D�Q�G �G�D�W�D �L�Q�W�H�J�U�L�W�\��

�8�Q�O�L�N�H �K�\�E�U�L�G �E�O�R�F�N�F�K�D�L�Q���I�R�J �F�R�P�S�X�W�L�Q�J �P�R�G�H�O�V �>���@��
�Z�K�L�F�K �U�H�O�\ �R�Q �D�G�G�L�W�L�R�Q�D�O �L�Q�I�U�D�V�W�U�X�F�W�X�U�H �D�Q�G �L�Q�W�U�R�G�X�F�H �G�H��
�S�O�R�\�P�H�Q�W �F�R�P�S�O�H�[�L�W�\�� �R�X�U �I�U�D�P�H�Z�R�U�N �D�Y�R�L�G�V �W�K�H�V�H �W�U�D�G�H��
�R�I�I�V �E�\ �O�H�Y�H�U�D�J�L�Q�J �D �I�X�O�O�\ �G�H�F�H�Q�W�U�D�O�L�]�H�G �E�O�R�F�N�F�K�D�L�Q �D�U�F�K�L��
�W�H�F�W�X�U�H �Z�L�W�K �R�S�W�L�P�L�]�H�G �3�R�: �F�R�Q�V�H�Q�V�X�V�� �H�O�L�P�L�Q�D�W�L�Q�J �W�K�H
�Q�H�H�G �I�R�U �H�[�W�H�U�Q�D�O �I�R�J �Q�R�G�H�V �Z�K�L�O�H �P�D�L�Q�W�D�L�Q�L�Q�J �O�R�Z �O�D�W�H�Q�F�\��
�6�L�P�L�O�D�U�O�\�� �L�Q �F�R�Q�W�U�D�V�W �W�R �K�R�P�R�P�R�U�S�K�L�F �H�Q�F�U�\�S�W�L�R�Q���E�D�V�H�G
�D�S�S�U�R�D�F�K�H�V �>���@�� �Z�K�L�F�K �L�Q�F�X�U �K�L�J�K �F�R�P�S�X�W�D�W�L�R�Q�D�O �R�Y�H�U�K�H�D�G��
�R�X�U �V�\�V�W�H�P �H�P�S�O�R�\�V �6�+�$�������� �K�D�V�K�L�Q�J �D�Q�G �5�6�$ �H�Q�F�U�\�S��
�W�L�R�Q�� �D�F�K�L�H�Y�L�Q�J �S�U�L�Y�D�F�\ �D�Q�G �L�Q�W�H�J�U�L�W�\ �Z�L�W�K �U�H�G�X�F�H�G �S�U�R�F�H�V�V��
�L�Q�J �G�H�P�D�Q�G�V��

������ �7�K�U�H�D�W �P�R�G�H�O

�7�R �H�Q�V�X�U�H �W�K�H �U�R�E�X�V�W�Q�H�V�V �R�I �W�K�H �S�U�R�S�R�V�H�G �E�O�R�F�N�F�K�D�L�Q���E�D�V�H�G
�K�H�D�O�W�K�F�D�U�H �I�U�D�P�H�Z�R�U�N�� �Z�H �G�H�I�L�Q�H �D �W�K�U�H�D�W �P�R�G�H�O �W�K�D�W �L�G�H�Q��
�W�L�I�L�H�V �S�R�W�H�Q�W�L�D�O �D�W�W�D�F�N�V �D�Q�G �R�X�W�O�L�Q�H�V �F�R�U�U�H�V�S�R�Q�G�L�Q�J �P�L�W�L�J�D��
�W�L�R�Q �V�W�U�D�W�H�J�L�H�V�� �7�K�L�V �P�R�G�H�O �I�R�F�X�V�H�V �R�Q �W�K�U�H�H �S�U�L�P�D�U�\ �W�K�U�H�D�W�V
�S�U�H�Y�D�O�H�Q�W �L�Q �K�H�D�O�W�K�F�D�U�H �G�D�W�D �V�\�V�W�H�P�V��



������ �,�Q�I�R�U�P�D�W�L�F�D���� ������������ �������±������ �*�� �1�L�X

�± �6�\�E�L�O �$�W�W�D�F�N�V���,�Q �D �6�\�E�L�O �D�W�W�D�F�N�� �D�Q �D�G�Y�H�U�V�D�U�\ �F�U�H��
�D�W�H�V �P�X�O�W�L�S�O�H �I�D�N�H �L�G�H�Q�W�L�W�L�H�V �W�R �J�D�L�Q �G�L�V�S�U�R�S�R�U�W�L�R�Q�D�W�H
�L�Q�I�O�X�H�Q�F�H �R�Y�H�U �W�K�H �Q�H�W�Z�R�U�N�� �2�X�U �I�U�D�P�H�Z�R�U�N �P�L�W�L�J�D�W�H�V
�W�K�L�V �W�K�U�R�X�J�K �W�K�H �3�R�: �F�R�Q�V�H�Q�V�X�V �P�H�F�K�D�Q�L�V�P�� �Z�K�L�F�K
�U�H�T�X�L�U�H�V �F�R�P�S�X�W�D�W�L�R�Q�D�O �H�I�I�R�U�W �W�R �Y�D�O�L�G�D�W�H �W�U�D�Q�V�D�F�W�L�R�Q�V
�D�Q�G �J�H�Q�H�U�D�W�H �E�O�R�F�N�V�� �7�K�L�V �P�D�N�H�V �L�W �H�F�R�Q�R�P�L�F�D�O�O�\ �L�Q��
�I�H�D�V�L�E�O�H �I�R�U �D�Q �D�W�W�D�F�N�H�U �W�R �G�R�P�L�Q�D�W�H �W�K�H �Q�H�W�Z�R�U�N �Z�L�W�K
�I�D�N�H �Q�R�G�H�V��

�± �5�H�S�O�D�\ �$�W�W�D�F�N�V���5�H�S�O�D�\ �D�W�W�D�F�N�V �L�Q�Y�R�O�Y�H �D�Q �D�G�Y�H�U��
�V�D�U�\ �U�H�V�X�E�P�L�W�W�L�Q�J �Y�D�O�L�G �W�U�D�Q�V�D�F�W�L�R�Q�V �W�R �G�L�V�U�X�S�W �W�K�H �V�\�V��
�W�H�P �R�U �J�D�L�Q �X�Q�D�X�W�K�R�U�L�]�H�G �D�F�F�H�V�V�� �7�K�H �V�\�V�W�H�P �G�H�I�H�Q�G�V
�D�J�D�L�Q�V�W �W�K�L�V �E�\ �L�Q�F�R�U�S�R�U�D�W�L�Q�J �W�L�P�H�V�W�D�P�S�H�G �Q�R�Q�F�H �Y�D�O��
�X�H�V �L�Q �H�D�F�K �W�U�D�Q�V�D�F�W�L�R�Q�� �Y�H�U�L�I�L�H�G �W�K�U�R�X�J�K �V�H�T�X�H�Q�W�L�D�O
�K�D�V�K �F�K�H�F�N�V �X�V�L�Q�J �6�+�$���������� �$�Q�\ �D�W�W�H�P�S�W �W�R �U�H�X�V�H �D
�W�U�D�Q�V�D�F�W�L�R�Q �L�V �G�H�W�H�F�W�H�G �D�Q�G �U�H�M�H�F�W�H�G�� �H�Q�V�X�U�L�Q�J �W�U�D�Q�V�D�F��
�W�L�R�Q �X�Q�L�T�X�H�Q�H�V�V��

�± �,�Q�V�L�G�H�U �7�K�U�H�D�W�V���,�Q�V�L�G�H�U �W�K�U�H�D�W�V �R�F�F�X�U �Z�K�H�Q �D�X�W�K�R��
�U�L�]�H�G �X�V�H�U�V �P�L�V�X�V�H �W�K�H�L�U �D�F�F�H�V�V �S�U�L�Y�L�O�H�J�H�V�� �7�R �F�R�X�Q�W�H�U
�W�K�L�V�� �W�K�H �I�U�D�P�H�Z�R�U�N �H�P�S�O�R�\�V �5�6�$���H�Q�F�U�\�S�W�H�G �D�F�F�H�V�V
�F�R�Q�W�U�R�O�� �Z�K�H�U�H �H�D�F�K �X�V�H�U�¶�V �S�U�L�Y�D�W�H �N�H�\ �L�V �U�H�T�X�L�U�H�G
�W�R �V�L�J�Q �W�U�D�Q�V�D�F�W�L�R�Q�V�� �D�Q�G �S�H�U�P�L�V�V�L�R�Q�V �D�U�H �V�W�U�L�F�W�O�\ �H�Q��
�I�R�U�F�H�G �E�\ �W�K�H �K�H�D�O�W�K �F�H�Q�W�H�U �F�R�Q�W�U�R�O�O�H�U�� �$�G�G�L�W�L�R�Q�D�O�O�\��
�W�K�H �(�&�'�6�$ �Y�H�U�L�I�L�H�V �V�L�J�Q�D�W�X�U�H�V �D�W �E�R�W�K �X�V�H�U �D�Q�G �V�H�U�Y�H�U
�O�H�Y�H�O�V�� �S�U�H�Y�H�Q�W�L�Q�J �X�Q�D�X�W�K�R�U�L�]�H�G �P�R�G�L�I�L�F�D�W�L�R�Q�V�� �D�V �R�X�W��
�O�L�Q�H�G �L�Q �$�O�J�R�U�L�W�K�P ����

�7�K�H�V�H �P�L�W�L�J�D�W�L�R�Q �V�W�U�D�W�H�J�L�H�V �D�U�H �L�Q�W�H�J�U�D�W�H�G �L�Q�W�R �W�K�H �V�\�V�W�H�P�¶�V
�D�U�F�K�L�W�H�F�W�X�U�H �D�Q�G �F�U�\�S�W�R�J�U�D�S�K�L�F �R�S�H�U�D�W�L�R�Q�V�� �H�Q�V�X�U�L�Q�J �F�R�P��
�S�U�H�K�H�Q�V�L�Y�H �S�U�R�W�H�F�W�L�R�Q �D�J�D�L�Q�V�W �W�K�H�V�H �W�K�U�H�D�W�V��

������ �,�Q�W�H�U�R�S�H�U�D�E�L�O�L�W�\ �Z�L�W�K �K�H�D�O�W�K�F�D�U�H
�V�W�D�Q�G�D�U�G�V

�7�R �H�Q�V�X�U�H �S�U�D�F�W�L�F�D�O �G�H�S�O�R�\�P�H�Q�W �L�Q �K�H�D�O�W�K�F�D�U�H �H�Q�Y�L�U�R�Q�P�H�Q�W�V��
�W�K�H �S�U�R�S�R�V�H�G �I�U�D�P�H�Z�R�U�N �L�V �G�H�V�L�J�Q�H�G �W�R �F�R�P�S�O�\ �Z�L�W�K �N�H�\
�V�W�D�Q�G�D�U�G�V�� �L�Q�F�O�X�G�L�Q�J �+�H�D�O�W�K �/�H�Y�H�O �6�H�Y�H�Q �)�D�V�W �+�H�D�O�W�K�F�D�U�H
�,�Q�W�H�U�R�S�H�U�D�E�L�O�L�W�\ �5�H�V�R�X�U�F�H�V ���+�/�� �)�+�,�5���� �'�L�J�L�W�D�O �,�P�D�J�L�Q�J
�D�Q�G �&�R�P�P�X�Q�L�F�D�W�L�R�Q�V �L�Q �0�H�G�L�F�L�Q�H ���'�,�&�2�0���� �D�Q�G �+�H�D�O�W�K
�,�Q�V�X�U�D�Q�F�H �3�R�U�W�D�E�L�O�L�W�\ �D�Q�G �$�F�F�R�X�Q�W�D�E�L�O�L�W�\ �$�F�W ���+�,�3�$�$�� �U�H�J��
�X�O�D�W�L�R�Q�V�� �+�/�� �)�+�,�5 �L�V �V�X�S�S�R�U�W�H�G �E�\ �P�D�S�S�L�Q�J �E�O�R�F�N�F�K�D�L�Q��
�V�W�R�U�H�G �K�H�D�O�W�K �U�H�F�R�U�G�V �W�R �)�+�,�5 �U�H�V�R�X�U�F�H�V ���H���J���� �3�D�W�L�H�Q�W�� �2�E��
�V�H�U�Y�D�W�L�R�Q�� �X�V�L�Q�J �V�W�D�Q�G�D�U�G�L�]�H�G �-�6�2�1 �H�Q�F�R�G�L�Q�J�V�� �H�Q�D�E�O�L�Q�J
�V�H�D�P�O�H�V�V �G�D�W�D �H�[�F�K�D�Q�J�H �Z�L�W�K �H�[�L�V�W�L�Q�J �(�+�5 �V�\�V�W�H�P�V�� �)�R�U
�P�H�G�L�F�D�O �L�P�D�J�L�Q�J�� �'�,�&�2�0 �F�R�P�S�D�W�L�E�L�O�L�W�\ �L�V �D�F�K�L�H�Y�H�G �E�\
�V�W�R�U�L�Q�J �'�,�&�2�0 �P�H�W�D�G�D�W�D �K�D�V�K�H�V �R�Q���F�K�D�L�Q�� �Z�L�W�K �D�F�W�X�D�O �L�P��
�D�J�H �I�L�O�H�V �O�L�Q�N�H�G �Y�L�D �V�H�F�X�U�H �R�I�I���F�K�D�L�Q �V�W�R�U�D�J�H ���H���J���� �,�3�)�6����
�E�D�O�D�Q�F�L�Q�J �H�I�I�L�F�L�H�Q�F�\ �D�Q�G �L�Q�W�H�J�U�L�W�\�� �&�R�P�S�O�L�D�Q�F�H �Z�L�W�K �W�K�H
�+�,�3�$�$ �L�V �H�Q�V�X�U�H�G �W�K�U�R�X�J�K �5�6�$���H�Q�F�U�\�S�W�H�G �D�F�F�H�V�V �F�R�Q�W�U�R�O
�D�Q�G �(�&�'�6�$ �V�L�J�Q�D�W�X�U�H�V�� �V�D�I�H�J�X�D�U�G�L�Q�J �S�D�W�L�H�Q�W �G�D�W�D �F�R�Q�I�L��
�G�H�Q�W�L�D�O�L�W�\ �D�Q�G �D�X�G�L�W�D�E�L�O�L�W�\ �D�V �P�D�Q�G�D�W�H�G �E�\ �+�,�3�$�$ �S�U�L�Y�D�F�\
�U�X�O�H�V�� �7�K�L�V �L�Q�W�H�U�R�S�H�U�D�E�L�O�L�W�\ �H�Q�K�D�Q�F�H�V �W�K�H �I�U�D�P�H�Z�R�U�N�¶�V �L�Q�W�H��
�J�U�D�W�L�R�Q �Z�L�W�K �G�L�Y�H�U�V�H �K�H�D�O�W�K�F�D�U�H �S�U�R�Y�L�G�H�U�V�� �D�G�G�U�H�V�V�L�Q�J �D �F�U�L�W��
�L�F�D�O �O�L�P�L�W�D�W�L�R�Q �Q�R�W�H�G �L�Q �V�H�F�W�L�R�Q����

������ �6�P�D�U�W �F�R�Q�W�U�D�F�W �V�H�F�X�U�L�W�\ �D�Q�G �D�X�G�L�W
�P�H�W�K�R�G�R�O�R�J�\

�7�K�H �S�U�R�S�R�V�H�G �I�U�D�P�H�Z�R�U�N �L�Q�F�R�U�S�R�U�D�W�H�V �V�P�D�U�W �F�R�Q�W�U�D�F�W�V �W�R
�P�D�Q�D�J�H �D�F�F�H�V�V �F�R�Q�W�U�R�O �D�Q�G �G�D�W�D �W�U�D�Q�V�D�F�W�L�R�Q�V�� �Q�H�F�H�V�V�L�W�D�W��
�L�Q�J �V�D�I�H�J�X�D�U�G�V �D�J�D�L�Q�V�W �F�R�P�P�R�Q �Y�X�O�Q�H�U�D�E�L�O�L�W�L�H�V�� �7�R �S�U�H�Y�H�Q�W
�U�H�H�Q�W�U�D�Q�F�\ �D�W�W�D�F�N�V�� �Z�K�H�U�H �D �P�D�O�L�F�L�R�X�V �F�R�Q�W�U�D�F�W �U�H�S�H�D�W�H�G�O�\
�F�D�O�O�V �E�D�F�N �L�Q�W�R �W�K�H �V�\�V�W�H�P �E�H�I�R�U�H �V�W�D�W�H �X�S�G�D�W�H�V�� �Z�H �L�P�S�O�H��
�P�H�Q�W �D �Q�R�Q���U�H�H�Q�W�U�D�Q�W �P�R�G�L�I�L�H�U �L�Q�V�S�L�U�H�G �E�\ �(�W�K�H�U�H�X�P�¶�V �6�R��
�O�L�G�L�W�\ �S�D�W�W�H�U�Q�V�� �H�Q�V�X�U�L�Q�J �W�K�D�W �V�W�D�W�H �F�K�D�Q�J�H�V ���H���J���� �D�F�F�H�V�V �S�H�U��
�P�L�V�V�L�R�Q �X�S�G�D�W�H�V�� �D�U�H �I�L�Q�D�O�L�]�H�G �E�H�I�R�U�H �H�[�W�H�U�Q�D�O �F�D�O�O�V�� �,�Q�W�H��
�J�H�U �R�Y�H�U�I�O�R�Z�V�� �D �U�L�V�N �L�Q �D�U�L�W�K�P�H�W�L�F �R�S�H�U�D�W�L�R�Q�V�� �D�U�H �P�L�W�L�J�D�W�H�G
�E�\ �X�V�L�Q�J �3�\�W�K�R�Q�¶�V �D�U�E�L�W�U�D�U�\���S�U�H�F�L�V�L�R�Q �L�Q�W�H�J�H�U�V �L�Q �R�X�U �)�O�D�V�N��
�E�D�V�H�G �L�P�S�O�H�P�H�Q�W�D�W�L�R�Q�� �D�Y�R�L�G�L�Q�J �I�L�[�H�G���V�L�]�H �L�Q�W�H�J�H�U �O�L�P�L�W�D��
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