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Healthcare systems handle a vast amount of sensitive patient data, making privacy and security crucial
concerns. As digital health technologies expand, ensuring accurate and secure data storage becomes in-
creasingly important. However, the frequent exchange of medical information poses risks of unauthorized
access and data breaches, complicating secure data sharing. Moreover, many blockchain-based health-
care solutions face challenges related to performance inefficiencies and insufficient privacy safeguards.
To overcome these limitations, we introduce a blockchain-powered system designed to enhance privacy
protection, secure data sharing, and reliable storage in healthcare environments. Our methodology in-
tegrates an access control mechanism using SHA-256 for data integrity, RSA and ECDSA for transaction
signatures, and a Proof-of-Work (PoW) consensus mechanism to ensure decentralized trust and scalability.
The system employs cryptographic key management with RSA-generated public-private key pairs to secure
data access and prevent unauthorized modifications. Experimental rvesults demonstrate that the proposed
system achieves an average transaction latency of 15.3 ms for 10 transactions on a single node, with a data
integrity success rate of 100% across all tested scenarios. Comparative evaluations against state-of-the-
art frameworks show our system reduces latency by 39% while maintaining robust security. Additionally,
performance analysis highlights the system’s ability to maintain low computational overhead, with trans-
action times ranging from 25.2 ms to 157.4 ms for 1 to 15 transactions across multiple nodes, ensuring
efficient processing in real-world healthcare settings.

Povzetek: V prispevku je opisano varno in razsirljivo veriznoblokovno ogrodje za upravijanje zdravstvenih
podatkov, ki z uporabo SHA-256, PoW, RSA in ECDSA zagotavlja zasebnost, celovitost in nizko latenco.

1 Introduction

Blockchain technology has attracted substantial attention
and investment across various sectors, including digital cur-
rencies, supply chain management, the sharing economy,
energy trading, financial security, copyright protection, and
e-governance [1, 10]. Known for its strong security fea-
tures, blockchain plays a crucial role in supporting decen-
tralized applications and facilitating secure digital transac-
tions [8]. The integration of blockchain with healthcare
systems offers decentralized data storage, tamper-proof
records, and cryptographic security mechanisms, thereby
mitigating risks of unauthorized access and data breaches.
In this work, we propose a blockchain-based framework
that enhances healthcare data security and privacy by in-
tegrating an access control mechanism based on SHA-256
hashing for data integrity, transaction signatures using RSA
and Elliptic Curve Digital Signature Algorithm (ECDSA)
for authentication, and a Proof-of-Work (PoW) consensus-
driven security policy to ensure decentralized trust and scal-
ability.

To ensure a seamless user experience, transactions
within these applications must exhibit high speed, low la-
tency, strong security, and reliability. The growing incor-
poration of emerging technologies in healthcare is accel-
erating the expansion of health information processing [1],
making electronic health records a crucial and widely share-
able asset. Globally, the volume of medical data is rising at
an unprecedented pace.

The rapid increase in health data within medical insti-
tutions is contributing to more intricate information man-
agement systems, emphasizing the need for enhanced se-
curity and privacy measures [17]. Manual paper-based
health records and legacy management systems are partic-
ularly susceptible to breaches in patient privacy and data
integrity. Additionally, the lack of interconnected health
centers poses challenges for the long-term storage, shar-
ing, and maintenance of medical data, hindering effective
treatment and consultations. Despite the advantages of
blockchain technology, existing blockchain-based health-
care frameworks often face challenges in balancing secu-
rity, scalability, and efficiency. For instance, ensuring



150 Informatica 49 (2025) 149-162

B X2
©
b

QE
,!,7 % Hea]th Day
(e a

Consultant/Practitioner

[©) =
Health Data

@ D ——
Eﬂg'ﬂﬂﬂﬂ SNE

B 3=
= Health Dat:
g E-; Datd Healthcare Center calfcare Data
¢ A= h

+)OY

Blockchain Led,
/[_ Hed Access Control ockehain Lecger

Consultant/Practitioner

Figure 1: General overview of the functions of public
healthcare center

real-time access to medical records while preserving pri-
vacy requires novel consensus mechanisms and encryption
strategies [17]. Additionally, interoperability between dif-
ferent healthcare providers remains a concern, necessitat-
ing standardized protocols for secure data exchange [1].
Our proposed framework directly addresses these limita-
tions by implementing a scalable blockchain architecture
with low-latency transaction processing to overcome per-
formance inefficiencies, a SHA-256 and RSA-based access
control mechanism to enhance privacy safeguards, and a
standardized key management protocol to ensure interop-
erability among healthcare providers. Furthermore, it mit-
igates computational and storage trade-offs by optimizing
the Proof-of-Work consensus process, as detailed in sec-
tion 3.

Recent studies have proposed various blockchain archi-
tectures to enhance healthcare data security. Some ap-
proaches leverage hybrid blockchain models that integrate
fog computing to improve transaction speed and reduce
computational overhead [8]. Others focus on homomorphic
encryption techniques to enhance privacy preservation in
healthcare data management [3]. However, these solutions
often come with trade-offs in terms of computational com-
plexity and storage requirements.

Blockchain technology presents offers superior security
for healthcare data storage [6]. Its decentralized structure,
combined with its capabilities for ensuring data integrity,
security, privacy, and transparency, makes it an effective
approach to healthcare data management, unlike traditional
databases that rely on centralized servers vulnerable to
single-point failures and unauthorized access. The adoption
of blockchain-based data storage in the healthcare sector
has led to the emergence of advanced digital platforms de-
signed to replace traditional health record systems, signifi-
cantly enhancing data privacy and integrity. Figure 1 illus-
trates the flow of health data within a blockchain-powered
public health center, depicting secure transactions among
authorized medical professionals, health center controllers,
and the blockchain ledger. Authorized medical profession-
als and consultants can access these centers, retrieve patient
records, and provide well-informed medical recommenda-
tions. This framework is designed to ensure the security,
scalability, privacy, and integrity of health data storage and
management through blockchain technology [12]. It lever-
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ages smart contracts, which function based on a consensus-
driven mechanism.

This study aims to address the specific problem of inad-
equate privacy and efficiency in existing blockchain-based
healthcare systems by developing a framework that en-
sures secure, scalable, and interoperable health data man-
agement. Our research objectives are: (1) to design a
blockchain system with optimized access control and low-
latency transactions, (2) to enhance privacy through ad-
vanced cryptographic techniques, and (3) to evaluate its
performance against real-world requirements. Unlike prior
solutions, this work defends against Sybil attacks through
Proof-of-Work consensus, replay attacks via timestamped
nonce verification, and insider threats with RSA-encrypted
access control. A detailed threat model is presented in sec-
tion 3.2. The key contributions of this work include:

— Development of a novel blockchain-based system for
secure health data storage and sharing.

— Implementation of an optimized access control mech-
anism utilizing advanced cryptographic techniques,
specifically SHA-256 for hashing, RSA for key gen-
eration, and ECDSA for digital signatures.

— Design of an evaluation framework to assess and
demonstrate the system’s performance, including a se-
quence diagram for the proposed model.

The remainder of this paper is structured as follows: sec-
tion 2 discusses related work. section 3 describes the pro-
posed system’s design and architecture. section 4 presents
the results of the experimental evaluation and section 5
discusses these findings. Finally, section 6 concludes the
study.

2 Related work

Existing research on blockchain-based healthcare solutions
has focused on various aspects such as access control, data
confidentiality, secure storage, scalability, and informa-
tion integrity. Conventional healthcare systems frequently
struggle with maintaining secure data storage and facilitat-
ing safe information exchange across interconnected net-
works. However, state-of-the-art (SOTA) approaches often
exhibit specific shortcomings in scalability, privacy, and se-
curity, necessitating a more robust solution as proposed in
this work.

The decentralized nature of blockchain has the potential
to transform healthcare by improving clinical data monitor-
ing, ensuring secure patient data exchange, and strengthen-
ing data storage security [7]. Al-Zubaidie and Razzaq [17]
proposed a privacy-preserving framework that integrates
homomorphic encryption with blockchain to secure patient
data transactions. Their approach enhances data integrity
but suffers from increased computational overhead, limit-
ing scalability due to high processing demands. In another
study, Alshare et al. [1] explored the role of blockchain in
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VHFEXULQJ KHDOWKFDUH GDWD E\ L BIGHNFHSHULRU KNP QBN EFRWWOBBOWFENV L
EDVHG DFFHVV FRQWURO PHFKDQLVRWLUKHRQXIWQ R QQHIGCXFEHIVFWWBIQVDFW
WKDW EORFNFKDLQ FDQ VLJQLILFDQ@W DU HFIURYIHERYD & U Q QUS\DW BHQFFW X U
ZKLOH HQVXULQJ UHVWULFWHG DFPHQW EDYHEHRY ISUHRPIEQHA WMDQG OL
FXULW\ SROLFLHV \HW LW ODFNV \GUY HRULHQK\H B O MYKDAD UHD VIHIXW UGIN  Z LW
DIJDLQVW LQVLGHU WKUHDWYV GXH WERHBHIRN ANHHQ W DRRD/MY HDQWE GHSHQGHQF\

YXUWKHUPRUH O0OLVKU® ID@YCH ¥ WGE W H & RKAHH]EHXU @BUJRBBRKG ® EORF
LQWHJUDWLRQ Rl EORFNFKDLQ ZLWRDBWHY BIODIG WWB QL FILKHP OWK UHFRU
WHP ,3)6 IRUGHFHQWUDOL]JHG KHESWRRDPWH CDMBRHYHYNRRIWDWD VKD
7KHLU DSSURDFK UHGXFHV VWRUD Y @ Ry QRHDRYEG KKRPRPERIUPK IcFD W@F U\ S W L
DYDLODELOLW\ EXW LQWURGXFHV FKREDHQHH VAL QAW EHB XD Q IODINHOFS |
FRPSURPLVLQJVFDODELOLW)\ IRU UHODO DM PW b@EXUFIYWIRQUFRQWIFRP SX
HWD® SGHYHORSHG D EORFNFKDLQ WHQAG (OHFWURQLF +HDOWK
5HFRUG (+5 IUDPHZRUN DLPHG DW 3R N Y\HQMARDW LFPDXONVKRPSDUH WKHVH
ULJHG DFFHVV DQG GDWD PDQLSXOBWHRXPEDRD LHWWKE L QNHIO ERDUDFWHL
PXWDEOHDFWLYLW\ORJZLWKLQ WK R FO RKNNMKDQ Q@ MWAZ R UNK E XM WW W K D
UHOLDQFH RQEDVLF FU\SWRJUDSK LIFLFOHWRK R B O DB WFDLOWWEXOQWU B ULYD
EOH WR DGYDQFHG DWWDFNV OLNH)RE LQ \WINDAH WP EOKGEZIPOGNHW L]H S
DO @ 3ULYDWH 'DWD 2EMHFWYV 3'2DVWWHK 5 H RBHRYHH R DYORIRZD E L O@W\Q@®) G |
LQJ PXOWLSOH XQWUXVWHG HQWLW@HWVPE B RMH SXW HRWIPIDWQW HF REW FIRP\S U |
RQ VHQVLWLYH SHUVRQDO GDWD XW.QFQMHDOEDYWWYHYXRE GHPDQGV
DQ LQWHUSUHWHU HQFODYH WR VHEXEKDYV 8§ ¥ KFHS W VP D@V B EIGUEEBNDW |
ZLWKLQ D FRQWUROOHG HQYLURQPH@ W X\BWKM KL X FEQUWUFIRW IH BWKIHRQHHG |
GXFHV VFDODELOLW\DQG LQWUR GXPHNLRWYL RQIOHIR RV R G DUDXHWHRUN RY

&KHQJ HW MmO LQWURGXFHG (NLGMRQOY BEAYQMIBIUDWLQJ 6+$% DQG 56%
WKDW LQWHJUDWHY SULYDF\ SUHWHURQ ORUHDHOAR FiR© GWIDYEWY R IBWRKFRQ
D EORFNFKDLQ HQDEOHG 7UXVWHEBXYKHWXAMRRVYYELEROPNOWFNV DQG
7(( (NLGHQ HPSOR\V D 3URRI RI 3XEPVEPWRRRL$WRARWKRQWRLWKRXW DC
IDFLOLWDWH VHFXUHEORFNFKDLQ WUDQVDFWLRQV LQFOXGLQJFRQVHQ
VXV PHFKDQLVPV UHOLDQW RQ DXWKRUL]JHG WLPHUV +RZHYHU
WKLV PHWKRG PD\ OHDG WR LQFUHDVHBEWRGR VHRGHIKWE R& RO R J\
WHQWLDO VHFXULW\ULVNV DQG D EURDGHU DWWDFN VXUIDFH EXW LWV
KLJK UXQWLPH RYHUKHDG DQG EURTKGEN LY B PMMIRFNSWHMB OM X Q EHWR FN FK D L
PLQH HIILFLHQF\ DQG VHFXUL\@\ L QBWRDJUKRD/Q LYW WIOH ¥HFXUH VWRUDJH R
WURGXFHG D K\EULG EORFNFKDLQ RUFFARPISXWK @8 @ WY WRKBGSURSRVHG"
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JLIXUH JUDPHZRUN GLDJUDP RI WKH EORFNFKDLQ EDVHG KHDOWKFDUH PR
XVHUV FRQvVXOwDQWY WKHGLVWULEXWHG FRQWUROOHU DQG WKH EORFI
RFFXUVRQO\LIYHULILFDWLRQ IDLOV HJ DIWHUGBWHS LIWKHXQLTXH ,'R

LQIJWKHFRQILGHQWLDOLW\ DQG L QMMIHHJ BIRW \FARI X\HHD@WAKK/F MUWHCGSEIRR HN VFRIWH D W
ZKLOH VWUHDPOLQLQJ RSHUDWLRQ\KHWHI KB RWXRMQHIHVF FREFHOWHWWH YHRO\ HQ )\
RUGLQDWLRQ RIKHDOWKFDUH DFW DRIGMWLHNFX V¥ H TDHEFGVH GALRD KHDROW B Q6 FR U |
WKHZRUNIORZRIEORFNJHQHUDWLR@QRFNFKDLQ EDVHG VHFXUH FORXG VWR

WLRQ HQVXUHV KLJK SHUIRUPDQFH DXW

+HDOWKFDUH FHQWHU PREADY VP Yy YPF! DG GDWD LQWHJ
EORFNFKDLQ 7KLY EORFNFKDLQ EDVHG VA\VWHP HQKL

DQG VFDODELOLW\RIKHDOWK GDWD IRV
7KH SURSRVHG IUDPHZRUN LV GHVIDRRHG WRDLREKRYB KWW OW&DWD VHUYLF
FDUH V\VWHP HIILFLHQF\ E\ UHLQIRHPHPHRWLY RF WKHFXQDWIRUP UHYROYH |
WHJULW\ DQG YHULILDELOLW)\ RI DXW K R UW]HHG KKH-CDOOMKKGLDHFE R X G U ¥ KALR/Q V X O
VHFWLRQ GHVFULEHV WKH V\VWHP W RR 6 O B O O DG KLKHHFMPXUH B D WDOXH/S R
WUDWHGZIQLIEK SURYLGHV D FRP S UHKRHIWURB GHD JIRYAHRIQV WKH DFWLYLWLH
WKH EORFNFKDLQ EDVHG KHDOWK FZALWKG Q WX R EQRFHNEKQWQ EDRHG V\VWHF
ZRUN IRU SXEOLF KHDOWK FHQW H U F WKHIDW B KLDWHF RV R @WVDHDI WIHW ISR Q V L
XVHU LQWHUDEWLRQV HJ FRQVXGWDQWK WHARKBIG WY BB X'USDY VIRIKE Q WKL
DQG VXEPLWWLQJ KHDOWK GDWD 6WIBEYLGXDODFPOWFFRYW FRIIDWH RU »
PHFKDQLVPV PDQDJHG E\ WKH GLVVODMEKG'WE RRQWWR QBFREBUGW HRSVWKH EOF

HQIRUFHPHQW DQG YHULILEBDPM BQ\BURGWMHRUPWWERQ DQG VWRU
DQG EORFNFKDLQ RSHUDWLRQ VI XQE®XGN QWY BKXOH B B QY DTXWBWLYDWH I
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GLFDO GDWD ,Q WKLV IUDPHZRUN W

DUH LQYROYHG PHGLFDO SUDFWLWLRQH

L% HUDFW ZLWK KHDOWK GDWD 7KH Gl

, QWHURSHUDELOLW\ ZLWK, KPR ¥YKHRYHHILVWUDWLRQ DQG DFF
VWDQGDUGYV EORFNFKDLQ OHGJHU ZKLFK IXQFWLRQV
FXUH GDWDEDVH IRU SDWLHQW KHDOWK |

7TRHQVXUHSUDFWLFDO GHSOR\PHQWH{RQyKH/DHOWIK K P Yo S WWR -EHKQWANG DQ G
WKH SURSRVHG IUDPHZRUN LV GHVpH@HRG WR RRDS O X AVRK NIHH\G HQW LWL HV \
VWDQGDUGV LQFOXGLQJ +HDOWK MRGNA 61 S/ L HOW tHFRYENDYBUWLFLS
,QWHURSHUDELOLW\ 5SHVRXUFHV +WUrkHYH WDIGWRPAUPRBEBWD VHEXUHO\ 7K
DQG &RPPXQLFDWLRQV LQ OHGLFL @K VW2O W DRICX VIHROWW LYLWLHV ZLWKLQ

,QVXUDQFH3RUWDELOLW\DQG $FFRHEWPWLOLWNSH WUERBERIWBHFWLRQV WDNI
XODWLRQV +/ )+,5LV VXSSRUWHG HPDSSLQJ EORFNFKDLQ

VWRUHG KHDOWK UHFRUGV WR )+,5 UHVRXUFHV H J 3DWLHQW 2E
VHUYDWLRQ XVLQJ VWDQGDUGL]HG -62 H@@g@%b&\;% QDEOLQJ
VHDPOHVV GDWD H[FKDQJH ZLWK H[LVWLQ WhEP )RU

PHGLFDO LPDJLQJ ',&20 FRPSDWLEKGLWDRPMZRAKN HYHWLDWHYV ZLWK D VW U)
VWRULQJ',&20 PHWDGDWD KDVKHYV RIQVFKDH DL ZQ W& B RVDXIMKHRWLFDWH DQC
DJH ILOHV OLQNHG YLD VHFXUH RIIWIKDQBUWMRRIMPRIGYV KQWDRMY 7R EHJLQ S
EDODQFLQJ HIILFLHQF\ DQG LQWH JLIMWU D WRR Q QTR WLWR WKH KHDOWK F
+,3$$ LV HQVXUHG WKURXJK 56$% HQGUNSWH @ BOFN DD RMRYWMRIRVOVLRQDO FUHC
DQG (&'6$ VLIQDWXUHY VDIHJXD U @/IKMHQSYDHWLLH QI GADKHDDSB@ILFD QW TV UH JL
GHQWLDOLW\DQG DXGLWDELOLW\ DVWBQEDBWWEHDS39s SNQWIF\GHWDLOV
UXOHV 7KLVLQWHURSHUDELOLW)\ WQWROUQHFH R QV WH HUD® RIZRIKNDTIVQ QR HH Q V X U
JUDWLRQ ZLWK GLYHUVH KHDOWK F RLIQMVSU R Y WG H)UR\D MRSZLOH AKLFFHY F UXOVY H U
LFDO OLPLWDWLRQ QRWHG LQ VHFWQRRLFDOO\ JHQHUDWHY D XQLTXH XVHU |
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JLIXUH 'LDIJUDP VKRZLQJWKH VHTXHQFHRI XVHUDFWLYLWLHYVY LQYRO)

ZKLFK DUH GLVVHPLQDWHG WR WKH S U D FDW.DVD REHHWVYLQD Y HEZH QW U D O
L]JHG GLVWULEXWHG FRQWUROOHU 7KLVDXWKHQWLFDWLRQPHFKDQLVP
JUDQWYV UHJLVWHUHG XVHUV SHUS AKUXD U HDFFHRY \§ B RAWWK.IG BE'® RFQN LKQDG @ S\
QHWZRUN HQDEOLQJ WKHP WR OR JEIOR BNWFEKQ\L W [EFFDH/ B G G ISIRHZIRAUN IRU PD
SDWHLQ VXEVHTXHQW RSHUDWLRQWHFRUGV HQVXULQJWKHFRQILGHQWLE
RIVHQVLWLYHKHDOWK GDWD 7KH VXJJ
LILHG PHGLFDO SURIHVVLRQDOV DQG FFR
'DWD VXEPLVVLRQ WKH EORFNFKDLQ YLD WKH KHDOWK FHC

20FH DXWKHQWLEDWHG WKH IUDPﬁé@iWﬁW \F/’FJ:';&FS‘Q’\\/WBW KH
VXEPLVVLRQ SKDVH &RQVXOWDQW %’ IU'%;/é'QV g E‘JW\\I{Q&IH é'@ Ut
EORFNFKDLQ QHWZRUN FROOHFW SDRv UMY MEYHE SIPW IFkbQ ¥ LI I B Oy B D \
VXFKDV GLDJQRVWLF UHSRUWYV RU XN WFIE UG BOYHORNRPLG W W H QAEKAEEY H O
PLW WKHVH UHFRUGV WR WKH K H D OM\PEH oG H RO VP RRSODIM Y Z850R@ J i LF !
FHLSW WKHFRQWUROOHU DVVLIJQWBBbYWYFRKWHE GRWRWERB @I W\ wHWR XV
SDWLHQW FRQVROLGDWLQJ WKHLSPWEHRWI &HRWRULHY WRUY FYERRGLQ
ODU WUDFHDEOH SURILOH 7R IRUKWIO OWKFKHERM GHBARKHMMIKR YE TLXYHV W LY
HQFRGHG ZLWK D KDVK EDVHG YDOXHI E\FRRMWEBRPNHEKDLWL IEgM WKH LGHQ'
DWLQJDQ LQGHOLEOH GLJLWDO ILFIHMYsWRMNK W KB WXSIMWHIG W@yLRbPRB A 6 |
LQJDQG HQKDQFHV DXGLWDELOLWW §HPAW R WHEXSHREGR U BPREL RURFHVYV
KHDOWK UHFRUGV LV ULJRURXVO\ @G SHW Y 8 QRHOX W@R ¥ E HcPLRUD PR P C
WLRQHUV ZLWK SHUPLVVLRQV JRYWULBRE PREUREWREIDS Kk VAVIRIY\Y .| WKH Y
WR HQVXUH FRPSOLDQFHDQG SUHYWbEM KB RWIRRPIGQHE BBOWHUGW LeHR WL
8SRQ VXFFHVVIXO HQWU\ RI GDWD LRPWRREWRWEDRER F Kb Mt oo Wighy D FFHV
ZRUN SDUWLFLSDQWV LQFOXGLQJVYHOHMDRQWRWYbWKESYLRWRHGEERBOQ L
DQG WKH SDWLHQWY UHFHLYH LQV#PRIWYHOHRXFAFIRWYR BPEWWRE RPWKHQ\
WUDQVDFWLRQ 7KLV UHDO WLPH QRWALFIURDAF Uk EWHER B QR E K \ERAMH/W K
WUDQVSDUHQF\ DFFRXQWDELOLW)\ TKHGL QYW XWV\Y DV IURYW DWPKRHQ B BR VI\WU H Q \
WHP HQVXULQJWKDW VWDNHKROG WUWHPUBPDQQWRWHIWHKE R HDSP®MHW ML QW +
WR SDWLHQW UHFRUGYV ZKLOH PDL @QRDIRIL Q Q WRKINEHOQFHKWR GWKFDEH GD
DQG UHJXODWRU\VWDQGDUGYV TXHQFH GLDJUDOQ@RVIWUDWHY WKH EOR
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JLIXUH 'LDJUDP VKRZLQIJWKHVHTXHQFHRISURFHVVHV LQ D EOTF

DFWLRQ SURFHVV ZKLFK LQYROY H¥ ®IRILABOPAR Q WHOMWDQW DD F WHRX . H\ SDL
ULW\PHFKDQLVPV DQG WKH XQG H UO\E QRFE @ REAVDK D LRORS G D VWOIWRIQ V

KHQ FRQVXOWDQWY FROOHFW KHDOW KLY HERYEPYWY R PHOOWK {QNPW URRHURFWLR
LOQWHUDFW ZLWK WKH EORFNFKDLQWIEW—?[%%XFMQ@W@E Lﬁg'}ngdg\,yF;(u
LQJ WKDW DOO KHDOWK GDWD LV VHF XU FfdohmValeR UHB2D Q6 §iHREHVVHG

7KH VAIVWHP HPSOR\V D NH\ JHQHUDWLRQ DOJRULWKPI@QRTRB+hD W2V
GLVWLQFW SXEOLF DQG SULYDWH NH\ spPiragkeylRU2VAFRUA SDWD DF

FHVV 7KHVHNH\V JHQHUDWHG UDQGRPO\ HQKD@%@W%%ﬁE@@E\)@“NNBQM
RIWUDQVDFWLRQV ZLWKLQ WKH SODW IRMfR:E) D QiibkéL Qi QFUISWH G

FRPPXQLFDWLRQ EHWZHHQ XVHUV DQG WK HQED RVENSE KiDte@250 pligichey U
J HovivateK blicK
7RUHLQIRUFH GDWD VHEXULW\ WKH EQRINFEKD PO TUDPHZRUN LQ

FRUSRUDWHYV FU\SWRJUDSKLFKDVKLQJ DERREWHLWDO VLIQLQJPHFK
DQLVPV :KHQDFRQVXOWDQWVKDUH\AD%LWFLH WiV KHDOWK UHFRUG
ZLWKDQRWKHUDXWKRUL]JHG HQW LW\ ﬁﬁiﬂgmfé?ﬂf&s GDWD WUDQVIHURF
FXUV 5DWKHU WKDQ WUDQVIHUULQJ GDWD GLUHFWO\ WKH WUDQVDF
WLRQ LV FDUULHG RXW E\DGMXVWLQJ DFFHVV SHUPLVVLRQV ZLWKLQ

WKH EORFNFKDLQ QHWZRUN (YHUHUB WHHWWHMNRHYW EFORRRNDWKLVFSURFHVYV
FHVV PXVW EH DXWKHQWLFDWHG EXB 0 WKNOHDWIL QP W IXQWH WHDPHSIHWHSU RR| L
XVLQJ WKH VHQGHUYfV SULYDWH NHWRR &G YWVWUGEXWHIKBGDOBGQMWYW WKHLEGES FU'
SXEOLFNH\WR FRQILUP OHJLWLPDR QUK 6i++$ KBEVNKQIGOD\ D IXQGDPHQWI
WLRQLVFHQWUDOWRWKHVHRSHUD®YLRXWH G&HQHU BiI\Y EQ I DWKLQLITWH BOVSD FW |
WRJUDSKLF KDVK IRU HDFK WUDQV PBRW LIRGHDQG DOIORVZR QRS BOWRDWHUHFRUG
WULHYDO WKURXJK KDVKHG 85/V ZIPMKKD® QMKH HIOE/ KONV & ISOWWOO PHGLFEDC
IRUP $GGLWLRQDOO\ SDUWLFLSDWKQORREHY HSURWHEAHG DQ BMUD/QW X Q D

DEFWLRQV WR FRQILUP WKHLU DXWKH@WL G LW HBQ Y X R PWSEN § R WER &k Ru L w
WHJULWAUHPDLQV XQFRPSURPLVHG j\sWRJUDSKLF KDVK ZKLFK PDLQWDLQ\
$ FUXFLDO DVSHFW RI WKLV EORF REKDWQR®D R HEOR F WHFDILLY) \G BM D EORF NV
3R: FRQVHQVXYV PHFKDQLVP ZKLFKWRHUHRNKDQ RFNR QMDHOY HVVHQWLDO FR
WLRQ DQG YHULILFDWLRQ 1RGHV ®XPWHBL S\O\W HY WIDP 8/ KHR@HW ZRORF N F KL
YDOLGDWH KHDOWK WUDQVDFWLRQRI WRIG $U B WURYXOUEHORFNH FWH & QFRFNHIQH D
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$OJRULWKPWDO 6LJQDWXUH *HQH UPOVIIRRQ BREFPHDUEDIREOOWR +HDOWK %ORF

DFWLRQ

SURF HE&XQHHU D W H LU DO WDXFUML R Q
LXVBLUUHTXHVWYV WR D BWRFNER B QQ
T K FZ 2t+Hm/2 b2M pavdteKey
privateKey :2M2° i2_a E2vU
b2M/2" privateKey V
transactionSigner **2 i2.B;Bi HaB;M im 2U
privateKey V
hashV alue
signedT ransaction aB;Mh™ Mb +iBQMU
transactionSigner;
hashV alue V
UHWXMQ/2 asignadT ransaction V
HOVH
GRQYW FUHDWHNVLIJQDWXUH IRU

SURFHGNUIHVWUDWIRGX S HTXHVW

LKHDOWK GDWD XV HWKHOT XHVWYV D QRGH
SUHDWBLVWUDWLRQ1IRGH
HQG LI
,QLWLDOL]H SEUDPKMMHAUBRYDFEWLRQ
QRGIHQHVLDYV%ORFN
XUO1RGHSQIR| BWHLE/2
LI VKW@ 1RGH, QDR)AHM BB , @ KH §D W K

*QKTmi2> b?Ubi M/ “/nBMTminp Hm3GXUO1RGH,QIR/XWWOREGH \QRR SDWK

QRGHYV

HOVH
$SSHQG D QHZQRREIHH/W R

HQG LI

'‘RQRW DSSHQG

HQG SURFHGXUH

HQG LI
HQG SURFHGXUH

SOJRULWKWDWLRQDQG SGGLWLRQ @%&U%M%ﬁuﬁ+5\'7|?ow'< ‘bwWD 0DQD

EDVHG +HDOWK '‘DWD 7UDQVDFWLR‘JQ"SURFH$D<FU><HDXODWH$Q<33XEOLVK

SURFHBXKWBIW H 1 H(Z% O RFKN D W D
,QLW LKOHODLQMV K 7UD,QVDFWLRQV
6 HEMO R F(\E O R F N 1; XPHEDHOUW K 7 U; DQQRADFAHV L R Q V
WLPHVYSMHYSLRXV%ORFN+DVK

LEORFNIXAEMURPKDLQWKHQ
$SSHEGRERKDLQ
SHVHMQQLQJWUDQVDFWLRQ VWDWXV
$GEORFRKDLQ

HQG LI

LLM+Q/2Ca®RIFNM/ “/np HBIZ D ILOH WKHQ

KDVK 9DO®XHi2a> k8e> b?2UV
8SGDHMDWK 9DOXH EORFNV
UHWX2tQM+®&M@VK 9DOXH
HOVH
'R QRWKLQJ
HQG LI

HQG SURFHGXUH

JHWKHU HQVXULQJ VHDPOHVV YHULIL

,QLWLWODRD{HWDFWLRQ SDUDPHWHUV IRU KHDC
&UHDWHZ WUDQVDFWLRQ EORFN
$XWKHQ®WILADWHO WUDQVDFWLRQ VLIQDWXU
publicKey :2i_a Sm#HB+E2vUV
signatureV erifier **2 i2SE*aRo2'B7B2'U
publicKey V
:2M2° i2a> > b?U?2 Hi?ni° Mb +iBQM
:2M2° i2a> > b?U
health Bransaction V
9HULIN6LIQDIWX U #-
?2th® Mb +iBQMaB;M im 2V
([HFX3WRH PHFKDQLVP
)J)XOIRODQLQJFRQGLWLRQVIRUYDOLG SURRI
6\QFKURE@IRANFKDLQ QRGHYV
&RQILMWPRFNFKDLQ WUDQVDFWLRQ YDOLGLW
$SSHQOWD WR WKH WUDQVDFWLRQ FKDLQ
LIWUDQVDFWLRQ VLIQDWXUHLYV YHULILHG W
7UDQVIHU FADWKDBEHMWZHHQ QRGHYV
*UDQW DWRHKWD OWK UHFRUGYV

dataHash
dataHash

FRQDQS HVWDEOLVKLQJ DQ
LPPXWDEOH UHFRUG RIDOO WUDQV@L&EQE@QN—

7KH
(&'6%
GLJLWDO VLIQDWXUHYV DW ERWK W
DO\ GLVFUHSDQF\ LV GHWHFWHG V
GDWD YDOXHVY WKH WUDQVDFWLR

(OOLSWLF &XUYH

UHFRUGV 7KLV WZR WLHU YHULIL
RQO\ DXWKHQWLFDWHG XVHUV FD
PLWLJDWLQJULVNV DVVRFLDWHG Z
"LWKLQ WKH EORFNFKDLQ IUDPHZ
WLRQ JHQHUDWHYV D SXEOLF SULYD
HQFU\SWLRQDQG GHF WLWG®XRYUSP

R
SUHYHQWLQJ XQDXWKRUL]JHG PRGFW?:'

'LIJILWDO 6LJQDWXUH $O0OJRULWKP
IXUWKHU VWUHQJIJWKHQV GDWD VHFEXULW\ E\ YHULI\LQJ

A4
\Kpr{JL:'

%Y
lleet
it

At

V.

FS@@KIR
HV L

ZRUN DO

e

Y |
B SEGREoxpE
Uk
W

i
%}?ﬁ?y F KHD

EDVHG NH\ SDLU JHQHUDWLRQ SURFRKMN 3RKERKQ DMQVXYWPHEGKDXH VP SOD\V
NH\V WR DOO SDUWLFLSDQWYV IRU VEHFREMFIKDW E EDNVW GRRXEOTLRKHKBDIOWK QF
PHWKRG PDSV WKHVH FU\SWRJUD S KOLFFANHR @ \Z EW KR$BH W KID\FIRGH VKDUHG RU
LQJIRU VHDPOHVYV WUDQ VD FVWLHRODRBRFRGL G K LYCPHRWK W& B\QDPLFDOO\ DG\
WKH SURFHVV RI JHQHUDWLQJ GLJLWIDRL $ DLW XQRHEHNR H IQN X O WEIJGRCSMLL P
WUDQVDFWLRQV HQVXULQJ HQFU\DWH B MXWKMIQW LW R W KR Q GW ¥ LAQDIVDM W U
ZRUNLQWHUDFWLRQV WUDQVDFWLRQV DUH YDOLGDWHG WKF
7RPDLQWDLQ GDWD L GRXMIWLLGH VDEDRIRRFRNWEBBEW KLQ WKH EORFNFKDLQ OHG
LQYROYHG LQ FUHDWLQJ DQG DG G LIQLIVO\HZQKGHIDIDMHI G DW\DRE O RIONWHW R U G H G
WKHEORFNFKDLQ (DFKWUDQVDFWRRWER®FN FRQVLVWV RIHVVHQWLDO
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