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Identity-based signature (IBS) is an important cryptographic primitive which allows authentication of a
party’s public key without the need for certificates. In this paper, we construct a post-quantum provable
identity-based signature scheme from multivariate polynomials. Our scheme is constructed from the sigma
protocols with helper by Beullens at Eurocrypt 2020 and the Fiat-Shamir paradigm. Concrete choice of
parameters shows that our scheme is more efficient than existing multivariate IBS schemes in terms of pub-
lic key/signature sizes.

Povzetek: Predstavijena je postkvantna identitetna podpisna shema MQIBS, zasnovano na multivariatnih
polinomih. Z uporabo sigma protokolov in Fiat-Shamirjevega pristopa izboljsuje varnost in ucinkovitost,
potrjuje manjse velikosti javnih kljucev in podpisov, kar prispeva k vecji prakticnosti v postkvantni krip-

tografiji.

1 Introduction

Post-quantum Cryptography (PQC) has become an emerg-
ing research direction since the announcement of NIST
(National Institute of Standards and Technology) for the
PQC standardization process since 2016 [|1|]. NIST selected
several candidates for standardization in 2022 and called for
additional digital signatures whose the first round deadline
was June 2023 [2]. Among the candidates for PQC, multi-
variate cryptography is one of the main candidates for this
standardization [[l, 2]. It is shown in [[L1, 12] that mul-
tivariate schemes are very fast in general and suitable for
limited computational resources, such as smart cards that
run RFID chips. The security of multivariate schemes is
normally based on the hardness of the MO-Problem, which
is proven to be NP-Hard F5 [3], that asks for a solution of
a given system of multivariate quadratic polynomials over
the field FF,.

Multivariate cryptography is dated back to the early
work of Matsumoto and Imai in 1988 [6], and since then,
there has been a rich development of designing multivari-
ate schemes in several directions. Notably in the his-
tory is the (Unbalanced) Oil and Vinegar (UOV) signature
scheme by Patarin et al. after he broke the Matsumoto-Imai
scheme [[7, 8]. Since then, there has been the main direc-
tion on improving the UOV schemes, including the multi-
layer variant Rainbow by Ding and Schmidt [[1(], and its
cyclic version [[14]. Rainbow was one of the main candi-
dates in the NIST PQC Process until Round 3, but it was
not selected due to the attack by Beullens [30] which re-

duced the proposed security levels, i.e., in order to achieve
the required level of security, Rainbow needs to update
the parameters which will result in large key and signature
sizes. Since then, the intention focuses back to improving
the UOV scheme. Especially there have been many such
submissions in the round 1 of NIST Additional PQC Signa-
tures [2] including for example MAYO, PROV, QR-UOV
and TUOV; see [2] for the details.

One drawback of UOV signatures is that they do not have
a provable security proof. Recent submissions like MAYO
or PROV do have such a proof but it was reduced to a
new assumption, not the NP-complete MQ problem as ex-
pected. For a provable secure construction, another direc-
tion of construction multivariate signatures is to follow the
Fiat-Shamir paradigm [5]. In this case, one needs first an
identification scheme and the Fiat-Shamir transformation
converts it into a secure digital signature. The first multi-
variate identification schemes were proposed by Sakumoto
et al. [[L7]. They include a 3-pass and 5-pass identification
schemes. The 5-pass identification was used to design the
MQDSS signature [20, 19] which was a candidate for NIST
PQC Round 2. However, it was broken by Kales and Za-
verucha [27]. All work in this direction is hence focus-
ing on improving one from 3-pass identification scheme
by Sakumoto et al. [[17], including [25]. Recently, Beul-
lens [26, 26] developed sigma protocols with helper, inspir-
ing from the work by Katz et al. [21]], and applied to the 3-
pass identification scheme by Sakumoto et al. [[1 7] to obtain
a more efficient multivariate digital signature compared to
MQDSS [24].
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Identity-Based Signature (IBS), proposed by Shamir [4],
allows for the generation of a public key for an entity us-
ing only some basic scheme parameters and an identifier
string (such as an email address or phone number). A pri-
vate key generator (PKG) derives private keys from a mas-
ter secret and distributes them to the entities involved in the
scheme. This approach removes the requirement for certifi-
cates, unlike in traditional public key infrastructure. There
have been many post-quantum constructions of IBS. In the
area of multivariate cryptography, there have been several
proposals for IBS based on UOV such as [|L8, 24] or Rain-
bow such as [23, 24]. Recently, there has been a proposal
for identity-based signature by Debnath et al. [31]].

In this paper, we investigate the sigma protocol with
helper by Beullens and design an identity-based signa-
ture scheme from multivariate polynomials, which we call
MQIBS. Our MQIBS scheme enjoys the security reduction
to the underlying MQ problem and is more efficient than
existing schemes; see Table P for the details.

Related work There are basically two approaches to con-
struct an IBS. One is called the certification approach [[13],
transforms a standard signature scheme into an IBS scheme,
from which this paper follows. The other one [J] is to
transform a 2-level hierarchical identity-based encryption
(HIBE) scheme to an IBS scheme. For post-quantum
identity-based signatures, there exist several constructions.
The most dominant candidates come from lattice-based
constructions ([|L5, 28, B2]) which follow the second ap-
proach, since there exist trapdoors in lattices which en-
able efficient HIBE constructions ([[16]). The remain-
ing post-quantum identity-based signature candidates fol-
low the first approach. Isogeny-based [33, 29] and group
actions-based [34] constructions follow a variant [22] of
the first approach to achieve schemes with tight reduction;
however, due to the less flexibility of group actions, the
constructions require a lot of “layers” which may result in
in-efficient schemes compared to the efficient digital coun-
terparts. In multivariate cryptography, there have been sev-
eral constructions based on Rainbow such as [23, 24, 31]].
In this paper, we propose a new one which is more efficient
than the aforementioned schemes.

The rest of the paper is organized as the following. In
Section 2, we recall some basic notions on commitment
schemes and identity-based signatures including their def-
inition and security model. We recall the sigma protocols
with helper from Beullens [3(] in Section 3 and our con-
struction of MQIBS is presented in Section 4. In Section
5, we provide the choice of parameters and compute the
key and signature size of MQIBS as well as a comparison
between MQIBS with existing multivariate IBS. Section 6
concludes the paper.
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2 Preliminaries

2.1 Commitment schemes

A commitment scheme Com {0,1}* x {0,1}* —
{0,1}2*, where ) is the security parameter, is a function
that takes as input A uniformly random bit r € {0, 1}* and
amessage m € {0, 1}*, outputs a 2X bit long commitment
Com(r,m). We require the following two properties of a
commitment scheme ([2€]).

Definition 1 (Computational binding). For an adversary A
we define its advantage for the commitment binding game
as

AdVBinding (.A) —

com

Pr[Com(r,m) = Com(r’,m/)|(r,m, 7", m’) < A(1M)].

We say that Com is computationally binding if for
all polynomial-time algorithms A, the advantage
AdvENIne(A) is a negligible function of the security
parameter \.

Definition 2 (Computational hiding). For an adversary A
we define the advantage for the commitment hiding game
for a pair of messages m, m’ as

AdVHiding(A, m, m/) _

Com
[1 =A(Com(r,m)]— Pr

| Pr
r<{0,1}* r<{0,1}*

We say that Com is computationally hiding if for all
polynomial-time algorithms A, and every pair of messages
m, m’ the advantage Advg')dn'?g(./ﬁl7 m, m’) is a negligible
function of the security parameter .

2.2 Identity-based signature scheme

scheme is
IBS =

An  identity-based  signature (IBS)
a tuple of polynomial-time algorithms
(Setup, KeyDer, Sign, Verify) as follows:

Setup(1?): On input the security parameter )\, it outputs
the master public key and secret key pair (mpk, msk).

KeyDer(msk, id): On input the master secret key msk and
auser identity I D, it generates the user secret key usk.

Sign(mpk, usk, M): On input the master public key mpk,
the user secret key usk and a message M, it outputs a
signature o.

Verify(mpk,id, o, M): On input the master public key
mpk, user identity /D, a signature-message pair
(o, M), it outputs 1 for acceptance and 0 for rejection.

1 = A(Com(r,m")]|.
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We consider the following properties for an IBS scheme.
First, the correctness guarantees that a signature generated
by an honest signer will always pass the verification algo-
rithm.

Definition 3 (Correctness). We say that an identity-based
signature |BS is correct, if for all A € N, all identity
id € ZD and all message M € M that if (mpk, msk) «+
Setup(1?), uskiy < KeyDer(mpk, msk,id), o <«
Sign(mpk, uskiq, M) then it holds that

Pr[Verify(mpk, id, o, M) = 1] = 1 — negl(}\).

Second, it is requires that an adversary cannot create a
new tuple (id, message, signature) for an identity and a mes-
sage that it hasn’t been queried before, given that it has al-
ready seen some identities’ secret keys and signatures for
some tuples (identity, message) of its choice.

Definition 4 (EUF-ID-CMA). We say that an identity-
based signature |BS is EUF-ID-CMA if, for every PPT ad-
versary A, it holds that A has a negligible advantage in the
following experiment.

EXpiUF_ID-CMA()\) .

1. The challenger generates (mpk, msk) < Setup(1*)
and sets Qiq 0, Qia < 0, Qusk, + D and Qpr + 0.

2. The challenger gives mpk to the adversary A. More-
over, A can access two signing oracles Okeyder, Osign,
where

i. Key derivation oracle Okeyper: On input a key
derivation query id € ID, the oracle Okeyper
checks whether (id,-) € Q. If (id,-) € Qi
for some uskyq € USK, it returns uskiq. Other-
wise, it returns usk;q < KeyDer(mpk, msk, id)
and sets Qiq < Qiq U {(id, uskiq) }

ii. Signing oracle Osign: On input a signing query
(id, M) € IDx M, the oracle Os;gn sets Qpr <
O U {(id, M)} and checks whether (id,-) €
Qid

— If (id, ) € Qiq for some uskiy € USK, re-
turns o < Sign(mpk, uskig, M).

— If there does not exist (id,:) € Qi
for any uskiy € USK, it computes
uskiq <« KeyDer(mpk, msk,id), return
o <+ Sign(mpk, uskig, M) and sets Qiq +
QiU {(ld, USkid)}.

3. In the end,
(id*, M*,c*).

the adversary outputs a forgery

4. The challenger outputs 1 if the following three condi-
tions are hold:

— There does not exist (id*,) € Qi for any
uskid* S Z/{S’C,
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— (id", M*) ¢ Quy,
— Verify(mpk, id*, M* %) = 1

The advantage of A is defined by AdvE‘UF'lD'CMA()\) =
Pr{ExpS 1P M) = 1].

3 Sigma protocols with helper

Beullens [2€] introduced a sigma protocol with a helper,
which involves a three-round sigma protocol that includes a
trusted third party, known as the helper. At the start of each
protocol execution, the helper runs a setup algorithm using
arandom seed. The helper then sends auxiliary information
to the verifier and provides the seed value used in the setup
algorithm to the prover. The syntax can be summarized in
the Figure [l

Definition 5 (Sigma protocol with helper [26]). 4 protocol
is a sigma protocol with helper for relation R with chal-
lenge space C ifit is of the form of Fig. || and satisfies.

Completeness. If all parties (Helper, Prover, Verifier) fol-
low the protocol on input (x,w) € R, then the verifier
always accepts.

2-Special soundness. From an adversary A that out-
puts with noticeable probability two valid transcripts
(z, aux, com, ch, rsp) and (x, aux, com, ch’, rsp’) with
ch # ch’' and where aux = Setup(seed) for some
seed value seed (not necessarily known to the extrac-
tor) one can efficiently extract a witness w such that
(z,w) € R.

Special honest-verifier zero-knowledge. There exists a
PPT simulator S that on input x, a random seed value
seed and a random challenge ch outputs a transcript
(z,aux,com, ch, rsp) with aux = Setup(seed) that
is computationally indistinguishable from the proba-
bility distribution of transcripts of honest executions
of the protocol on input (x,w) for some w such that
(z,w) € R, conditioned on the auxiliary information
being equal to aux and the challenge being equal to
ch.

Beullens then transformed sigma protocols with helper
in Figure [l| into a standard zero-knowledge proof of knowl-
edge without helper using the “Cut-and-choose” approach
by Katz et al. [21]]. We recall it in Figure J.

Theorem 1 ([26, Theorem 3]). Let (Setup, Py, P>, V') be
a sigma protocol with helper and challenge space C, if
the used commitment scheme is hiding, then the proto-
col of Fig. B is an honest-verifier zero-knowledge proof
of knowledge with challenge space {1,...,k} x C and
max(k, |C|)+ 1-special soundness (and hence it has sound-
ness error max(, \%I)
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Helper(z)

seed & {0,11)
aux < Setup(seed)
Send seed to the prover and aux to the verifier.

Prover(z, w, seed)

com, Pstate < P1(x, w, seed)

com

rsp <— P2(Pstate7 Ch)

rsp

Verifier(x, aux)

ch < C

return < V(z, aux, com, ch, rsp)

Figure 1: The structure of a sigma protocol with trusted setup

4 Construction of MQIBS

4.1 Sigma protocol with helper for MQ
problem

In this section, we recall the sigma protocol with helper for
MQ Problem from [24] in proving knowledge of a solution
of a system of multivariate quadratic equations over a finite
field IF,. This scheme improves the previous two schemes
by Sakumoto et al. . In particular, the two schemes by Saku-
moto et al. have soundness errors % and % + i respectively

while the one with helper has soundness error to only %.

Let F : Fy — F{* is a multivariate quadratic map of m
polynomials in n variables, define the polar form of F as

g(x,y) == F(x+y) — F(x) = F(y)-

Note that G is linear in both x and y. The sigma protocol is
described in Figture 3.

Theorem 2 ([26, Theorem 1]). Suppose the used commit-
ment scheme is computationally binding and computation-
ally hiding, then the protocol of Fig. J is a sigma protocol
with trusted setup as in Definition [ with challenge space
F,.

4.2 Our identity-based signature
construction

In this Section, we propose a construction of an identity-
based signature from the sigma protocol with helper pre-
sented in Figure B, which we call MQIBS. The idea is to
follow the construction by Kiltz et al. [[13]. The MQIBS

scheme consists of the following polynomial-time algo-
rithms.

Setup(1*): Given security parameter )\, output public pa-
rameters consisting of m, n, ¢, k, a random system of
polynomials F : Fy — Fg", and a hash function
H:{0,1}* = {1,...,k} xF,, and do the following:

— Choose s & [F, and compute v := F(s) € Fy".
— Output mpk = (F,v) and msk = s.
KeyDer(msk, id): Given the master secret key msk = s
and a user identity id, do the following:
— Choose a random system Fiq : Fy' — F", sig i
[y and compute vig = F; (sid)-
Forie{l,...,k} do

~ seed; & {0,1}

— Compute aux; as in the procedure of
Helper(F) in Figure .

— Compute com; as in the first step of the
Prover as in Figure f.

Set COM;q := (comy, aux;)ie(1,... k}-
Compute (I, ) := H(COMyq4, Fiq|id)
Retrieve seed; and compute the response rsp (us-

ing s) as in the response by the Prover as in Fig-
ure . Set RSP;q = (rsp, seed; Vi # I).

— Output the user secret key as usk =
(Sid, Vi, Fia; COMig, RSPyq).

Sign(mpk, usk, M): Given the master public key mpk, the
user secret key usk of a user id and a message M, do
the following:
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Prover Verifier
forie {1,...,k} do
seed; & {o,1}*
aux; < Setup(seed;)
com; <+ P1(x,w, seed;)
end for
aux;, com; Vi
_—
I<{1,... .k}
eh&c
(Lch)

rsp < P2 (x, w, seed|, com, ch)

seed; Vi # |, rsp
_—

if 37 # I : aux; # Setup(seed;)
then

return 0
end if

return < V (x, aux,com, ch,rsp)

Figure 2: Zero-knowledge proof without helper

— Parse usk as (Sid, Vid, ]:id7 (:Ol\/'id7 RSPld)
Fori e {1,...,k} do
— seed; & {0,1}*
— Compute aux; as in the procedure of
Helper(Fiq) in Figure f.
— Compute com; as in the first step of the
Prover as in Figure .

Set COM := (com;, aux;)ieq1,....k}-
Compute (J, ¢) := H(COM, M)
— Retrieve seed; and compute the response rsp

(using siq) as in the response by the Prover as in
Figure B. Set RSP = (rsp, seed; Vi # I).

— Output a  signature as o =
(Vid7 -7:id7 COM,’d, RSPid7 COM, RSP).

Verify(mpk, id, o, M): Given a master public key mpk, an
identity id, a signature-message pair o and M, do the
following:

— Parse the signature o as o =
(Vidv ]:ida COMid, RSPid7 COM, RSP)

— Use (vig, Fig, COM, RSP) and M do the verifi-
cation as by the Verifier in Figure §. Let the result
of the verification be b;.

— Use mpk, Fiqllid, COM;4, RSP;q4 as an input for
the verification procedure as in Figure f|. Call the
result of this process to be bs.

— If by = by = 1 then output 1, otherwise output
0.

Correctness The correctness is straight-forward with
noting that (COM, RSP) is a signature for the message M
under the public key viq, Fiq and secret key siq of the user
id, and COM;q4, RSP;q is a signature for the message Fiq/|id
under the master public key mpk and master secret key msk.

Security The security is also straightforward following
the result by Kitlz et al. [[13]. In fact, the MQIBS is EUF-
ID-CMA secure provided that the underlying signature is
EUF-CMA secure. Note that the underlying signature is
obtained from applying the Fiat-Shamir transformation to
the sigma protocol in Figure . Hence if there is an adver-
sary that breaks the EUF-CMA of the underlying signature,
then, it is folklore [55] that, there exists an adversary that
breaks the soundness of the sigma protocol in Figure . It
follows from [26, Section 5] that we can construct an algo-
rithm to solve the underlying MQ problem.
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[htb]
Helper(F)

seed <& {0,111

Generate e € F" and t, ro € Fy; from seed.

for each c € F, do
e. <+ cF(rp) —e
te < crg—t
Generate commitment randomness r. € {0,1}* from seed.
com,. < Com(r,, (e, t.))

end for

aux < [com.|c € F]

Send seed to the prover and aux to the verifier.

Prover(F, s, seed) Verifier(F, v, aux)

Regenerate e, t, ro from seed
r« {0,1}*
com < Com(r, (r1,e + G(ry,t)))

com

Recompute rq, €4, to from seed

(r7 raarheﬂut@)
_—

X a(v—F(r1)) —ea — G(ri,ta)
b1 < com = Com(r, (r1,x))

bz + com, = Com(r, (eq,ta))
Return b; A b2

Figure 3: Sigma protocol with helper for MQ problem

5 Parameters hence not practical to compute Merkle trees of size g.
We then can reduce the challenge space to F,, with
q" < q. Tt then makes the protocol in Figure P has
soundness error _; (instead of 7). Katz etal. [21] sug-
gested that, instead of letting the verifier choose 1 out

5.1 Optimizations

In this section, we review about the techniques presented of k setups to execute, we now let him choose 7 out of
in [26], which was followed by Katz et al. [21], for opti- M setups to execute, which results to the soundness
mizations. Some are as follows; see [26, Section 7] for the error bounded by

details.

(J\l 78)
T—€
, , 02X M\ ir—e’
— Build a Merkle tree on the commitments com; com- Sest (T )q

puted in the KeyDer process as well as the Sign pro-
cess to reduce the user secret key usk as well as sig-
nature size o. In particular, instead of including all
com; in COMjyq (resp. COM), we use only the root of
the Merkle tree created by the com;, and hence RSPy
(resp. RSP) consists only [log,(g)] nodes required to
reconstruct the root of the Merkle tree. Similarly, we =~ We follow [26] for the choice of parameters m, n, ¢, 7, M.
can do the same for aux; in COMyq4 (resp. COM), and First of all, ¢ = 4 and m = n = 88,128, 160 respectively
seed; in RSPjq (resp. RSP). following [20] in the MQDSS submission to the NIST PQC
standardization project. Note that we choose the number of

— For some applications, the finite field I, is large and  equations m equal to the number of variables n, i.e., m = n,

See [26, Section 7] or [21] for the details.

5.2 Parameters
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Table 1: Parameters for MQIBS

H Security Level H q ‘ n ‘ M ‘ T H |mpk| (B) H |msk| (B) H Signature (B) H
I 4| 88 | 191 | 68 38 16 28,838
I 4 | 128 | 256 | 111 56 24 65,856
\% 4| 160 | 380 | 136 72 32 111,272

Table 2: Comparison between our MQIBS with other existing multivariate IBS

H Scheme H |mpk| (B) H |msk| (B) H Signature (B) H
Ours (MQIBS) 38 16 28,838
IBS-Rainbow [23] 148,300 103,700 304,300
ID-Rainbow [24] 4,220,000 142,600 46
Mul-IBS-Rainbow [31] 136,100 90,900 33,400
to ensure that we get the hardest instance of an MQ prob- Funding

lem [20]. The parameters 7 and M are chosen to balance
between the signature size and running time: increasing 7
impacts signature size, while decreasing M impacts sign-
ing and verification time [2€]. The parameters for MQIBS,
key and signature sizes are summarized in Table [Il.

In Table P, we provide a comparison between existing
IBS scheme from multivariate polynomials at the security
level 1. It can be seen from Table that our scheme outper-
forms the existing ones (except the ID-Rainbow [24]) in
terms of signature size. In addition, our scheme has the
smallest public key size. Compared to the ID-Rainbow by
Chen et al. [24], our scheme has much bigger signature size
(28,838 B vs. 46 B) but has much smaller master pub-
lic key (38 B vs. 4,220,000B) and secret key (16 B vs.
142,600 B). We note that due to the recent attack by Beul-
lens [30] against Rainbow scheme, those existing schemes
mentioned in Table P would be vulnerable to Beullens’ at-
tack and hence need to update the parameters to attain the
same security level which will result in much larger key/sig-
nature sizes compared to those mentioned in Table [.

6 Conclusion

In this paper, we propose a design for an identity-based sig-
nature, called MQIBS, from multivariate polynomials. Our
scheme is derived from the sigma protocol with helper for
MQ from Beullens [26] from which our MQIBS inherits the
efficiency. Compared to existing schemes, our scheme has
advantage on both signature size as well as public key and
secret key size. Further optimizations and implementations
are one of the goals for our future work.
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