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This article is an extended abstract of the doctoral dissertation entitled ““Tailoring security-related software
and training requirements to users based on their categorization” [1]. Security has traditionally been
ensured by technical solutions in the concluding stages of software development. The fact that security is
considered an additional function means that a vulnerability is fixed with security patches as soon as it
occurs. However, the importance of human factors is increasingly being recognized, as technical solutions
alone are not enough to close security gaps. In order to address this shortcoming, we proposed an approach
that simultaneously addresses technical as well as human aspects - already in the initial stages of software

development.

Povzetek: Predstavijena je doktorska disertacija z naslovom »Prilagajanje z varnostjo povezanih zahtev
za programsko opremo in usposabljanja uporabnikov na podlagi njihove kategorizacije«.

1 Introduction

The number of cyber security threats is increasing. Not only
the number of threats, but also in terms of their impact and
severity of consequences [4]. Despite the fact that estab-
lished technical information security mechanisms can be ef-
fective, human factors remain one of the key challenges in
ensuring information security because people are the weak-
est link in information security [3].

The main objective of the doctoral dissertation was to in-
vestigate how the technical and human aspects of informa-
tion security can be addressed simultaneously to improve
overall information security.

2 Methods

Our approach consists of two main phases and three steps.
In the first phase, we developed a novel approach for tai-
loring information security training requirements (iSTR)
based on end user categorization according to their different
levels of information security performance. In the second
phase, we developed an approach for balancing information
security software requirements (iISSR) and iSTR (See Fig-
ure 1). The overall approach is based on existing studies in
the field of software requirements engineering, human as-
pects of information security (user groups), information se-
curity standards and security-related software requirements
and training.

To test the proposed approach, we conducted an experi-
ment (our main research method) among experienced infor-

mation system professionals from the wider field of soft-
ware development (N=128). For the needs of the experi-
ment, we prepared supporting artefacts in which we intro-
duced the basic concepts, the research process and addi-
tional explanations to the participants. Participants were
randomly assigned to an experimental (N=66) or control
group (N=62).

3 Results

The main result shows a clear difference between the two
groups in favour of the experimental group. The difference
between the two groups is statistically significant (p-value
< 0.001). Assessments of evaluators (i.e., experienced ex-
perts in the field of information security) show that the re-
quirements created by the experimental group were better
than the requirements created by the control group.

In addition, we conducted a post-hoc survey in which we
asked the participants of the experiment about three indica-
tors: complexity, compatibility and usefulness. The results
are statistically significant (p-value < 0.001) for the use-
fulness. These results indicate that the participants in the
experimental group did not perceive our approach as signif-
icantly more complex or less consistent with their knowl-
edge. In addition, participants in the experimental group
found our approach significantly more useful than the ap-
proach they used in the control group.
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Figure 1: Main research concepts and their relationship.
The green color shows our contribution (i.e. our approach
that enables balancing iSSR and iSTR), while the grey color
represents elements that are already established in the liter-
ature. Figure modified from Fujs [1].

4 Conclusion

The following contributions to science in the field of com-
puter and information science are presented in the doctoral
dissertation [1]: 1. A novel approach for identifying in-
formation security-related training requirements based on
end-user categorization of their information security per-
formance (security-related knowledge, attitudes and behav-
iors). 2. A novel approach that allows iSSR and iSTR to
be considered simultaneously based on end user categoriza-
tion.
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