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A group signature scheme allows a group member to sign a message anonymously on behalf of the
group. In case of a dispute, the group manager can reveal the actual identity of signer. In this paper, we
propose a novel group signature satisfying the regular requirements. Furthermore, it also achieves the
following advantages: (1) the size of signature is independent of the number of group members; (2) the
group public key is constant; (3) Addition and Revocation of group members are convenient; (4) it
enjoys forward security; (5) The total computation cost of signature and verification requires only 8
modular exponentiations. Hence, our scheme is very practical in many applications, especially for the

dynamic large group applications.

Povzetek: Predstavljena je nova shema skupinskega podpisa.

1 Introduction

Digital signatures play an important role in our modern
electronic society because they have the properties of
integrity and authentication. The integrity property
ensures that the received messages are not modified, and
the authentication property ensures that the sender is not
impersonated. In well-known conventional digital
signatures, such as RSA and DSA, a single signer is
sufficient to produce a valid signature, and anyone can
verify the validity of any given signature. Because of its
importance, many variations of digital signature scheme
were proposed, such as blind signature, group signature,
undeniable signature etc, which can be used in different
application situations.

A group signature was introduced by Chaum and van
Heyst [1]. It allows any member of a group to
anonymously sign a document on behalf of the group. A
user can verify a signature with the group public key that
is usually constant and unique for the whole group.
However, he/she cannot know which individual of the
group signs the document. Many group signature
schemes have been proposed [1,2,3,5,6,7,8]. All of them
are much less efficient than regular signature schemes.
Designing an efficient group signature scheme is still an
open problem. The recent scheme proposed by Ateniese
et al. is particularly efficient and provably secure [2].
Unfortunately, several limitations still render all previous
solution unsatisfactory in practice. Giuseppe Ateniese
pointed out two important problems of group signature in
[3]. One is how to deal with exposure of group signing
keys; the other is how to allow efficient revocation.

In this paper, we propose a novel and efficient group
signature scheme with forward security to solve the
above two important problems. The concept of forward
security was proposed by Ross Anderson [4] for
traditional signature. Several schemes have recently been

proposed for traditional signatures and threshold
signatures that satisfy the efficiency properties. Previous
group signature schemes don’t provide forward security.
Forward secure group signature schemes allows
individual group member to join or leave a group or
update their private signing keys without affecting the
public group key. By dividing the lifetime of all
individual private signing keys into discrete time
intervals, and by tying all signatures to the time interval
when they are produced, group members who are
revoked in time interval i have their signing capability
effectively stripped away in time interval i+1, while all
their signature produced in time interval i or before
remain verifiable and anonymous. In 2001, Song [5]
firstly presented a practical forward security group
signature scheme. Our proposed scheme is a little more
efficient than Song’s scheme.

The rest of this paper is organized as follows. In section
2, we overview the informal model of a secure group
signature scheme and security requirements. After our
group signature scheme is proposed in section 3, we give
the corresponding security analysis to the scheme in
section 4. in section 5, we analyze the efficiency of our
proposed scheme and compares the cost with the Song’s
scheme. Finally, we conclude this paper.

2 Group Signature Model and
Security Requirements

The concept of group signature was introduced by
Chaum and van Heyst [1]. It allows a group member to
sign anonymously a message on behalf of the group. Any
one can verify group signature with the group public key.
In case of a dispute, the group manager can open the
signature to identify the signer.
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Participants: A group signature scheme involves a
group manager (responsible for admitting/deleting
members and for revoking anonymity of group signature,
e.g., in case of dispute or fraud), a set of group members,
and a set of signature verifiers, all participants are
modeled as probabilistic polynomial-time interactive
Turing machines. A group signature scheme is comprised
of the following procedure.

Communication: All communication channels are
assumed asynchronous, The communication channel
between a signer and a receiver is assumed to be

anonymous.
A group signature scheme is comprised of the following
procedure:

Setup: On inputting a security parameter |, this

probabilistic algorithm outputs the initial group PK and
the secret key SK for the group manager.

Join: An interactive protocol between the group manager
and a user that results in the user becoming a valid group
member.

Sign: An interactive protocol between a group member
and a user whereby a group signature on a message
supplied by a user is computed by the group member.
Verify: A deterministic algorithm for verifying the
validity of a group signature given a group public key
and a signed message.

Open: A deterministic algorithm that, given a signed
message and a group secret key, determines the identity
of the signer.

A secure group signature should meet the following
requirements:

Correctness: Signature produced by a group member
using Sign must be accepted by Verifying.
Unforgeability: Only group members are able to sign
messages on behalf of the group

Anonymity: Given a signature, identifying the actual
signer is computationally hard for any one except the
group manager.

Unlinkability: Deciding whether two different signatures
were generated by the same group member is
computationally hard.

Exculpability: Even if the group manager and some of
the group member collude, they cannot sign behalf of
non-involved group members.

Traceability: The group manager can always establish
the identity of the member who issued a valid signature.
Coalition-resistance: a colluding subset of group
members cannot generate a valid group signature that
cannot be traced.

To achieving practicability, in this paper, we propose a
group signature scheme supporting the above properties
and another two attributes, revocation and forward
security, as well.

Revocability: the group manager can revoke
membership of a group member so that this group
member cannot produce a valid group signature after
being revoked.

Forward security: When a group signing key is
exposed, previously generated group signatures remain
valid and do not need to be re-sign.
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3 Preliminaries

The building block presented in this subsection is an
protocols for proving the knowledge of a discrete
logarithm to the setting with a group of unknown order.

Definition 1. Let £ > 1 be a security parameter. A pair

(c,s) e{0,1}* x{-2""¥ ..., 2N} satisfying c=h(g]| yI| g°y°
[[m) is a signature of a message me{0,1}* with respect to
y and is denotes SPK{a.: y=g“}(m).

An entity knowing the secret key xe{0,1} such that x =
log 4 y can compute such a signature (c, s)=SPK{a:
y=g“}(m) of a message m €{0,1}* by

<("9 and computing t = g'

e choosing r €{0,1}
e c=h(gllylitim)and
o s=r—cx (in2)
SPK{a: y=g*}(*“") denotes Signature of Knowledge on
space message.
The security of all these building blocks has been proven
in the random oracle model under the strong RSA
assumption.

4 Our Proposed Group Signature

parameter:

GM: group manager,

ID,,, :1dentity of group manager,

ID, : Identity of group member Bob

n:a RSA modular number.

h(.) : a one-way hash function {0,1}*—{0,1}*
SPK : signature of knowledge.

4.1 System Parameters
The group manager (GM) randomly chooses two large
primes p,, P, of the same size such

that p, =2p; +1land p, =2p, +1, where

both p; and P, are also primes. Letn = p, p, and G=<g

> a cyclic subgroup of Z;. GM randomly chooses an
integer Xas his secret key and computes the
corresponding public key y = g*(modn) . GM selects
a random integer e (e.g., e=3) which
satisfies gcd(e, ¢(n)) =1land computes d satisfying
de =1mod ¢(n) where ¢@(n)is the Euler Totient

function. h(-) is a coalition-resistant hash function (e.g.,
SHA-1, MD5). The time period is divided
intoT intervals and the intervals are publicly known.

(c,s)=SPK{y:y=g"}") denotes the signature of
knowledge of IOgg y in G (See [2,6] for details).

Finally, the group manager publishes the public key
(y,n,9,e,h(:),IDg,,,T) , where ID,, is the identity
of the group manager.
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4.2 Join Procedure

If a user, say Bob, wants to join to the group, Bob
executes an interactive protocol with GM. Firstly, Bob

chooses a random numberk € Z_ as his secret key and

computes his identity ID; = g*“(modn)and the
signatures of knowledge (c,s) = SPK{y : ID, = g"}(") .
which shows that he knows a secret value to
meet ID; = g“(modn). Finally, Bob  secretly

preserves Kand sends (IDg,(C,S))to the group
manager.
After the group manager receives(IDg,(C,S)), he
firstly verifies the signatures (c, s) of knowledge
by (IDg,(C,S)). If the verification holds, GM
stores (IDg, (C,S)) in his group member database and
then generates membership certificate for Bob. Thereby,
GM randomly chooses a number o € Z; and computes
as follows.

r,=g“modn,s; =a+r,X

Wy, = (IDg 131D,) ™ modn
GM sends(Sg, 5, W5 )to Bob via a private channel.
GM stores (Sg, Iz, Wp, ) together with (I1Dg, (C,s)) in
his local database.
After Bob receives(Sg, I3, Wy ), he verifies the
following relations

9™ =r,y® modn

IDgy IDgly =Wz~ (modn)
If both the above equations hold, Bob stores
(SB,rB,WBO)as his resulting initial membership
certificate.

4.3 Evolving Procedure

Assume that Bob has the group membership
certificate (Sg, fy, Wg ) at time period j. Then at time
period j+1, he can compute new group membership
certificate via Evolving function f(X)=x*(modn)
and then his new group membership certificate becomes
(Se:fe.Wg ) where Wy = (W )" modn (Note

that w, = (g* 1Dy, ID,)"" modn).

4.4  Sign Procedure

Suppose that Bob has the group membership
certificate (Sg, fy, Wg )at time period j. To sign a
message m at time period j, Bob randomly chooses three
numbers @,,0,,0; € Z: and computes
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z,=g%y%q.  modn,
u=nh(z,m)
_ u

r, = 03Wg, modn,

r1:(]1""(513 +k)u

rh=0Q,—-Iku,
The  resulting
(ur,r,r,mj).

group  signature on m is

4.5 Verify Procedure
Given a group signature (U, 1,1, 1;, M, j), a verifier

validates whether the group signature is valid or not. He
computes as follows

-
1) z; = IDg,, g"r, "

_ u G +(K+sg)u el T ueT T
= 1Dy, s W, y°modn

'y® modn

=D, 99"'q; 9" (r,1Dg, ID,) " "y
= 1Dy, g%q; ' 9" ID} (1, IDg, ID) ™ y "'y

= gquqz q?‘?T’J

2) checks U’ =h(z;,m)

(1)

?
and checks whether the equation U=Uu"holds or not. If it
holds, the verifier is convinced that (u,ry,rp,rs,m,j)is a
valid group signature on m from a legal group member.

4.6 Open Procedure

In case of a dispute, GM can open signature to reveal the
actual identity of the signer who produced the signature.
Given a signature(u,ry,ra,rs,m,j), GM firstly checks the
validity of the signature via the VERIFY procedure.
Secondly, GM computes the following steps:

Step 1: computes 77 =1/umod ¢(n).

u ey

Step2: computes z, = IDY,, 9"r ' y® modn.

Step 3: checks I, /WY = (z'/ g"y®,)*  modn.

If there is the corresponding w, with (I, 1D ) satisfying
the above Step3, it is concluded that I1Dg is the actual
identity of the signer.

4.7 Revoking Procedure

Suppose the membership certificate of the group member
Bob need to be revoked at time period j, the group
manager computes the following quantification:

R, = w, (r, 1D,)*" " mod n
and publishes duple (R;, ) in the CRL(the Certificate

Revocation List). Given a signature (,u,ry,r,rs,m,j), when
a verifier identifies whether the signature is produced by
a revoked group member or not, he computes the
following quantification
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Step1: /= ID%, g"r ' y® modn
Step 2: Zl'(rz_lR;‘)eTij =g"y"* modn 2

For the signature (U, I, T,, I, M, j), if the signature

satisfies the above equation (2). We can conclude that the
signature is revoked.

5 Security Analysis

In this subsection we show that our proposed group
signature scheme is a secure group signature scheme and
satisfies forward security.

Correct: we can conclude that a produced group
signature by a group member can be identified from
equation (1) of the above Verifying Procedure.

Anonymity: Given a group signature(u,ry,rz,rs,m,j), Z, is
generated through two random numbers @, and g, which

are used once only and U ="h(z;,m), so that we can
infer that Uis also a random number generated by
random seed Z, . Any one (except for a group manager)

cannot obtain any information about the identity of this
signer from the group signature(u,ry,ra,rs,m.j).

Unlinkability: Given time period j, two different group
signatures(u,ry,ra,rs,m,j)and (uU’r'y,r',,r's,m% j), we can
know that U (or U') is a random number generated by
random seed Z,, and Uis different in each signing
procedure and used once only, and Uor random
number g, and (], are included inr;andr,. However, an

adversary cannot get the relation between the signature
(u,r1,r2,rs,m,j)and the signature(,u’r's,r'»,r's,m’ j).
Unforgeability: In this group signature scheme, the
group manager is the most powerful forger in the sense.
If the group manager wants to forge a signature at time
period j, he chooses (z3, ra, I3, j ) (or (z1, 1, 11, j)) and
computes u=h(z;, m). According to the equation (1), for
solving ry, he needs solve the discrete logarithm so that
he cannot forge a group signature.

Furthermore, as an adversary, because an adversary
hasn’t a valid membership certificate, he cannot forge a
group signature satisfying the verification procedure.
And in view of the group manager, he cannot forge a
valid group signature without knowing private Kk of
group member.

Forward Security: Assume an attacker breaks into a
group member’s system in time period j and obtains the
member’s membership certificate. Because of the one-
way property of f (X), the attacker cannot compute this

member’s membership certificate corresponding to
previous time period. Hence the attacker cannot generate
the group signature corresponding to the previous time.

Assume that the group member Bob is revoked at time
period j, the group manager only revokes the group
membership certificate of the time period j. then any
valid signature with corresponding time period before j is
still accepted. Because of the obtained signature
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(u,ry,rp,r3,m,t),t<j. the signature (u, ry,r,rs,m,j) is still a
valid signature on m and Bob would not need to produce
a new signature on m .

Revocation: When a user, say Bab, is expelled from the

group starting from the time period i, R and i will be

published in CRL. Assume a verifier has a signature for
period j, where j > i . To check whether the membership
certificate of the group member has been expelled, the

verifier  simply computesRJ.z(Ri)ePi and  checks

-
whether the equation Zl’(l’z’lR;.J)e "=g""y*modn

holds or not. If it holds, it means that the signature has
been revoked.

Collision-resistant: Assume that two group members
collude to forge a signature. Because they don’t know
factorization of n and membership certificate of Bob,
Furthermore, in Join phase, though the identification for
each group member is computed by themselves
according to number k , for two conspiracy group
members, it is equivalent to forge group manager
Schnorr signature to produce a new membership
certificate for them. So that they cannot produce a valid
membership certificate. Suppose that the group manager
and a group member collude to produce the signature of
a group member Bob. because they don’t know the

private key k or(rB,SBWBi)of group member Bob

respectively, they cannot forge Bob ’s signature.
Efficiency: for the whole signature phase and verification
phase, our scheme only needs 7 modular exponentiations,
however, Song’s scheme needs more than 20 modular
exponentiations. This implies that our scheme is very
practical in large group applications.

6 Efficiency Analysis

In this section we show the efficiency of our scheme over
that of Song scheme. In a signature scheme, the
computational cost of signature is mainly determined by
modular exponentiation operator. Let E, M and H
respectively denote the computational load for

Tablel: our scheme vs. Song scheme

Scheme | Signing Verifying Total
phase phase computation
computation | computation
Song’s 22E+1H+6M | 14E+1H+6M | 36E+2H+12M
Scheme
Proposed | 4E+3H+5M | 4E+3M+1H | 8E+8M+4H
Scheme

exponentiation, multiplication and hash. Then the
following table shows the comparison of computational
load of our scheme vs. Song scheme.

Signing phase and verifying phase in our scheme have
less computation against Song’s scheme. Modular
exponentiation is a complicated operator and plays a
determinate role in a signature scheme. From the above
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data, we conclude that our scheme has computational
advantage over that of Song. To the best of our
knowledge, it takes the much least computation in group
signature schemes. Hence, Our proposed scheme is
suitable to large group.

7 Conclusion

In this paper, we propose a new group signature scheme
with forward-security. Our scheme satisfies not only the
traditional security properties of the previous group
signature schemes, but also forward security. Our scheme
is efficient in the sense in that it is independent of the
number of the group members and the size of group
signature and the size of group key are independent of
the number of time periods and the number of revoked
members. Our scheme is a practical group signature
scheme.
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