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The aim of this study is preventing cyber-bullying with a risk management system. This paper examines the 
importance of the guardians role in preventing cyber bullying and considers how the schools can support 
guardians and students. School organizes Information System to support students and guardians. School 
supports them, without the means of class, to gain extensive knowledge on an information society from the view 
point of Web Science.

Povzetek: Predstavljen je sistem za preprečevanje spletnega nasilništva.

1 Introduction
Information communication technology is changing 

society rapidly. It has brought not only positive but also 
negative aspects to information society. One of the most 
serious threats is cyber-bullying. There is no solid 
solution or countermeasure to stop and prevent cyber-
bullying. There are two reasons why school can not stop 
cyber-bullying. The first reason is that technology is 
changing rapidly and knowledge does not last long. The 
second reason is that High School students do not like 
any kind of moral education. We have been practicing 
Information Education in interdisciplinary approach 
since 2002 [2].  We have used two methods. One is using 
leaflets which mainly deal with case studies of computer 
science and social science. The other is organizing 
Information System of school to support students and 
guardians.

In 2006 Tim Berners-Lee and Wendy Hall, Nigel 
Shadbolt, Daniel J. Weitzner advocated Web Science [1] 
and founded Web Science Research Initiative (WSRI) 
[3]. Web Science focuses on understanding, designing,
and applications that make up the World Wide Web [3].

In 2006, Vladimir Fomichov and Olga Fomichova
advocated an interdisciplinary approach – Cognitonics
[4][5][6]. This approach aims at describing distortions in 
the development of the personality and national cultures 
which are caused by the stormy development of 
information technology. It is seeking systematic solutions 
to compensate the negative implications. 

The method of this paper, Web Science method, and 
Cognitonics approach have similar aims. This paper 
shows that Web Science method is useful not only for 
High School education but also for guardians’ education.
This paper shows the guardians’ difficulties when they 
give instructions to their children.

2 Background
On January 31, 2009, Ministry of Education, Culture, 

Sports, Science and Technology (MEXT) notified all 
Prefectural Boards of Education in Japan that mobile 
phones are now banned in principle in Elementary and 
Junior High Schools, and no use of mobile phones allowed in 
High Schools. [7] High school students most often use a 
Profile home page service, which is a free home page 
service for an individual person on the mobile phone 
internet (Figure 1).
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Figure 1: Profile homepage

Profile home pages are a breeding ground for cyber-
bullying now. They often use a social networking service 
(SNS) too. “MOBAGE Town” is a free game site on the 
mobile phone internet. 50 percent of Junior High and 
High School students use it (April 2008). It has the same 
function as a dating site. Most of Junior High and High 
School bullying are related to profile home pages and 
SNS. They provide the students with opportunities for 
contact with harmful information and adults with 
inappropriate intentions.
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3 Problems of mobile phones

3.1 The crux of the problems with mobile 
phones

The most remarkable characteristics of mobile phones 
are their mobility and high performance. Children can 
use mobile phones privately and are able to accomplish 
many extraordinary things without adults knowing.

The biggest reason that cyber-bullying and illegal 
acts are continuing is the misunderstanding that the net is 
anonymous. Students do not understand what strong 
weapons mobile phones and the Internet are. They can 
not realize how many people read their messages and 
pictures.  

Once the message has been sent on the mobile phone 
internet and the Internet, it is hard to delete it because of 
the constitution, “secret of communication”, “freedom of 
expression”, “freedom of speech”, and the provider law. 
Even though the sender is detected and the original 
information or data defaming others is deleted, a 
defaming message, or illegal personal information or 
pictures, which seriously invade people’s human rights, 
have been already copied repeatedly through the bulletin 
board system and peer-to-peer file exchanging software. 
Actually it is impossible to delete them all.

3.2 The limits of school guidance
It is essential for guardians to instruct their children in 
use of mobile phones and the Internet to prevent cyber-
bullying. 

Schools do not even have the authority to ask 
providers and administrators of the sites to delete the 
illegal defamations on the net, because of the laws and 
regulations (Figure 2). 

             The Biggest reason guardians can not instruct
Guardians have the lack of knowledge on technology and 
Information Society. It is the biggest reason that they can 
not instruct on the safe use of mobile phones. Guardians 
do not understand the increased importance of mobile 
phones in a student’s life. They can hardly keep up with 
teenagers’ use of mobile phone. 20 percent of students 
use mobile phones for more than 3 hours a day. (Figure
3) 

Guardians do not understand how students use the 
mobile phones and the Internet. Only 47 percent of 
guardians know the actual use by students [8] (S High 
School, 2007). 

A fixed sum system of paying for mobile phones 
makes it difficult for guardians to know the exact use by 
students. They are confused about the student’s way of 
thinking about mobile phones and the anxiety over the 
threat of troubles caused by it. 

Guardians should have responsibility of minors’ use 
of mobile phones and the Internet. School have to make 
their position clear, inside and out-side of school, that 
guardians should make themselves responsible for the 
use of mobile phones and the Internet by students. 

3.3 Guardians’ difficulties
Guardians feel strongly that they should give some 
instruction to their children themselves. But they think it 
very hard to do, actually. According to our survey such
instructions are the following [9]. 

How to cope with the troubles when their children 
are victims or perpetrators of cyber crime (24%), the 
risks of dating sites on mobile phone internet (22%), the 
risk of drug site (22%), defaming others by mobile 
phones (20%), the download of  illegal images (child 
pornography) (20%).

4 Purpose of the study
School help students to learn information morality 
through case studies and understand how our information 
society will be changing.

Students learn how information technology 
influences people, their daily life, the market and the law. 
They learn to recognize the information society as a 
system composed of many social factors. Then they will 
be able to adapt themselves to deal with unknown 
situations more effectively in the future.

School help students to understand the intention of 
the information sender on the Internet by asking them 
why these cases or events have happened. We can 
prevent students from getting involved in troubles as a 
victim or a perpetrator, resulting from a lack of 
knowledge of the Internet and information technology. 

School help students and parents to obtain the ability 
to adapt themselves to the information society, which is 
rapidly changing. School help students to obtain the 

Figure 2: School and mobile phones.

Students: How many hours do you use your mobile 
phones?
Questionnaire: S High School, June 2008 
# responses 447(m: 439, f: 8), # students 461
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Figure 3: Excessive use of mobile phones.
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ability and aptitude to make judgments using their own 
initiative without being confused by transient incidents or 
social trends.

4.1 Merits of a Web Science approach in 
school: Moving from a ban to 
understanding information society

Students neglect school instructions to keep safe on the 
Net. They do not like any kind of moral education and 
never listen to serious instructions of principles. A merit 
of a Web Science approach is that it does not depend on 
compulsion of morality or prohibition. Learning the 
events or cases, students understand why they happened, 
or think how technology related to them. Then they come 
to recognize the changes of society as a process of social 
development, they gain an insight into information 
society, and adapt themselves to the changes of a society.  

An insight into a technological society is useful to 
decide their courses in the future. It helps students to 
choose an occupation that they will not loose in 10 or 20 
years hence.    

5 Target and development of a Web 
Science Method

The aims of this method are as follows.
(1) To put an emphasis on timely instruction. (2) To 

reduce the frequency of moral education. (3) To keep a 
way to always provide information to guardians. (4) To 
utilize and maximize the instructions of guardians. (5)
Guidance to be short. (6) To require no prior knowledge 
on Web Science. (7) To be used repeatedly. (8) To be a 
Web Science approach. 

6 Method

6.1 Information system 
School provides Information System for complete 
prevention and understanding of information society
(Figure 4). Information and warning of the Net are given 
to students and guardians with leaflets at every 
opportunity, morning homeroom class, classes, long 
homeroom class, school meetings, PTA committee, PTA 
general meetings.

Emergency staff prevents repeat suffering and 
secondary victims. Emergency staff solves cyber crime at 
the early stage, keeping victim’s privacy.

6.2 Guidance with leflets in morning home 
room class

We have published and produced a regular series of 
leaflets,” The SEKIKO Good Net News for Family
“[10]. 

Every homeroom teacher hands out leaflets to 
students during their morning homeroom sessions and 
comments on a story just for one minute. Sometimes, the 
teacher will caution the students not to bully with mobile 
phones or the Internet. After students read each leaflet, 

they hand it over to their parents. We help parents to 
understand new technologies and what students are doing 
at school or in their daily lives. Every year, we edit all of 
the distributed leaflets for that year and write an Annual 
Textbook of Information-related Education.

6.3 Guidance given to new freshmen and 
guardians prior to starting school

The Annual Textbook will be given to all new freshmen 
and their parents of next year when they attend a 
briefing. They are promoted to understand the danger of 
the Net with the Textbook and to talk about that before 
entering High School. Freshmen have less knowledge on 
mobile phones and the Internet. They are a high-risk 
group, who can easily become involved in trouble. This 
intensive instruction targets the high-risk group. 

6.4 An immediate and intensive instruction
An immediate and intensive program of guidance is 
given to freshmen in their first three months. Freshmen 
are taught a program about characteristics and dangers of 
the Net again and again. The program prevents freshmen 
becoming either a victim or perpetrator.  

6.5 Contents of leaflet
At least one quiz is made to present a problem and let 
students think why the event happened and what the 
point of the problem is. We have issued 240 leaflets since 
2002 (Table 1).

Contents cover the following.  (1) Events in school
(2) Risk information (3) About cyber-bullying (4)
Request of guardians’ instruction (5) Explanation on 
information technology (6) Impact given to industry by 
information technology (7) Information-oriented society
(8) The future built by technology
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Author's mind embodied to 
"work“ (media) What is "work"? Author's intention250

What you assume to be "work"  What is "work"? Appearance, media and 
its nature249

¥90 millions was claimed as damages of 
illegal videoCopyright of video sharing website248

Act on Regulation of Transmission of 
Specified Electronic Mail

Consumer protection concerning 
contract made by the Internet247

What we learned from Megan Meier CaseLaw goes after technology246

Nobody could image the trick supported 
by new technologyMegan Meier Cyber bullying Case245

Japan has unique characteristics; 
'Japanese mobile phone culture'

What is the ranking of Japan in the 
Internet world244

The Internet make less meaning to make 
a distinction between them

Difference between communication and 
broadcast243

Wi- Fi is not the technology for game 
machine

Using Wi- Fi technology, mobile phones 
become network terminals242

Who dominates information dominate the 
world

Internet search engine is growing rapidly 
in the world 241

Sub- tit leTit leNo

Table 1: Example titles of leaflets.

7 Results and conclusion
The methods using leaflets are very effective. School has 
practiced these methods for three years, and could get rid 
of all trouble caused by mobile phones and the Internet in 
school. Leaflets are so flexible that the school can use it 
for any purpose, in combination with various methods. 
This practice proved that these combinations have been 
very effective. We can make a leaflet quickly, take it 
anywhere and teach immediately. The merits of 
flexibility, which class lessons do not have, have 
extended the target from students to guardians and 
increased the chances of timely intervention. 

All results show that there is no difference between 
the basic concept of prevention against cyber-bullying 
and that of traditional bullying. The different point is that 
significant knowledge of the power of technology is 
necessary to prevent cyber-bullying. 

7.1 Effect of timely publishing
As soon as a serious event or a dangerous case takes 
place, school stopped students having to face the same 
risks as these cases (Picture 1). Repeated warning to the 
freshmen year and reduced exposure of personal 
information on the Net, which is often sent with mobile 
phone cameras from school.

With a leaflet school gives information to guardians 
at anytime (Picture 2). As soon as a profile homepage 
caused a suicide, school informed both guardians and 
students details of an event, and gave instruction and 
guidance to check the students’ use of mobile phones is 
safe. (Figure 5)

Questionnaires: S High School, Dec. 2008
# responses 367, # guardians

69%
60%

49%

the 1st grade the 2nd grade the 3rd grade

Figure 5: Rate of guardian who guided children according to 
warning of school.

7.2 Campaign for communication with 
guardians

73 percent of guardians think that school guidance with 
leaflets is useful (see Figure 6, Figure 7).

S High School, Dec. 2008 # responses 401, # guardians 434

3%

23%

56%

18%
 Yes, very useful

Yes, useful

No, not useful at all

Did not receive leaflet

Figure 6: Guardians: Are leaflets useful?

As a result, leaflets give an opportunity to talk about 
the use of mobile phones and the Internet at home. In 
response to the schools request for safety checks, more 
guardians discussed safety and use of mobile phones 
with students. 

Picture 1: A lecture to students.

Picture 2: A lecture to parents.
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Questionnaire: S High School, Dec. 2008
# responses 414, # guardians 434
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Figure 7: Guardians: What content of leaflets is useful?

7.3 Monitoring the effects of our guidance
According to the survey, 41 percent of students don’t 
keep to the school regulations about using their mobile 
phone in school [11]. Also, only 45 percent of parents 
agreed to students using mobile phones at school [12]. 
Therefore, mobile phones remain banned at school.

8 Issues and solutions
Actually, there is the possibility that cyber-bullying goes 
underground, continues secretly and is becoming more 
serious. School keeps sufficient communication with 
guardians. School has established a system that guardians
inform the school if they suspect any symptoms of cyber-
bullying at home. 25 percent of students do not read the 
leaflet [13]. We take a countermeasure that the 
homeroom teacher urges students to read leaflet and give 
short comment.  

A leaflet can not substitute a class. It is important 
that essential instruction should be done in a class and a 
whole school meeting too, especially a whole school 
meeting has been very effective. A whole school meeting 
can make students understand the matter is a serious 
problem.

25 percent of guardians do not receive the leaflets at 
all. Students do not pass them on to parents [14]. 
Students don’t want to pass the warning information to 
ban the use of mobile phones and the Internet. We take a 
countermeasure that school send a leaflet to guardians 
through their e-mail. 
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