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Abstract: In the present scenario, IoT is a platform where everyday gadgets are becoming smarter, each 

day processing will become shrewd, and every day verbal exchange is becoming informative. Even as the 

IoT is still searching for its basic form, its result has already started in making exquisite strides as a 

universal solution media for the associated situation. The study which focused on architecture always 

paves the conformation of associated discipline. The shortage of overall architectural abilities is at this 

time resisting the researchers to get a way of the scope of procedures based on energy efficient IoT. In 

this endeavor Service Oriented Architecture (SOA) based IoT architecture and algorithm have been 

proposed to address energy efficiency in IoT environment. Experimental result has been shown to lay bare 

the effectiveness of the proposed approach. 

Povzetek: V tem rokopisu je bila predlagana energetsko učinkovita arhitektura interneta stvari na osnovi 

storitveno usmerjene arhitekture (SOA) z algoritmom. 

1 Introduction 
Internet of Things (IoT) is currently turning into a novel 

upheaval after the internet in information and 

communication industry. It is the mixture of innovation of 

internet and hardware equipment, which is able to receive 

and send the signals. The fundamental thought of this idea 

is an unavoidable availability of things near us. A spread 

of factors and articles like Sensors [1], Smartphones, 

Radio-Frequency Identification (RFID) tags [2], actuators 

and so on through one of a kind addressing schemes, are 

capable of engaging with one another and coordinate with 

their friends to reach commonplace desires [3]. By end of 

the year 2020, total number of different inter-connected 

devices will reach on IoT network into several billion. 

Devices may be actuators, mobile phones, laptops, 

sensors, appliances used in the office or home and other 

nodes that can be actuated or connected [4].  There is 

numerous bridge credibility among IoT and distinctive 

technologies which incorporate senor, communication, 

SCM, storage, cloud computing, visualization and mining 

of data, and its miles generally used in warehousing and 

logistics, medicine and healthcare, acumen and amusing 

ambiance [5]. Owing to the fast improvement of IoT, 

numerous associations and manufacturers resolve to 

search for out procedures that make the IoT more 

conventional. For an ample duration of time, IoT will 

remain at the theoretical level. As it may, get to be 

distinctly indicated in the IoT planned research roadmap 

of Europe, devices like cellular gadgets and Machine to 

Machine (M2M) or Things to Things (T2T), can be 

primary leaders for the advance development of IoT [6]. 

The cachet and gesture of an article can be detected with 

the help of sensor (like RFID) in special condition [7]. For 

example, take a container, with the help of RFID gadget, 

the sensor can identify it as a teacup, cup or glass [8]. We 

likewise know that it had been lifted gradually with the 

help of a sensor on the container we are able to receive the 

message like “fluid of glass is excessively warm, making 

it difficult to drink”. The pertinence of syntactic research 

with regards to the IoT was addressed by authors in [6]. 

Where substances ontologies may want to offer 

advantages in institutionalization (managing associations 

among heterogeneous gadgets and information suppliers), 

thing disclosure and pursuit (where metadata and semantic 

comments are profoundly important), or interoperability 

(particularly tended to by advances in IoT-particular 

semantic innovations) [9] and additionally “semantically 

determined code era of gadget interfaces”. The purpose of 

this manuscript is to deliberate the basic concept of IoT 

and propose a cloud-centric view of IoT framework and 

new energy efficient architecture of IoT based on SOA 

(Service Oriented Architecture).  

SOA is basically a pool of services, which are able to 

communicate mutually. Here communication includes the 

passing of data or managing the activities. Sometimes, 

connecting between services is desirable. 

Section 1 discusses the introductory part of IoT, then 

in section 2 literature review has been done which includes 

the architecture of IoT and IP based connectivity 
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architecture of IoT. In Section 3, we have proposed an 

energy efficient IoT architecture based on SOA with the 

algorithm. In Section 4, the experimental setup and result 

have been shown and section 5 has given conclusion of the 

manuscript. 

2 Literature review 
IoT is a brand new archetype through which commonly 

recognizable things are virtually characterized, which will 

allow in establishing the communication with them. 

Originally IoT was invented in the year of 1999, its miles 

nevertheless in its beginning in development unexpectedly 

to 26 billion gadgets in 2020 [10]. The perception and 

prescient of the ERC placed the IoT in relation to an 

arrangement of innovation empowering agents where we 

can recognize knowledge, segment or morphological 

advancements [6]. Some portion of the upcoming 

technologies of the internet, IoT is thrice - A worldview 

which is Anytime, Anything and Anywhere, that is 

progressively turning into the best components of the the 

Internet [5]. It permitting “humans and things to be related 

preferably the use of any route, any network and any 

carrier” in a six - A connectivity paradigm as shown in 

Figure 1 [11]. 

 

Figure 1: The Six - A Connectivity of IoT 

The majority of the assets required in the IoT system 

are trading data utilizing an extensive variety of 

communicable hardware and in some of the scenarios, the 

sources’ existence cycle is certain to the battery lifestyles 

[12]. Along with these, a component for designing the 

system hardware progressively could enhance the 

operational time of the gadgets and set up imperative 

connections by the approach of Green ICT. To overcome 

this issue an automated many-operator framework is 

discussed in the research work of [13], which influencing 

system demonstrations and enhancing the functioning 

time of gadgets. To ensure interoperability of entire 

systems, research work is done by authors in [14], [15], 

[16] concentrated using the idea of SOA directly on 

devices. In regards to sensor networks, energy proficient 

data spread had been researched. Authors in their research 

work, created different models for components of cloud 

computing environment like communication, computation 

and storage device [17]. An area assisted methodology is 

projected with the help of a protocol that supports the 

situation data to scale back repetitive transmissions of data 

[18]. Work was done in [19], [20], authors focus on 

demand allocation of resources which used prediction 

algorithm for forecasting of resources which are going to 

be used. In the research work of [21] authors proposed a 

system that manages complexity and changes 

consequently in the IoT environment. To accomplish this 

objective, authors have proposed a framework 

incorporates the accompanying developments which 

include dependable, strong, adaptable, expandable and 

object-oriented layouts to encourage interfaces and reuses 

of framework segments. Making a cosmology for IoT is a 

troublesome deed to accomplish as it included a wide 

range of pitches [22]. Moreover, ontologies which are 

associated with statistic figures, data received from 

sensors and different statistics generating gadgets should 

be taken into consideration so that it will have the ability 

if you want to work approximate data. For minimum 

consumption of energy authors [23] in their research work, 

using few servers in place of multiple servers and 

distribute the tasks to various virtual machines inside the 

server of the cloud environment.  Authors [24] in their 

research work projected an algorithm that backs 

transmission of spatial information and process inquiries 

in light of their area. Another research work in [25] tended 

to energy potency in information scattering for IoT. For 

the minimization of energy consumption, authors [26] in 

their research work proposed a scheduling algorithm. To 

provide energy efficient job allocation and load balancing 

authors [27] proposed a scheduling algorithm named e-

STAB for data centers. 

2.1 Architecture of IoT 

IoT architecture comprises of different layers, shown in 

Figure 2. 

 

Figure 2: Architecture of IoT [28]. 

The lowermost layer that is sensing layer, comprises 

of different sensing devices. The information that is 

processed by these sensing devices is linked with different 

applications present at the topmost layer – application 

layer through the cloud computing [28]. Thus, a cloud-

centric hallucination is the utmost need in order to employ 

IoT extensively.  

Obviously, the whole IoT technology pivots on the 

lowermost layer that is sensing layer. The sensing layer 

comprises RFID (Radio - Frequency Identification), 

sensor network and Global Positioning System (GPS) 

[28]. Thus in the epoch of IoT, all objects and devices are 

interconnected and interact with each other [29]. Cloud 

computing platform is built over the different components 

of the middle layer namely mobile networks, Internet 
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backbone, and the various information networks. A cloud-

centric view of IoT framework is depicted in Figure 3. 

Figure 3: Cloud Centric view of IoT Framework. 

Further, for an effective communication among the 

objects and devices in IoT, unique IP address is the utmost 

need for all objects. This unique IP address is provided by 

IPv6 protocol used in IoT. In order to distinguish all 

computers and pervasive devices, the IPv6 protocol 

provides 2128 IP addresses [28]. Further, three types of 

communications exist in IoT, which are H2H, H2T, and 

T2T, where H stands for Human, T stands for Things. 

2.2 IP based connectivity architecture of 

IoT 

It has been observed that the building block of IoT 

network comprises of smart object network and the 

Internet. The Internet is based on TCP/IP architecture and 

each machine on the Internet has a unique IP address [30]. 

Now, it’s a big question, what would be the architecture 

for a smart object network? What would be the addressing 

scheme for it? Obviously, for the effective design of IoT, 

the first step will be assigning a unique address to all the 

things surrounding us including all computers and 

pervasive devices [28]. Due to interoperability across 

devices, scalability, and ease of deployment ability 

features of IP architecture, it is a natural choice to adopt in 

order to develop smart object network [31]. 

Nowadays, the wireless sensor network community 

has widely accepted IP architecture to establish wireless 

sensor network system – the largest subset of sensing 

network [32]. Furthermore, the interoperability with 

existing systems characteristic of IP architecture has lead 

to evolve IP-based sensor network system [33]. The 

overall IoT technology integrates a variety of legitimate 

heterogeneity in the used networking technologies with 

the smart object networking [5]. The smart object 

networking comprises of cellular, sensor network, RFID 

etc., which are different from each other [8]. To bind all 

such heterogeneities together, IP communications is best 

suited, shown in Figure 4. IP plays the central role for all 

types of communication irrespective of their nature. All 

the network applications depend on IP. 

 

Figure 4: IP-based Communication Model. 

Hence, we can say that IP-based connectivity model 

is best suited in designing IoT network [30]. After 

assigning unique IP addresses to all devices, the next 

question is to design an energy efficient network of these 

devices and hence IoT, which has been discussed in the 

subsequent sections. 

3 Proposed energy efficient design of 

IoT algorithm based on SOA 
It is obvious that when the sensor nodes are active then 

they consume more energy but when they are in the 

dormant state then they consume less energy. For this 

endeavor, the random geometric graph concept has been 

used [34]. A link, hence energy consumption, is 

established between two sensor nodes when they are very 

close to each other. For this, different sensor nodes are 

arranged according to the Poisson point process that is  
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Where x  is random variable and   is parameter of the 

distribution. Here as the value of   increases more and 

more nodes exists that are close to each other and start to 

communicate mutually, in other words, they become 

active. Hence, it is the utmost need to find out the critical 

value of  , say, c  for which only the required number 

of sensor nodes would be made active and rest would be 

made in the dormant state. Thus the proposed Hypothesis 

and the proposed algorithm for the same are discussed in 

next sub sections. 

3.1 Hypothesis  

The hypothesis of proposed algorithm is given below: 

Hypothesis 1: The sensor nodes are arranged as per the 

Poisson point process, that is, 
!
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Here, x  is the random variable,   is known as a 

parameter of the distribution, e  is exponential. Obviously,

np =  where n  is number of sensor nodes and p  

represents the probability of finding them in correct order. 

3.2 SOA for IoT 

The SOA-based architecture of IoT should be discussed in 

view of security, Quality of Service (QoS), energy 

management, infrastructure monitoring etc.  Out of these 



90 Informatica 43 (2019) 87–93 S. Maurya et al. 

parameters, here we only focus on the energy management 

and QoS aspects. 

 

 

Figure 5: Proposed Energy efficient IoT Architecture 

based on SOA. 

In the proposed architecture, the raw data captured by the 

sensing layer which comprises of RFID and WSN are 

integrated by the middleware shared by both the networks, 

so that data can be seamlessly accessed by the upper layer 

irrespective of their source. Now, the upper layer, which 

is cloud computing platform, can provide a different type 

of services like storage, computation, analytical services 

and so on, using the different service components offered 

by cloud computing environment. The services compose 

of different business processes like health monitoring, 

environment monitoring, surveillance, smart 

transportation etc., which are seamlessly accessed by 

consumers irrespective of time and place.  

In figure 5, the raw data captured by the sensing layer 

are transferred to middleware and from there to cloud 

computing infrastructure. The different layers of cloud 

computing, process the raw data. Now this processed data 

is sent to upper layer to provide different services, which 

end user can access through Standard Interface. Now, the 

IaaS of cloud exploits the massive cluster of servers at the 

back end. The operation of these clusters of servers is 

associated with consumption of a lot of energy in view of 

their working along with their cooling process. Again, 

proper energy management is also an important concern 

to report at the sensing layer. In Figure 5, the energy 

monitoring controller manages the energy of hardware at 

service level as well as operational level. In this 

perspective, this manuscript has proposed two techniques 

to monitor the energy management, which is at IaaS level 

and at sensing layer level. But during the optimization 

process of energy, one should not compromise with the 

QoS. Energy optimization along with the maintenance of 

QoS is today's need. The rest part of this manuscript has 

presented the graph-theoretic model for energy saving 

scheme at sensing layer level along with at IaaS level.    

3.3 Proposed algorithm 

Step 1. [Initialization] 

Sensor nodes are distributed in a plane or in three-

dimensional space as per Hypothesis 1.       

 Initially, λ = 0 [Sensor nodes are in dormant state.] 

Step 2. [Increasing the value of λ] 

When λ = λ1, consider a specific value of x, say x1. 

With x1 as a center, construct a circle or sphere of 

radius 'r', where r is a fixed positive real number. Join 

all the sensor nodes within the circle (sphere) and made 

them active and rest are made in the dormant state. 

Step 3. [Finding the critical value of 'λ', say, λc] 

IF the sensed value by the sensor meets the need of 

our requirement and no further sensing of data is 

needed then stop. 

ELSE increase the value of λ = λ1 < λ2 < λ3< λc so that 

we get a larger connected graph to meet our 

requirement. 

Step 4. End. 

3.4 Explanation, justification and threat of 

proposed algorithm 

The proposed algorithm is based on the concept of 

partition of the plane or three-dimensional space into two 

parts namely active zone and passive zone. The sensor 

nodes at active zone are made active whereas the nodes at 

passive zone are made in the dormant state. The partition 

is made on the basis of random geometry graph concept. 

In this way, only a few parts of the plane or three-

dimensional space are made active to provide necessary 

raw data to upper layer with spending less energy as 

compared to make the whole plane or three-dimensional 

space active. 

The major threat associated with this approach is, the 

selected zone may have a sensor node that all are out of 

order and thus may cause the overall failure of capturing 

the raw data. But in practical sense, the probability of such 

scenario is very less. 

4 Experimental setup & result  
We evaluate the performance of our proposed approach 

through simulations. Here MATLAB, Release: R2013a 

software has been used for the purpose of simulation of 

sensor nodes in the plane. Let us now assume that the 

nodes are uniformly scattered in a kk square space 
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according to Poisson point process where the number of 

nodes is n.  For a given value of r, we intend to find the 

critical value of c so that the random geometric graph G 

(n, r) has larger connected components. The experimental 

results are shown in Figure 6 for different values of   

(Case (a) for  =200, Case (b) for =500, Case (c) for 

=1000, Case (d) for  =2000, Case (e) for  =2500 and 

Case (f) for  =5000); where red dots are Active nodes 

and blue dot are hibernated nodes. 

 

 

Figure 6: Case (a) for  =200. 

 

Figure 6: Case (b) for  =500. 

 

Figure 6: Case (c) for  =1000. 

 

Figure 6: Case (d) for  =2000. 

 

Figure 6: Case (e) for  =2500. 

 

Figure 6: Case (f) for  =5000. 

Points arranged as per Poisson point process for different 

values of . 

In Case (a) of Figure 6, few nodes are in active state 

(shown using red color), whereas the rest of the nodes are 

in the dormant state (shown using blue color) for  =100. 

The experimental result points out that only those nodes 

are made active which are needed for communication and 

the rest of the nodes are made in dormant state in order to 

save energy. Now if a few nodes are active then it is not 

convenient for establishing efficient communication 
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between the nodes. That is why it is needed to increase the 

value of   and to get a critical value of c for sufficient 

enough active nodes.  

Based on the above experiments, the critical value of 

 c using the interpolation method is shown in Figure 7. 

We observe that as   increases, the nodes come very 

close to each other and hence more nodes are connected 

with one another. Thus there is a critical value of  c for 

which G (n, r) has a larger connected component within, 

which is shown in Figure 7. 

 

 

Figure 7:  Threshold value of (r, n) for which G (n, r) has 

larger connected components 

5 Conclusion 
In the current scenario, IoT uses static graph which 

consumes more energy as it makes active every node all 

the time. Energy is only used in an active state while the 

dormant state consumes very less energy. Thus, keeping 

this in mind, we have proposed an energy efficient 

architecture based on SOA with their algorithm. In the 

proposed architecture, only the required number of nodes 

become active while another stay in dormant state, so that 

the energy consumption will reach at a minimal level. 

Energy being a precious resource, always demands 

optimization. Hence, the issue of drainage of energy in IoT 

can be well addressed by the implementation of above said 

energy-efficient architecture. 
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