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In the context of global economic integration, supply chains are becoming increasingly complex and 

volatile. Traditional traceability systems are difficult to meet the requirements of large-scale data 

processing, tamper resistance, and scalability. To this end, a supply chain traceability system based on 

blockchain and improved Practical Byzantine Fault Tolerance consensus algorithm is proposed. The 

system optimizes the consensus process by introducing credit and voting mechanisms, improving the 

model performance under high-frequency trading and malicious attacks. Meanwhile, a decentralized 

architecture combining the blockchain technology and an improved PBFT algorithm for fast consistency 

model is designed. A supply chain traceability mechanism including data layer, network layer, consensus 

layer, contract layer, and view layer is constructed. The experiment was implemented on the Ethereum 

simulation platform and tested on 30 nodes, with metrics including throughput, transaction latency, view 

switching time, etc. Compared with GC-PBFT and LC-PBFT, IPBFT had an average throughput increase 

of 8.5%, transaction latency reduction of 12.7%, and fault tolerance increase of 5.3%. In terms of cost-

effectiveness, the annual operation and maintenance cost of the proposed supply chain traceability system 

was about 60,000 RMB, and the upgrade and expansion cost was about 120,000 RMB, which was 

significantly reduced compared to traditional systems. The product recall rate decreased from 5.2% to 

2.1%, which not only improved economic efficiency, but also enhanced system reliability. The research 

results provide new technological solutions for transparent management and traceability construction of 

complex supply chains, which have significant theoretical value and practical application significance. 

Povzetek: Študija predlaga verigo blokov z izboljšanim PBFT za sledljivost oskrbovalnih verig, z 

večplastno arhitekturo in preizkusi na Ethereumu, ki prinesejo višji pretok, nižjo latenco, večjo odpornost 

ter nižje stroške in manj odpoklicev. 

 

 

1 Introduction  

With the increasing complexity of global supply chains, 

supply chain traceability has become an important means 

to ensure product quality and safety [1]. However, 

traditional traceability systems face many challenges in 

dealing with large-scale data management, data security, 

and system scalability. Especially when facing high-

frequency transactions, the consensus mechanism of 

traditional systems is inefficient and difficult to meet the 

needs of modern supply chains. In recent years, blockchain 

technology has gradually become an ideal solution for 

supply chain traceability due to its decentralization, 

transparency, and data immutability [2]. Existing 

blockchain systems still face some challenges in handling 

supply chain traceability, especially on the efficiency and 

security [3]. Blockchain technology has decentralization, 

tamper proof data, transparency, and traceability, 

providing new technical support for supply chain 

traceability [4]. However, existing blockchain systems still 

encounter many technical bottlenecks in practical 

applications. Especially when dealing with high-frequency 

transactions in large-scale supply chain networks, the 

efficiency and security issues of consensus mechanisms 

are particularly prominent. The communication 

complexity of consensus mechanism is high, with 

malicious node interference and a lack of dynamic 

adaptation mechanism. These issues limit the widespread 

application of existing traceability systems in actual 

supply chains and urgently require improvement. 

Traditional blockchain consensus mechanisms, such as 

Proof of Work (PoW) and Proof of Stake (PoS), suffer 

from high energy consumption and low efficiency, making 

it difficult to meet the high efficiency and low 

consumption needs of modern supply chains. As one of the 

mainstream consensus algorithms, Practical Byzantine 
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Fault Tolerance (PBFT) consensus algorithm is 

extensively used in blockchain systems due to its low 

energy consumption and high throughput [5]. The 

traditional PBFT algorithm can maintain consensus in 

cases where some nodes are malicious, but it exposes 

limitations such as high communication complexity and 

insufficient node selection mechanisms in high 

concurrency or malicious attacks. Therefore, the study 

introduces a dynamic credit mechanism to improve PBFT 

and proposes a supply chain traceability system based on 

blockchain and IPBFT consensus. This algorithm 

significantly reduces communication overhead and 

improves system robustness and scalability through 

reputation weighted voting and adaptive master node 

election. 

2 Literature review 

Blockchain can upload real-time data information from 

various links in the supply chain, ensuring the authenticity 

and reliability of transaction records. Wu et al. optimized 

record search using bipartite graph and maximum 

matching algorithm, reducing time overhead by 85.1% [6]. 

Chen et al. explored the traceability strategies of 

competing manufacturers and demonstrated that joining a 

highly traceable third-party blockchain platform could 

increase profits for all parties involved [7]. Berkani et al. 

revealed the potential of blockchain in the sports industry 

and the current situation of prototype deficiency [8]. Tan 

et al. implemented a validated cargo tracking solution in 

the logistics field through the Hyperledger prototype 

system [9]. Privacy protection and data security are also 

important research directions in blockchain applications 

outside the supply chain. For example, Feng et al. designed 

the Internet of Vehicles for people Privacy-Preserving 

Blockchain-Based Authentication with Global-Updated 

Commitment (PBAG). The privacy authentication 

protocol reduced the verification cost of a single message 

to 0.36ms through a global update commitment 

mechanism, which was 63.7% lower than that of existing 

solutions [10]. He et al. proposed an incentive mechanism 

based on game theory for federated learning security in 

energy blockchain, which effectively defended against 

data poisoning and committee deception, and combined 

high robustness and low complexity in distributed energy 

environments [11]. Zhou et al. analyzed a differential 

game model that food supply chain enterprises could 

optimize traceability strategies based on information 

latency time, thereby improving food safety and 

commercial profits [12]. This series of studies not only 

demonstrates the multi-scenario application potential of 

blockchain technology, but also provides reference for 

security issues in the supply chain environment. 

In blockchain, consensus algorithm is the core 

component for managing trust between participants in 

blockchain activities. As one of the mainstream consensus 

methods, PBFT has low energy consumption and high 

throughput [13]. However, traditional PBFT algorithms 

still have significant limitations in scalability and 

performance, and many studies are dedicated to optimizing 

traditional PBFT. Qin et al. proposed a weighted 

Byzantine fault-tolerant algorithm, which suppressed 

malicious nodes through a dynamic weighting mechanism 

and performed well in throughput, latency, and security 

[14]. Li et al. designed an adaptive PBFT framework based 

on multi-agent and deep reinforcement learning, which 

achieved efficient consensus in environments with 

incomplete information [15]. Ma et al. provided a 

universal performance evaluation method for various 

consensus mechanisms by establishing a stochastic 

performance model and analyzing the Quasi Bird and Path 

(QBD) process [16]. In terms of scalability optimization, 

Wang proposed a committee election mechanism based on 

bidirectional decay of credit values, which effectively 

improved node quality [17]. Li et al. improved the 

consensus efficiency in large-scale networks through a 

hybrid mechanism of group Raft and committee PBFT 

[18]. The Threshold Proxy PBFT (TP-PBFT) protocol 

proposed by Tang et al. combined threshold proxy 

signatures with two-step clustering to maintain stable 

system operation even when a large number of nodes were 

offline [19]. The above research has optimized the PBFT 

algorithm from different dimensions, providing theoretical 

and practical support for efficient consensus in supply 

chain blockchain systems. In addition to traditional PBFT 

optimization research, several improvements have recently 

been proposed and widely adopted as benchmarks for 

evaluating blockchain consensus performance, including 

Group Classification Practical Byzantine Fault Tolerance 

(GC-PBFT) [20], Layered Cross-Chain Practical 

Byzantine Fault Tolerance (LC-PBFT) [21], TP-PBFT, 

and Reputation-based PBFT algorithm with node grouping 

strategy (RGPBFT) [22]. These schemes respectively 

enhance node classification, cross-chain scalability, and 

signature security, forming representative directions for 

PBFT enhancement. Table 1 presents a comparative 

summary of these algorithms and the proposed IPBFT. 

In Table 1, these representative PBFT variants have 

not only been widely discussed in the literature, but also 

used as benchmark models in the results analysis section 

to evaluate the performance of the proposed IPBFT. In 

summary, although current research has attempted to 

introduce weighted voting or view switching mechanisms, 

there are still three limitations: Firstly, the weight settings 

are mostly static or globally fixed, making it difficult to 

adaptively adjust with changes in node behavior or 

fluctuations in attack intensity, which can easily lead to 

selection bias and reduced system stability. Secondly, 

view switching typically relies on network wide 

broadcasting and centralized triggering, resulting in high 

recovery costs and limited availability in high concurrency 

or high failure rate scenarios. Finally, weight design and 

view switching are often optimized separately, lacking 

collaborative analysis and sensitivity testing of security, 

scalability, and communication complexity within the 

same framework. Therefore, although existing solutions 

can partially improve the single point bottleneck of PBFT, 

they have not achieved the organic fusion of dynamic 

reputation evolution and local adaptive view switching, 

and it is difficult to effectively reduce message complexity 
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while ensuring security. Therefore, a supply chain 

traceability system based on IPBFT is established. By 

introducing dynamic weighted credit mechanism and 

voting mechanism, the shortcomings of traditional PBFT 

in communication complexity and node selection 

optimization are compensated. Combined with the 

decentralized characteristics of blockchain technology, the 

supply chain traceability process is optimized. The 

research aims to explore how to optimize the efficiency 

and security of supply chain traceability systems using 

IPBFT, and provide an economically viable traceability 

solution for the industry. 

 

Table 1: Comparative analysis of improved PBFT algorithms. 

Reference Algorithm Main mechanism Main limitation 

Reference [20] GC-PBFT Group classification for node credit Group partition overhead 

Reference [21] LC-PBFT Layered cross-chain consensus Complex coordination 

Reference [19] TP-PBFT Threshold proxy signature Requires additional signature scheme 

Reference [22] RGPBFT Reputation-governed PBFT  
Reputation convergence & cold-start; 

parameter tuning 

/ 
IPBFT 

(Proposed) 

Dynamic weighted credit + voting + 

view optimization 

Needs further validation in large-scale 

networks 

 

3 Methods and materials 

3.1 Optimization of PBFT consensus algorithm 

PBFT is a fault tolerance consensus mechanism 

extensively applied in blockchain and distributed systems 

to ensure consistent decision-making even in malicious 

nodes. This algorithm aims to solve the Byzantine 

Generals problem, ensuring the security and reliability of 

distributed systems even in untrusted environments [23]. 

The PBFT algorithm achieves consensus through three 

stages: pre-preparation, preparation, and submission. In 

the pre-preparation stage, the master node receives client 

requests and broadcasts them to the backup node. Backup 

node records and forward messages. After collecting 

sufficient preparation messages, the node enters the 

preparation state to ensure that all honest nodes reach a 

consensus on the message. To reduce the risk of abnormal 

master nodes and communication overhead, this study 

proposes an improved IPBFT algorithm based on credit 

voting mechanism. This algorithm introduces a dynamic 

credit model to evaluate the credibility of nodes based on 

their historical behavior and real-time performance, and 

assigns weights and permissions accordingly. Nodes with 

good credit can participate in the election and voting of the 

master node, thereby optimizing the generation process of 

the master node. In the initial stage of the system, due to 

the lack of historical data, credit values are initialized 

based on observable indicators such as node network 

latency, providing a basis for subsequent consensus 

participation and weight allocation. The initial credit value 

is only calculated based on the node network status, as 

displayed in equation (1) [24]. 
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In equation (1), 0V  represents the initial credit value 

of the system. l  represents node network latency. minl  

represents the minimum latency value in the node. index  

represents the network latency index. After the consensus 

is completed, the system compares the consensus results 

with the confirmation messages sent by the nodes during 

the consensus process to decide the node integrity, as 

shown in equation (2). 

 

 
0,

1,

result commit

result commit

T T
compare

T T


= 

=
  (2) 

 

In equation (2), compare  is a variable that depends 

on resultT  and commitT . resultT  represents the consensus 

result. commitT  represents the confirmation information 

sent by each node in the consensus. When compare  is 0, 

the node has dishonest behavior or network transmission 

errors. When compare  is 1, the node behavior is honest. 

After combining compare  and index , the consensus 

credit value for this round is obtained, as shown in 

equation (3). 

 ( )onceV index w compare index= + −   (3) 

In equation (3), onceV  represents the credit value of 

this round of consensus. w  represents the weight of 
compare  during onceV  normalization. After completing 

n  rounds of consensus, when the node participates in 

consensus for the first time, i.e. 1n = , the current credit 

value of the node is shown in equation (4). 

 00.8 0.2latest onceV V V= +   (4) 

In equation (4), latestV  represents the latest credit 

value of the node after the most recent consensus. At this 

point, latestV  is composed of the weighted sum of onceV  

and 0V  in the current consensus. onceV  accounts for 80% 

of the weight, while 0V  accounts for 20% of the weight. 

Decentralized design can quickly adapt to changes in node 

performance. When 2n  , latestV  is shown in equation 

(5). 

 0.8 0.2latest once lateV V V= +   (5) 

In equation (5), lateV  represents the global credit 

value accumulated by the node in previous consensus. In 

this case, latestV  is composed of the weighted sum of 
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onceV  in the current consensus and the previous global 

credit value lateV . onceV  still accounts for 80% of the 

weight, while lateV  accounts for 20% of the weight. To 

make the current consensus behavior dominant in the 

credit value, w  takes the minimum value of 0.65 that is 

easy to calculate, resulting in equation (6). 

 0.65 0.35onceV compare index= +   (6) 

According to equation (6), the integrity behavior and 

network status of a node can be comprehensively 

evaluated to determine the credit score in a single 

consensus. The credit score classification can be 

performed. The first method is shown in equation (7). 
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  (7) 

 

In the reputation update rule of equation (7), the first 

type implements rapid credit downgrade on Byzantine 

nodes to limit their impact. The second type adopts a mild 

adjustment and replacement mechanism for nodes with 

decreased network performance to ensure consensus 

continuity. The third type improves system robustness by 

dynamically weighting and switching views to replace 

failed nodes in a timely manner. In response to the 

inevitable Byzantine behavior, the system adopts a 

reputation weighted voting and dynamic view switching 

mechanism: The reputation mechanism marks malicious 

nodes as abandoned and removes them from the consensus, 

while selecting nodes to replace secondary nodes. The new 

voting algorithm combines reputation value and voting 

results to achieve adaptive master node election through 

state partitioning and permission allocation [25]. From a 

control perspective, reputation weighted voting is 

equivalent to adaptive feedback gain tuning, effectively 

suppressing disturbances and accelerating consensus 

convergence. View switching is similar to the rapid 

resynchronization process after a failure, shortening the 

system recovery time [26]. The low latency and fast 

recovery capability in attack scenarios can be attributed to 

the synergistic effect of "adaptive gain" and "local 

resynchronization", with the key being the balance 

between synchronization margin and anti-interference in 

parameter tuning. The final score of the candidate node is 

shown in equation (8). 
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In equation (8), nS  represents the final score of the 

candidate node. nV  and kV  represent the credit values 

of candidate nodes n  and k , respectively. kvote  

represents the voting of node k .   and   are weight 

coefficients, and 1 + = . Parameters   and   

represent the weight coefficients of the node's own 

reputation factor and external voting feedback, 

respectively. To reasonably determine the values of both, 

parameter tuning and sensitivity analysis are conducted. In 

the initial setup, considering that the stability of node 

reputation in permissioned blockchain is higher than the 

randomness of voting feedback, the weights are set, and 

  . Theoretical analysis shows that appropriately 

increasing   helps maintain trust consistency, while 

retaining a moderate   enhances the system's 

adaptability to Byzantine dynamic behavior. When 

0.7  , the system adaptability decreases. When 

0.5  , there is an increase in short-term misjudgments 

between nodes, leading to fluctuations in consensus 

efficiency. Therefore, 0.6 =  and 0.4 =  are 

empirical optimal parameter configurations that strike a 

balance between stability and responsiveness. The PBFT 

algorithm achieves consensus through two stages. The 

master node sends requests to the backup node and verifies 

the information to form consensus. Subsequently, it is 

confirmed again to ensure that the majority of nodes have 

completed the verification. After verification, it indicates 

that enough backup nodes have confirmed the request from 

the primary node and reached consensus. During the 

confirmation phase, only the information verified during 

the preparation phase is reconfirmed to ensure that the 

number of valid nodes completes the request verification. 

Therefore, the optimized PBFT consensus process can be 

divided into two stages: consensus proposal and consensus 

confirmation. Figure 1 displays the IPBFT consensus 

process. 

 

Request
Conisistency-

confirm
Conisistency-

proposal
Reply

Primaer

Client

Replica 1

 Replica 2

Replica 3
 

Figure 1: IPBFT consensus process 
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In Figure 1, even if the master node fails, the 

consensus system can continue to operate through the view 

switching protocol to prevent errors [27]. In the PBFT 

algorithm, once the backup node detects a master node 

failure or malicious behavior, it will broadcast a message 

and initiate the view switching process. The IPBFT 

algorithm classifies and processes view switching 

protocols based on the abnormal type of the master node. 

The pseudocode for IPBFT view switching protocol is 

shown in Algorithm 1. 

 

Algorithm 1: View Change Protocol in IPBFT 

Input: Timeout threshold T, Current view number v, 

Master node M 

Output: Updated view and Master node 

1.  if M fails to respond within T then 

2.      broadcast <ViewChange, v+1> to all nodes 

3.      collect ViewChange messages from ≥ 2f+1 

nodes 

4.      select next Master = Master() based on highest 

Si 

5.      broadcast <NewView, v+1, Master> to all 

nodes 

6.      synchronize pending requests from old view 

7.      execute consensus in new view 

8.  else 

9.      continue normal consensus 

 

In the view switching mechanism of IPBFT, the client 

sets a timeout threshold. If the master node times out, it 

may be due to system overload, malfunction, network 

issues, or intentional denial of service. This indicates that 

there is a problem with the master node. During the view 

switching process, whether the master node is abnormal is 

determined through voting. Once the master node times 

out, the system will enter the new view phase and select a 

new master node through the Master() algorithm [28]. The 

pseudocode for the Master() master node election function 

is shown in Algorithm 2. 

 

Algorithm 2: View Change Protocol in IPBFT 

Input: Node set N = {n1, n2, …, nk}, credit values Vn, 

votes voten 

Output: Master node ID 

1.  for each node ni in N do 

2.      compute score Si = λ * Vn + μ * (Σ(Vk / |N|) 

* votek) 

3.  end for 

4.  sort nodes by Si in descending order 

5.  select node with max(Si) as Master 

6.  broadcast Master(ID) to all backup nodes 

7.  return Master 

 

The new master node spread a new view message to 

continue processing unfinished transactions from the 

previous view. If the backup node believes that the master 

node is malicious, it will initiate a view switching process, 

including view switching, view switching-confirmation, 

and a new view phase. IPBFT classifies master node 

anomalies based on PBFT, reducing communication in 

timeout situations and improving efficiency. Figure 2 

illustrates the final IPBFT algorithm flow. 

 

Start View number 
Master node 

Master()
Is the node 

number Master ()?

Received valid 
consistency confirm messages within a 

certain period of time

Backup node 
receives consistency 

protocol message

The master node 
broadcasts a 

consistency protocol 
message

Is the 
master node faulty or 

malicious?

Optimize view 
switching protocol

The node executes the request 
message from the master 

node and publishes the block
End

Y

N

Y

N
Backup node 

broadcast

N

Y

 

Figure 2: IPBFT algorithm process. 

 

In Figure 2, the view number is initialized. The master 

node is set to Master() to determine whether the current 

node is the master node. If it is the master node, protocol 

messages are broadcasted consistently. Otherwise, the 

backup node receives consistency protocol messages and 

broadcasts them. Subsequently, any faults or malicious 

behavior on the master node are checked. If so, the view 

switching protocol has been optimized. On the contrary, 

valid consistency confirmation messages are received 

within a limited time. If consensus is reached, the node 

needs to execute the request message from the master node 

and publish the block. If no consensus is reached, the 

process is returned to wait and re-execute until the entire 

consensus process is completed. 

3.2 Design of supply chain traceability 
mechanism based on blockchain and IPBFT 
consensus algorithm 

To ensure the efficient operation of blockchain networks 

and the smooth execution of consensus algorithms, this 

study constructs an efficient, secure, and transparent 

supply chain traceability system. This system combines 
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the decentralized characteristics of blockchain technology 

with the fast consistency of the IPBFT consensus 

algorithm. It can effectively record and verify various 

transactions and information flows in the supply chain, 

guaranteeing the authenticity and immutability of data. In 

the traceability system, from the perspective of system 

application, the block height increases correspondingly 

with each data on chain operation. Based on the 

development platform, the complete process of generating 

blocks is divided into four stages, including transaction 

initiation stage, block consensus stage, block verification 

stage, and block execution stage. Figure 3 illustrates the 

blockchain application process [29]. 

As shown in Figure 3, during the transaction initiation 

phase, a user initiates a transaction and a new message is 

broadcasted to the blockchain network. After entering the 

block consensus stage, the system uses the consensus 

algorithm of the traceability mechanism to consensus the 

previously initiated transaction information. In the block 

verification phase, the system schedules transactions and 

triggers the smart contract after reaching a consensus 

through the smart contract of the traceability system to 

verify the information accuracy. Finally, during the block 

execution phase, the blocks that have reached consensus 

and passed verification are submitted to the ledger for 

storage. In a blockchain system using the IPBFT algorithm, 

the master node is responsible for generating blocks and 

does not rely on incentive mechanisms. Therefore, the 

mining reward is not included in the block data. The 

system block only needs to contain the parent node, digest, 

and basic information, which not only reduces the storage 

requirements of the block, but also lowers the data 

consumption during transmission. On this basis, to 

enhance the application effect of blockchain in supply 

chain traceability, a five layer model is designed, including 

data layer, network layer, consensus layer, contract layer, 

and view layer. The model adopts a consortium chain form. 

The consensus algorithm is docked between the data layer 

and the contract layer. Figure 4 illustrates the architecture 

of the supply chain traceability system. 
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Figure 3: Blockchain application process 
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Figure 4: Architecture of supply chain traceability system 
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In Figure 4, the data layer uses Merkle trees and 

blockchain to store supply chain data, ensuring data 

security through digital signatures, hash functions, and 

asymmetric encryption [30]. A P2P distributed network is 

established at the network layer, responsible for node 

communication and block verification. The consensus 

layer adopts the IPBFT algorithm, which optimizes the 

consensus efficiency of traditional PoW and PoS 

algorithms [31, 32]. The contract layer deploys smart 

contracts for manufacturers, distributors, and retailers, 

recording digital signatures during transaction execution to 

achieve full traceability. The view layer provides a user 

interaction interface through a Graphical User Interface 

(GUI) [33]. The functions of smart contracts are mainly 

used for data processing, verification, and permission 

management, and do not directly participate in the 

execution of consensus logic. The IPBFT consensus 

process runs entirely within the consensus layer, with 

external engines implementing node communication, 

credit evaluation, and view switching operations. Figure 5 

illustrates the final supply chain traceability system based 

on blockchain and IPBFT consensus algorithm. 
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Figure 5: Supply chain traceability system 

 

The system in Figure 5 consists of three core 

components: user interface module, blockchain 

coordination module, and smart contract processing 

module. The blockchain coordination module mainly 

handles information exchange and data upload between 

nodes. The underlying architecture of the system employs 

the Ethereum blockchain platform, deploying blockchain 

nodes with smart contract support on the Ethereum 

platform to build a decentralized network environment. 

The Ethereum client and IPBFT consensus module are 

integrated to ensure compatibility with existing blockchain 

architectures [34]. IPBFT adopts three-stage message 

passing to ensure block finality, and utilizes Ethereum 

smart contracts to manage node voting and verification 

processes, recording the entire consensus process. This 

system combines dynamic node management to maintain 

high fault tolerance in the event of network anomalies or 

attacks, while suppressing malicious behavior and 

incentivizing node participation through reward and 

punishment mechanisms. The system uses smart contracts 

to implement tamper proof contract publishing and role 

behavior constraints, reaching consensus through IPBFT. 

The user interaction module supports role registration, 

login, and transaction record upload queries. Among the 

three types of participants: manufacturers, distributors, and 

end-users, manufacturers and distributors need to undergo 

registration and review before uploading transactions. 

Manufacturer data is directly uploaded to the chain, and 

distributor data needs to be verified before uploading. All 

consensus data is stored in a database and queried through 

an open Application Programming Interface (API) [35]. 

Users can obtain transaction history sorted by time through 

the product number, or view detailed information in the 

blockchain browser through the product specific contract 

address. 

4 Results 

4.1 IPBFT performance testing 

To ensure the reproducibility of the experiment and 

comprehensively verify the robustness and anti attack 

performance of the proposed IPBFT algorithm, a 

controlled simulation environment was constructed. The 

blockchain network had a total of 30 nodes, of which 24 

were normal nodes and 6 were Byzantine nodes, 

accounting for approximately 20%. The behavior of 

Byzantine nodes was simulated in three ways: One was 

message tampering, where nodes broadcast inconsistent 

block hashes or transaction results to different nodes to 

disrupt the consensus process. The second was packet loss 

behavior, where nodes selectively discarded some 

consensus messages, thereby increasing communication 

latency and reducing throughput. The third was latency 

injection, where nodes actively introduced the random 

communication latency to simulate unstable scenarios 

such as network congestion or denial of service attacks. 

The experimental simulation was based on the Ethereum 

platform and integrated with a custom IPBFT consensus 

engine. It was developed using Python 3.10 and PyTorch 

2.1 language environments, and the underlying 

communication framework employed the Go Ethereum 

client. The smart contract module was deployed in a 

private Ethereum testing network, written in Solidity 

language, responsible for transaction recording and data 

verification. The consensus layer and message scheduling 

module ran in a Python parallel simulator to achieve 

synchronization and message interaction between nodes. 

To avoid accidental effects, each experiment was 

independently run 10 times under the same system 

configuration, and the resulting throughput, latency, 

response time, and communication volume were taken as 

arithmetic averages. The experimental running hardware 

environment is an Intel Core i5-9400F processor, 8GB 

DDR4 memory, and Ubuntu 16.04 operating system, 

which is consistent with the typical blockchain 

performance evaluation environment. All performance test 

results are based on independently running 10 simulations 

with the same system configuration, and the data obtained 

is the average of multiple experiments to eliminate 

possible random fluctuations in a single run. The variance 

of the experimental results is controlled within ± 3.5%, 

indicating that the system has good stability and 

repeatability under multiple rounds of testing. The 
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Byzantine fault testing is conducted to evaluate the 

performance changes under various conditions. The 

proposed IPBFT is compared and tested with GC-PBFT 

and LC-PBFT. When there are no node failures or attacks 

from Byzantine malicious nodes, the response speed of 

these three methods to Invoke and Query operations is 

shown in Figure 6. 

Figures 6 (a) and 6 (b) show the response speed 

changes of different algorithms in Invoke and Query 

operations, respectively. Overall, the data throughput 

continuously increased with the increase of operation 

requests. In Figure 6 (a), IPBFT always had the highest 

response speed as the request speed increased, reaching a 

peak of 438 at 400TPS. The response speed of GC-PBFT 

was lower than that of IPBFT, but it performed better than 

that of LC-PBFT. LC-PBFT had the lowest response speed 

among these three algorithms, indicating relatively poor 

performance. In Figure 6 (b), IPBFT exhibited the highest 

response speed at all request speeds. The response speed 

of LC-PBFT was still the lowest, indicating its lowest 

efficiency in processing requests. The dynamic weighted 

credit model and optimized view switching protocol in 

IPBFT reduce the computational complexity in the 

consensus process, enabling more reliable nodes to process 

requests more efficiently. Subsequently, whether there are 

random node failures and Byzantine malicious attacks is 

experimentally evaluated. The data throughput of Invoke 

operation is used as a metric, as shown in Figure 7. 
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Figure 6: The response speed of three algorithms to different operations 
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Figure 7: Consensus efficiency changes over time under random faults 

 

Figure 7 (a) shows the performance of throughput over 

time for LC-PBFT, GC-PBFT, and IPBFT under low 

failure probability conditions. The throughput of the 

IPBFT algorithm remains relatively stable, and its overall 

performance is better than LC-PBFT and GC-PBFT, but it 

does not show whether it is affected by node failures. After 

about 30s, the IPBFT algorithm showed that the consensus 

speed of the system slowed down due to node failures. 

Even after the speed decreased, the instantaneous 

processing capability of the system remained at normal 

operating efficiency, and the stability of the system was 

not affected. Figure 7 (b) shows the variation of data 

throughput over time for three algorithms under high 

failure probability. As the probability of failure continued 

to increase, the throughput of LC-PBFT and GC-PBFT 

remained at a relatively high level with relatively small 

fluctuations. The impact of IPBFT on data transmission 

speed was significant. Although this algorithm consumes 

a lot of resources in node replacement and view switching, 

it can cause performance fluctuations within a certain 

range. Overall, the efficiency of the IPBFT algorithm is 

still superior to the other two comparison algorithms, 

further demonstrating the stability advantage of the 

dynamic weighting mechanism and fault-tolerant protocol 

in fault prone environments. Finally, no node failures and 

continuous attacks from Byzantine malicious nodes are 

analyzed, and the Invoke operation is also selected. Figure 

8 illustrates the data throughput results. 
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Figure 8: Consensus efficiency changes over time under random Byzantine attacks 

 

Figure 8 illustrates consensus efficiency under random 

Byzantine attacks. In Figure 8(a), under low attack 

probability, due to malicious node replacement, the 

efficiency of IPBFT has doubled, but it quickly recovered, 

while other algorithms have not changed, indicating that 

they cannot detect attacks. In Figure 8(b), as attack 

probability increases, LC-PBFT and GC-PBFT experience 

severe efficiency decline and fluctuation, whereas IPBFT 

maintains higher and more stable throughput after brief 

interference. The results indicate that the dynamic credit 

model enables IPBFT to identify and isolate malicious 

nodes, minimizing the impact of attacks. The total 

communication volume of different algorithms in a single 

transaction is tested, as shown in Figure 9. 
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Figure 9: The total communication volume of different 

algorithms in a single transaction. 

 

In Figure 9, overall, with the increase of nodes, the 

communication volume of the three methods showed an 

upward trend. The growth of communication volume was 

roughly linear, but the growth rate varied among different 

algorithms. As the node increased, the communication 

volume of LC-PBFT also increased, which may affect the 

overall communication efficiency. The communication 

volume of GC-PBFT was between IPBFT and LC-PBFT, 

and the communication overhead was higher than that of 

IPBFT. As the number of nodes increases, IPBFT shows 

slower growth in communication volume, demonstrating 

better scalability and communication efficiency. The 

communication volume of IPBFT is the lowest among 

these three algorithms. This indicates that IPBFT 

optimizes communication overhead by reducing redundant 

interactions in the consensus process. To verify the 

performance advantages of the IPBFT view switching 

mechanism, four algorithms, PBFT, GC-PBFT, LC-PBFT, 

and IPBFT, were compared in terms of view change time 

under different failure probabilities, as shown in Table 2. 

 

Table 2: Performance under view change time under 

different failure probabilities. 

Scena

rio 
Indicator 

PB

FT 

GC-

PBF

T 

LC-

PBFT 

IPB

FT 

Low-

failur

e rate 

Average time 

consumption/s 

1.8

2 
1.36 1.22 0.97 

Transaction 

throughput 

rate/TPS 

36

5 
412 398 438 

Average 

transaction 

latency/ms 

14

5 
132 128 115 

High-

failur

e rate 

Average time 

consumption/s 

3.4

5 
2.91 2.63 1.88 

Transaction 

throughput 

rate/TPS 

32

2 
365 348 403 

Average 

transaction 

latency/ms 

19

2 
171 163 139 

 

Table 2 showed that IPBFT outperformed PBFT, GC-

PBFT, and LC-PBFT in both low- and high-failure 

environments, with lower time consumption, higher 

throughput, and shorter latency, demonstrating superior 

stability and robustness. Under low-failure rates, the 

average latency of PBFT was 1.82 seconds, 365 TPS, and 

145 ms. GC-PBFT and LC-PBFT improved slightly 

through group validation and hierarchical topology. The 

average time of IPBFT was 0.97 seconds, which was 46.7% 

lower than that of PBFT, with a 20.7% reduction in latency 

and a 20% increase in throughput, indicating higher node 

collaboration efficiency. At high-failure rates, the time of 

PBFT increased to 3.45 seconds and the throughput 

decreased to 322 TPS, while IPBFT remained at 1.88 

seconds and 403 TPS. The view switching efficiency 

increased by 45.5% and the latency decreased by 27.6%. 
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This confirms that IPBFT has strong fault tolerance and 

fast recovery capability through local broadcasting and 

isolation of low reputation nodes. Figure 10 presents the 

changes in message complexity for different algorithms. 

In Figure 10 (a), as the number of nodes increases, the 

communication volume of each algorithm also increases, 

but the growth patterns differ significantly. The 

communication volume of PBFT increased from 250 MB 

to 640 MB. GC-PBFT used a packet broadcast mechanism, 

resulting in a final communication volume of 

approximately 550 MB. LC-PBFT adopted a hierarchical 

communication structure, further reducing the 

communication volume to 490 MB. In contrast, IPBFT had 

the slowest growth in communication volume, only 

increasing from 120 MB to 410 MB, showing an 

approximately linear growth trend. IPBFT effectively 

reduces message exchange redundancy through reputation 

filtering and local broadcast mechanism, and can maintain 

low communication load even when expanding in scale. In 

Figure 10 (b), the latency of PBFT increased from 55 ms 

at 4 nodes to 94 s at 22 nodes, indicating that its multi-node 

performance is significantly constrained by 

communication and synchronization. GC-PBFT and LC-

PBFT achieved hierarchical and parallel optimization, 

with final latency controlled at 83 s and 79 s, respectively. 

IPBFT performed the best, with an average latency of only 

71 s and a smooth growth curve, indicating that its 

dynamic reputation mechanism and asynchronous view 

switching strategy effectively alleviated the 

synchronization pressure caused by node expansion. 
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Figure 10: Changes in message complexity of different algorithms. 
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Figure 11: System average running time and time latency results. 

 

4.2 Effect analysis of supply chain traceability 
system based on blockchain and IPBFT 
consensus algorithm 

The study evaluates the efficiency of the designed system 

through actual operational testing to validate the 

practicality of the traceability system. Firstly, the 

blockchain technology is deployed on the virtual machine. 

The blockchain network is launched to conduct a series of 

tests on system runtime, transaction latency, and 

processing capabilities. After multiple tests, the system 

latency results are shown in Figure 11. 

Figure 11 (a) showed that the average running time of 

IPBFT slowly increased with the increase of request speed, 

maintaining good efficiency, while GC-PBFT showed the 

fastest performance improvement above 300 TPS, with a 

sharp decline. Figure 11 (b) showed that the transaction 

latency of IPBFT was consistently lower than that of GC-

PBFT and LC-PBFT, steadily but moderately increasing 

with load. In contrast, the latency of GC-PBFT increased 

rapidly above 400 TPS, while the latency of LC-PBFT was 

slightly lower but still high under heavy loads. Overall, 

IPBFT effectively reduces running time and latency under 

high loads by prioritizing reliable nodes through its credit 

model and minimizing latency during node changes via the 

view-switching protocol. Figure 12 displays the resource 

consumption of the platform in processing transactions 

under both high and low probability Byzantine malicious 

attacks. 

Figure 12 (a) displays the CPU usage of the system 

based on different algorithms during operation. The CPU 

usage of GC-PBFT rapidly increased to nearly 80% in the 

first 10s, and then slowly increased to about 85%. The 

algorithm had a high demand for CPU resources. The CPU 

usage of LC-PBFT sharply increased to around 70% in the 

first 10s and eventually stabilized at around 75%. The CPU 
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usage of IPBFT rapidly increased to about 60% in the first 

10s and gradually stabilized, eventually stabilizing at 

around 60%. The low CPU usage of IPBFT indicates that 

the algorithm requires less CPU resources. Figure 12 (b) 

shows the bandwidth utilization of supply chain 

traceability systems based on different algorithms during 

operation. The bandwidth utilization rates of IPBFT, GC-

PBFT, and LC-PBFT were 86.34%, 75.45%, and 56.78%, 

respectively. The bandwidth utilization of IPBFT 

gradually decreased with the increase of the node, but still 

maintained a high level and performed well in handling 

large amounts of data transmission. To further verify the 

applicability and comprehensive performance advantages 

of the proposed IPBFT algorithm under different 

blockchain architectures, RGBBFT and Polygon 

blockchain-based strategies were further introduced in the 

study [36]. Taking speed, security, scalability, and cost as 

indicators, the results are shown in Table 3. 
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Figure 12: Resource consumption results of different algorithms. 

 

Table 3: Comprehensive performance comparison. 

Algorithm Throughput (TPS) 
Byzantine fault 

tolerance (%) 

Node capacity 

(piece) 

Average cost 

(RMB) 

PBFT 365 90.2 35 72,500 

GC-PBFT 412 92.7 52 68,400 

LC-PBFT 398 93.1 55 64,800 

IPBFT 438 95.1 77 60,300 

RGBBFT 421 94.3 64 62,800 

Polygon blockchain 452 93.8 127 55,600 

 

 

Table 3 showed that traditional PBFT faces a trade-off 

between speed, security, and scalability, with node 

capacity limited to 35 due to high communication 

complexity. GC-PBFT and LC-PBFT improved speed and 

stability through grouping and hierarchy but remained 

constrained in scalability. The proposed IPBFT, enhanced 

with dynamic reputation evaluation and asynchronous 

view switching, achieved 438 TPS throughput, 95.1% fault 

tolerance, scalability up to 77 nodes, and 16.9% lower 

maintenance costs, offering the most balanced 

performance. RGBBFT excels in trust and security 

through reputation governance, while Polygon's two-layer 

sidechain design provides excellent scalability and energy 

efficiency, supporting 127 nodes at the lowest cost, 

making it an ideal choice for large-scale, high concurrency 

supply chain networks. Finally, a simulation platform is 

established to apply the proposed supply chain traceability  

 

 

mechanism to a certain aquatic product supply chain. The 

cost-benefit analysis is compared with the supply chain 

traceability system that does not use the proposed 

mechanism. Table 4 displays the results. 

Table 4 showed that both systems require an initial 

investment of 300,000 RMB. However, traditional 

systems had poor scalability, with annual maintenance 

costs of about 80,000 RMB and upgrade costs of 140,000 

RMB. The proposed system, with higher automation and 

scalability, reduced these to about 60,000 and 120,000 

RMB, respectively. Its product recall rate was only 2.1%, 

compared to 5.2% for traditional systems, greatly 

improving reliability and economic efficiency. The 

product data in Table 4 was based on simulated estimates, 

not real enterprise data. Cost is calculated theoretically 

based on market prices and experimental assumptions, 

while recall rate is determined based on the proportion of 

simulation errors in the traceability process. 
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Table 4: Cost benefit comparison of supply chain. 

Traceability system 
Initial investment 

cost (RMB) 

Operation and 

maintenance costs 

(RMB/year) 

Upgrade and 

expansion costs 

(RMB) 

Product recall 

rate (%) 

Traditional traceability 

system 
300,000 80,000 140,000 5.2 

The designed traceability 

system 
300,000 60,000 120,000 2.1 

 

5 Discussion 

A blockchain-based supply chain traceability mechanism 

with an improved PBFT consensus is proposed to enhance 

product traceability and accountability. By introducing a 

dynamic weighted credit and voting model, it overcomes 

the performance and security limitations of traditional 

PBFT, resolving bottlenecks under high-frequency 

transactions, node failures, and Byzantine attacks. 

Experiments show that the IPBFT algorithm achieves 

optimal response and throughput at varying request rates. 

Under low-probability Byzantine attacks, despite brief 

efficiency drops, the system quickly restores stability 

through node replacement. As node scale increases, IPBFT 

shows the slowest communication growth and lower 

latency compared to other algorithms, demonstrating 

strong scalability. Even under high-probability attacks, 

system efficiency rapidly recovers after isolating 

malicious nodes. CPU utilization stabilizes around 60%, 

and bandwidth efficiency remains high as nodes increase. 

Economically, the system has maintained low annual 

maintenance and expansion costs, with a product recall 

rate of 2.1%, far lower than the 5.2% of traditional systems, 

improving reliability and cost-effectiveness. Compared to 

the group reputation clustering of GC-PBFT and the 

hierarchical consensus model of LC-PBFT, the innovation 

of IPBFT mainly lies in two aspects: One is the 

bidirectional dynamic reputation update mechanism. The 

credit attenuation parameter of IPBFT is not a preset 

constant, but varies proportionally with the transaction 

density and anomaly rate of nodes. When a node is in a 

high reputation state for a long time, the latency rate slows 

down to maintain system stability. Under continuous low 

reputation behavior, the attenuation coefficient rapidly 

increases to accelerate the isolation of malicious nodes. 

The second is the collaborative protocol for switching 

partial views. Traditional PBFT requires network wide 

broadcast triggering switching when the master node is 

abnormal, while IPBFT achieves local autonomous 

switching through reputation weighted selection, 

improving scalability and stability in large-scale node 

environments. 

Although the IPBFT-based blockchain traceability 

system performs well under controlled attack scenarios, 

several challenges remain in real-world applications. 

Firstly, the system’s scalability requires further 

verification. Current experiments involve only 30 nodes. 

Expanding to cross-regional networks with hundreds or 

thousands of nodes may sharply increase communication 

complexity and synchronization latency, necessitating 

optimization via message compression or hierarchical 

consensus. Secondly, integration with existing enterprise 

systems incurs high costs due to interface development and 

protocol adaptation, while regional differences in data 

privacy, regulation, and authentication hinder large-scale 

deployment. Finally, current security tests cover only 

moderate Byzantine and denial-of-service attacks, without 

addressing extreme cases such as multi-node collusion or 

network intrusions. Future work should strengthen 

robustness testing under such conditions. In terms of cost-

effectiveness, although the aquatic product supply chain 

case shows that the system effectively reduces recall rates, 

lowers maintenance costs, and improves transparency, its 

cross-industry applicability still requires verification. 

Industries such as pharmaceuticals and food demand 

higher real-time traceability, compliance, and privacy 

protection, while electronic manufacturing is more 

sensitive to scalability and consensus latency. Thus, 

despite the system’s general advantages in transparency, 

efficiency, and security, variations in regulation, data scale, 

and network complexity may affect deployment 

parameters and economic benefits. Future work should 

extend cost-benefit evaluations across industries and 

optimize adaptive designs for different application 

contexts. 

6 Conclusion 

The proposed IPBFT algorithm has shown significant 

performance advantages in multi-scenario experiments. 

Compared with GC-PBFT and LC-PBFT, IPBFT has a 

throughput increase of about 7%-10%, an average latency 

reduction of about 12%-18%, and a system availability 

improvement of over 15% under high attack probability. 

The dynamic weighted credit model quickly identifies and 

isolates malicious nodes by real-time evaluation of node 

behavior and feedback consistency. The parallel 

optimization of the view switching mechanism effectively 

reduces communication complexity and improves the 

scalability of the system under high concurrency 

conditions. Overall, IPBFT not only achieves efficiency 

and security optimization of traditional PBFT at the 

algorithm level, but also demonstrates strong universality 

and scalability potential in industrial applications. Its high 

concurrency, low latency, and robustness make it suitable 

for deployment in multiple industry scenarios such as food 

safety supervision, pharmaceutical anti-counterfeiting 

tracking, and high-value product authentication. It can 

support trusted traceability and cross-domain 
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collaboration throughout the entire supply chain lifecycle, 

further verifying the applicability and promotional value 

of the proposed model in complex real-world systems. 

Future work will focus on cross-industry deployment and 

validation in large-scale node environments, further 

improving the adaptive scheduling and economic incentive 

mechanisms of algorithms to achieve a scalable and 

trustworthy blockchain traceability system.  

Although the blockchain traceability system based on 

IPBFT has good performance in controlled attack 

scenarios, there are still several limitations and challenges 

that need further research in practical applications. Firstly, 

the scalability of the system needs to be verified. The 

current experiment is only completed at a scale of 30 nodes. 

If it is expanded to a cross regional supply chain network 

with hundreds or even thousands of nodes, the 

communication complexity and synchronization latency 

may significantly increase, and optimization through 

message compression or hierarchical consensus 

mechanisms is needed. Secondly, the integration cost 

between the system and the existing information system of 

the enterprise is high, requiring additional development of 

interfaces and adaptation protocols. Meanwhile, policy 

differences in data privacy, regulatory compliance, and 

digital authentication across regions also pose challenges 

for large-scale promotion. Finally, the existing security 

verification only covers moderate intensity Byzantine 

attacks and denial of service attacks, and has not yet 

simulated extreme scenarios such as multi-node 

collaborative attacks or underlying network intrusions. In 

the future, it is necessary to further strengthen the security 

robustness testing of the system. 
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